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Abstract. Dynamic access control is a central requirement in modern
encrypted data storage, where decryption privileges must evolve as cre-
dentials and permissions change over time. In practice, such changes
are routine: users join or leave projects, roles shift, devices are replaced
or lost, keys expire or are rotated, and security incidents may necessi-
tate immediate revocation or later restoration of access. Motivated by
the need for dynamic access control in encrypted data storage, we ex-
plore how to implement puncturable encryption (PE) in environments
where user credentials and permissions evolve over time. PE offers a
powerful fine-grained revocation functionality. By “puncturing” a secret
key, one can revoke decryption capability for specific ciphertexts, en-
abling fine-grained access control over who can get access to which data.
This capability has driven strong theoretical and practical interest since
the introduction of PE. However, the existing PE and its variants fall
short in dynamic environments where revocation is not always perma-
nent. Specifically, many deployments require the ability to restore access,
or to lawfully delegate decryption rights for specific ciphertexts that were
previously revoked.

In this work, we bridge this gap by introducing a novel primitive
Dynamic Puncturable Encryption (DPE). By “dynamicity”, we mean
that the system simultaneously supports user-controlled revocation of
decryption, trusted authority-controlled revocation or granting of access
to data, and delegation of decryption rights based on requirements, all at
a finer level. Such a feature further broadens the practical applicability
of the PE paradigm and allows dynamic access control. We formalize the
concept of DPE, and realize it through a lattice-based construction in
the standard model that ensures quantum safety.
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1 Introduction

Encryption has become the default mechanism for securing modern data stor-
age systems. It prevents unintended disclosure of data while allowing intended
users to obtain decryption capabilities to access it. In practice, decryption eligi-
bility is governed by a trusted authority, which may be a data owner, a security



administrator, or an organizational controller responsible for defining and en-
forcing policies or restrictions. However, such decryption rights are inherently
dynamic rather than static. In real deployments, user accounts and credentials
must be provisioned, updated, suspended, and revoked as individuals join or
leave projects, change roles, replace or lose devices, or security incidents may
require emergency revocation of access. Further, many deployments also require
the ability to restore access or to lawfully delegate decryption rights for specific
ciphertexts that were previously revoked. NIST E| explicitly emphasizes these,
specifically restricting access when individuals are transferred or terminated and
administering accounts in a dynamic, ongoing manner. It creates a practical de-
mand for dynamic access control over encrypted data.

In terms of access control, puncturable encryption (PE) [16], offers a com-
pelling primitive for fine-grained revocation of decryption capabilities. By “punc-
turing” a secret key with a tag, one can disable decryption of ciphertexts associ-
ated with that tag, yielding a fine-grained mechanism to revoke access to selected
messages without any interaction with the sender. This core functionality has
proven essential for enabling forward secrecy in practical applications, most no-
tably as a building block for forward-secret 0-RTT key exchange [I78], a critical
component in modern TLS protocols [I7], secure group messaging [23], cloud
email [26], secure deletion [16], etc. To broaden the applications of PE in the
distributed storage systems, Derler et al. [OIT1] introduced fully PE and dual-
form PE, respectively. Additionally, to remove certificate repositories, Wei et al.
[26] introduced puncturable identity-based encryption (PIBE), in which a secret
key corresponding to each identity can be extracted from the master secret key,
and recipients may puncture the extracted keys arbitrarily many times. Derler et
al. [10] later formulated identity-based puncturable encryption, extending PIBE,
where secret keys can be extracted not only from the master secret key but also
from previously punctured secret keys. Additionally, key puncturing and key ex-
traction can occur in any order. Further, hierarchical identity-based puncturable
encryption [12], puncturable attribute-based encryption [22[T4] have been intro-
duced. To broaden the applicability of PE, puncturable proxy re-encryption [23]
and puncturable identity-based proxy re-encryption [I8] combine the function-
alities of proxy re-encryption and PE, enabling delegation of decryption rights.
However, neither approach provides a mechanism to regain decryption rights for
specific ciphertexts after those rights have been revoked through puncturing.

The above limitations of variants of PE create a significant research gap.
However, addressing this gap is challenging. The main hindrance to crafting this
solution arises from the fundamental conflict between the fine-grained forward
secrecy offered by PE and the restoration of decryption capabilities over the
same encrypted data. These two features are inherently at odds because the
presence of a restoration mechanism could be exploited by an attacker, thereby
compromising fine-grained forward secrecy. This dichotomy leads to the following
challenging question: “Can we construct a new primitive in the paradigm of PE
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for multi-user systems that supports dynamic access control for users without
compromising fine-grained forward secrecy?”

1.1 Owur Contributions and Technical Overview

In this work, we answer the above question assertively by introducing Dy-
namic Puncturable Encryption (DPE), a novel primitive that simultaneously
supports dynamic access control and provides fine-grained forward secrecy for
users. Specifically, it enables controlled revocation or granting of re-access over
encrypted data, and lawful delegation of decryption rights based on require-
ments, controlled by a trusted authority. It also supports user-controlled revo-
cation of decryption rights at a finer level, while ensuring fine-grained forward
secrecy, thereby significantly enhancing prior ideas on PE. We provide a quali-
tative comparison of DPE with PE schemes and their variants in Table [I]

Table 1. Qualitative Comparison with DPE

Revocation = Delegation  Restoration Dynamic

Schemes of decryption of decryption of decryption Access
capability rights capability  Control
PE [16] v X X X
PIBE, IBPE[I4IT3/10] v X X X
FuPE, DFPE[9/TT] v X X X
PPRE[23] v v X X
PIBPREJILS] v v X X
DPE (Section [4) v v v v

PE: Puncturable Encryption; PIBE: Puncturable Identity-based Encryp-
tion; IBPE: Identity-based Puncturable Encryption; FuPE: Fully Punc-
turable Encryption; DFPE: Dual-form Puncturable Encryption; PPRE:
Puncturable Proxy Re-encryption; PIBPRE: Puncturable Identity-based
Proxy Re-encryption; DPE: Dynamic Puncturable Encryption.

To formalize DPE, we introduce a two-layer revocation mechanism as one of
the main technical ingredients. In this approach, decryption rights are revoked
through two coordinated layers of key puncturing under the control of a trusted
authority, enabling selective access restoration without undermining the overall
system’s forward secrecy. We further introduce dynamic tag updates to enhance
these controls by allowing ciphertexts to be re-tagged, without altering the un-
derlying message. These enable the restoration or lawful delegation of decryption
rights through information (tokens) issued by the trusted authority. In a nut-
shell, we define the syntax and security of DPE, and to realize it, we provide a
novel construction from standard lattices that ensures quantum safety.
Formalization of Dynamic Puncturable Encryption.

Formalizing DPE is subtle because it must reconcile two goals that naturally pull
in opposite directions: fine-grained forward secrecy and controlled restoration of



decryption capability. The technical challenge is then to let access evolve across
both dimensions without creating loopholes that undo puncturing. To capture
this dynamicity, we divide the lifetime of a DPE system into a polynomial number
of discrete time periods and endow ciphertexts with a time period, and two
types of tags, positive and negative, where a positive tag indicates permission,
and a negative tag indicates denial of decryption. We resolve this tension by
introducing two core technical ingredients: a two-layer revocation mechanism
and dynamic tag updates.

In the two-layer revocation mechanism, revocation is realized via two layers of
key puncturing. In the first layer, the trusted authority issues each user a secret
key tied to a unique positive tag and punctured on an initial set of negative tags,
enabling decryption only for ciphertexts matching the user’s positive tag and
negative tags distinct from those on which the key was punctured. To realize
the first layer of key puncturing, we devise the KeyGen algorithm. Users may
further self-revoke their access by puncturing their key on additional negative
tags, as in standard PE, via the Punc algorithm. In the second layer, the trusted
authority periodically publishes a time-specific period key punctured on selected
positive tags, which disables decryption for those users during that period even
if they retain their user keys. To realize the second layer of key puncturing, we
formulate the RevAccK algorithm. We assume this time-dependent information
is publicly available at the start of each period. Conceptually, we divide the
power of decryption ability of the user into two key components: one key is
generated for each user, and another key is generated for each time period. This
key generation is carried out in a dual component-wise fashion, meaning that to
decrypt or access data, a user needs both keys, provided that the user still has
decryption rights after both layers of revocation.

To go beyond these revocations and to enable selective restoration and law-
ful delegation, we introduce dynamic tag updates. This allows ciphertexts to be
re-tagged and/or advanced to later times without altering the underlying plain-
text. These transformations are driven by time and tag-specific tokens issued
by the trusted authority. We implement this mechanism by designing the Token
algorithm. By updating ciphertexts using these tokens, users can regain access
or get decryption rights while preserving message confidentiality. These update
mechanisms are implemented by devising the UpdateCT algorithm.

Defining security for DPE, we consider the concept of indistinguishability
against chosen plaintext attack (IND-CPA), and extend the selective-tag frame-
work by having the adversary declare the challenge positive tag, negative tags,
and a time period upfront. Consistent with the standard selective-tag security
definition, the adversary retains the ability to learn the user keys. Furthermore,
we permit the adversary to revoke positive tags of their choice, including the
challenge positive tag, at any time. Notably, we permit the adversary to learn
the secret key for the challenge positive tag, but only if it was revoked at the des-
ignated challenge time. As the ability to update ciphertexts and the associated
concept of update tokens are not inherent to standard PE, we need to consider
additional measures to ensure security guarantees. In particular, we recognize



the potential risks of misuse of update tokens, such as updating ciphertexts in
the reverse direction or re-updating ciphertexts that have already been updated.
To protect against these risks, a secure DPE scheme must enforce that the up-
date token can be applied to a non-updated ciphertext with a matching positive
tag, thereby transforming it into an updated ciphertext. It must not allow re-
verse updates or repeated updates, as the ability to update an already updated
ciphertext would compromise DPE security. Together, these considerations lead
to our notion of IND-sDPE-CPA, providing a unified security foundation for DPE.

Lattice-based construction of Dynamic Puncturable Encryption.

As an effort to instantiate DPE scheme, we design a lattice-based construc-
tion that is proven secure in the standard model, assuming the hardness of the
Learning With Errors (LWE) problem [25]. At a high level, the design faces three
intertwined challenges: (i) supporting two independent revocation mechanisms
without giving any single artifact full decryption power, (ii) supporting user-side
puncturing, which necessitates delegatable trapdoor structure, and (iii) enabling
token-based ciphertext updates for restoration or delegation of decryption rights
while preventing token misuse and related attacks. We meet these requirements
through a component-wise key architecture: user keys retain a trapdoor form to
enable further puncturing, yet remain insufficient on their own for decryption,
while the authority publishes time-specific revocation key. This key is publicly
accessible and must not possess any decryption power alone. Making these com-
ponents interoperate securely is the main technical hurdle and the heart of the
construction.

Our construction uses a binary tree (BT) with N leaves to manage up to N
users/positive tags. Each user is assigned a leaf (positive tag) p, and each node
0 carries an identifier Vy, a user key embeds secrets for the nodes on Path(p),
enabling efficient time-dependent revocation via Subset-Cover techniques. The
public key include matrices A, D, while the master secret key holds trapdoors
Ta,Tp. For each user tag p, we derive positive tag-specific matrices A,, D,
together with trapdoors. The user’s secret key consists of two components. The
first component relates to A, and supports negative-tag puncturing through
a key delegation technique from [4]. Importantly, it retains a trapdoor matrix
form, allowing the user to puncture further later on. The second component
pertains to D, which binds the user to the tree path using the complete subtree
method described in [20]. This involves sampling short vectors for the identifiers
along Path(p) while linking D, with A,. For the second revocation layer, the
trusted authority periodically publishes a public revoke-access key for each time
period t, and the revoked list of positive tags Py, derived from a matrix Dy
and the cover set KUNodes(BT, P;). This update must be public and carry no
standalone decryption power, yet must “plug into” the user’s key to enable
decryption, thereby capturing exactly the separation of power required by DPE.

Ciphertexts are encrypted under a positive tag p, a fixed-size set of negative
tags, and a time period ¢, and consist of three components ct = (¢, Cout, €) that
share the same randomness s € Z . The first component binds the negative tags
and time, the second component is associated with a common random matrix



U and the message, and the third component links the positive tag with time,
enabling it to interact with both revocation layers. Decryption is successful only
if the user survives both revocation layers. When p ¢ Py, the user combines the
node in Path(p) N KUNodes(BT, P;) with the second key component to derive a
transformation key. This key partially decrypts ¢ down to an A ,-bound cipher-
text, which can then be fully decrypted using the first key component, provided
that the user has not self-punctured the relevant negative tags.

Restoration and delegation are realized via ciphertext updates driven by the
trusted authority issued tokens that are time-and-tag specific. A token can push
a ciphertext from time ¢ to t'(> t) and optionally change its tags (changing
the positive tag enables delegation of decryption rights; changing negative tags
enables selective restoration of access). The core difficulty here is that a valid up-
date must maintain ciphertext well-formedness while preserving the underlying
plaintext and the shared randomness and without excessive noise growth. We
address this with a two-part token (A, As). The first component A; updates
the first part of the ciphertext to reflect the intended time and negative tags,
resulting in the first part of the updated ciphertext. To generate the third part
of the updated ciphertext incorporating the intended positive tag and time, we
use Ao, which creates the third part of the updated ciphertext by taking the first
and the third components of the original ciphertext as input. This process leaves
the second component unchanged during the update. It is important to note that
this update process maintains the common randomness. Additionally, since the
randomness is represented by a uniform vector in Zg and the encryption scheme
is additively homomorphic, updated ciphertexts can be easily re-randomized.

Finally, the security reduction blends oracle-simulation ideas from lattice-
based identity-based encryption [I] and key delegation technique from delegat-
able attribute-based encryption [4], with subtle adjustments needed to handle
the two-layer revocation and token-based updates.

Organization. The rest of this paper is organized as follows. In Section [2] we
present the formal definitions and security model of DPE. In Section[3] we briefly
recall some background about lattices. Our lattice-based construction of DPE is
described in Section [4] and analyzed in Section [} Due to space limitations, the
detailed correctness and security analysis of our lattice-based construction are
deferred to the Appendix.

2 Dynamic Puncturable Encryption

We now define the syntax and security properties of DPE. As discussed in the
technical overview in Section formalizing DPE is subtle because it must
reconcile two goals that naturally pull in opposite directions: fine-grained for-
ward secrecy and controlled restoration of decryption capability. We address this
challenge through two core components: a two-layer revocation mechanism, re-
alized through the KeyGen and RevAccK algorithms, and dynamic tag updates,
realized through the Token and UpdateCT algorithms. In addition, users may
self-revoke access via the Punc algorithm. Together, these components capture
the dynamic nature of the system. In this section, we make these ideas precise by



defining the syntax of DPE, its correctness, and introducing the security notion
IND-sDPE-CPA.

Definition 1 (DPE). A Dynamic Puncturable Encryption scheme with a mes-
sage space M, a time space T, a positive tag space P, and a negative tag space
N, is a tuple of algorithms (SetUp, KeyGen, Punc, Encrypt, RevAccK, Decrypt,
Token, UpdateCT) :

— (pk, msk) < SetUp(1*,d): On input a security parameter A and a maximum
number of negative tags d, it outputs a public key pk and a master secret key
msk.

— sky < KeyGen(pk, msk, p,N): On input the public key pk, the master secret
key msk, a positive tag p € P and a negative tag set N, it outputs a punctured
secret key skﬁﬂ

— skﬁu{n} < Punc(pk,sky,n): On input the public key pk, a punctured secret

key sk, and a negative tag n € N, it outputs a new punctured secret key

o
skun)

— ct < Encrypt(pk,m, p,n,t): On input the public key pk, a message m € M,
a positive tag p € P, a d-tuple of negative tags n = (n1,--- ,n4) € N4, and
a time period t € T, it outputs a ciphertext ct. For simplicity and wlog, we
assume that p,m and t are efficiently computable from ct.

— rkp < RevAccK(pk, msk, P, t): On input the public key pk, the master secret
key msk, a time period t, a set of revoked positive tags P on time t, it outputs
a revoke access key rkp.

- m/L + Decrypt(pk,skﬁ,/, rkb, ct, p,m,t): On input the public key pk, a secret
key sk , a revoke access key rk,tg on time t, and a ciphertext ct with tags p,n
on time t, it outputs a plaintext m or L if decryption fails.

— tkg, g, < Token(pk,msk,&1,E): On input the public key pk, the master
secret key msk, and two tuples & = (p1,Mm1,t1), E2 = (p2,Mq, t2(> 1))
consisting of a positive tag, a d-tuple of negative tags and a time, it outputs
a token tkg, g, or L.

— ct’ « UpdateCT(pk, tke, »e,,ct, p1,M1,t1): On input the public key pk, a
token tkg, g, with &1 = (p1, M1, 1), E2 = (p2, My, t2(> 1)), and a ciphertext

ct with tags p1 and n; = (M1, -+ ,na) on time t1, it oultputs the updated
ciphertext ct’ with tags p2, ny = (0}, -+, ) for time ty or L indicating ct
s invalid.

Definition 2 (DPE Correctness). A Dynamic Puncturable Encryption scheme
(SetUp, KeyGen, Punc, Encrypt, RevAccK, Decrypt, Token, UpdateCT) with a mes-
sage space M, a time space T and a positive tag space P, a negative tag space

2 Note that we sometimes use N p for sk’,f,p to specify a set of p-specific punctured
negative tags.

3 Note that we sometimes use P, for rk’f;t to specify a set of t-specific punctured positive
tags.



N, respectively, is said to be correct if for any security parameter A € N, for
any (pk,msk) < SetUp(1*,d), for any p' € P, for any N,N' C N, for any

sk’,i,/ + KeyGen(pk, msk, o), for any n € N, for any sk? Punc(pk,skﬁ/7n),
where N = N U {n}, we require that

1. For any message m € M, for any p € P, for any d-tuple of negative tags n =
(- ,nq) € N, for any time t € T, for any rkp < RevAccK(pk, msk, P, t),
the following holds.

—IfpgP AN p=p ANNO{n, - ni} =09,

py | Decrypt(pk, skﬁ,ll,rké,
ct,p,m,t) =m
—IfpeP Vv o' #p Vv NN{n, - ,na} # ¢,

py | Decrypt(pk, skﬁ,l,,rktp,
ct, p,m, t) =1

ct < Encrypt(pk, m, p, 'r],t):| =1—negl(\);

ct < Encrypt(pk, m, p, mt)] =1—negl(\);

where negl(+) is a negligible function, and the probabilities are taken over the
random coins of the algorithms.

2. For any message m € M, for any p1,p2 € P, for any d-tuple of negative
tags m; € N, and my = (0}, ,n)) € N, for any time t1,t2 € T, for any
ct < Encrypt(pk,m, p1,mq,t1), for any rk’é?t + RevAccK(pk, msk, Py, t2),

2
the following holds.
- pr2 ¢ Pt2 A p/:p2 /\N/m{nlla 777:1}:¢;
i tkg1 —Ey Token(pk, msk, 51, 52),

Py Decrypt(pk,skﬁl,7 rk,ii27 where &1 = (p1,Mn4,t1),
ct’', pa, My, ta) =m &2 = (p2, My, t2(> t1));
i ct’ < UpdateCT(pk, tke, ¢, , ct, p1,m7,t1) |
=1 — negl(A);

—Ifp2 €Py, V p' #Fpo VN OO0, mi} # 0,
i tkg1 &y — Token(pk, msk, 51, 52),
where &1 = (p1,M4,t1),

& = (p2,m3, t2(> t1));
ct’ < UpdateCT(pk, tke, ¢, , ct, p1,m7,t1) |

Decrypt(pk, skf,, rk,tft2 ,
Ct/a P2, M2, t2) =1

Pr

=1 — negl(A);
where negl(+) is a negligible function, and the probabilities are taken over the
random coins of the algorithms.

Security Game of DPE for Selective Tags against Chosen Plaintext At-
tack (IND-sDPE-CPA): Let A be the PPT adversary and II = (SetUp, KeyGen,
Punc, Encrypt, RevAccK, Decrypt, Token, UpdateCT) be a DPE scheme with a mes-
sage space M, time space T, a positive tag space P and a negative tag space N.

Security game is defined according to the following game Exp'JZID'SDPE'CPA(lk) :

1. Initial: A sends the target positive tag p* € P, the target d-tuple of negative
tags n* = (n7,---,n5) € N9, and time ¢* € T to the challenger. Let P* be the
set of revoked positive tags at time t*.



2. Set Up: The challenger runs SetUp(1*,d) to get (pk, msk) and give pk to A.
It initializes three empty sets P,C,C to record puncture key queries, corrupt
key queries, and token queries. Also, the challenger introduces a counter numCT
to 0, a key-value store H to be empty, and a set Derive to be empty.

3. Query Phase 1: The adversary A may make following queries polynomially
many times:

— Qpuncture(p,n): Given a positive tag p € P, a negative tag n € N, the
challenger updated the negative tag set N,, on which the secret key has been
punctured, as N, := N, U {n}, and computes skﬂp by running KeyGen, Punc
algorithms accordingly. Update the tuple (p, skﬁp7 N,) from the set P.

— Qcorrupt(p): The challenger consider the following cases.

Case-1: p # p*
e The first time the adversary issues this query for p, the challenger do as
follows:
x It returns L, if there was a query to Qpreyacex (t, Pt) with p & Py
and a token query Qroken(p*,n*,t* — p,m,t), where n AN, = ¢.
Add (p, L,N,) to the set C.
* Otherwise, it returns the most recent secret key skﬁp. Add (p, skﬁp, N,)
to the set C.
o All subsequent queries for this positive tag p return L.

Case-2: p = p*
e The first time the adversary issues this query for p*, the challenger do
as follows:
* It returns L, if any of the following holds and add (p*, L,N,~) to C.
L. N,-n{ni,---,n;} = 0 and there was a query to Qpreyacck (t*, Pi+)
with p* & Py,
2. If there was a query to Qprevacek (t, P¢) with p* ¢ P; and a token
query QToken(P*; et — p*,m, t)? where 1N Np* =¢.
* Otherwise, it returns the most recent secret key skﬁ; to the adver-

sary. Add (p*,skﬁl* ,N,+) to the set C.
e All subsequent queries for this positive tag p* return L.
— QRrevacek (t, Pt): On input time ¢, a list of revoked positive tags P, the chal-
lenger outputs the revoke access key rkf;t for time ¢ satisfying the following.
o If there was a query to Qcorrupt(p*) with Ny N {nf, -+, n5} = 0, then
p* must be in Py-.
o If there was a query to Qroken(p™, n*,t* — p,n,t(> t*)) and a corrupt
query on p with N, Nm = ¢, then p must be in P;.
Note that the adversary is allowed to query only one revoked access key at
each time t. If t = t*, then P* must be a subset of the P;« at t*.
— Oroken(E1 = (p1, M1, t1) = E2 = (p2, M4, t2)): Given two positive tags p1, p2 €
P, and two d-tuple of negative tags 1,,m, € N and time periods ¢,
t2(> t1), the challenger consider the following two cases:

e For (p1,my,t1) # (p*,m*, %), it returns a token tke, ¢, and add it to C.



e For (p1,my,t1) = (p*,n*,t*), it returns a token if there was no query to
QCorrupt (Pz) with 79 mi\lpz = ¢ and no QRevAcck (t2a Ptz) with pg ¢ P, .
Add token tkg, ¢, to C'. Otherwise, it returns L.

— Qenc(p,m,m,t): Given a positive tag p, a d-tuple of negative tags n =
(1, ,na4), and message m, time period ¢, outputs ciphertext ¢t by running
Encrypt(-). Increment numC't and add ct to the set H with key (p, n, t, numC't).

— Qupdate: Given two positive tags pi, p2, two d-tuple of negative tags n, =
{m, -, nat,me = {m,---,ny} and key (p1,m;,t,k), where k& < numCt,
outputs L if there is no value in H with key (p1,m4,t, k). Otherwise, let ct be
that value in H and outputs updated ciphertext ct’ by running UpdateCT(-).

4. Challenge: A submits two messages mg,m; € M to the challenger. The
challenger outputs a challenge ciphertext ctg < Encrypt(pk, mg, p*,n*,t*) for
either 3 =0 or 8 = 1, by choosing a random bit 8 € {0,1}. Increment numCt
and add numC't to the set Derive. Store the value ctiy to the set H with key
(p*,m*, t*, numCt).

5. Query Phase 2: This phase is identical to Query Phase 1. After receiving
the challenge ciphertext, A continues to have access to the Qpuncture; Qcorrupt;
ORevAccK, DToken,; DEnc, and Qupdate as in Query Phase 1 except the following
constraints for Qupdate oracle: Outputs L if k € Derive.

6. Guess: On input 3’ from A, this oracle outputs 1 if 8 = 8’ and 0 otherwise.
The advantage of an adversary in the above experiment Exp%D_SDPE_CPA(l/\) is
defined as |Pr[8’ = 3] — 3.

Definition 3. A DPE scheme is IND-sDPE-CPA secure if all PPT adversaries
A have at most a negligible advantage in experiment Exp[L\\ID'SDPE'CPA(lA).
Remark 1. To prevent the adversary A from trivially winning the security game,
the above game has some restrictions on the corrupt queries, the revoke access
key queries, and the token queries, respectively. Here, we discuss the rationale
behind the conditions adopted in the security model above. Intuitively, for a
tuple (mq,mq, p*,n*,t*) such that mg # my, issued by A at challenge phase to
obtain the ctg, and A issues some specific queries to Qcorrupt, QrevAcck s Lroken-
Then, A could trivially know the challenge bit S in the following two cases.
Case-1: A issues the query Qcorrupt(p*) and get skp;* such that N« Nn* = ¢,
and the query Qpreyacer (t*, P+ ), where p* ¢ Pys.
Case-2: Aissues a token query Qroken (p*, n*, t* — p,m,t) and a query Qcorrupt(p)
and get skﬁp such that N, N7 = ¢ and the query Qrevacer (t, Pt), where p ¢ Py.

In case-1, since p* ¢ P and N,- Nn* = ¢, with the revoke access key for
time ¢* and the secret key of p*, A can correctly decrypt the message mg and
get to know about the challenge bit 3.

In case-2, since A has a token tk < Qpoken(p*,n*,t* — p,m,t), with this
token tk, A can update the challenge ciphertext ctg to ct;g. Note that ct;g is with
tags p,n and time t. Since, A has the revoke access key for time ¢ and the secret
key of p satisfying p ¢ P, and N, = ¢, A can correctly decrypt ct’ﬂ with the



revoke access key for time ¢ and the secret key of p, and get to know about the
message mg, so about the challenge bit 3.

In order to avoid these trivial wins, we enforced the restrictions in Qcorrupt,
QRevAch7 and QTok:en~

3 Prerequisites for the construction

We denote the real numbers and the integers by R, Z, respectively. We denote
column-vectors by lower-case bold letters (e.g. b), so row-vectors are represented
via transposition (e.g. b'). Matrices are denoted by upper-case bold letters and
treat a matrix X interchangeably with its ordered set {xi,xs,...} of column
vectors. We use I for the identity matrix and 0 for the zero matrix, where the
dimension will be clear from context. We use [*|x] to denote the concatenation
of vectors or matrices. The statistical distance between two distributions X and
Y over a countable domain §2 defined as 1>, o, |Pr[X = w] — Pr[Y = w]|. We
say that a distribution over (2 is e-far if its statistical distance from the uniform
distribution is at most e.

Lattices: A lattice A is a discrete additive subgroup of R™. Specially, a lattice A
in R™ with basis B = [b1‘~ . ‘bn] € R™*"™ is defined as A := {Z?:l b;x;|z; € Z
Vi=1,...,n} CR™. We call n the rank of A, and if n = m, we say that A is a
full rank lattice. In this paper, we mainly consider full rank lattices containing
qZ™, called g-ary lattices, defined as: for a given matrix A € Zy*™ and u € Zj,
A (A):={z€Z™: Az =0mod ¢}; Ag(A) :={z€Z™:Ise L st.z=ATs
mod ¢}; AY(A) :={z € Z™: Az =umod ¢} = A7 (A) +x for x € AZ(A)}.
Matrix Norms: For a vector u, we let ||u|| denotes its ¢35 norm. For a matrix
R € ZF*™ let R be the result of applying Gram-Schmidt (GS) orthogonalization
to the columns of R. We denote three matrix norms as: ||R|| denotes the ¢5 length

of the longest column of R; ||R| . = HR

of R; [|R[|, is the operator norm of R defined as ||R|, = supx=; [|Rx]|.
Gaussian on Lattices: Let A C Z™ be a lattice. For a vector ¢ € R™ and

’ , where R is the GS orthogonalization

2
a positive parameter o € R, define: pe ,(x) = exp (w”"(%“) and pe,(A) =
> xeA Pe,o(X). The discrete Gaussian distribution over A with center ¢ and pa-

rameter o is De »(4)(y) = %,Vy € A

Lemma 1 ([4], Lemma 2.5). Let n,m,k,q,0 >0 and A € Zy*™, U € Z;’;Xk.
If R € Z™*F is sampled from DU(A}IJ(A)) and S is sampled uniformly in
{+1,=1}m*™ the followings hold with overwhelming probability in m:

[RT||, < oVmk, |R|l, <ovVmk and ||S], < 20V/m.

Learning With Errors (LWE) [24]: The Learning with Errors (LWE) problem
was introduced by Regev [24]. Here, we define the decisional version of LWE. The
security of our scheme is based on this hardness assumption.

Definition 4 (Decisional LWE (dLWE)). Consider a prime integer q, positive
integers m,m, and a noise distribution x over Zq. The dLWE,, ,, 4., problem is



to distinguish the two distributions (A, ATs+e) and (A,u), where A & Zy<m,

s<—$Z"

g u & Zq' and e i x™ are sampled.

Let the noise distribution x is B- bounded if its support is in [—B, B]. For
any constant d > 0 and sufficiently large ¢, Regev [24] through a quantum
reduction showed that taking y as a g/n?-bounded discretized Gaussian dis-
tribution, the dLWE,, ,, 4., Problem is as hard as approximating the worst-case
GapSV P to n®@ factors, which is believed to be hard. In subsequent works,
(partial) dequantization of Regev’s reduction was achieved [BI21]. More gener-
ally, let xmmaz < ¢ be the bound on the noise distribution. The difficulty of the
problem is measured by the ratio q/Xmaz- The problem appears to remain hard
even when q/Xmaz < 2n¢ for some fixed e that is 0 < e < 1/2. We refer the
reader to [242T4J6] for more information.

Trapdoor Generators and Related Algorithms: Here, we briefly describe
the properties of algorithms for generating a short basis of lattices and algorithms
for finding a low-norm matrix X € Z™** guch that AX = U.

Lemma 2. Let n,m,q > 0 be integers with q prime. There are polynomial time
algorithms as follows:

1. (A, TA) < TrapGen(1™,1™,q) [2I3[19]: A randomized algorithm that, when
m = O(nlogq), outputs a full-rank matrix A € Zy*™, and a basis Ta €
™™ for AL(A) such that A is negl(X)-close to uniform and ||T|as =
O(v/nlog q) with all but negligible probability in n.

2. T(a|B) «+ ExtendRight(A,Ta,B) [7]: A deterministic algorithm that given
full-rank matrices A,B € Zy*™, and a basis Ta of AqL(A) outputs a basis
T(A\B) Of/lql(A|B) such that ||TA||G5 = HT(A|B)||GS'

3. Tm <+ ExtendLeft(A,G,Tg,R), where M = [A|G+AR] [1: A de-
terministic algorithm that given full-rank matrices A, G € Zj*™, and a
basis Ta of A;(G) outputs a basis Tn of Ay (M) such that |Tmlles <
[Talles- (1+[R]2).

Lemma 3 ([4], Lemma 2.6). Let A € Z*™, Ta € Z™*™ be a basis for Ay (A)

and U € Z;‘Xk. There are polynomial time algorithms that output X € Z™m*F
satisfying AX = U with the properties below:

1. X + SampleD(A,Ta,U,0) [13]: A randomized algorithm that, when o =
ITAlles - w(v/logm), outputs a random sample X from a distribution that is
statistically close to Dy (AT (A)).

2. T/A < RandBasis(A, Ta,0) [7]: A randomized algorithm that, when o =
| TAllos - w(vIogm), outputs a basis Ty of AL (A) sampled from a distribu-
tion that is statistically close to (Dy(Ay(A)))™. Here I Tpll6s < ov/m with
all but negligible probability.

Lemma 4 ([4], Lemma 2.8).



1. X < SampleRight(A, Ta,B,U,0): A randomized algorithm that given full-
rank matrices A, B € Zy*™, and a matriz U € Zy™™, a basis Ta of A;‘(A)
and o = || Talles - w(v/Iogm), outputs a random sample X € Z2>™*™ from
a distribution that is statistically close to Dy(AY((AB))). This algorithm
is the composition of two algorithms: T ajg) < ExtendRight(A, Ta,B) and
X < SampleD((A|B), T(aB), U,0).

2. X < SampleLeft(A,S,y,U,0): A randomized algorithm that given full-rank
matriz A € Zy*™, and matrices S,U € Zy*™, y #0 € Zy and 0 = V5 (14
[S]ly) - w(vIogm), outputs a random sample X € Z*™*™ from a distribu-
tion that is statistically close to Dy(AY ((AlyG + AS))). This algorithm is
the composition of two algorithms: T (a|yGg+as) < ExtendLeft(A,yG, Tq,S)
and X < SampleD((A[|yG + AS), T (a|yc+as); U,0).

Next, we define three types of evaluation algorithms from [4]. Let n and
q = q(n), and m = O(nlogq) be positive integers. Let G € Zy*™ be the fixed
matrix. For x € Zy, B € Zy*™,s € Zy, and § > 0 define the set Ess(z,B) =
{(zG +B)"s + e € Z", wherelle|| < 6}.

Lemma 5 (Evaluation Algorithms [4]). The three efficient deterministic
evaluation algorithms Evalyy, Evalet, Evalgs,y, satisfy the following properties with
respect to the family of functions F = {f : (Z4)* — Z}, in which each function
can be computed by some circuit of a family of depth d, polynomial-size arithmetic
circuits (Cx)xen and a positive integer-valued function ar : Z — Z:

1. By « BEvaly(f € F,{B;}_,), where By and each B; € Zy<m.

2. ¢y « Evaly(f € F,{z:,Bi,c;}t_,), where cs € Zy', and each x; € Zq,B; €
Zy*™, and ¢; € FEggs(z;,B;) for some s € Zy and 6 > 0. The output c;
must satisfy c; € Fs a(f(x),By), where By < Evaly(f € F,{B;}:_,),
x = (21, - ,24), and A < § - ax(n), where ax(n) measures the increase in
the noise magnitude in cy compared to the input ciphertext.

3. Ry < Evalgin(f € F,{z},R;}_1, A), where Ry and each R; € Zy*™, each
xf € Zy. For x* = (z7,--- ,x}), Ry satisfies ARy — f(x*)G = By, where
B/ « Evalu(f € F,{AR;—2;G}!_,). Forall f € F, and forRq,--- , Ry &

{+1, =1} Ry, < ar(n) with all but negligible probability.

The Complete Subtree Method: The complete subtree (CS) method, pro-
posed by Naor, Naor, and Lotspiech [20], is commonly used in revocation sys-
tems. This method utilizes a node selection algorithm known as KUNodes. In
this algorithm, we construct a complete binary tree (BT) with at least N leaf
nodes, where N represents the maximum number of positive tags in the system.
Each positive tag corresponds to a leaf node in the binary tree. We use the fol-
lowing notation: if 8 is a non-leaf node, 8; and 6, represent the left and right
children of 6, respectively. Whenever p is a leaf node, the set Path(p) denotes the
collection of nodes from 6 to the root, including both 6 and the root node. The
KUNodes algorithm takes two inputs: the binary tree BT and a revocation list
P;, which contains the revoked positive tags at time t. The algorithm outputs
a set of nodes Y, which is the smallest subset of nodes containing an ancestor



for all the leaf nodes corresponding to the non-revoked active positive tags. It
is known that the size of the set Y, generated by KUNodes(BT, P;), is at most
rlog %, where r is the number of positive tags in P;. A detailed description of
the KUNodes algorithm is provided below.

KUNodes(BT, P;)
X, Y <0
Vp; € P+ add Path(p;) to X
Ve X: if 6 ¢ X, then add 6; to Y;
if 0. ¢ X, then add 6, to Y
If Y = (), then add root to Y
Return Y.

4 The proposed construction of Dynamic Puncturable
Encryption (DPE)

In this section, we present our lattice-based construction of DPE. As discussed
in the technical overview in Section the main challenge in instantiating DPE
is to support two independent revocation mechanisms and user-side puncturing
without granting any single artifact full decryption power, while also enabling
token-based ciphertext updates without misuse. At a high level, KeyGen outputs
a two-component user secret key: the first component is a trapdoor-based key
that supports user-side negative-tag puncturing via Punc, while the second binds
the user’s positive tag to a binary-tree path, enabling efficient time-dependent
access control. RevAccK periodically publishes a public revoke-access key, derived
from KUNodes(-). This public information has no standalone decryption power,
but is required by Dec, so that decryption succeeds only when both revocation
layers permit it. To support controlled restoration and delegation of decryption
rights via ciphertext updates, Token issues time and tag specific update tokens,
and UpdateCT uses these tokens to re-tag ciphertexts or/and advance them to
later times. The main challenge is to perform these updates while preserving ci-
phertext well-formedness, the underlying plaintext, and the shared randomness,
without incurring excessive noise growth. We address this using a two-part to-
ken (A;, As) that updates the ciphertext component-wise while preserving the
plaintext and controlling noise growth.

We begin the construction by setting the parameters as follows.

— G € Zg*™ is a gadget matrix for integer n, large enough prime power

g = poly(n), m = O(nlogq) and k = [logq].

Let d(< ¢) be the maximum number of tags per ciphertext.

Consider the message space is M = {0,1}™, the time space is T C Zq and

the positive tag space is P = Zy, the negative tag space is N =1Z,.

— Choose N = poly(A\) as the maximum number of positive tags that the
system will support. Obtain a binary tree BT with at least N leaf nodes.



— Full-Rank Difference (FRD) map [1]: In the following construction, we use an
encoding function with full-rank difference, defined as FRD: Zj — Zy*",
mapping p — H,. FRD satisfies the following properties:

1. V distinct pl, p2 € Ly, the matrix H, — H,, € Zy*" is full rank;
2. V p € Zy \ {0}, the matrix H, e Z”X" is full rank
3. FRD is computable in polynomlal tlme (in nlogq).

— Let x be a Xmaaz-bounded distribution for which dLWE,, 3, 4., is hard.

— Initially, set 09 = w(ar - vIogm).

— Let n = (n1,--- ,n4). We define the family of functions F = {f, | f, :
ZZ — Zq,Vn € Zq}, where fy(n) #0 mod q if n € {n1,--- ,na}, otherwise

fa(n) =0 mod g.

The proposed DPE consists of the following algorithms:
SetUp(1*,d): On input a security parameter A, the maximum number of tags d
with each ciphertext, do as follows:

1. Generate two independent pairs (A, T4 ), (D, Tp) by using TrapGen(1™,1™, q),
where A, D « Z3*™, and Ta,Tp € Z7"*™, bases of A(JI-(A), A;-(D), re-
spectively.

2. Choose d + 5 uniformly random matrices Ag, A1,B1, -+ ,Bg,Dg,D1,U €

Z'I’LXT"

3. Outputb a public key pk = {A,D,Ap,A1,B1,- - ,By4, Do, D1, U, G}, a
master secret key msk = {Ta, Tp}.

KeyGen(pk, msk, p, N): On input the public key pk, the master secret key msk, a
positive tag p € P and a negative tag set N = {ny,--- ,7¢}, where each n; € Z,,
and a positive tag p € Zy, do as follows:

1. Let H, be the encoding of p. Set A, = Ay + H,G, D, = Do + H,G.

2. For a negatlve tag set N = {ng,--- ,774} evaluate Bf <— Evalpk({B M )
for each n); € Z,. Compute T{"" «+ ExtendRight (A, TA7 ,,‘Bf"1 ‘ ‘Bfw
Compute the re-randomized trapdoor T, for [A|A,|By, |---|By, | as T <
RandBasis ( A‘ By, | *|Br,, |- TR™™, 0e41), where o041 = 0g-(v/mlogm)*.
Set ski y = Ty

3. V 6 € Path(p), if Vg is undefined, then pick Vy & Zy*™ and store it on 6.
Sample E; g < SampleRight (D,D,, Tp, A, — Vy,00) for each 6 € Path(p).

Note that ELQ S Z2m><m, [D|D ] E1 § = A —Vy. Set Sk2 (6‘ E; g)gepath( ).
4. Output the punctured secret key sky = {Skl,N7 skb}.

Punc(pk, sk, n): On input the public key pk, a secret key skf = {skl N SK5
where skf \ = Ty is punctured on a positive tag p and the negative tag set
N = {n, - ,n}, and a negative tag n € N, do as follows:

1. Evaluate By, < Evaly ({B;}¢ 1,fn)

2. Compute TP’E? } ¢ ExtendRight ( [A|A,|By, |-
3. Finally, compute the re-randomized trapdoor as

TK‘U{W} < RandBasis ([A‘Ap‘Bfm ‘ ’ .‘Bfme ‘Bfn] ’Tll\)lﬁ{Rn}’o-eJrz)7

where 0442 = 0o+ (v/mlogm)“*1. Set sk? Nt = ﬁu{n} € Zt(;H?’)mX(H?’)m.
4. Output the punctured secret key SkNu{ y = = {skf Nu{n},skg}.

”‘Bf"nz} ’Tf\)l’Bfn)'



Encrypt(pk, m, p,7,¢): On input the public key pk, a message m € {0,1}", a
positive tag p € Z7, a d-tuple of negative tags n = (11, -+ ,7a) € Z2, where each
1 € Zgq, and a time period ¢ € T, do as follows:

1. Choose a uniformly random vector s <— Zg, error vectors €g, €out, e € X™;
and d+3 uniformly random matrices Ro, Rq, -+ R4, 81,82 € {+1, —1}™m*™,

2. Evaluate the encoding of p,t as H,,H; and set A, = A; + H;G, D, =
D, + H,G, D, = D, + H,G.

3. Set H; = [A‘At‘mG + B1‘~ . ~‘77dG + Bd] € ng(dﬁ)m, and an error vec-
tor € = [L,|Ro[Ru |- |Ra]
Compute ¢c = [cm‘él‘cl‘~ . ~‘cd] = HlTs +e € ng+2)m, where
Cin=ATs+eyc=Als+ Ra—eo, and ¢; = (1,G + B;) s + R;'—eo Vie
1,---,d.

4. Compute oyt = UTs +eput + [¢/2] -m € Zy'.

5. Set Hy = [D‘Dp‘Dt] IS Z;LX?”” and an error vector e = [Im‘S:[‘SQ:IT - €.
Compute ¢ = [€]¢1]¢;] = Hys + € € Z¥™, where ¢ = D's + ¢f, ¢, =
D s+S]e), and ¢; = D/s + S, e,

6. Output the ciphertext ¢t = (c, Cout, €)

- €Q.

c ng+6)m .

RevAccK(pk, msk, P, ¢): On input the public key pk, the master secret key msk,
a time period t, a set of revoked positive tags P on time ¢, do as follows:

1. Compute D; = D; + H,G € Z;*™.

2. For each 6§ € KUNodes(BT, P), retrieve Vg (which is always pre-defined in
algorithm KeyGen), and sample E3 g < SampleRight (D, Tp, Dy, Vo, 00).
Note that Ep g € Z2%™ and [D|Dy] - By = V.

3. Output the revoke access key for time ¢ as rkb = (6, E2,0)0eKUNodes(BT,P)-

Decrypt(pk, skﬁ,,, rkfg, ct, p,m,t): On input the public key pk, the punctured secret
key skﬁ/ = {sk’l’:N,skg/}, where SkT:N = Tﬁ/, punctured on the negative tag set
N = {n1,---,n}, a positive tag p’ and skgl = (0,E1,0)9cr), a revoke access
key rk,’; = (0,E29)pes for some set of nodes I, J, for time ¢ and a ciphertext
ct = (c,cout,€) With a positive tag p € Zy, a d-tuple of negative tags n =
(M, ,nq) € Zg, and a time period ¢ € T, do as follows:

1.EINJ =0,0r p# p,or 3some j € {1,---,¢} such that fn;(n) £ 0,
outputs L. Otherwise, proceed as below: '

— AsINJ# ¢, choose 8 € INJ, and set E; = E; 9, and Ey = E .
Note that [D|D,] - E; + [D|Dy] - E» = A,,.

— Parse ¢ = [¢g|€1|€2], where ¢; € Z}", for i € {0,1,2}.
Compute ¢o = E] [Co|€1] 4+ Ej [€o[co] € Z7".

— Evaluate the encoding of p,t as H,, H; and set A; = A; + H;G, A, =
Ay + HPG. Set H = [A‘Ap‘At‘ThG + Bl‘ . "T}dG + Bd]



— Since p' = p, Tﬁ/ = T{, is a trapdoor for {A‘Ap‘Bfni ""Bfng]
Compute TR™ « ExtendRight ({A‘Ap‘Bfnll ""Bf%} 7Tﬁ,At). We

switch the rows of T{™ to get a matrix Trr, a trapdoor for H'. This
operation does not change the Gram-Schmidt norm of the basis.

— Sample R < SampleD ([A‘Ap‘At‘Bfn/l ‘ "‘Bfné ] ,TH/,U,ogH).
— Parse c = [cm‘él‘cl‘- . -‘cd}. Evaluate cr, & Eval.:({n}, Bi,ci}¢ 4, fn.;)

for each j € {1,--- ,£}. Set ¢’ = {Cin 50‘61‘Cfni ""Cfn;]]
— Compute (mq,- -+ ,Mm) = Cour — RTc’. For each i, if |m;| < ¢/4, take
m; = 0, otherwise take m; = 1. Output m = (mq, -+ ,My,).

Token(pk, msk, £1,&2): On input the public key pk, the master secret key msk,
and two tuples & = (p1,14,t1), E2 = (p2, My, t2(> 1)) consisting of a positive
tag, a d-tuple of negative tags and a time, do as follows:

1. Let A,, = Ag+H,G, A, =A)+H,G, A, = A +H,G A, =
A,+H,,G,D, =D¢+H, G,D,, =Dy+H,,G,D,, =D, +H;,G,D,, =
D, + H;,G, where H,,,H,,,H,,,H;, are the encoding of p1, p2, 1,2, re-
spectively. Let n; = (111, ,1a), M2 = (1, ;7).

2. If n; = m,, proceed as follows:

— Let L = [771G + Bl‘ . "ndG + Bd} S ZZde.

— Choose Y <« x™*™. Sample X <— SampleRight (A, Ta,L, A, — A, Y, 00).
Note that X € ZTD)™*m and [AIL]-X = Ay, — A, Y;
Parse X as (X, X)) g zmxm x gdmxm,

Observe that A - X©@ 4+ L. X0 = A, —ALY.
Lixm X© 0
—SetA;=| 0 Y 0 € Z(dFYmx(d+Hm,
0 X(l) Lamxdm
If n, # n,, proceed as follows:

— Without loss of generality, we assume that first j(< d) components
of my,m, are different. We have n1 # ny,---,m; # 7}, and 941 =
773,+1’ oo Mg =1 Let M = [ﬂj+1G + Bj+1" . "TIdG + Bd] c Z;zx(dfj)m.

— Choose Yo, Y1, -, Y; < x™*™ and sample
X + SampleRight (A, Ta,M,A;, — A¢, Yo,00) and Vi € {1, -+ ,j},
X; + SampleRight (A, T, M, (13, G +Ba,) — (14,G + By,) Y5, 00).

Note that Xo € Z@=7TDm*™ and [A|M] - Xo = Ay, — Ay, Yo;

Parse X as (X(()O)J((()jﬂ)7 e 7Xéd)) A SR/ AR
(d—j+1) times

Observe that

A-XP 4 1G4+ Bj) - XPH 4+ 4 (4G + B) - XY
— A, —A,Y.




For each ¢ = {1,---, 4}, the following holds:
X; € ZU=itmxm and [A|M] - X; = (1,G + Bg,) — (14,G + Bg,) Y3
Parse X; as (XEO),X(j+1), e ,ng)) € L™ X oo X LT

7 ?

(d—7+1) times
Observe that
A-X 4 (9 1G+Bj) - XU 4 (0G4 By) - XY
= (UélG + Bd7) - (quG + qu)Yl

— Set -
b X0 XD XD 0 o
0 Y 0 0 0 0
0 0 Y, --- 0 0 0
0 Xé]+1) ng“) T X§]+1) Loxm -+ O
o X XX 0

Using basic algebra, it is easy to form the matrix A; € Z(d¢+2)mx(d+2)m

containing X, Xy, -+, X; and Yo, Yy, -+, Y}, satisfying
[A|A; |mG + Bi| - |[14G + By ]-A; = [A|Ay, [1{G + By |- [1,G + By].
3. Let N = [Atl‘mG—FBl‘---‘ndG—&—Bd] € ZZX(dH)m. If p1 = po, proceed
as follows:
— Choose Y’ + x™*™ and
sample X’ <— SampleRight(A, T4, [N|D,,], D, — D, Y, 09).
Note that X' € Z@+9™m*m and [AIN|D,, | - X' =Dy, — D, Y';

Parse X' as (X/(O),X/(l)) g Zld+2mxm o gmxm,

Observe that [A|N]- X © +D, . X' =D, - D, Y".
(0)
(d+2)mxm 0(d+2)m><m X
I 0 0 5
. t Ao — mxm mxm ’m/><m Z(d+o)m><3m.
SR e T X O | €
Omxm Ome Y/
If p1 # p2, proceed as follows:
— Choose Y1,Ys < x™*™ and sample
X1 « SampleRight (A, Ta,N,D,, —D,, Y1,00) and
X5 + SampleRight (A, Ta,N,Dy — D;Y5,00).
Note that X}, X}, € Z@+2mxm and
[A‘N] ‘X! =D,, -D,, Y, [A‘N] - X4, =Dy, — Dy, Y5
O(d+2)m><m Xll X/2
- _ Loxm Orxxm Omxm (d+5)mx3m
Set Ag = Ome Y,l Ome ez .
Omxm Omxm Yl2
4. Output the update token tkg, g, = {A1, Az},



UpdateCT (pk, tke, -5, ct, p1, M7, t1): On input the public key pk, a ciphertext ct
with tags p1, 7, and a token tkg, g, = {A1, A2} for & = (p1,m1,t1), &2 =
(p2, Mg, t2(> 1)), do as follows:

1. Parse ¢t = (c, Cout, €), where ¢ = [c;p|C1|c1] - - |cq], € = [€o|€1]E2).

2. Choose a uniformly random vector r <— Z; and error vectors €; € yldt+2m,
é2 c Xm7 é3 c X3m.

3. Let my = (nf,---,np). Set HY = [A|A4,|n|G + By|---|n,G +By] and
H) = [D|D,,|D,G]|.

4. Compute ct’ = (¢/,c,,;, &) asc = Al -c+H]| r+8&;, ¢/, = Cour+U 146y,
and & = AJ - [c|¢] + Hy r + é3.

5. Output the updated ciphertext ct’' € Z,(zd+6)m.

5 Analysis of the proposed construction

In this section, we analyzed the correctness, efficiency, and securityof the pro-
posed construction. Due to page restrictions, we provide the proof sketches here,
and the full proofs of correctness and security are deferred to Appendix B and
Appendix C, respectively.

Theorem 1 (Correctness). The DPE scheme is correct if the following con-
dition holds: 3a% - X244 - (d+ 3)*(£ + 3)? - mE s < q/4.

Proof sketch. We argue that Dec outputs the correct message with all but negli-
gible probability for both honestly generated and correctly updated ciphertexts.
Let ¢t = (¢, Cout, €) be an honestly computed ciphertext of m under positive tag
p, negative tag set n = {n1,...,n4} on time t. If the user’s access has not been
revoked in either of the two revocation layers, then by using its secret key skf
and the public revoke-access key rk’é, the user computes cg = A;s—l—errorl. More-
over, for every punctured negative tag, evaluation yields c fo; = B};j s + e with

lle|| < A. Finally, it evaluates c,us — R [cin | €0 | - - ley,,] = 1g/2] - m + errory,
where error, aggregates error;, and some other noises. By Lemma [I] and the tail
bounds of the discrete Gaussian sampling, |lerrory|| is small with overwhelming
probability. Using the norm bounds on R (by Lemma , error; and the other
noises, we obtain ||errora|| < 81 with overwhelming probability; choosing param-
eters so that 81 < ¢/4 implies correct output of the original message m.

Let ct’ = (c¢/,cl,;,¢) be an updated ciphertexts obtained from ¢t using a
valid token tke, e, = (A1, Ag) for & = (p1,m1,t1) and E = (p2, My, t2) with
ty > t1. This update preserves the message and maintains consistency of the

shared randomness by effectively shifting s to s+r for uniform r <~ Zg, i.e., ¢’ =
H/' (s+r)+noise, ¢ = H,' (s+r)+noise, and c,,,, = UT (s+r)+|¢g/2/m+noise.
If po ¢ Py,, the same transform-and-decrypt procedure yields |g/2]|m + error}.
Bounding || A4 ||, ||Az]] (by Lemma [lf and the structure of SampleRight) and the
additional update noises gives |lerrors|| < B2 with overwhelming probability.
Hence, for 8 = max{f, f2} < ¢q/4, decryption is correct for both original and

updated ciphertexts. We set 8 = 3a% - x2,,, - (d+ 3)?(£ + 3)* - mE 3 < q/4.



Efficiency
Table 2] summarizes the asymptotic bit-size of public parameter, secret key, re-
voke access key, ciphertext, token, and updated ciphertext in DPE scheme.

Table 2. Data Sizes of Proposed DPE

Public parameter size O(d - n*log? q)
Secret key size O(n? -n*log®q)
punctured (with tags {t1,-- ,t5})

Revoke access Key size O(rlog(N/r) - n?log? q)
Ciphertext size O(d - nlog? q))
Token size O(d? - n?log® q)
Updated Ciphertext size O(d - nlog? q))

d is the maximum number of negative tags per ciphertext; N is the maximal
number of positive tags the system will support; £ is the punctured times;
above secret key sizes and ciphertext size, updated ciphertext size are given
with respect to the maximum number of negative tags per ciphertext d; r is
the number of revoked positive tags; n is an integer; ¢ is a prime.

Theorem 2 (Security). The above scheme is IND-sDPE-CPA secure assuming
the hardness of dLWE,, 3, ¢ -

Proof sketch. We prove IND-sDPE-CPA security via a sequence of games. The ad-
versary .4 commits upfront to the challenge tuple (p*, n*,t*), and the challenger
answers the puncture, corruption, revoke-access key queries, and token, encryp-
tion, update queries, subject to the experiment’s restrictions. Game 0 is the origi-
nal IND-sDPE-CPA experiment. In Game 1, we differently set Ay, A1,B1, -, By,
Dy, D; from the public key pk to embed the challenge tags and time (p*, n*, t*).
The remainder of this game is unchanged. Game 0 is statistically indistinguish-
able from Game 1 due to the left-over hash lemma. In Game 2, we change
how A,D in pk are chosen. Here, the challenger chooses random A,D from
Zy*™ instead of using the TrapGen algorithm. We then simulate all key and
revocation oracles using trapdoor delegation and sampling techniques. For ex-
ample, in the real scheme, the keys Skf,Np are generated using the algorithm
ExtendRight, RandBasis for every p. In contrast, during the simulation, they are
drawn from ExtendLeft, ExtendRight, RandBasis. The properties of these sampling
algorithms (see Section [3)) ensure that the resulting distributions are statistically
indistinguishable. In particular, tokens for non-challenge tuples are generated us-
ing the trapdoor, while for the challenge tuple, we return tokens sampled from
the correct distribution without revealing any trapdoor information, and up-
dates are only permitted in a one-way manner. Besides, the way we embed the
challenge tags and time in the public parameter, we can respond to the queries
using the trapdoor Tg. Game 2 is otherwise same as Game 1. Since the keys and
responses to the queries are statistically close to those in Game 1, Game 2 and
Game 1 are statistically indistinguishable. Game 3 is identical to Game 2 except
that the challenge ciphertext c¢t* is chosen randomly from ng%)m. Finally, we
show that Game 2 and Game 3 are computationally indistinguishable for a PPT
adversary, by giving a reduction from the dLWE problem.
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A Deferred Prerequisites

Lemma 6 ([19]). R’ < DelTrap(A’ = [A|A1 | ,R,H',s): On input an oracle
O for discrete Gaussian sampling over cosets of A = A+(A) with parameter s >
ne(A+(A), an extended matriz A’ of A, an invertible matriz H', the algorithm
will sample (using O) each column of R’ independently from a discrete Gaussian
with parameter s over the appropriate coset of A+(A), so that AR’ = H'G—A,;.
The algorithm outputs a trapdoor R’ for A’ with tag H'.

Lemma 7 ([19)]). Letg > 2, > 1, k = [log, ¢, and m = m+nk = O(nlogq).
(s,e) < Invert(R, A, b! = s'A +e?) : On input a uniform matriz A and its G-
trapdoor R, and a vector b such that bt = s'A + e, Invert returns (s and e).
Note that if € < Dgm oq and 1/a > 24/5(s1(R)? + 1) - w(v/logn) then Invert

succeeds with overwhelming probability over the choice of e.

Lemma 8 (Left-over Hash Lemma ([I], Lemma 13)). Suppose that m >
(n+ 1)logy g + w(logn) and that g > 2 is prime. Let R be an m x k matriz
chosen uniformly in {1, —1}™** mod g, where k = k(n) is polynomial in n. Let
A and B be matrices chosen uniformly in Z™™ and Z"** respectively. Then,
for all vectors e € Zy*, the distribution (A, AR, R "e) is statistically close to the
distribution (A,B,RTe).



B Proof of Theorem [1]

Proof. We will demonstrate that the scheme satisfies the correctness require-
ments with all but negligible probability. Suppose that ¢t = (c,cout, €) is an
honestly computed ciphertext of message m with respect to a positive tag p, a
negative tag set 7 = {11, -- ,nq} on time t. Let the secret key for the positive tag
p is sky = {sk{ y,sks}, where sk{ \ = T{ on negative tag set N = {n:,--- , 1},
a positive tag p and ski = (0, E1 9)per). If p is not revoked at time ¢, then from
secret key sk and the revoke access key rk,ta on time ¢, we have (Eq 9, E2g),
which satisfies [D|D,] - Eq 9 + [D|Dy] - Es9 = A,

To show that the decryption algorithm outputs the correct m, it is required
for Eval; that for f, (n) = 0, the resulting ciphertext c fq; € Es, A(0,B f"j) for
all j € {1,---,¢}. So that cs,, = B}] s+ e with |le]] < A < Xmaz - @F.

n;

Parse ¢ = [€g|€1|€2], where ¢; € Z7", for i € {0,1,2}. Compute

¢o = E{g[eo[&1] + Eg g[Co[C2]

e/ el
a5 (o )

_ ATS+ET eIO _|_ET 86
— 1,0 Sife/o 2,0 S;ea :

errory
The following holds

-
m = cCout — R’ [Cin

éo‘él‘c-fm "”‘C-fw]

T T T
=cCout — R |:A.|A.p|A.t|"'|Bfn£:| s+ [eo| error1 |Ryg eo|-~\efw]
=U"s+ epus + lg/2] - m — U's—RT [eo\ errory \Rgeo| . |efw]

=1¢/2] m+em —R" [e0| errory |R0Teo|--'|efw] .

errorg
To get a correct decryption of the original ciphertext ct, the norm of the
above error term “errory” should be less than ¢/4, i.e. it requires to satisfy

}eout -RT. [em|e0|e6|efn1 |--- \efw} ‘ < q/4. Since, Eq9,Eq9 € Z*™*™ are
sampled from the distribution D, (AEZA”_VB)(D|D,,)), D, (AY?(D|Dy)), respec-
tively, we know that [D|D,]-Eq 9 = A, —Vy, [D|D,]-E3 ¢y = Vy, and by Lemma
[,
dom matrices in {+1, —1}™*™ by Lcmma STl 1S3 ||, < 20y/m. Since e €

X™, we know |le}]] < Xmaz- Finally, we have |lerrory| < 2(1 + 20v/m)moXmaz
with overwhelming probability.

)

E;9H2 < 2mo with overwhelming probability. Since S1, Sy are ran-

Since e,y € X, we know [|€out|| < Xmaz- Since R € ZEFIMX1 jg gam-
pled from the distribution D, , (A;J(A|A,,|At|Bfn, |-+ |By,, )), we know that
1 4

[A|A,|A/[By;, |-+ By, ]-R=TUand by Lemma IRT|| < (£+3)mosr with
(51 g
overwhelming probability. Since Ryg is random in {41, —1}">*™ by Lemma



we have that HRJH2 < 204/m. So we have H [e0| errory [Rg eqley, --~|efw} ‘ <

Xmaz +2(1420y/m)moXmaz + 207/ MX maz +LA < (bax+my/mo+v/m+1) Xmaz-
Finally, using ooy 1 = 09+ (vmlogm)*!, 0 = w(az-+/logm), we have ||errors|| =
‘ eout —RT - {eg\ errory |Rge0|efn1 |efw} H < Xmaz + (0 + 3)mopy1 - (bar +

my/mo + /M + 1) Xmaz < 30% - Xmaz - (£ + 3)? -m3+3 with overwhelming prob-
ability. Let 81 = 3% - Xmaz - (£ +3)2 - m3s+3, By choosing the parameters such
that 81 < ¢/4, the decryption will be correct.

To show the correct decryption of an updated ciphertext, we proceed as fol-
lows. Let ¢t = (¢, Cout, €) has been updated to c¢t’ = (¢/,cl,,;, ¢') with the update
token tke, g, = {A1, A2}, where & = (p1,m;,t1),E2 = (p2, My, t2). Let r + Zy
(d+2)m

be a uniformly random vector and €; € x , € € XY™, &3 € x>™ are error
vectors. Let my = (nf,--+ ,n}). Set H} = [A[|A4,|[n|G +By|---|,G +By] €
ZZX(dH)m and H) = [D|D,,|D;,] € Z2*3™. The updated ciphertext ct’ =

(c/,cl,:, €) has the following form:
!

CI = [cinvéllvcllv e 7CId] = Air : [(cinvélvclv e 7Cd)] +H1Tr+é1
—H, (s+1)+AJe+6. (Parse p as [c),leple} |- [e; ])
——— 1 ng

clut = Cout +U'r+eP =U"(s+r)+epu+ 6+ lg/2] - m.

/ /

& =[ehleh|ey) = A -[c]e] + Hy r+ &5 =H, (s+r1)+A) L‘j + &;.

If py is not revoked at time ¢, then there are (E) 5, E5 ), which satis-
fies [D|D,,] - E} , + [D|Dy] - By, = A,,. For & = [¢jej[ey], it holds ¢ =
E'Ie[éué’l] + E’;0[66|6’2]. Parse E; , = (E;fg%E;fy) for i € {1,2}. We can form

50+ 5
a matrix E = E/l(’;) € Z3™*™ which satisfies ¢j) = E' - ¢&/.
B,y
We have ¢) =ET-& =E" - ([D|Dp2Dt/}T(s 1)+ A] [:’] + é3>

= Al (s+1r)+E"- (4] [e] +&3).

e/

error}
After evaluating c; —+ Evalei({n;, Bi, c; & f,) forall j e {1, £}, we
J

/

e |l < A. Therefore, during

have the magnitude of the noise in c}n_, ie., _
J J
decryption of updated ciphertexts, one obtains:

/ 1T / =/ | =/ ! ’
m=c,,, — R [cm co‘cl‘cfm ‘ . "wa]

:
= Chur R/T( (Aol Av|- By, | (s+1)+ [elul errori lej|--lef,, | )

= |_q/2J -m + eout + €3 —-R'T [e;n‘ error'l |e€)""|e/fn[} .

7
errory



Note that the tokens A, As are formed with the matrices sampled via the
SampleRight algorithm, matrices chosen from y, the identity matrix, and the
zero matrix. The structure depends on the number of changes in tags required.
To find the norm of A; and As, we consider the form for which the norm will
be maximum from all the possible cases. Following Lemma [I| and the prop-
erty of x-distribution, we have HA1TH2 < (d+ 1)mo + Xmaz and HA;HQ <
(d 4+ 3)mo + Xmaz- Since E/I,G’E/Q,G € Z?™*™ are sampled from the distri-
bution D, (/L(ZA"2 _Ve)(D|Dp2)), D, (AY?(D|Dy,)), respectively, we know that
[DID,,]-E1p =A,, — Vg, [D|Dy,]-Ezy = Vg, and by Lemma HETH2 < 3mo
with overwhelming probability. Since, &3 € x*™, we know ||€3]| < Xmaz. We have
e = [Lu|Ro[Ru|--|Ra] 6o € Z{™™ and & = [1,,[S:1[S2] €} € ZE™, where
Ro,R1, -+, R4, S1,Ss are random in {41, —1}"*™ by Lemma ||R;'—||2 <
20y/m for i € {0,1,---,d} and ||S]][,,||Ss ||, < 20y/m with overwhelming

e
M
2Xmaz + 20v/m(d + 3)Xmaz- So, we have |lerror}|| = [ET - (AJ {s,} + &3)

20v/m((d + 3)moXmaz)? With overwhelming probability.
Since, eyt € X, we know ||€out| < Xmaz- Since R’ € ZUA3)mXn i¢ gam-
pled from the distribution Dy, , (AY (A[A,,|Ay, By, |---|By, ,)), we know that
m e

[AIA,,[AL[By, |+ [By,] - R = U and by Lemma [RT| < ¢+ 3ymorss
with overwhelming probability. So we have |lerrory|| < 3o - X2, - (d+ 3)%(¢ +
3)2. m 5 +3 with overwhelming probability. Let 8, = 303 X2 e (d+3)2 (0 +
3)2 - m S, By choosing the parameters such that Sy < ¢/4, the decryption

of the updated ciphertext will be correct. For the correctness of the scheme,
choose 8 = max{B1, P2} and set the parameters such that, 8 < ¢/4, i.e.,

80%  Xae - (d+3)2(C+3)2-m 5 3 < /4.

probability. Also, eg, el € x™, we know |leg]l, [le]] < Xmaz. We have <

<

O

C Proof of Theorem [2|

Proof. We build an dLWE algorithm 5 that uses a selective DPE attacker A to
solve dLWE. We will demonstrate that if there is a PPT adversary A succeeding
in breaking the IND-sDPE-CPA security of our DPE scheme, then we can use
it to construct a PPT algorithm B to solve dLWE,, 3,4,y. A sends the target
positive tag p* € P, the target d-tuple of negative tags n* = (7, ,n;) € N9,
and time t* € T to the challenger. Let P* be the set of revoked positive tags
at t*. The challenger initializes three empty sets P, C, C to record puncture key
queries, corrupt key queries, and token queries. Also, the challenger introduces
a counter numCT to 0, a key-value store H to be empty, and a set Derive to be
empty. It sets a binary tree BT with at least IV leaf nodes. The proof proceeds in
a sequence of games. The first game is identical to the original IND-sDPE-CPA



game from the definition [3] The last two games are indistinguishable due to the
hardness of the dLWE problem.

Game 0: This is the original IND-sDPE-CPA game from definition between an
adversary A against scheme and an IND-sDPE-CPA challenger.

Game 1: This game is same as Game 0, except the generation of Ay, A1, Bq,-- -,
B, Do, Dy in the public key pk during Set up phase. The Challenger chooses (d+

4) uniformly random matrices R%, R, R, - -+ , R} and S}, S5 from {41, —1}"*™.
Set Ag,A1,B1,--- ,Bg and Dy, D; as follows
Ao=AR;, A; = AR} — H,-G, B, = AR — /G fori € {1,--- ,d},

Dy = DS}* — H,-G, and D, = DS, — H;-G.

The challenger generate A, D, U, G same as Game 0, and sends pk = {A, D, Ay,
A;,By, - ,B;y, Dy, Dy, U, G} to the adversary A. The remainder of the game
is same as Game 0. Due to lemma [§] (Left-over Hash Lemma), AR}, AR} and
ARZ, -, AR, and DS}*, DS* are statistically indistinguishable with uniform
distribution. So, Ay, A1,B1, -+ ,Bg, Do, D, as defined above, are close to uni-
form. Hence, Game 0 and Game 1 are statistically indistinguishable.

Game 2: Here, the challenger chooses random A, D from Z;*™ instead of hav-
ing from TrapGen algorithm and the construction of Ay, A1, Bq, -+ , By, Dg, D1,
U, G in pk remain same as Game 1. The adversary issues following queries adap-
tively and the challenger does as follows:
Qpuncture(p,n): Here, the challenger first defines Vg for each 6 € BT as follows:
— If 0 € Path(p*), pick E 4 <~ Dzzmxm , and Vg = A, — [D|D,-] - EJ 4.
— If 0 ¢ Path(p*), pick Ej 4 <~ Dzemxm , and Vg = [D|Dy.] - Ej .
Given a positive tag p and a negative tag 7, consider following two cases:
L. Query for p(# p*):
— When A issues the first puncture query under p, the challenger compute
skﬁlp, where N, = {n} as follows:
Construct A, = Ag+H,G = AR+ (H, —H,-)G. Since, Tg is a trap-
door for G, so it’s also a trapdoor for (H, —H,-)G, as (H, —H,-) #0
by definition of FRD. Then obtain T(EK‘A ) < ExtendlLeft(A, (H, —
H,.)G,Tq,R}). Evaluate By, < Evaly ({B;},, f,). Compute

Tf{’ E}R — ExtendR|ght([A‘Ap‘Bfn] (Kja,) By ) Finally, compute

a randomized trapdoor T{ } RandBasis((A|A,|By, ), T?’HE}R, 0g)- Set
this as the punctured secret key Skin = T(a|a,) for positive tag p,
where N, = {1}, the set of containing negative tags.

— To compute skb, the challenger proceeds as follows:
Construct D, = D + H,G = DS\* + (H, — H,)G. Since, Tg is a
trapdoor for G, so it’s also a trapdoor for (H,—H,- )G, as (H,—H,-) #
0 by definition of FRD.
Then sample E; g <— SampleLeft (D, S/l*, (H,—H,-),A, - Vy, 0) for

each § € Path(p). Note that Ey g € Z*™*™ and [D|D,]-E; 9 = A,— V.
Set skb = (6, E1,9)oc Path(p)-



— Set sky = {sk{y .sk3}, where N, = {n} is the set of containing negative
tags and add (p, sk’,i,p7 N,) to P. For further queries on p, use Punc algo-
rithm accordingly and update the N, and sk’in in the tuple (p, sk’,i,p, Np).

2. Query for p = p*:

— The challenger add 7 to T),-, set skg* = (6, Ei,g)oepath(p*)- Observe that

i, € 22" and [DD,.] - Ej, = A,- — V. Set ski = {—,skj }.
N,+) and add it to P. For further puncture
queries on p*, update the N,- in P.

Construct a tuple (p*, skﬁ*
,

x

Qcorrupt(p): The first time A makes a corruption query for p, challenger re-

sponses as the follows, and for all subsequent queries for p, returns L.
1. Query for p (# p*): Based on the restrictions, defined in [3| it returns either
1 or the most recent key skﬁp from the table P. Add (p, J_/skﬁ,p7 N,) to C.

2. Query for p*: For the tuple (p*,sk’,i,:* = {—,skg*}, N,~) in P, where N, is
the set {n1,--- ,nx}, evaluate Bfnj + Evalp({B; glzl,fm), Vie{l, -k}
Let L = [A|A,-

— IfENs N {nf,---,n;} = 0: Observe that [A|A -] = [A]ARj + H,-G].
Since, Tg is a trapdoor for G, so it’s also a trapdoor for H,-G, as
H,- # 0. Compute T][EX\AP*] +— ExtendLeft(A,H,-G, T, Ry).

Compute Tﬁ;’*ER + ExtendRight ([A|Ap*], T][EX|A,,*]> [By,, ‘ . "Bfnk ])

By, [-++|By,, ]. To compute sk’ijp*, it proceeds as follows:

Observe that Tﬁ* "1 is a trapdoor for L. Compute a randomized trapdoor
I3

TR,. < RandBasis(L, Tf "™, 00). Set skiy = = T . Update the tuple

from (p*, sky o {- Skg FNp+) to (p*, Skf\)lp* = {Skﬁl),Np* ) Skg FNp+).

— I N> N {nj,---,m3} # 0: It implies that there exist at least one n; €
N? such that f,, (n*) # 0. Without loss of generality, we assume that

fo(m*) # 0. Compute S;an  Bvalgim (fo,, {1}, R} ?:1, A), and
let By, = AS?% — fne (M) G, where,

*
Sf%”z s ar.

Compute T‘[‘:X|Bf R ExtendLeft (A, fo ()G, Tq, S?yk). Compute a
Nk 7

trapdoor TFX‘Bf% A By, |- [B,, ] by running
ExtendRight ([A|B £ Tikim, ) (Ap[By, |- |By, )). By switching
Nk —1

we get a trapdoor

<V5ar.
Compute a randomized trapdoor Tﬁp* <+ RandBasis(L, Tﬁp;ER‘, a0)-
Set skfy . = Ty, . and update the tuple (p*,sky = = (=,sky ),Ny-) to
(p*, Skﬁz* = {Skll),*Np* ) Skg*}v NP*) in P.

Based on the restrictions, defined in [3] it returns either L or the secret key
skﬁ,p* from P. Add the tuple (p*, J_/sk’,ilp* ,N,-) to C accordingly.

the rows of the matrix TR
(AlBy,, [Ay« By, |-IBg,, )

TpP™ for L. Set TK,Z’*ER = TP and by lemma ’Tﬁ,*p’*m




Observe that in the real scheme, the key Skin are generated using the al-
gorithm ExtendRight, RandBasis for every p. In contrast, during the simulation,
they are drawn from ExtendLeft, ExtendRight, RandBasis. Also, the matrices Eq g
are generated using SampleRight for every p in the real scheme. In contrast, dur-
ing the simulation in , they are drawn from Dzzmxm ¢ When p = p*, and sampled
using SamplelLeft when p # p*. The properties of these algorithms (see Section
ensure that the resulting distributions are statistically indistinguishable.
QRrevacer (t, P¢): On input time ¢, the challenger first update the revoke list Py
based on the restriction provided in [3] and it returns rkf;t as follows.

1. Query for t(# t*): the challenger construct D, = D + H,G = DSll* +
(H; — Hy+)G. Since, Tg is a trapdoor for G, so it’s also a trapdoor for
(H; — Hy )G, as (H; — Hy) # 0 by definition of FRD.

Then sample E; g < Sampleleft (D,Sll*7 (H; — Hﬁ),V@,O) for each 6 €
KUNodes(BT, P;). Note that Eg g € Z*™*™ and [D|D,] - E2 4 = V.
Set rk; = (0, E2,9)gckUNodes(BT,P,) and returns rkfpt.

2. Query for t = t*: for the challenge time period t*, the challenger returns
(9, EE’Q)OEKUNodes(BT,Pt*,t*)- (Deﬁned in QPuncture)- Note that E;ﬁ S Zmem
and [D|Dy]-E ; = V. Set rkp« = (0, E3 5)gekunodes(BT,P,) and returns rkf:,t.

Observe that in the real scheme, the matrices E5 ¢ are generated using the
algorithm SampleRight for every ¢. In contrast, during the simulation, they are
drawn from Dz2mxm s when ¢ = t*, and sampled using SamplelLeft when ¢ # ¢*.
The properties of these sampling algorithms (see Section ensure that the
resulting distributions are statistically indistinguishable.

OQToken(p1,M1,t1 = p2,Ms, t2): The challenger consider the following two cases:
If (p1,m,t1) = (p*, m*, t*), it proceeds as follows.

— Ifp, = n,: the challenger uniformly samples X(©), X (1) from Zm*m x zdmxm

and Y « x™*™ respectively. Set

Loxm X© 0
Al — 0 Y 0 c Z(d+2)7n><(d+2)m
0 X(l) Idmxdm

If py # my:let my = (m1,--- ,na), e = (0, ,ny). Without loss of gen-
erality, we assume that first j(< d) components of n;,n, are different.

We have m # n1,---,n; # 0, and 941 = 7,000 ,na = 1y Choose
Yo,Yq, -+, Y, < x™*™, and uniformly samples

Xo = (X, X§, - XY) ez x - x 2™ and
(d—j+1) times

X; = (X, XU o Xy e zmxm o 2 foreach i = {1, -+, )
(d—j+1) times




Set

Imxm X(()O) Xgo) XEO) 0 0
0 Yo 0 0 0 0
0 0 Y, 0 0 0
o O 0 0 Y g g ¢ Z(d+2)mx (d+2)m.
0 XU+D xG X;?“) L em 0
o x{ x? .. xP 0 Luww

— If p1 = pa: the challenger uniformly samples (X/(O)7 X/(l)) from Z(d+2)mxm
7% and Y/ < x™*™ respectively.

-O(d+2)m><m 0(d+2)m><m XI(O)

If p1 # po: the challenger uniformly samples X/, X} from Z(*+2)mxm and

Yl, Y2 — mem.

_O(d+2)m><m Xll XIQ

Sot Ay = | g O o | ¢ garomcam,

Omxm Omxm Y/2

If (p1,mq,t1) # (p*,n*,t*), then challenger can use T to compute the token.
Send tk?l;’,tgpmnz = {A;, Az} or L to the adversary A following the restriction
defined in [3| The challenger adds this the token to the set C.

Qenc(p, m, m, t): Given a positive tag p, a d-tuple of negative tags n = (n1,- - ,14),
and message m, time ¢, outputs ciphertext ct by running Encrypt(-). Increment
numCt and add ct to the set H with key (p, n, t,numC't).

Qupdate: Given p',n',t'(> t) and a key (p,n,t,numCt), where k < numCt,
outputs L if there is no value in H with key (p, n, t, k). Otherwise, let ¢t be that
value in H and it computes the updated ciphertext ct’ by proceeding as follows:

— If there is a token tktfi oy i1 the set C, it computes the updated ciphertext
ct’ using this key by running the algorithm UpdateCT. Sends ct’ to A.

— If there is no token tkf),j;i o 1 the set C, it first computes the key as

in Qroken(p,n,t = p',n’,t"). Then, it computes the updated ciphertext ct’

using this key by running the algorithm UpdateCT and sends ct’ to A. If

Oroken returns L, then challenger also returns 1 to A.

Game 2 is otherwise same as Game 1. Since the Keys and responses to the queries
are statistically close to those in Game 1, the adversary A’s advantage in Game 2
is at most negligibly different from its advantage in Game 1.

Game 3: Game 3 is identical to Game 2 except that the challenge ciphertext

ct* = (c*,ct,;, €*) chosen randomly from Z,(Zd+6)m. We show that Game 2 and

Game 3 are computationally indistinguishable for a PPT adversary, by giving a
reduction from the dLWE problem.



Reduction from dLWE: Suppose A has non-negligible advantage in distinguish-
ing Game 2 and Game 3. Using A, we construct a dLWE solver B.

dLWE instance: B begins by obtaining an dLWE challenge consisting of three
random matrices A, D, U € Z;*™ and three vectors c,,, c,,,, €, € Zy". Here,
¢ =ATs+ey, ¢, =UTs+e

/
Czn’ Cout> out —

¢{, are either random in Z or c;,,

and ¢, = D's + e, for some random vector s € Z; and some small noise
vectors €g, €out; €p, € x™. The goal of B is to distinguish these two cases
with non-negligible advantage by using A.

Initial: A begins by announcing the target positive tag p* € P, the target
d-tuple of negative tags n* = (n},--- ,n;) € N, and time t* € T.

SetUp: B constructs the public key as in Game 2. Note that A; = AR§ —
H;-G, and B; = AR! — 9’G for i € {1,---,d}, and Dy = DS}* —
H,-G,D; = DS;* — H;-G, where R} for i € {0,1,--- ,d} and S}, S are
uniformly random matrices from {+1, —1}™*"™. It gives pk to A.

Query Phase 1: B answers A’s all key queries as in Game 2.

Challenge: A sends two messages mg,m; € {0,1}™ to B. B chooses a

random bit § € {0,1} and compute ct* = (c*,c},;,¢*) € Zéd+6)m7 where

» Yout)
c* = [cjn\é’{\c’ﬂ |c2] and 6* = [é(’j|éﬂ6§], as follows

cj;ut = C/out + |_Q/2J : m,@ € Zq
& =&, & = ()" &, & =(S) - &:
B sends ct* to A as the challenge ciphertext. Increment numCt and add
numC't to the set Derive. Store ct; to the set H with key (p* 77 t*, numC't).
e Suppose ¢, ch .., cO are generated by dLWE i.e. ¢}, = ATs+eq, ¢/, =
U's + eyt and &) = D's + e,. From the Encrypt algorithm, we have,

*

c* = [eh[ei|eq] - \cg}:[lm\Rg\Rﬂ---\Rg]T (ATs +e) .
= [A]|A By + 0G|+ [Ba+ ;G s+ [In|R§|R;|--|R;] - eo.
¢ = [egleiles] = [Ln 7] (DTs+ep)

~ [D|D,[Dy-] s + [1 71" e
It is easy to see that c*,c* are computed as in Game 2.
Also, ¢t = UTs + eput + [q/2] - mg. Then ct* is a valid ciphertext of
mg with the positive tag p*, negative tag set n*, and time t*.

e When cm, L ut> €0 are random in Zy', by left-over hash lemma, €7, ¢, - -,
c, €, ¢y are statistically mdlstmgulshable with uniform. Also, ¢}, is

i . . (d+6
uniform. So, ct* = (c*, c},;, €*) are uniform in Z,(] +6)m

s Cots , as in Game 3.
Query Phase 2: As in Game 2 except the following constraints for Qupdate
oracle: Outputs L if k € Derive.
Guess: A guesses if it is interacting with a Game 2 or Game 3 challenger. B

outputs A’s guess as the answer to the dLWE challenge it is trying to solve.

Hence, B’s advantage in solving dLWE is the same as A’s advantage in distin-
guishing Game 2 and Game 3, as required. This completes the proof.

O
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