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Abstract. Vector Commitments (VCs) are a cryptographic primitive
that allows users to commit to a tuple and later provide proofs about
entries of the committed tuple. Literature on VCs provides many secure
constructions with properties attractive for decentralized applications.
These include fast commitment/proof update algorithms after a value in
the committed vector changes, algorithms to aggregate position proofs,
generating proofs for subvectors, commitment hiding, and many more.
However, these works assume a static setting, where only vector val-
ues change and the length of the committed vector never changes. We
initiate the study of designing VCs which support efficient updates to
commitments and proofs after a change in vector length occurs (i.e. an
insertion or a deletion of a vector value at an arbitrary position). In order
to construct such a primitive, we formalize a VC framework implicitly
considered in VC based verifiable decentralized storage constructions.
Parties control a subset of positions in the committed vector. A proof
for an inserted vector value at a given position may only be generated via
participation from enough honest parties. We call such primitives Mul-
tiparty Dynamic Vector Commitments. Our work provides formal defini-
tions for multiparty dynamic VC functionality and security. In particular,
standard VC binding does not extend to our dynamic setting. This mo-
tivates us to define the dynamic multiparty binding security notion. We
also comment on how multiparty dynamic VCs can be applied to extend
existing VC based instantiations of verifiable storage. Finally, we provide
a vector commitment construction and show that it possesses multiparty
dynamic binding under standard lattice assumptions.

Keywords: Vector Commitment - Dynamic - Lattice-based

1 Introduction

Vector commitments were proposed by Catalano and Fiore [7] and Libert and
Yung [14]. We use VCs to generate a commitment c to a vector x € M* in some
space M. Later, a user who knows the value x; of the ith entry of x can generate
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a proof convincing a verifier that the ith entry of the vector x committed in c is
indeed x;. VCs come with a security guarantee known as position binding, which
informally guarantees that a malicious prover cannot produce two proofs 7; and
7, convincing a verifier that the ith position in x is z; and z} respectively (with
In recent years, VCs have generated a great deal of attention. New function-
alities have been proposed, such as subvector proofs [I3], aggregating position
proofs [25], efficiently updating all proofs after an entry changes [23], cross-
aggregating proofs [I1], and many more. These properties were introduced as a
way to seamlessly instantiate applications such as SNARK construction, state-
less blockchain design, or verifiable databases. Our work is motivated by this
last use case. Instantiating a verifiable database via VCs has been long been
studied in a large body of VC constructions [7] [4]. The main idea is as follows:
assume a client has a large file which can be modeled as a vector. The file is to
be stored in a storage node. The client will keep a commitment to this file and
the storage node will store the actual file contents along with the corresponding
position proofs. When the client queries for a certain portion of the file, the
node presents it to the client, along with the position proofs or a corresponding
subvector proof. To make sure the storage node presented the correct values, the
client can run the VC verification algorithm on these values and proofs against
the commitment which the client stores. A related notion is verifiable decentral-
ized storage via VC, [4], where multiple storage nodes store different chunks of
the file. This corresponds to a large vector being distributed into subvectors for
each node in the network to store. A client again stores a commitment to the
entire vector. When queried for contents in a node’s designated subvector, the
node can provide those contents, along with proofs establishing their veracity.

Unfortunately, VC designs for these use cases assume a static model, where
information cannot be added or deleted. In all of the aforementioned use cases,
we can envision a dynamic situation where new content can be added and old
content can be removed from the committed vector. Therefore, we would like to
design vector commitment schemes which can work in a such a setting. Namely,
we would like to design schemes that can support efficient commitment /proof
updates in the case of an insertion/deletion of a value to the committed vector.

Adding stateless insertion to most constructions is difficult. To see why, con-
sider the problem of inserting a value at position ¢ and updating the commit-
ment/existing position proofs. Since all values after position i get pushed 1 posi-
tion over, we must know all values in the vector after position i. Furthermore, it
is not clear how to insert securely. In particular, we demonstrate a construction
that satisfies standard VC binding (assuming standard worst case lattice prob-
lems) and proceed to add insertion/deletion algorithms which compromise the
scheme’s security.

Our construction works in a new multiparty based VC model we propose.
Briefly, we assume that various parties will control different subvectors of the
committed vector v. We further assume that no pair of parties P;, P; will have
an entry in common in the subvectors they control. In our multiparty model, we
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propose a threshold version of standard VC binding (in addition to modifications
needed to capture binding in a dynamic setting). For security reasons, it seems
the multiparty model is necessary for our construction. Parties generate partial
proofs which can be reconstructed to generate a full position proof. In the Ap-
pendix (see @, we show why the analogous single party version of our scheme is
insecure. In this way, we are able to show a separation between standard binding
VCs and VCs which are binding in a dynamic setting.

Apart from the security reasons, multi-party setting is required in many ap-
plications. For example, in decentralized verifiable database protocols parties
store parts of the database and insert or delete content from the database. Such
cases require parties to communicate about values getting inserted or deleted,
thus maintaining the updated state of the database. Therefore requiring partic-
ipation from multiple nodes in the protocol for a valid insertion is not a huge
cost. We have worked in a multiparty model that provides a reasonable security
claim for our construction. However, we do understand that for some applica-
tions requiring the participation of multiple parties to do insertion is clearly an
unsatisfactory solution.

1.1 Our Results
This work presents the following contributions:

1. We introduce multiparty dynamic vector commitments. We provide formal
definitions describing the new functionalities.

2. We show that the standard VC binding security notion is not sufficient for
this new dynamic setting. Therefore, we introduce multiparty dynamic bind-
ing, which captures the security notion for VCs in the setting we consider.

3. We design a novel multiparty dynamic VC and prove security under standard
lattice assumptions. Our scheme supports updates after insertions/deletions,
as well as modifications to existing entries.

4. We discuss how such a VC design can be leveraged in improving existing VC
based verifiable storage protocols.

While our VC design allows clients to perform insertion/deletion updates,
we note that insertion requires multiple parties to participate due to the partial
lattice trapdoor techniques we use. Existing instantiations of verifiable storage
via VC cannot handle requests to enlarge or shrink the file via insertions or
deletions, as the underlying VCs do not possess such functionality. One exception
is the verifiable decentralized storage solution proposed by Campanelli et. al [4],
which does allow for insertions and deletions. However, their solution does not
allow for insertions or deletions at arbitrary positions in the vector. Furthermore,
their VC security is based on groups of unknown order. In contrast, ours is lattice
based and therefore enjoys post quantum security in the random oracle model.
Our construction only requires modifying proofs’ indexing for positions affected
after insertion/deletion. Nontrivially modifying all position proofs after such an
update is costly. Since we are also able to trivially modify an existing entry
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by deleting it and subsequently inserting the modified value, our scheme also
achieves maintainability [23] (i.e. the ability to update all position proofs in time
sublinear in vector length after an entry change). We surpass the maintainable
state-of-the-art [23] [5].

Our scheme’s main drawback is that requires the participation of multiple
parties for insertion. However, the multiparty protocol only requires a single
round of communication. We consider designing VCs supporting updates of entry
values, insertions, and deletions without requiring the participation of multiple
parties as an important open problem.

Let us briefly clarify on our usage of the word “dynamic". We emphasize
that dynamism previously referred to notions only involving updates to commit-
ments,/proofs after updating existing vector values. That is, to the best of our
knowledge, existing dynamic vector commitment schemes like [24] only support
fast updates to commitments and proofs following an alteration of one of the ex-
isting vector entries. Our notion of dynamism significantly differs from this, since
we require fast updates to commitments and proofs after insertions/deletions of
vector values at arbitrary positions instead of after modifications of existing en-
tries. To the best of our knowledge, designing VC schemes which support such
changes in the vector length have not been explored. Campanelli et. al [4] modify
a VC scheme in order to support this functionality for a decentralized storage
construction . However, one can only insert/delete at certain spots in the vector.
Moreover, our work is done in the lattice setting, while their security is based on
computational problems in groups of unknown order, showing that dynamism
can be achieved from multiple assumptions.

We note that this notion of “dynamism" appears in the context of proofs of
retrievability [2212T] and proofs of data possession in [920].

1.2 Technical Overview

A Multiparty Model The decentralized storage framework serves as a blueprint
for ours. In our setting, we allow a fixed set of parties {P,..., Py} to control
values at designated positions in the vector. A party P; will be responsible for
the values at the indices in Sp,, and Sp, N Sp, = () for 4 # j. Under this setting,
we are able to construct a scheme with secure insertion and deletion functional-
ities. We note that if a party P; requests insertion of a value a, at a position 7,
that results in all entries at or after j getting pushed forward by one. Moreover,
Sp, gets updated to Sp, U{j}. Similarly, if P; requests for a deletion at j, values
after j get pushed back by one and Sp, gets updated to Sp, \ {j}. Therefore we
must take care to update all parties’ index sets, in addition to the commitment
and existing position proofs after such an update. Finally, if a party P; wants
to update or delete a value at position j, we must first check that P; actually
controls this position (namely j € Sp,).

When designing a VC scheme, we imagine a global commitment available to
all parties. When a party wants to insert or delete an entry, it may require help
from a sufficient number of other parties. Consider a VC scheme which initially
commits to vectors in Zg for a prime ¢. Let x be such a vector and let ¢ be a
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commitment to x = (x1, ..., x). The goal of this work is to introduce the notion
of multiparty dynamic vector commitments. To accomplish this, we define the
following algorithms: Add, Del, AddPfs, DelPfs. A party P; invokes the Add
algorithm in order to insert a new value a at a position j. If a sufficient number of
other parties are willing to participate, the algorithm generates a new proof for
the inserted value and updates the commitment ¢ to ¢/ which is a commitment to
X' = (T1,. ., Tim1,Q, Tiy Tit1, -+, XTp) € ZSH. The AddPfs algorithm efficiently
updates all position proofs after such an insertion occurs. The Del and DelPfs
algorithms are analogous to Add and AddPfs respectively in the case of a deletion
of an entry, rather than an insertion.

We acknowledge that a multiparty model is not an ideal solution for achieving
a VC scheme with efficient insertions and deletions. However we believe it is use-
ful for instantiating decentralized verifiable database solutions. Assume a party
in a decentralized network wants the help of other nodes in the network to store
a large file. We assume the file can be modeled as a vector v. As with the decen-
tralized verifiable database setting, these nodes will store subvectors of the file.
Let us also stipulate that no two nodes can store a common portion of the file.
That is, no two nodes can store a common subvector of v. Furthermore, assume
that the file can be changed by modifying/inserting/deleting arbitrary entries.
Then multiparty dynamic VCs present a natural solution: the party owning the
large file initially can generate a commitment to it and distribute subvectors
to participating nodes, who store the subvectors and their corresponding posi-
tion proofs. Any node may propose an insertion/deletion, and others may help
generating a proof for the inserted element and updating the commitment,/ ex-
isting position proofs after these operations. An insertion protocol requiring the
participation of multiple nodes is a drawback. However communication between
nodes during insertion is inevitable, as all nodes must be in agreement on the
positions they control in any real world deployment of the scheme.

Construction Adding efficient Add, Del, AddPfs, and DelPfs algorithms is
seemingly challenging due to the following observation: after an insertion or
deletion at some index i, all vector entries at or after/before i get shifted by
one position. Therefore, after an insertion/deletion, we need to update all po-
sition proofs after i. If a vector has length ¢, updating all the proofs after an
insertion/deletion will take O(¢) time in the worst case if we just use naive proof
update functionalities which already exist. In this work, we show how to improve
upon this naive upper bound.

Our scheme builds on top of a scheme due to Wee and Wu [27]. The Wee-Wu
scheme can be thought of as follows: it begins by generating ¢ statistically close
to random matrices (A;);e(1,...ey With each A; € Zj*™ along with corresponding
trapdoors. Using the trapdoors, a user can jointly sample a statistically close
to random commitment ¢ € Zj" for x € Zf} along with ¢ “short” position proofs
(v1,...ve). The position proofs are sampled in a way relating 4;, ¢, z;, and v;
in a matrix-vector equation for each i. Verification of a position proof amounts
to checking v; is short and certain conditions hold.
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Table 1. Comparison of selected VC schemes. p is short for poly, X is the security pa-
rameter, and £ is the length of vectors being committed. The scheme due to Campanelli
et al. [4] can support updates after insertions/deletions to the committed but only at
certain positions. Our construction supports insertion/deletion at arbitrary positions.

Scheme Security  Ins/Del  |pp| 7] le|
Tomescu et. al. [25] classical no o) |G| |G|
Lai et. al. (LMC) [I3] classical no o(£?) |G| |G|
Wee et. al. [26] post quantum  no  O(p(\,£)) O(p(\,logf)) O(p(\, log? £))
Campanelli [4] classical yes* |G| O(1)|G|  4|G| + 2|Zy2r|

Our Construction post quantum  yes O(p(\, £)) O(p(\,logf)) O(p(A, log? £))

If we want to insert a value a at the ith position we can sample a new random
verification key A’. Using lattice trapdoor preimage sampling techniques, we can
obtain a preimage which can be used as a short proof in the verification equation.
In this way, the old commitment ¢ along with the old position proofs do not
have to be modified. However the existing verification keys must be reordered
to accommodate the insertion. Deleting a value at a position ¢ simply amounts
to deleting a verification key A; and reordering the remaining verification keys.

The key property about the Wee-Wu scheme is that commitments and po-
sition proof are not tied to value-position pairs (z;,4). This is in contrast to
many existing vector commitment schemes. For example in Hyperproofs [23],
computing a commitment to a vector x = (x1,...,2y) € Zg means computing
ng=1 #i:Si(7) where S; is a multilinear Lagrange basis polynomial. We are given
commitments g% (") as public parameters. To compute the above value, we must
take each ¢g%(7) and raise it to the value z;. Then we must combine all of these
quantities using group multiplication. Trying to insert a new value z} at position
i means we must now compute ¢ (D77 for all j > i. In the worst case, this
will take O(¢) group exponentiations and group multiplications. The source of
this slowdown was that the process to generate the commitment to x implicitly
depends on the position ¢ along with the vector value x;. This is why we suspect
VC schemes based on polynomial commitments are unlikely to support efficient
updates after entries are inserted to/deleted from committed vectors.

One issue with our framework is that allowing anyone to generate the new
verification key and proof is insecure because this process introduces a lattice
trapdoor which can be used to break the binding of the scheme. In this way, we
show that standard VC binding does not immediately imply binding in a dynamic
setting. In order to address this and present a scheme allowing for reasonably
secure insertion and deletion, we introduce our multiparty dynamic framework.
We call the corresponding security notion multiparty dynamic binding. This no-
tion captures essentially the same concept as standard binding, except now the
adversary can make queries for insertions and deletions before presenting a com-
mitment and two conflicting values/proofs which pass verification. Additionally,
our scheme operates in a multiparty setting where we assume that an adver-



Title Suppressed Due to Excessive Length 7

sary cannot corrupt more than a certain threshold number of parties controlling
positions in the vector.

We make use of the recent lattice trapdoor splitting techniques developed
by Albrecht et. al [3]. A partial lattice trapdoor scheme allows a user to take a
standard lattice preimage sampling trapdoor with respect to an input matrix
A and “split” it among multiple parties. Each party receives a partial trapdoor.
When the parties want to compute a short preimage for some target y with
respect to the matrix A, they can use their partial trapdoors to compute a partial
preimage. Subsequently, they can recombine all their preimages to get a short,
random preimage x for the target y with respect to A. The scheme guarantees
that an adversary cannot generate such a preimage if it cannot corrupt at least
a threshold number of parties. Our strategy for secure insertion is the following:
we sample extra matrices {A},..., A} } to be used as verification keys when a
party wants to insert a value. For each A}, we give party P; a partial trapdoor
ptd;;. If P; wants to insert some 2’, it, along with enough other participating
parties, generates partial preimages with respect to some insertion key A} and
target H(z'), where H is a random oracle. At verification time, these partial
preimages are recombined into a short preimage h such that A, - h = H(a')
and h is short. Batch insertions/deletions are also possible without increasing
the number of rounds. Deletion is straightforward. For insertion, we execute the
same process with a sufficient number of the desired insertion matrices. Parties
would compute all the partial preimages locally at once.

A Note on Real World Deployment We now consider how deploying a
scheme matching our framework would work in a real world decentralized system.
While our public parameter size is linear in the initial vector length plus the
number of possible insertions, the advantage of our work is that modifying the
actual commitment or all of the existing proofs is as cheap as possible during
insertions or deletions.

We must treat the set of verification keys and their indices at any given time
as part of the state of the system. Note that a possible attack vector for an adver-
sary of the system is to convince network participants into believing conflicting
states. For example, assume the current state’s verification keys are (A4, A, A3).
Then after an insertion at position two, they become (A, A}, A, A3). If a par-
ticipant is made aware of the insertion, the position of insertion, the new key A}
for the second index, as well as the previous state’s verification keys (Ay, As, A3)
they will be able to correctly verify a position proof. However, if one of these
pieces of information are not known after an insertion, then a participant is prone
to incorrectly verifying proofs with respect to the current state of the system.
Therefore a real world deployment must modify the underlying consensus algo-
rithm the participants use to agree on the condition of the state. The consensus
must now include agreement upon the set of the verification keys as well as their
indices.

We must also note that while our VC captures binding in a traditional sense,
it is not robust. That is, if some party P; wants to insert a value z’ at some
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position and parties Ps, ..., Py are willing to participate, then an incorrect proof
for o’ can be generated if one of these parties is malicious and deviates from the
protocol. Moreover, all parties must know the value z’ that P; wants to insert in
order to generate the correct local preimages. This will incur a communication
overhead, although there is only a single round of communication.

1.3 Related Work

Vector commitments were proposed by Catalano and Fiore [7]. Along with for-
mally defining the primitive, they showed how VCs could be applied to applica-
tions such as verifiable databases and zero knowledge elementary databases.

An important property is the ability to generate proofs for arbitrary sub-
vectors in the committed vector. Subvector openings were first introduced by
Lai and Malavolta [13], who proposed a new SNARK design technique with
VCs with subvector openings along with PCPs as the underlying mechanisms.
This was a direct improvement of the classical “CS Proofs” (Computationally
Sound Proofs)[I5] paradigm due to Killian [I2]. Knowledge of subvector open-
ings along with proof aggregation/disaggregation techniques are instrumental
building blocks in the decentralized storage protocol in [4].

Classical constructions geared towards other decentralized applications quickly
emerged, such as stateless blockchains [8] and verifiable decentralized storage [4].
In order to efficiently instantiate such applications via VCs, it is critical to build
VCs which could support efficient updates after a specific vector value was al-
tered. The authors of the Hyperproofs VC scheme [23] defined maintainability,
which was the property of being able to update all position proofs in sublinear
time after a change in one of the committed vector entries. By noticing a tree
structure in PST polynomial commitments [18], Hyperproofs achieves maintain-
ability with O(log ¢) update time, where £ is the length of the committed vector.
Their technique was generalized and shown to apply for any pairing based VC
scheme with various algebraic properties [5]. Surveys on VC appear in [I7/19].

Designing lattice based VCs is a topic currently receiving increased interest.
Albrecht et al. design a scheme which opens to low degree polynomials as a way
to design a lattice based SNARK [2]. However, their scheme relies on a nonstan-
dard knowledge assumption, which was later shown to be insecure in a work by
Wee and Wu [26]. De Castro and Peikert design transparent functional commit-
ments [6], which can be efficiently specialized to VCs. Finally, Wee and Wu [27]
design a VC whose security reduces to SIS. Our work uses this construction as
a building block. We keep the same commit and prove functionalities and aug-
ment the original Setup procedure to allow for efficient updates after insertions
or deletions.

2 Preliminaries

2.1 Notation

We use A for the security parameter. The letter ¢ denotes a prime and Z, denotes
the integers modulo ¢. A capital letter such as A or B will denote a matrix,
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whereas a lowercase letter like = or a will denote a value (usually a value in Z,).
A bolded letter (like x) denotes a vector.

Definition 1 (Negligible Function). A function f : N — R is said to be in
the class of negligible functions (written as f € negl(X\)) if for all ¢ > 0 there
exists ng € N such that for all integers n > ng, we have |f(n)] < L.

That is, a negligible function is a function which decreases faster than the inverse
of any polynomial.

Definition 2. Let A be a parameter. The class poly()\) denotes the functions
which are bounded from above by a polynomial in .

Definition 3. We say a probabilistic algorithm is in the class Probabilistic Poly-
nomial Time (PPT) if its expected running time is bounded from above by a
polynomial in its input size.

Definition 4. We say that two families of distributions {D1}xen and {Ds2} xen
are statistically close if their statistical distance is bounded by a negligible func-
tion in .

For a matrix or a vector, we denote || - || as its infinity norm.

2.2 Lattice Preliminaries

Definition 5 (Lattice). Let B be a full rank matriz in R**%. The lattice L(B)
generated by B is the set of all integer linear combinations of the columns in B.
That is, L(B) = {Bx : x € Z*}.

Definition 6 (SIS Assumption). Let n,m € Zsq, 5 € Rso,q € Z~o be func-
tions in the security parameter X\. The SIS, . 4.8 assumption states that a for
any efficient adversary A, the probability of A winning the following game with a
challenger is negligible in \: (1). The challenger samples A < Zy*™ and sends
it to A. (2). A outputs a vector x € Zy.
A wins if Ax =0 (mod q) and ||x]| < S.

The Shortest Integer Solution (SIS) problem has been shown [I] to be at least as
hard as standard problems in the worst case related to finding short vectors in
lattices. We recall the definition of a discrete Gaussian, following Wee and Wu’s
[27] exposition.

Definition 7 (Discrete Gaussian). Let s € Ry and n € Z~q. We define the
Gaussian function of width s to be

ps(x) = exp(—l|x|[3/5).

We can define a probability distribution on lattice cosets. For a coset ¢ + L, we
define the mass function to be

ps(c+L) = plc+x).

xeL
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Define the discrete Gaussian distribution on Z"™ by

Dy s(x) = ps(x)/ps(Z").

For s >0, A € Z7*™, and v € Z7 we write A7 (v) to denote a random variable
x, where x <= Dzm 4 conditioned on Ax = v (mod ¢). We sample matrices in
an analogous way by applying A ! to all the columns of the input matrix.

Definition 8 (Gadget Matrix). Let n,q € Z~o. Let m' = n|logq] + 1. The
corresponding gadget matriz is defined as G = I, @ g7 € Zy*™ . Here, =
[1,2,...,28q]

Next, we recall the trapdoor and preimage sampling algorithms due to Micciancio
and Peikert [I6]. We again follow Wee and Wu’s exposition.

Theorem 1 (Trapdoor Preimage Sampling). Let n,m,q,m’ be as before.
There exists efficient algorithms (TrapGen, SamplePre) which work as follows:

1. TrapGen(1™,q,m) — (A, td): Takes matriz dimensions n and m along with
the modulus q as input. The algorithm generates an m X m matriz over Zg
along with a trapdoor td € Zflnxml.

2. SamplePre(A,td,v,s) — x: Takes a matrix A € Zy*™ along with its trap-
door td € Z;"X’”/, an image v € Zy and a Gaussian width parameter s as
input. The algorithm outputs a vector u € Zg".

For m > O(nlogq), these tuple of algorithms have the following properties:

1. The output (A, td) of the TrapGen algorithm is such that A-td = G, ||td|| = 1,
and the statistical distance between A and a uniformly sampled matriz A’
over Zg*™ is less than or equal to 27".

2. For alltd € Z;”X’”/, all v in the column span of A, the vector x is such that
Ax =v.

3. If td is a gadget trapdoor for A (e.g. if (A,td) is the output of TrapGen),
then for all s > v/mm/ - |[td|| - w(y/logn), the statistical distance between

{x « SamplePre(A,td,v,s)} and {x <+ A;'(v)}
less than or equal to 27 ™.

We can extend the SamplePre targets to include matrices V € ZZXk in the fol-
lowing way: We define SamplePre(A,td,V,s) to be the matriz whose ith column
is SamplePre( A, td, vi, s), where v; is the ith column of V.

We now proceed to state the BASIS,a,q assumption [27].

Definition 9 (BASIS). Let n,m,q,s be as before chosen with respect to the
security parameter \. Let Samp be an efficient sampling algorithm that takes \
and A € Z¢*™ as inpul. The algorithm outputs a matriz B € ZZL,X’”/ along with
some auxiliary information auz. We say the BASIS qnqg Assumption holds if all
efficient adversaries A win the following game between A and a challenger Chal
with negligible probability:
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1. Chal selects A < Zp3*™, and runs (B, aux) < Samp(X\, A), T < B (Gy).
He sends (A, B, T, auz) to A.

2. A outputs a vector x.
A wins if Ax =0 (mod ¢) and 0 < ||x|| < 3.

Definition 10 (BASIS;and). Let n,m,q, s, 8 be as before. Let £ € Z~o. When
Samp is instantiated in the following way, we refer to the corresponding assump-
tion as the BASIS, qnq assumption parameterized by n,m,q, s, 3, and £:

Given the input matriz A and the security parameter, the algorithm samples
i* < {1,...,£}. For alli € {1,... £} with i # i*, the algorithm samples A; +
T
ZE,"“)X’”. Next, it chooses a < Zj* and sets A] = [%4 ] .
Finally, it sets
Ay =Gt
A —Gnt1
B = . _Gn+1
. *Gn—&-l
Al _Gn+1

with aux = i*.

Wee and Wu provide a tight reduction showing BASIS, .4 is at least as hard as
the SIS problem. We conclude this section by defining a partial lattice trapdoor
scheme. We follow the exposition due to Albrecht et. al [3].

Definition 11 (Partial Lattice Trapdoor). A (t, k)-threshold partial lat-
tice trapdoor scheme over Z, is an extension of a (full) lattice trapdoor scheme
(TrapGen, SamplePre) over Z, with the PPT algorithms (PTrapGen, PSampPre,
Rec):

1. ptd; < PTrapGen(A,td,j) : The partial trapdoor generation algorithm in-
puts a matriz A, its (full) trapdoor td, and an index j € [k] and generates a
partial trapdoor ptd; of A for j.

2. x; + PSampPre(A,ptd;, T, y,o): The partial preimage sampling algorithm,
gwen a partial trapdoor ptd; for index j, a set T C [k|, a target image y,
and a Gaussian parameter o, samples a partial preimage x; for j.

3. « + Rec((xj)jer): The reconstruction algorithm, given a tuple of partial
preimages (x;)jer reconstructs a preimage .

Let k,t € N be such that t < k and n,m,m’, 3 be as before. Let s be a Gaussian
width parameter for (T'rapGen, SamplePre) (i.e. the parameter from point (3)
in Theorem 1) and let o > 0 be the Gaussian width parameter from above. A
(t, k)-threshold partial lattice trapdoor scheme is said to be (n,m, s, B3, c)-correct
with respect to (TrapGen,SamplePre) if for any t-subset T C; [k] and vector
y € Z7, it holds

q’
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(A,td)<—T7"a;r)Gen(1A 171
ptdj<—PTrapGen(A,td,j)Vj€[k] _
zj<—PSampPre(A,ptd;, T,y,0)VjeT >1 negl()\)
zRec((x;)jer)

Ax=y

PriAjzi<s

That is, the reconstructed preimage x is a correct preimage if it was recon-
structed using partial preimages x;, where all the x; were obtained by running
the PTrapGen algorithm.

Albrecht et. al [3] develop a partial lattice trapdoor scheme over R, where R, is
the ring of integers over a cyclotomic field modulo some prime ideal q. However,
their scheme naturally translates to one over Z,. Similar to the methods devel-
oped by Gentry et. al [I0], the distribution of reconstructed preimages satisfy
the following property: for fixed (A, v;) and pairs (z;, z;) of images and partial
preimages respectively, we have that the two distributions

1. Sample z; uniformly at random. Then, use ptd; to sample short x; such that
A-zj=v;®z (mod q).

2. independently sample a Gaussian z; from an ambient lattice. Compute z;
satisfying A - z; = v; ® z; (mod q)

This guarantee allows Albrecht et al. to construct a threshold signature scheme
using GPV signatures [10] as a natural blueprint. In GPV, signing a message
m, constitutes sampling a short, random preimage x such that A-x = H(m)
(mod ¢). In the threshold version, the partial signatures are the partial preimages
xj. We use the reconstruction algorithm to obtain the short preimage x from
the x;’s. In the context of our scheme, we will keep an extra insertion matrix
A;. When a party wants to insert some z’ € Z, at position 4, it will obtain
partial preimages (x;)jer from other participating parties. A verifier can use
these partial preimages to reconstruct a short h such that A; - h = 2/ (mod q).
In this way, we can reduce security to forging threshold signatures.

3 Multiparty Dynamic VC

We refer to the setting in Section [[.2} We say a party is honest if it generates
the correct partial preimages when participating in an insertion and keeps its
private parameters secret (see our definition below). Our scheme only requires
participation of multiple parties for the insertion of new entries. However, our
definition of multiparty dynamic VCs allows participation of other parties when
deleting or updating an entry.

Definition 12 (Multiparty Dynamic Vector Commitment). Let P =
{P1,..., P} be a set of r parties. We say an r-Party Dynamic Vector Com-
mitment is a tuple of the following algorithms:

Setup(\, £) — (pp,pp1,...ppr): Given the security parameter A and the ini-
tial length € = poly(X\) of the vector being committed, output public parameters
pp, as well as private parameters pp1,...,pp,. The private parameters pp; are
sent to party P; through a secure channel. Note that this inherently requires
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the setup process to be trusted. The Setup algorithm also outputs index sets
Spy,...Sp, such that \J;_, Sp, = [{] and Sp, N Sp, =0 fori # j.

The next three algorithms are public: meaning that anyone can run them
and that they may implicitly use public parameters generated at Setup time.

Commit(x) — (c,aux): Oulpuls a commitment c for a vector x of length £.
Some auziliary information aux may also be generated.

Open(z;, i, aux) — 7;: Possibly using the auziliary information auz, the open-
ing algorithm generates a proof m; convincing a verifier that x; is the value at
the ith position in the committed vector x.

Verify(c,y,i,m;) — 0/1: Given a commitment ¢, a value y, a position i,
and a proof w;, a verifier outputs 1 or 0, respectively indicating an acceptance
or rejection of the proof that y is the ith value in the committed vector (i.e.,
y=1;)

The following algorithms can only be initiated by one of the parties. They may
require the joint participation of multiple parties. These protocols may require
parties to implicitly perform computations locally using their private parameters.

Add(c,2’,i, Pj, P) — (c’,u,pp’):At least d+1 parties (denote the set of parties
by P) may jointly run this algorithm. Let P; € P be a chosen party in this set
who wants to initiate an insertion. The algorithm updates the commitment c
corresponding to vector [xy,...,xe] to a commitment ¢’ corresponding to the
vector [xq, ..., %1, @, T, Tiy1, ..., Tp).

Assume Pj controls positions in the index set Spj. Then Spj gets updated to
Spj U {Z}

Some update information u and updated public parameters pp’ may also be
released. Finally, the algorithm outputs a new proof m; that verifies with respect
to the updated commitment, the new inserted value, and the ith position.

AddPfs(c' i, o', {m;} e, u): Once the commitment to a vector x (currently
of length €') has been modified to ¢’ after an insertion, this algorithm modifies
all existing position proofs for the other entries using public update information
U.

Note that an entry at position k > 1 in the vector will now be at position
k+ 1. Parties whose index sets are affected must locally update them accordingly
during such an insertion.

Del(c,i, Pj, P) — (c/,u,pp’): At least d+1 parties P may jointly run this al-
gorithm. Assume position i is an index controlled by exactly one of these parties
Pj € P. The algorithm first checks if i € Sp,. If not, it aborts. Otherwise, it up-
dates the commitment ¢ corresponding to vector [x1,...,x¢] to a commitment ¢
corresponding to the vector [T1,...,%;i—1,Tit1,- - ., xe]. Some update information
u and updated public parameters pp’ may also be outputted.

Assume party P; controls positions in index set Sp,. Then Sp, gets updated
to Spj \ {’L}

DelPfs(c i, xi, {m;} e, u) : Once a commitment to a vector x (currently
of length £') has been modified to ¢’ after a deletion of the ith entry x;, this
algorithm modifies all existing position proofs for the other entries using public
update information u.
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Note that an entry at position k > 1 in the vector will now be at position
k—1. The algorithm updates all other parties’ index sets accordingly during such
a deletion.

Update(c,i,x;,x}, Pj, P) < (c',u,pp) : At least d+ 1 parties P may jointly
run this algorithm. Assume position i is an index controlled by exactly one of
these parties P; € P. The algorithm first checks if i € Sp,. If not, it aborts. Oth-
erwise, it updates the commitment ¢ corresponding to vector [xy,..., T, ..., T4
to a commitment ¢’ corresponding to the vector [x1,...,x}, ..., x¢]. Some update
information v and updated public parameters pp' may also be outputted.

UpdatePfs(c',i,xj,{m;}jcie),w) : Once a commitment to a vector x (cur-
rently of length ¢') has been modified to ¢’ after the ith entry x; gets modified to
x}, this algorithm modifies all existing position proofs for the other entries using
public update information wu.

In our definition above, we assume the following;:

1. By “jointly", we mean that a set of parties must engage in the multiparty
protocol described. We assume that parties can communicate with each other
and with the Trusted Setup through secure and authenticated channels.

2. A party P; can insert in any position it wants to. To insert in position ¢, it
does not have to control position i beforehand. After the insertion occurs,
the index sets of the other parties increment (or stay the same) accordingly.

3. On the other hand, we require P; to control position 4 if they want to delete
the 7th value. Once P; runs Del, the other parties check if P; controls position
i in order to determine if the deletion is valid. If it is not, they reject the
Del update and/or the modified public parameters which P; returns after
the Del operation. Note that all parties keep a copy of the index sets which
they control as well as the index sets which other parties control.

4. Recall in the decentralized verifiable database setting, we envision a party
initially holding a large file. Using the public parameters already generated,
it may generate a commitment to the file and distribute corresponding sub-
vectors to nodes participating in storing it. Therefore, we opted to designate
committing as a public operation.

Next, correctness is similar to standard VC correctness, except we modify it to
accommodate insertions and deletions of elements into the committed vector.

Definition 13 (Dynamic VC Correctness). Let ¢ be the length of the ini-
tial vector being committed to. Let pp + Setup(1*,£) and c be a commitment
to a vector of length £ possibly using pp. Possibly after a sequence of updates,
insertions, or deletions, assume the resulting commitment changes to ¢’ and the
public parameters change to pp’. Moreover, assume the length of the vector com-
mitted to is now some {'.

Then a position proof for an entry x; with ¢ € £ can be generated in one of
the following ways:

1. x; was an entry in the vector initially committed. Possibly, x; was at position
J in the initial vector. A proof ™ was generated using Open(x;, j, aux). After
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the possible sequence of insertions or deletions to existing entries, x; went
from being the jth entry in the vector to the ith. Moreover ¢ got updated
to ¢’ and m got modified to ' after applying the corresponding sequence of
algorithms to update it. Then we require Verify(c',xz;,i,7') = 1 with all but
negligible probability in the security parameter.

. x; was an entry inserted after the initial vector was committed. Let T be the

commitment to this vector before x; was inserted. Possibly, x; was inserted
at position j. A proof m was generated by at least d + 1 parties denoted by
P (i.e. using 4dd(T,x;,j, Py, P)). After the possible sequence of insertions
or deletions to existing entries, x; went from being the jth entry in the vec-
tor to the ith. Moreover © got updated to ¢’ and ® got modified to 7' after
applying the corresponding sequence of algorithms to update it. Then we re-
quire Verify(c', z;, i, ") = 1 with all but negligible probability in the security
parameter.

Security is similar to standard VC security, except now we require infeasibility
for a fixed number d > 0 or less parties to generate conflicting proofs for inserted
values. In what follows, let C = {C1,...Cx} be a set of corrupt parties. Each
corrupt party C; controls positions in the index set S¢, with S¢, NS¢, = 0 for

i # .

Definition 14 (d out of r Dynamic Binding). Let VCqyy, be o Multiparty
Dyamic Vector Commitment scheme. We say VCqyn is d out of r Dynamic
Binding if a polynomially bounded adversary A wins the following game with
negligible probability:

1.

2.

The adversary outputs a set of corrupt parties C and the positions each party
controls. The challenger will control the rest of the r — k honest parties.

The challenger first checks k < d+ 1, if Ule Sc, C [f], and if So, N Sc; =0
fori # j. Next, the challenger runs (pp, ppi, - - -, ppr) < V Cayn.Setup(1*, 19).
The challenger proceeds to send (pp, {ppi }¥_,) to A (without loss of generality,
assume the first k out of r parties are the corrupt ones and assume pp; is
meant for party C; fori=1,... k).

. A generates a commitment ¢ and sends it to the challenger.
. A can query the challenger for an insertion of a value x!; at any position i. Al-

ternatively, it can query for a deletion at some position i in the vector (where
i € Sg; forj=1,...,k). The challenger will run Add or Del to modify the
commitment, obtain updated public parameters pp’ as well as update informa-
tion u, and a new position proof m; (in the case of an insertion). This will be
run simulating any set parties of A’s choosing. Note that the challenger will
have to be involved, as A controls less than d + 1 positions. The challenger
will additionally send A any communication between the chosen d+ 1 parties
when simulating the 4dd or Del algorithms. Lastly, the challenger sends pp'
and u so that A can run VCqyn.4ddPfs or V Cqyyn.DelPfs depending on if an
insertion or deletion was queried. If an insertion was queried, the challenger
will also send the new proof ;.
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5. A finally outputs a commitment ¢’, a position proofs w; and 7r;- corresponding
to values x;, ¥';. A wins the game if x; # ', but V Cayn.Verify(c', x;,j,m;) =

VCayn-Verify(c', o, j,m}) = 1.

If A makes at most @) queries, we say A is a @-Query dynamic binding adversary.

4 Lattice Based Construction

4.1 Starting Point: The Wee-Wu VC Scheme

We begin by reviewing the Wee-Wu VC design, which our scheme builds on. Let

A be the security parameter. The construction is parameterized by the following

values in \: n,m, q, S, $1, and B. Set m’ = n [log q] + 1. The values n and m are

matrix dimensions, ¢ is a prime, sg, s; are Gaussian width values, and B is the

SIS bound. We now describe the scheme. Assume we are committing to a vector

X € Zg. As of now, this scheme does not support efficient insertions/deletions.
Setup(A,¢) : For i =1,...,¢, sample

(A;,td;) < TrapGen(1™, q,m)
with A; € Zy*™. Next, form the matrix

Ay -G
Ao -G )
G| e Zgéx(ém+m )

. -G

A |-G

By

Then, note that we have B;R = G,¢, where R = (w). To obtain a

(statistically close to) random trapdoor for By, we run
T < SamplePre(By, R, Gy, S0).

We finish the Setup Process by outputting pp := (A41,... Ay, T).
Note that the Setup process is trusted: if an untrusted party runs Setup, they
have access to all the trapdoors for the A; public parameters. This can be used
to break scheme’s binding.

Commit(pp,x) : Use the trapdoor T to run

(vi,...vy,€) < SamplePre(Be, T, —x ® ey, $1)

where e; is the first standard basis vector in Z;'. We set the commitment to
be ¢ = Gé € Zg. A position proof m; for index i is simply the vector vi € Zj".
In this way, the commitment and proofs are sampled jointly. We output the
commitment ¢ = G¢ and auxiliary information (v, ..., v).

Open(w;, i, auz): Output m; = v; € Z".
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Verify(c,z;,i,7): Parse the proof 7 as the vector v; € Z;'. By construction
of how we sampled our commitment/proofs, we must have A; - v; = ¢ — x;e;. To
verify, we therefore check the following: ||v;|| < B and A; - v; = ¢ — z;e;.

Before presenting our scheme, we present a first attempt in Appendix A. We
also show why this attempt is not secure. The reader is encouraged to read this
to understand why our construction works.

4.2 Scheme Description

In this section, we present a secure d out of ¢ multiparty dynamic VC scheme.
While our scheme supports updates after insertion/deletion, it is not endowed
with a natural update mechanism which the original Wee-Wu scheme had due
to its homomorphic properties. We also note that the participation of multiple
parties are only truly necessary for insertion.

Our protocol makes use of a random oracle H : Z; — Zg. The security of
our scheme will reduce to the standard binding of the Wee-Wu scheme or the
existential unforgeability of the threshold GPV [I0] signature scheme presented
by Albrecht et al. in [3]. Assume that the initial vector we commit to is of length ¢
as before. Let k < d < £ be a threshold. For simplicity, we will assume every party
can control at most k positions and controls exactly one of the ¢ positions at the
intial commit time (so there are ¢ parties). Therefore, the vector can be stretched
to a length of at most kf. Assuming PT = (PTrapGen, PSampPre, Rec) is d
out of ¢, our construction will be d out of £ dynamic binding.

Setup(1*, 1°): First we describe how to generate the initial public parameters
pp. For i =1,... ¢, sample

(A;,td;) < TrapGen(1™, q,m)
with A; € Zy*™. Next, form the matrix
Aq -G

Ay -G
By

I
I
Q

c Z;LEX (bm+m")

Then, note that we have B;R = G,¢, where R = (w). To obtain a

(close to) random trapdoor for By, we run
T + SamplePre(By, R, Gy, S0).

Choose new Gaussian width parameters sq, s}.

Next, we describe how to generate the private parameters pp1, ... ppy. For j =
1,...,kf run (A;7 td}) — TrapGen(1™,q,m). Next, for k =1,..., ¢, run ptd;, «+
PTrapGen(A),td}, k). Then for the nth party define pp, = (ptdi,,,...,ptdys,)-

Set pp := (A1,... Ap, T, A}, ... A},). Securely send the mth private parameter
Ppm to the mth party for m =1.../4.
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Denote all the parties by P, ... F,. For each P;, output their initial set Sp,
of indices they control (at Setup time recall that this set consists of a single
position).

Commit(pp,x): Let x = (z1,...,2¢) € Zf; Compute

a=ayllas]...[lag = H(z1)[[H(x2)|].. . [|[H(xe).
Use the trapdoor T" and the matrix B, from Setup to run
(v1,...vy,€) < SamplePre(By, T, a, s1).

Output ¢ = G¢ as the commitment and auzr = (vq,...vy).

Open(z;, i, auzx) : Output ™ = v;.

Add(c,2’,,p, P): This algorithm is invoked by some set of parties P control-
ling positions in the vector. After this algorithm terminates, position ¢ will hold
the value 2’ and will be controlled by party p € P. Without loss of generality,
let P = {Py,...P;} and let p = P;. Their respective private parameters are
denoted by pp1,...,ppk-

Leave the commitment ¢ unchanged.

Take an A} in the current set of public parameters. Each party running the
algorithm does the following

1. Recall that a party P; will have a partial trapdoor ptd;, for the matrix A;-.
Party P; takes their partial trapdoor and computes a partial preimage by
running

X; PSampPre(A;-,ptdj“ {1,...,k},e— H(z'),s]).
2. Publicly post the partial preimage x;.

Update the public parameters to pp’ = (A1, Ag, ... Ai—1, A}, Aiy .. Ay, A, ALy,
Alyqs .- Ajy)- Let p = Pr’s index set be Sp,. Update this set to Sp, U{i}. Output
the insertion position, p’s updated index set, the updated public parameters, and
the set of partial preimages. That is, output (i, Sp,, pp’,v’), where v’ = {x,}¥_,.

AddPfs(c,i,z’, {m;}jere), (4, pp’,v")) : Output v/ = (vi,...vi_1,0', Vi, ..., Ver).
Additionally, use the fact that the insertion occurred at position 7 to modify all
parties’ index sets accordingly.

Del(c,i,p, P) : Without loss of generality, assume p = P; € P controls the
position g.

Leave the commitment ¢ unchanged. Set the updated public parameters pp’
topp’ = (A1, As, ..., Ais1, Aiga, ... Ag, Ay, . L Al,). Take p = Py’s index set Sp,
and update it to Sp, \ {i}. Output (pp’, Sp,)

DelPfs(c, i,z {m;}jee, (pp') : Output v/ = (vi,...,vi_1,Vig1,...vy). Up-
date all other parties’ index sets using the fact that the deletion occurred at
position g.

Verify(c,y,i,m;): Parse m as vi € Z;*. Check if [[vi[| < B and 4; - v; =
c— H(z;) (mod gq).



Title Suppressed Due to Excessive Length 19

5 Security

In this section, we prove the security of the scheme presented in the previous
section in the random oracle model. Breaking dynamic binding reduces to either
breaking standard binding in the Wee-Wu scheme, or forging the threshold-GPV
signature [3] in the multi user setting.

We present the security of d out of £ Threshold GPV game in Appendix B.
Next we present the security of d out of ¢ Threshold GPV with commitments
game which is used to prove the security of our scheme.

d out of ¢ Threshold GPV With Commitments: We make a slight mod-
ification to the d out of ¢ Threshold GPV security game. The game now is as
follows:

1. The adversary A outputs a set of corrupt parties C = {C1,...,Cy}

2. The challenger first checks k < d+ 1, if Uf:l Sc, C [{], and if S¢, NS¢, =0
for i # j.

3. Next, for ¢t = 1,..., kf, the challenger runs

(4;,td;) + TrapGen(1™,1™, q).

Forj=1,...,k(l
For h =1,...,¢, the challenger runs

ptd;, < PT.PTrapGen(A;,td;, h).

The challenger sends ptd;, for h € {1,...,k} to A.

4. A fixes a value ¢ € Zj and sends it to the challenger.

5. A can make at most @) queries. On the ith query, A asks for an index j;,
positions T;, and a value p;. It sends (j;, T;, p;) to the challenger.

6. If j; has already been queried, the challenger outputs L. Otherwise, it does
the following:
For h € T; run

i, < PT.PSampPre(A;,,ptd;,, , Ti,c — H(u;),0)

Send {Wih}hGTi to A.

7. At the end of the querying, A outputs an index w, a value z, and a vector
v. A wins if  was not the query it made with respect to A,,, v is short, and
Ay -v=c— H(x).

Lemma 1 (d out of £ Threshold GPV with Commitments is Secure).

Proof. The only difference between d out of £ GPV and d out of ¢ Threshold GPV
with Commitments is that in d out of £ Threshold GPV with Commitments, the
target which we find a preimage for is ¢ — H(x) rather than just H(x). Since c
is fixed and H(z) is modeled as a random oracle, the distribution of the target

in d out of £ Threshold GPV with Commitments is exactly the same as it is in
d out of ¢ Threshold GPV.
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Theorem 2. Let A be a d out of ¢ dynamic binding adversary. Let € be the
probability A wins conditioned on its output being with respect to a verification
key that existed since committing time. Then there exists a standard VC binding
adversary B and a d out of { Threshold GPV with Commitments adversary C
such that

Pr[A wins the dynamic VC binding game] <
Pr[B wins the standard VC binding game]+
Pr[C wins the d out of £ Threshold GPV with Commitments game]

Proof. We first condition on A’s output being with respect to a verification key
which existed since committing time. Then our standard standard binding adver-
sary B works as follows: it receives (A1, ... Ag, T, A}, ... A},) from its (standard
VC binding) challenger. B passes the public parameters pp onto the dynamic
binding adversary A and acts as the dynamic binding challenger. A will output
some commitment ¢ and query for insertions/deletions. B will generate new ver-
ification keys for insertions and perform the necessary reorderings of the public
parameters.

A finally outputs 7,c’, z, ', v, v/. B outputs the same values, except possibly
the position i, as B must break V' C' binding with respect to the original pub-
lic parameters. Since insertion/deletion reshuffles the indices for the (original)
public A; matrices, B, will need to keep track of this as it answers A’s queries
and output the original position which ¢ corresponded to at the beginning of the
game. Then we clearly see that B wins its game with the same probability A
wins the dynamic binding game.

Next, we condition on A’s output being with respect to an inserted veri-
fication key. We construct an algorithm C which solves d out of ¢ GPV with
Commitments.

In the d out of ¢ with Commitments game, the challenger sends k¢ many
instances Aj ... A}, to C. Next, C plays the role of the dynamic VC binding chal-
lenger to A. C generates (A1, ... Ag,T) and sends crs = (A1, ... Ap, T, A} ... A},)
to A. A responds with some commitment c.

A and C engage in the dynamic binding game. For an insertion query with
respect to a set of indices T, position ¢ for some value z’, C and A locally generate
partial preimages with respect to one of matrices A;- left in the public parameters.
A will generate partial preimages for positions in 7" which it controls, while C
will generate partial preimages for the other positions in T. The set of partial
preimages can be reconstructed into a short proof h’ such that A’-h" = c—H (a').
A gets access to all these partial preimages.

At the end of the querying, A outputs an index j, a value z;, and a short
proof h which are supposed to break binding with respect to one of the (new)
verification keys A}. C checks that z; is not the value A queried to be inserted
with respect to the matrix A;-, aborting if this is the case. Otherwise, C sends
xj and h’ to the d out of £ Threshold GPV challenger, where h” acts as a forged
signature for a;. Moreover, C wins its game with the same probability A wins
the dynamic binding game. This completes the proof.
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5.1 Parameter Instantiation and Complexity Analysis

Let A be the security parameter and ¢ be the length of the initial vector to be
committed. We can take the same parameters as done in the Wee-Wu scheme.
That is,

1. Set n =X, m = O(nlogq).
2. Set s9 = O(fmlog(nk)), s; = O(L3*m3/?1og(nl)) = OL>*>m>/?1og?(nl)),
and s} = w(y/logm).
. Set the SIS bound B = /fm + m’ - 51 = O(£3n3 log?(nf) log® q).
4. Set ¢ = B-poly(n). In this way, the VC binding reduces to the SIS,, ;25,4 as-
sumption, while forging a GPV signature (i.e. breaking binding with respect
to an inserted verification key) reduces to the SIS, ., g, assumption.

w

We have log g = O(log A + log £). Then the commitment ¢ to a message of
length £ is an element in Z7. The commitment size is therefore

e[ = O(nlogq) = O(A(log g + log £)).

A position proof existing since commitment time 7 is a vector v € Zq' whose
norm is bounded by B. Therefore we have

|7| = O(mlog B) = O(X - (log® A + log? £)).

A verification key is of dimension m x n with m = nlogq. If the initial length
is £, and we do r insertions, the size of all the verification keys is

O(l 4 r)(nmlogq) = O(l + r)(n%log? q) = O(l + r)(Nlog?q).
Next, r insertions constitute r(d + 1) vectors. They contribute
r(d+1)(m) =r(d+ 1)(logq)
bits to the size. Totally,
[ppl = O((£ + ) (A\*log*q) + r(d + 1)(Alog q))

For our scheme, insertion of () new elements corresponds to an instantiation
of the threshold GPV signature scheme in the @ user setting. Therefore, we can
allow @ to take a value of poly()\). That is, we can allow poly(A) many insertions
at any given time.

Next we expand upon the complexity of inserting, deleting, and updating
entries. A deletion’s complexity is independent of the vector size and therefore
takes O(1) time.

Insertion is also independent of the vector size. We conduct our analysis in
terms of the length of the committed vector. Assume an instantiation of our
scheme is d out of ¢ multiparty dynamic. Then running Add amounts to each
participating party sampling a partial preimage for a public parameter A;- €
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Zy*™. Each party can run the sampling procedure independently. Therefore the
insertion complexity is not dependent on the vector size and runs in time O(1).

Note that modifying all existing proofs after an insertion or deletion (i.e.
running AddPfs or DelPfs also runs in O(1) time, since these algorithms do not
need to examine existing proofs and we delegate reconstructing a partial proof
to verification time. Updating index sets is a task we delegate to the parties.
Therefore updating the proofs also runs in O(1) time.

Since a modification is a deletion followed by an insertion, it also runs in O(1)
to modify an entry in the committed vector, as well as update all the existing
position proofs. Therefore, our scheme presents a new method for achieving
maintainability, which is the ability to update all existing position proofs after
a modification of an entry in sublinear time in the vector length.

6 Conclusion

In this paper, we defined multiparty dynamic vector commitments. A multiparty
dynamic VC works in a framework where multiple parties control the entry values
of designated positions in a committed vector. If a party controls some position
i, they have the power to modify or delete the entry value in that position.
Multiparty dynamic VCs also support efficient updates after the length of the
committed vector changes via insertion or deletion. By naively trying to extend
the Wee and Wu VC scheme, we saw that binding in the static setting does
not necessarily imply security in our dynamic setting. This motivated the notion
of multiparty dynamic binding, which captures security for dynamic VCs. We
proceeded to present a multiparty dynamic VC using lattice trapdoor splitting
techniques. However, our scheme does not natural, homomorphic updates after
modifications to existing entries in the committed vector. We believe an impor-
tant further step is to design dynamic VCs which support natural updates after
modifications to entries and do not require other parties to participate during
insertions. Another important open problem is to design a multiparty dynamic
VC where the public parameters’ size remains small even after many insertions.
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Appendix A: A first attempt
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of other VC schemes. Rather, it is only dependent on its verification key A;.
Therefore, insertion/deletion of a value and position proof corresponds to an
insertion/deletion of a verification key. In this way, we will show that no modifi-
cations to the prior commitment or position proofs are necessary when inserting
or deleting values.

We will now add (single-party) insertion and deletion mechanisms to Wee-
Wu. Unfortunately, we will see that these modifications in their current state
compromise the security of the scheme. However, this exercise motivates the
ultimate multiparty construction we propose. Assume we commit to an initial
vector of length ¢. After deletions/insertions of this value, this length can change.

Setup(\, £) : Same as in the Wee-Wu scheme. That is, for ¢ = 1,...,¢, sam-

ple
(A;,td;) < TrapGen(1™, q,m)

with A; € Zy*™. Next, form the matrix
Ay -G

By = . ~G| e zntx(tmtm)

Then, note that we have B,R = G,», where R = (M). To obtain a

(close to) random trapdoor for By, we run

T < SamplePre(By, R, Gy, So)-

Additionally, choose a new Gaussian width parameter s}.

Output pp := (41,... A, T).

Commit(pp,x) : Same as before. That is, use the trapdoor T to run
(V1,...vy,€) < SamplePre(B;, T,—x ® €1, 51)

where e, is the first standard basis vector in Zg. Output the commitment ¢ = Ge
and auxiliary information (vi,...,vy).

Open(w;, i, aux) : Output m; = v; € Zg".
Verify(pp,c,i,2;,m) : Check if ||v;|| < B and if A; - v; = ¢ — x;e; (mod q).

Add(i,c,z’) : Keep the commitment ¢ unchanged.
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AddPf (pp, c,i, ', {mj}j=1,..¢): Run
(A, td;) < TrapGen(1™, q,m).

Next, run
v’ < SamplePre( Al td,,c — x'eq, s})

where c is the commitment generated to the initial vector before any inser-
tions/deletions. Take the (ordered) verification keys (A, ..., As), and modify
them to be (A41,...,4,-1, A}, A;, ..., Ag). Output v/, which is the new verifica-
tion proof for 2’ with respect to position 4. The previous verification proofs for
position j > i verifies for position j + 1, as the jth verification key has now
become the j + 1th verification key.

Del(i,c) : Keep the commitment ¢ unchanged

DelPf(4,c,{m;};=1,. ¢): Rearrange the verification keys to be (Ai,..., 4,1,
Aiv1,- .., Ag).

This scheme is correct, but it is not secure because the user generating the
new verification key also now has access to the corresponding trapdoor. They
can use this trapdoor to submit false proofs. Therefore, extending Wee-Wu in
this way does not guarantee binding, which means that standard VC binding
does not extend to the insertion/deletion setting. A trivial method to circum-
vent this issue is to make a user send their desired insertion value z’ to a trusted
party and request it to sample a random matrix and a random short preimage
for x’ with respect to the random matrix sampled. The preimage would serve
as the new proof with respect to the new verification key. The trusted party
would present this new proof along with the verification key, as well as reorder
the public parameters.

The construction we present takes the above approach, except we use a partial
lattice trapdoor scheme to get rid of the trusted party and decentralize the
process of generating a random short preimage for an inserted value.

Appendix B: d out of £ Threshold GPV

We first define a variant of SIS and prove its hardness. It is essentially a multi-
user version of forging threshold GPV signatures [3] (where an adversary only
gets to ask a single signing query). This variant will be used in the security
analysis of our dynamic option for insertions/deletions.

Security Game: The security game takes place between an adversary .4
and a challenger. Let PT be a d out of ¢ partial lattice trapdoor scheme. The
game is as follows:

1. The adversary A outputs a set of corrupt parties C = {C1,...,Ck}
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2. The challenger first checks k < d + 1, if UY_, S¢, € [¢], and if S¢, N Se, =0
for i # j.
3. Next, for i =1,...,kl, the challenger runs

(4;,td;) « TrapGen(1™,1™, q).

Forj=1,... k¢
For h =1,...,¢, the challenger runs

ptd;, < PT.PTrapGen(A;, td;, h).

The challenger sends ptd;, for h € {1,...,k} to A.
4. A can make at most ) queries. On the ith query, A asks for an index j;,
positions T;, and a value p;. It sends (j;, T3, pt;) to the challenger.
5. If j; has already been queried, the challenger outputs L. Otherwise, it does
the following:
For h € T} run
Ty, < PT.PSampPre(A;,,ptd;,, , T, H(p;),0)
Send {Wih,}hGTi to A
6. At the end of the querying, A outputs an index w, a value x, and a vector

v. A wins if x was not the query it made with respect to A,,, v is short, and
Ay v = H(z).

Lemma 2 (d out of ¢ Threshold GPV is Secure). Let ¢ = poly()\) and let
A be an adversary for d out of £ Threshold GPV. Then A’s winning probability
is negligible.

Proof. Let €ipreshoiq denote the advantage a PPT adversary has in breaking
the existential unforgery of a threshold GPV signature with respect to some
public key. Then under standard lattice assumptions, we know that €inreshoid
is negligible. Next, let €4/, denote the winning probability for a PPT adversary
for the d out of ¢ threshold GPV game. Note that the d out of ¢ GPV game is
exactly the same as the game of trying to forge a threshold GPV signature [2]
with respect to one of k¢ = poly(A) public keys. Then by a standard complexity
leveraging argument, we know

€aje < (kL) - €tnreshold-

Since €:preshotd 18 negligible in A and k£ is polynomial in A, we must have that
€4/¢ is negligible in \.
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