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Abstract. Blind and partially blind signatures are important tools in
building privacy-preserving systems such as electronic cash, anonymous
authentication, and credential schemes. Blind signatures allow a user to
obtain a valid signature without revealing the message to the signer, pro-
tecting user privacy. Partially blind signatures extend this idea by letting
both parties agree on some public information - like validity periods or
conditions - while still hiding the rest of the message, balancing privacy
with accountability.

In this paper, we provide a generic construction of (partially) blind sig-
natures from cryptographic group actions following the framework of the
blind signature CSI-Otter introduced by Katsumata et al. (CRYPTO’23)
in the context of isogeny (commutative group action). We adapt and
modify that framework to make it work even for non-commutative group
actions. As a result, we obtain a (partially) blind signature from abstract
group actions which are proven to be secure in the random oracle model
(ROM). We also propose an instantiation based on a variant of linear
code equivalence, interpreted as a symmetric group action.
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1 Introduction

Blind signatures, introduced by Chaum [28] in 1982, are interactive protocols
between a signer, who holds a secret key, and a user, who holds a message, to
jointly create a signature on a message in such a way that the message is oblivious
to the signer at the signing time. Blind signatures have found many applications
such as in e-cash [28,30], in e-voting [29,60], and in blockchains [26,52,75], and
much more; see [44] and references therein for a rich list of applications and
references.



One approach to construct a blind signature is to design a Schnorr-like sigma
protocol [31] (or identification scheme) which has module structures [49] enabling
the randomization of the interaction. The Schnorr blind signature was general-
ized by Pointcheval and Stern [70] and Abe and Okamoto [1]. The security proof
of Abe and Okamoto contained a bug that has recently been fixed by Kastner,
Loss and Xu [55] who provided a generic proof for Abe-Okamoto style blind sig-
nature. At CRYPTO’23, Katsumata et al. [57] proposed the first isogeny-based
blind signature in the context of cryptographic group actions, called CSI-Otter,
inspired by the Abe-Okamoto’s construction in which Katsumata et al. utilized
the quadratic twist of an elliptic curve in a clever way to endow isogenies with
richer structure than abstract group actions, but still weaker than module struc-
tures, that enables the blindness. The security proofs are obtained by adapting
the framework by Kastner et al. [55] into their setting.

Cryptographic group actions were first introduced by Brassard and Yung [22]
in the context of one-way group actions. It was then considered independently
by Couveignes [35] in the context of hard homogeneous spaces and by Rostovsev
and Stolbunov [72] in the context of isogenous elliptic curves. This line of re-
search was largely ignored until the proposal of CSIDH by Castryck et al. [27] in
which the authors considered supersingular elliptic curves defined over a large
prime field, rather than to ordinary elliptic curves as in the previous work of Cou-

veignes [35] and Rostovsev-Stolbunov [72], on which many efficient isogeny-based
constructions are based, such as CSI-FiSh signature [15], threshold signature [43],
ring signatures [14], group signature [13] and blind signature CSI-Otter [57].

In the context of non-commutative group actions, there have been several
proposals that submitted to NIST’s recent call for additional post-quantum sig-
natures?, including LESS [17], MEDS [33], ALTEQ [74], and HAWK [39]. There
have been several analogous cryptographic constructions to the case of isoge-
nies in this context, such as (inefficient) threshold signature [8] and ring signa-
tures [7, 18]. However, due to the non-commutativity of the underlying groups,
the cryptographic constructions in this setting are still limited. For example,
public key encryptions based on non-commutative group actions are only re-
cently shown with quantum ciphertexts [53].

Even though non-commutative group action constructions are less efficient
than the isogeny counterparts in terms of key /signature sizes, those schemes how-
ever enjoy efficiency in terms of implementation. Furthermore, actions by “highly
non-commutative” groups, such as symmetric and general linear groups, enjoy
the property that most known quantum algorithmic techniques do not work for
hidden subgroup problems for such groups [17]. These make non-commutative
group actions an appealing candidate for post-quantum cryptography, so it is
desirable to develop more advanced cryptographic schemes to increase crypto-
graphic functionalities based on them. In particular, it brings to us the following
question:

Can we construct a (partially) blind signature from non-commutative
group actions?

% https://csre.nist.gov /news /2023 /additional-pqc-digital-signature-candidates
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1.1 Owur Contribution

In this paper, we provide an affirmative answer to the above question. Our
contribution in this paper is two-fold and can be summarized as follows.

— We provide a framework to construct a Schnorr-type blind signature from
abstract group actions. Our framework follows closely with the construction
of CSI-Otter [57] with modifications to adjust for the case of generic groups.
In particular, because we do not have twists as in the case of elliptic curves,
we need to double the public key, compared to that of CSI-Otter, in such
a way that the additional public key element plays a twist role in our con-
text; see Section 1.2 for more detail. Another contribution in this fold is a
zero-knowledge proof for well-formed public key. In contrast to the case of
isogenies, one can easily verify that the public key is valid, i.e., the public
key is indeed a valid supersingular elliptic curve. In our setting, we need a
zero-knowledge protocol allowing one to validate the public key. In addition,
we also extend our blind signature into a partially blind signature.

— We provide an efficient instantiation from non-commutative group actions.
In order to provide an instantiation for non-commutative group actions, we
require several conditions for the underlying group. If the group is non-
commutative, to ensure the soundness of our protocol, we need a group with
an efficient square-root algorithm. This is because in our protocol, given two
accepted transcripts with the same commitment, an extractor can obtain
only g2, where g is the secret key. Hence, we need an efficient algorithm to
compute g given g2 in the group. In order to enable an efficient instantiation
inherited from existing efficient schemes, we proposed a variant of LESS that
instead of having monomial matrix Mon(n, g) action as in LESS, we have a
permutation group action which fulfils our purpose; see details in Section 1.2.

5

1.2 Technique Overview

In this section, we present in detail our contributions. We will first describe the
core in the construction of CSI-Otter [57], on which our framework is based. We
then present a variant of linear code equivalence problem in LESS from which
we provide an instantiation for a blind signature following our framework.

Construction Framework. In CSI-Otter [57], the authors consider the CSIDH
group action % : G x & — £ where G is an ideal class group and &£ is a set of
elliptic curves. It can be assumed that the structure of G is known and we can
express G as G = (g) & Zy for some positive integer N € N and generator
g € G. In isogeny settings, an elliptic curve Ey € £ is fixed and the public key is
of the form A = [g%] * Ey for a random a < Zy, and the first-sender message
(i.e., commitment) is computed similarly as Y = [g¥]x Ey for a random y <$ Zy.
In order to enable a Schnorr-type blind signature, the normal procedure for the

5 We note that our framework can be instantiated for generic groups, both commuta-
tive and non-commutative.



user in blinding the message M would be: (i) randomize the commitment, which
can be done by computing [g*] x Y for z < Zy; (ii) randomize the public key A
and public parameter Ey, which can be done by computing [g°] * A and [g¢] * Eq
for d,b +s Zy; (iii) associate [g°] * Y, [g*] * A and [g?] * Ej into one element,
say X; (iv) compute the hash value ¢ = H(X||M); and lastly (v) use z,d,b to
randomize ¢ to obtain a randomized challenge ¢’ and send to the signer. In the
discrete logarithm setting [31], all steps (i)—(v) can be done easily, especially
step (iii) since [g7] * Y, [g°] * A and [g¢] * Ey are all group elements on which we
can do operation to create a group element X. However, it is not the case for
isogeny setting since [g7] * Y, [g*] * A and [g?] * Ey are all elliptic curves and we
do not have operations on elliptic curves.

In order to overcome that problem, Katsumata et al. [57] have cleverly used
quadratic twist in elliptic curves. Briefly speaking, given A = [g%] x Ey for an
unknown a € Z, every one can easily compute its quadratic twist [g~%] * Ep,
which was denoted by A~! in [57]. Now step (i)—(iii) above can be done together
in [57] as follows: choose (d, z) +$ {—1,1} x Zx and set X := [g*] * Y. For the
proof to work, following the proof by Kastner-Loss-Xu [55] for Abe-Okamoto
blind signature [1], Katsumata et al. [57] modified the above idea to use the OR
composition of the underlying sigma protocol. Specifically, CSI-Otter uses two
public key Ay = [g%] * Eo, A1 = [g°] * Ey where a,b < Zyx, and the secret key is
one of the ag or ay; see [57] for the details.

Since quadratic twists exist only in the isogeny setting, to enable a construc-
tion analogous to CSI-Otter for abstract group actions, what we do is to double
the public key. To be more precise, consider a group G acting on a set S by
¥ : G xS — 8 and fix an element Ey € S.° Our public key will consist of
Al(f) = g5« Ep for b € {0,1},c € {—1,1} and the secret key is either gy € G or
g1 € G. Here Al(;l) will play the role for quadratic twists of Agl) as in the case
of CSI-Otter. We also construct a protocol for an OR relation (cf. [10, Fig. 7]) as
in CSI-Otter as the underlying sigma protocol for the blind signature. Our blind
signature follows the same route as in CSI-Otter but with modifications; see Sec-
tion 4 for the detail. We highlight below two noteworthy differences between our
scheme with CSI-Otter:

— Firstly, in our scheme, one of the responses is of the form r = hg(s_1 e
where gs with 0 € {0,1} is the secret key. For the verification, we need to

compute the action on Ag_l) = 95_1 x Fy and expect the outcome to be one
of the commitments Y := h~1 x Ej.
In this case, if we use r~! = gsh™! then we need g and h~! commute.
However, requiring h~! to commute with ¢ would break the HVZK property
of the underlying sigma protocol.
Therefore, instead of having one response hgé_l7 we send two responses hg(;_1
and h~'gs. This turns out to be useful in restoring HVZK.

— Secondly, in order to ensure the soundness of the underlying sigma protocol
in our scheme, the extractor can obtain, from two given accepted transcripts

5 We use the same notation as in CSI-Otter to make readers easily follow the flows of
the construction.



with the same commitment, the square g2 of the secret key gs. Hence, we
need an efficient square-root algorithm in the group G to compute gs from
g2, which we provide in Section 6.

Another contribution is a zero-knowledge protocol to validate the public key.
In contrast to the case of isogeny-based cryptography in which everyone can
easily validate the public key — a valid supersingular elliptic curve, it is not the
case for abstract group actions. Our protocol is presented in Fig. 1.

Extending to Partially Blind. We also extend our construction to obtain a
partially blind signature from abstract (non-commutative) group actions, also
following the framework by Katsumata et al. [57] in the isogeny setting. The
idea is to keep the public key as in the blind signature consisting of (Agc)) with
b e {0,1} and ¢ € {—1,1} as before, and add two more elements Agl) = g2 x E
and Agfl) = g5 ' * Ey where g = G(info) with G a function {0,1}* — G.
We then modify the signer to prove that it knows at least two of the three
secrets (go, g1, g2) generating (Al()c)) with b € {0,1,2} and ¢ € {—1,1}. Our first
step is to provide a sigma protocol for a 2-out-of-3 relation in which the prover
convinces the verifier that he knows two of the secrets, say go, g2, among three
9o, g1, g2 Then we turn this protocol into a partially blind signature. Because of
the ‘extra’ secret go and hence the extra public key, which is associated with the
tag info, the resulting transcript and hence signature size of the partially blind
signature is increased by 50% compared to that of the blind signature, which
happens similarly in the case of CSI-Otter [57].

Instantiation. As mentioned above, to instantiate our blind signatures with
non-commutative group actions, we require the corresponding group G to satisfy
the following:

— Given g¢2, there exists an efficient algorithm to compute g.
— Reusing g € G twice still gives a secure protocol (see Definition 4 for a more
precise requirement).

To identify a non-commutative group action satisfying the above seems like a
tricky business. We will make further discussions in Section 6.1. To address the
issues, we interpret the monomial code equivalence problem as a group action of
the symmetric group. This is made possible by a canonical form algorithm ( [40,
Appendix B]). In contrast to LESS, where the group action is by the monomial
group, our group actions avoid the attacks on reusing group elements as in [23,25)
(Section 6.2). We also show that by selecting a family of permutations that satisfy
the square-root requirement ( [10, Appendix B]).

1.3 Related Work

Most of the existing post-quantum blind signatures are constructed from lattices.
The first post-quantum blind signature was proposed by Riickert [73] following
the design paradigm by Pointcheval and Stern [70]. However, Hauck et al. [50]



discovered a flaw in Riickert’s security argument which results in many blind
signatures [5, 21, 63, 65] following the design and security arguments of Riick-
ert [73] being insecure. Hauck et al. [50] also introduced a new blind signature
from linear hash functions [419] but it is impractical. Lyubashevsky et al. [64],
del Pino-Katsumata [69], and Agrawal et al. [2] respectively proposed efficient
two-round lattice-based blind signatures, which was further improved by Beul-
lens et al. [16] with a two-round blind signature from standard lattice problems
with signature size around 22 KB.

In another context, Petzoldt et al. [67] constructed a blind signature from
multivariate quadratic equations. However, it has been recently broken by Beul-
lens [12]. Blazy et al. [20] proposed a blind signature from codes but it had a
flaw in the security proof, which was later fixed [19].

At CRYPTO 2023, Katsumata et al. [57] proposed the first construction
of a (partially) blind signature from isogenies. Kuchta, LeGrow and Persichetti
proposed a construction of blind signatures from matrix code equivalence [61] fol-
lowing the framework in [57], with a focus on matrix code equivalence. To resolve
issues caused by non-commutativity, the authors of [61] make use of the actions
of both A and its inverse transpose AT for an invertible matrix A4, and require
A to be (anti)symmetric. The security of the scheme relies on the hardness as-
sumption of the Modified Inverse Matrix Code Equivalence Problem (MIMCE),
which is a variant of the Inverse Matrix Code Equivalence Problem (IMCE).
However, there have been some recent attacks [32,45] on MIMCE, breaking the
claimed bit security of the blind signature scheme proposed in [61]. Separately,
Katsumata et al. [58] and Do et al. [38] independently propose a polynomial-time
attack against the [-concurrent unforgeability of Schnorr-type blind signatures.
Hence such attack is applicable to both [(1] and our scheme in this paper, which
means the security of our construction is limited to the sequential setting.

More recently, Hanzlik et al. [48] proposed a novel framework for efficient
blind signatures from group actions which also achieves polynomially concurrent
security. Their frameworks can be instantiated in both commutative and non-
commutative group action settings. In a following work [62], Lai and Persichetti
provided a compact and efficient instantiation of Tanuki from code equivalence.
However, we note that neither [61] nor [48] discusses whether or how their blind
signature can be made partially blind, so it is still open to construct a partially
blind signature from non-commutative group actions, which we will resolve in
this paper.

In this paper, we generalize those results in [57] to abstract group actions.
Our framework is applicable for general (non-commutative) group actions, with
security based on assumptions such as in Definition 9. One requirement for in-
stantiating our scheme is the reuse of secret keys, which leads us to propose the
use of symmetric group action to equivalence classes of linear codes under the
action of the general linear group and the diagonal group. This viewpoint helps
to thwart the attack of reusing keys as in [23,25]; see Section 6 for the details.

A natural question is whether one can simply add tags to obtain PBS. We do
not think this is immediate. Binding the agreed public information info into the



Scheme Size Computational Cost

[sk| [pk| lo| Signer | User | Verifier
CSL-Otter [17] | size(G)+1 | 2-size(S) |2 S'ZZ(S e e e
CSI-Otter (Par-| size(G) +1 2 - size(9) on- sze(S) 1 6 13n 6n
tially Blind) [57] n
Tanuki [18] size(G) size(S) nn- Slszlzg(sc);)—i_ n 2n n
Our Blind Signa-| size(G) + 1 4 - size(S) an - sge(S) T an 8n 4n
ture "
Our Partially| size(G) + 1 6 - size(.S) on SIQZe(S) T 6n 12n 6n
Blind Signature "

Table 1: Efficiency comparison of blind and partially blind signature schemes.
Here, size(G) and size(S) denote the size of a single element in the acting group
G and the acted set S, respectively, and n is the challenge dimension (security
parameter). All computational costs are measured in terms of the number of
group actions. The (partially) blind signature schemes of CSI-Otter [57] corre-
spond to the basic versions without optimization, while Tanuki [48] corresponds
to Framework 1 with log-concurrent and sequential one-more unforgeability.

verification relation changes what is committed and hashed, so one would need
to re-establish the transcript-balance and indistinguishability arguments used in
Tanuki. Moreover, Tanuki’s concurrent-security proofs are sensitive to random-
oracle programming and transcript distributions across many interleavings, so
making the relation tag-dependent appears to require revisiting the concurrent
simulation and extraction arguments. Thus, concurrently secure PBS from group
actions in the sense of Tanuki seems to be a non-trivial extension.

A related question is whether our CSI-Otter-like framework can be strength-
ened to achieve concurrent security in the sense of Tanuki [48]. Our setting
has an additional constraint: the challenge space must carry a compatible group
structure, since the proof relies on algebraic manipulations over challenges. Since
Tanuki does not require this, adapting its concurrency techniques to our setting
does not seem straightforward and would likely require substantial redesign.
We therefore view Tanuki as the appropriate reference for stronger concurrent-
security guarantees, while our work focuses on a simpler CSI-Otter-like construc-
tion tailored to our setting.

In Table 1, we provide a comparison between our construction with CSI-
Otter [57] and Tanuki [48]. Since we do not have yet the concrete parameters
for the modified group actions, we hence provide the comparison in terms of the
size of the group and the set as well as the number of group actions.



2 Preliminaries

2.1 Notations

For a prime power ¢, let F; be the field consisting of ¢ elements. Denote by
[Fy the linear space of length-n row vectors over ;. Denote by Mat(m x n,q)
the linear space of m x m matrices over Fy, and Mat(n,q) := Mat(n x n,q).
We use GL(n, ¢) to denote the group of n x n invertible matrices over F,, and
D(n,q) to denote the group of n x n invertible diagonal matrices over F,. The
symmetric group on {1,...,n} is denoted by S,,. By encoding each o € S,, as a
n X n permutation matrix over Fy, we can embed S,, as a subgroup of GL(n, gq).
A matrix in Mat(n, q) is said to be monomial, if it is the product between a
diagonal and a permutation matrix. The group of monomial matrices is denoted
by Mon(n, q).

For a positive integer k, we denote [k] to be the set {1,...,k}. For integers
a,b we denote by [a : b] the set {a,a+ 1,...,b}. For a vector h, denote by h;
the i-th entry of h. We will also denote a vector by bold characters, e.g., h. For
a finite set S, we write = <% S to denote z is sampled randomly from S. We use
® to denote the component-wise multiplication of vectors in R. In particular,
for ¢ € R and vectors a = (a1, -+ ,ar),b = (b1,...,br), we write ¢ ® a for
(cai,...,car) and a®b = (ayby,...,axbg). If g, h are group element vectors, we
also write gh for (g1hq, ..., ghi). We also extend this component-wise notation
for exponentiation, e.g., we write a¢ for (a$,...,a§), aP for (alil, ce azk), and
for group action, e.g., we write the action of vector a on s € S* as a * s for
(a1 * $1,...,a; % sg) (here % indicates the action operation - see Section 2.3 for
group action definition).

2.2 Sigma Protocols

Definition 1 (Sigma Protocol). A sigma protocol for an NP relation R C
{0,1}* x{0,1}* is a public-coin three-move interactive protocol between a prover
P = (P1,P2) and a verifier V as follows.

— The prover on input a statement X and a witness W such that (X, W) € R,
runs (com, state) < Py (X, W) and sents a commitment com to the verifier.

— The verifier samples a random challenge ch <—$ C from the challenge space
C and sends ch to the prover.

— Upon receiving the challenge ch, the prover Ps generates a response rsp and
sents rsp to the verifier.

— The verifier runs V(X, com, ch, rsp) and outputs 1 to indicate acceptance, and
0 otherwise.

A sigma protocol must satisfy correctness, honest-verifier zero-knowledge
(HVZK), and special soundness defined as the following.

Correctness. It is required that if the prover P and the verifier V follow the
sigma protocol honestly, then the verifier would output 1 with probability 1.



Honest Verifier Zero-Knowledge (HVZK). There exists a PPT simulator
Sim that given a statement X, a challenge ch € C, outputs a valid transcipt
(com, ch, rsp) that is indistinguishable from a real transcript.

Special Soundness. There exists a determinsitic polynomial time extractor
Ext that given two accepted transcripts (com, ch, rsp) and (com, ch’, rsp’) with
the same commitment com and different challenges ch # ch’, outputs W such
that (X, W) € R.

We also provide a definition for a hard instance generator for the NP relation
R as follows.

Definition 2 (Hard Instance Generator). An NP relation R is associated
with an instance generator (1G) if IG, given as input the security parameter 1",
outputs a statement-witness pair (X, W) € R. Moreover, we say that the instance
generator is hard if the following holds for any PPT adversary A:

Pr[(X, W) < IG(1™), W + A(X) : (X, W) € R] = negl(n).

2.3 Cryptographic Group Actions

Let G be a group and S a set. An action of G on S isamap *x: G xS — §
satisfying the following properties: (i) id * s = s for all s € S and the identity
element id € G; and (ii) g* (h*s) = gh* s for all g,h € G and s € S. A group
action is said to be [3]:

— transitive if for all s,t € S, there exists g € G such that g x s = t;

— faithful if there does not exist g € G \ {id} such that g x s = s for all s € S,
ie., if gxs=s for all s € S then g = id;

— free if whenever there exists s € S such that g x s = s then g = id; and

— regular if it is free and transitive.

Given a group action * of G on 9, the orbit of an element s € S is defined
as Orb(s) := {g x s : Vg € G}. Note that if the group action is transitive, then
Orb(s) = S. The stabilizer of s is defined by Stab(s) := {g € G : gxs = s)}
which is a subgroup of G. The Orbit-Stabilizer theorem says that, if G is finite
then |G| = |Stab(s)]| - |Orb(s)|.

In this paper, we shall mostly consider finite groups acting on finite sets.
To use group actions in algorithms, we assume that group and set elements
have natural encodings, as well as group operations, group actions, and random
samplings of group and set elements can be efficiently computed; see [3,22,51]
for more details and certain variations. In particular, we assume that uniform
random samplings from the group G and the set S are efficient.

A group action is one-way, if for a random s, the function f; : G — S defined
by fs(g) := g*s is one-way. The one-way assumption is formulated as the Group
Action Inverse Problem (GAIP) defined in the following.

Definition 3 (Group Action Inverse Problem (GAIP)). Given a group
action x : G x S — S, uniformly random s € S, and uniformly random t €
Orb(s), find g € G such that g+ s =1t.



Here we restrict to the case of transitive group actions, as in the isogeny-
based setting [27,35,42], or we can restrict the element g to be in the orbit
Orb(s) of s as in the case of non-commutative group actions [17,33,74].

For the purpose of our paper, we define what we call the Inverse Group
Action Problem (IGAP), as follows.

Definition 4 (Inverse Group Action Problem (IGAP)). Given a group
action * : G x S — S, uniformly random s € S, and a pair (g* s,g~* * s), find

qg.

IGAP was called the Inverse Linear Code Equivalence (ILCE) problem [7] in
the context of linear code equivalence underlying LESS, and called the Inverse
Matriz Code Equivalence (IMCE) problem [33] in the context of matrix code
equivalence underlying MEDS. Recently, [23,25] introduced heuristic efficient al-
gorithms for the ILCE problem, while it remains unclear whether similar efficient
algorithms exist for the IMCE problem.

Note that the lattice isomorphism problems used in HAWK [39] and the al-
ternating trilinear form equivalence problems used in ALTEQ [74] also admit
formulations as group actions and corresponding IGAP. However, [24] gave a
heuristic efficient algorithm to solve the corresponding IGAP for lattice isomor-
phism problems. The hardness of the corresponding IGAP for the alternating
trilinear form equivalence problems is still unclear. We will discuss this again to
justify our choice of instantiation in Section 6.1.

In this paper, we provide a generic framework of a blind signature for abstract
group actions. For the framework to work, an instantiated group G needs to
satisfy the following assumptions.

Assumption 1 (Square-root assumption). Given an element h € G promised
to be a square (i.e., h = g2 for g € G), there exists an efficient algorithm that
outputs all g € G such that g = h.

Assumption 1 is needed in the soundness proof of the underlying protocol. In
the extraction argument, given two accepting transcripts with the same commit-
ment, our extractor recovers an element of the form g2, where g is the signer’s
secret. To complete extraction, we therefore require an efficient procedure that,
given g2, recovers the secret g, as stated in Assumption 1.

We note that square roots are not necessarily unique, i.e., it could be the
case that g% = (¢’)? for some g # ¢’. Two standard ways to deal with this are:
either requiring the square-root procedure to return all roots, or restricting it to
a domain in which square roots are unique. Our instantiation follows the second
approach; see [40, Remark 6]. In Section 6.1, we also discuss the applicability of
Assumption 1 for MEDS, ALTEQ, LESS, and HAWK.

2.4 (Partially) Blind Signatures

We follow [1,55-57] to define a three-move blind signature.



Definition 5 (Partially Blind Signature). A three-move partially blind sig-
nature PBS with efficient decidable public key space PK consists of the following
PPT algorithms.

PBS.KGen(1™) — (pk,sk): On input the security parameter 1™, the key genera-
tion algorithm outputs a pair of public and secret keys (pk,sk).
PBS.S = (PBS.S1,PBS.S,): The signer consists of two phases:

— PBS.Sq(sk,info) — (stateg, ps,;1): On input the secret key sk and a tag
info, it outputs an internal signer state stateg and the first-sender mes-
sage ps,1-

— PBS.Sy(stateg, py) — ps.2: On input the signer state states and a user
message py, it outputs a second-sender message ps,.

PBS.U = (PBS.Uy, PBS.Us): The user consists of two phases:

— PBS.U1(pk, info, M, ps1) — (statey, pu): On input the public key pk €
PK, a taginfo, a message M and the first-sender message ps. 1, it outputs
an internal user state statey and a user message py -

— PBS.Ux(statey, ps,2): On input a user state statey and a second-signer
message ps.2, outputs a signature o

PBS.Verify(pk, info, M, c): On input the public key pk, a tag info, a message
M and a signature o, it outputs 1 to indicate the signature is valid, and 0
otherwise.

If the partially blind signature scheme only accepts a unique tag info, it is
referred to as a blind signature (BS), and info is omitted from the scheme’s
syntax.

A valid partially blind signature must satisfy three essential properties: cor-
rectness, partial blindness under chosen keys, and one-more unforgeability, as
formally defined below.

Definition 6 (Correctness). A three-move partial blind signature scheme PBS
is correct if for all public and secret key pair (pk,sk) < PBS.KGen(1"), we have

(stateg, ps.1) « PBS.S;(sk, info)
statey, pu) < PBS.U1(pk, info, M, ps 1)
ps.2 < PBS.Sy(stateg, prr)

o < PBS.Ux(statey, ps,2)

Pr | PBS.Verify(pk, info, M,0) =1 ( =1.

Definition 7 (Partial Blindness under Chosen Keys). For a partial blind
signature PBS, define the following game Blindpgs with an adversary A (playing
the signer) as follows.

Setup. The challenger samples a bit coin <3 {0,1} and runs A on input 1™.
Online Phase. A outputs a tag info, two message M and My, a public key

pk € PK, the game checks if pk is valid and if so, it assigns (My, M) =
(M2, My oin)- If Pk is not valid, the game aborts and outputs 0. The ad-
versary A is given access to oracles Uy, Us which behave as follows



— Oracle U;. On input b € {0,1} and a first-signer message ps1,p, if the
session b is not yet open, the oracle marks session b as opened and gener-
ates a state and a challenge as (stateyp, pyp) <% PBS.U1(pk, info, My, ps.1).
It returns pyp to A.

— Oracle U;. On input b € {0,1} and a second-signer message ps 2.p, if the
session b is opened, the oracle creates a signature oy, < PBS. Uy (stateyp, ps2p).
It marks session b as closed. Oracle Uy does not output anything.

Output Determination. When both sessions are closed and for b € {0,1} we
have that PBS.Verify(pk,info, My, 0,) = 1, the oracle returns the two sig-
natures (Geoins 01—coin) t0 A, where note that oeoin (T€8P. T1—coin) s a valid
signature for M (resp. M) regardless of the choice of coin. A outputs a
guess coin® for coin. We say that A wins if coin™ = coin.

We say that PBS is partial blind under chosen keys if the probability that A wins
is negligible.

Definition 8 (One-More Unforgeability). For a partial blind signature PBS
and l € N, we define l-one-more unforgeability via the following game between a
challenger and an adversary A:

Setup. The challenger samples (pk,sk) < PBS.KGen(1™) and runs A on input
pk. It initializes lcosed = 0 and openedyy = false for all sid € N.
Online Phase. A is given access to two oracle S1 and Sy as follows.

— Oracle S1: The oracle samples a fresh session identifier sid. It sets
openedgy < true and generates (stateggd, ps1) < PBS.Si(sk,info). It
then returns sid and the first-sender message ps1 to A.

— Oracle Sy: On input a user message py and a session identifier sid, if
lclosed > | or openedgy = false, then it returns L. Otherwise, it increments
lclosed and openedyy = false. It then computes the second-signer message
ps,2 < PBS.So(stateg g, pv) and returns pgo to A.

Output Determination. When A outputs distinct tuples of message-signature
pairs (M, o01,info), ..., (Mg, ok, info), we say that A wins if k > lcjosed + 1
and for all i € [k], PBS.Verify(pk, info, M;,c;) = 1.

We say that the blind signature PBS is [-one-more unforgeable if the probability
that A wins is negligible.

3 Sigma Protocol for Validating Public Key

Unlike the isogeny setting of CSI-Otter [57], public-key validity is not immediate
for generic group actions. In this section, we give a sigma protocol for proving
that a public key is well formed, namely for the relation

R={(X= (AW A W=g) | AV =¢g"+E, Wbe {-1,1}}. (1)

Here, G acts on S and FE € S is fixed. The protocol is shown in Fig. 1. It is a
variant of the GMW-type protocol for generic group actions; see, e.g., [18]. Proofs
are given in [10, Appendix C].



P(X = (A", ATV), W = g) V(X = (AW, A

h+sG
YO =ph«E YD =h 4 E

A:=hx A(il) (Y(1)7Y(_1)7A)

¢ c+s${0,1}

r=hg ¢ r if ¢ = 0 check whether

P« E=Y® forbe {-1,1}
ArxATY = 4

if ¢ = 1 check whether
rx AV =YW ArxE=A

Fig. 1: Sigma Protocol for Validating Public Key

For this protocol, we assume the hardness of the following Group Action
Strong Decisional Diffie-Hellman (GASDDH) problem, analogous to the strong
decisional Diffie-Hellman assumption in [68, Assumption 2].

Definition 9 (Group Action Strong Decisional Diffie-Hellman (GA-
SDDH)). Given a group action x : G x S — S and s € S, distinguish the
distributions between (s, gxs, g~ *s, h*s, (hg7') xs, h™1 xs) and (s, a(g, s),
a(g™1,s), a(h,s), alhg™t,s), a(f,s)) for uniformly random g, h, f € G.

If no PPT adversary can distinguish the two distributions above, then the
simulated and real transcripts for ¢ = 1 are clearly indistinguishable as well. In
particular, this problem is at least as hard as the following problem of Group
Action Inverse Decisional Diffie-Hellman (GAIDDH), in analogy to the inverse
decisional Diffie-Hellman assumption first studied in [68].

Definition 10 (Group Action Inverse Decisional Diffie-Hellman (GA-
IDDH)). Given a group action x : G x S — S and s € S, distinguish the
distributions between (s, hxs, h='xs) and (s, hxs, f*s) for uniformly random

h,f€G.

We observe that there is a worst-case reduction from the problem of GAIDDH
to the problem of GASDDH. Indeed, suppose we have a PPT algorithm to solve
GASDDH, then given a group action o : G xS — 5, s € S, and two distributions
(s, a(h, s), a(h™1,s)) and (s, a(h, s), a(f, s)) for some uniformly random h, f €
G, we can treat it as an instance applicable to the algorithm for GASDDH by
taking ¢ = id = g~!, where id is the identity element in G. It follows that
GAIDDH can also be solved efficiently in this case.



4 Our Blind Signature Scheme

In this section, we present our blind-signature construction for generic group
actions, following the CSI-Otter-style framework of Katsumata et al. [57]. Our
construction is obtained by applying the blinding transformation to the underly-
ing OR sigma protocol (see [40, Fig. 7]); the full proofs are given in [40, Appendix
E]. Let G be a group acting on a set S, and fix an element E € S. We assume
that square roots in G can be computed efficiently. Let H : {0,1}* — {—1,1}"
be a hash function modeled as a random oracle. The blind signature BS consists
of the following algorithms, which are summarized in Fig. 2.

BS.KGen(1™) : On input the security parameter 17, it samples a bit 6 € {0,1},
(g0, 91) € G* and computes Al(f) =gi*xEforbe {0,1} and c € {-1,1}. It
outputs a public key pk = (Agl),A((;l),Agl),Agfl)) and a secret key sk =
(67 gé)'

Before any signing interaction starts, the public key is verified once at se-
tup/registration time using the sigma protocol in Fig. 1; accordingly, the
online algorithms are defined only for valid public keys.

BS.S1(sk): On input the secret key sk = (4, gs), the signer first samples hs <
G", and sets Y5 = {h§, * E} for c € {~1,1},k € [n]. Here given a vector
c=(c1,...,¢n) € {—1,1}", we write Y((;C) for the vector (hg" * E)ge(n). We
will extend this convenience accordingly in the scheme.

Then it samples (c}_;, ry{(_%’ rg{(:(;l)) 5 {—1,1}" x G" x G™ and set r]_; :=

*(c . *(c (c®ci_s.1)
{r1(_()5,k}c€{—1,1},k€[n]' Next it computes Yi_5 = {rl(—()S,k*A1—5 * Yee{—1.1}.ken]-

It outputs the signer state stateg = (hy, cl_s r’{_é) and the first-sender mes-
sage ps1 = (Yq,Yq).

BS.U1(pk, M, ps.1) : On input the public key pk = (Aél),A(()fl), A(ll),Agfl)),
a message M, and the first-sender message ps1 = (Y, Y,), it samples,
for b € {0,1}, (dp,2zp) <8 {—1,1}" x G™ and sets Z, = 2z * Yl()db). Then
it computes ¢ = H(Zo|Z1||M) and sets ¢c* = c o dy©d; € {-1,1}". Tt
outputs the internal user state statey = (ds,zp)peqo,1} and a user message
pu = c*.

BS.Sy(stateg, py) : On input the internal state ps = (hs,ci_s,r7_5) and a
user message py = c*, it computes ¢ = c* ©ci_; € {—1,1}" and r} =

{hf;?kg&%@c“}ce{_171}7k6[n}. It outputs the second-sender message pso =
(€515 )bef0,1}-

BS.Us(statey, ps,2) : On input the internal user state statey = (dy, 2s)pe0,1})
and ps2 = (¢, T} )pefo,1}, it sets ¢, = c;Ody, I'l()db) _ zb(rz(d”)) forb € {0,1}.
Then it checks if

co®er = Hr(™ « AT |ri®) « Al M), (2)

If it holds then it outputs a signature o = (¢, rlgl), rgfl))be{o,l}.



BS.KGen(1™)

BS.Sz(states, pu)

401 :

402 :

403 :

404 :
405 :

parse (hs,c]_s,r]_5) < states
parse c” < pu
cs+—c Oc_se{-1,1}"

* PR
rs = {hé‘kgs ° k}ce{—l,l},ke[n]

f— * *
return pso = (varb)h€{0,1}

BS.Ux(stater, ps,2)

01: §+s{0,1}
102: (go,g1) s G?
103 : (Af)l),Affl)) —(go* E,go" *E)
104: (AP, ATY) (g1« E, g7 + E)
105 : return pk = (Af,l),A§)71)7A§1)7 Aﬁfl))
106 : sk = (8, gs)
BS.S: (sk)
201 : parse (6, gs) < sk
202: hs+sG"
203 Y5 = {h§; * E}ce{—1,1}.ken]
204: (et 5,0 i) s {—1, 1} x G" x G
205: setri_j:= {I‘I(,C;‘k}ce{—l,l},ke[n]
. (cOc]_5 1)
206: Yi 5= {rl(f{);,k w Ay s T Yee(11y keln)
207 : stateg < (hs,c]_s,r1_s)
208: ps1 = (Yo, Y1)
209 : return (states, ps,1)

BS.Ul(pk, ]\/[7 ps‘rl)

301 :
302 :
303 :
304 :
305 :
306 :
307 :
308 :

309 :

parse (Yo, Y1) < ps1
for b€ {0,1}

(db,Zb) —$ {—1, l}n x G"

Zl(]l) — Zp * Y;}db)

Zl(;l) — z;l * Y,(;d”)

1 -1 1 -1

e H(z|zi 1z |12V | M)
¢t «— coOdood; € {—1,1}”
statey < (ds, Zs)veq0,1}

return (statey, pu = c”)

507 :

508 :

509 :

510 :

511 :

parse (dp, zp)pe(0,1} ¢ Statey
parse (Cp,Tt)be{0,1) 05,2
for b € {0,1}

ch ¢, Odp

r{ gy (r 9
r;;l) - bel(rz(*db))
¢ HEY « AL ||r{™ « A5

Ve ALY 5 ATV A1)

ifco®cy = C/

return o = (cs, rl()l)7 T£71>)be{0,1}

return o =1

BS.Verify(pk, M, o)

601 :

602 :

603 :

604 :

605 :
606 :

parse (Cb,rl(,l)vrz(,il))be{o,l} —o

c H(rél) * A[()c“)Hrg*l) * A((fca)H
e« APV |Ir T« AT M)
ifcoOc =c
return 1

return 0

Fig.2: Blind Signature from Cryptographic Group Action. Here for example,

Ck

given a vector ¢ = (c1,...,¢,) € {—1,1}", we write ch) for the vector (hgt, *
E)ken), and extend to others similarly to Y;_s, 1}, r7_s accordingly.



BS.Verify(pk, M, o) : On input the public key pk = (Aél),Aé_l),Agl), Ag_l)),

a message M and a signature o = (cp, rlgl), ré_l))

equation (2) holds, and 0 otherwise.

be{0,1}, it outputs 1 if the

Due to page limit, we present the proofs in [10, Appendix E]. In order to prove
the one-more unforgeability, we use the techniques developed in [56] and [57]
that we summarize in [10, Appendix D]. We summarize the main result in the
following Theorem.

Theorem 1. Our blind signature is correct and blind under chosen keys. In
addition, our blind signature satisfies the one-more unforgeability property under
Assumption 1 and the hardness of IGAP problem. To be more precise, forl € N,
if there exist an adversary A that makes Q) hash queries to the random oracle and
breaks the l-one-more unforgeability of BS with advantage €4 > %(lfl), then
there exists an efficient algorithm B that breaks the IGAP problem with advantage

eg > Cy - Wm for some universal positive constants Cy and Cs.
+1)

5 Our Partially Blind Signature Scheme

In this section, we present our partially blind-signature construction for generic
group actions, also following the framework of Katsumata et al. [57]. As in the
blind-signature case, this construction is obtained from the corresponding base
sigma protocol for the 2-out-of-3 relation, which extends the OR~proof idea used
above; the full protocol and proofs are given in [10, Appendix F]. Let G be a
group acting on a set S, and fix an element E € S. We assume that square roots
in G can be computed efficiently. Let H : {0,1}* — {—1,1}" be a hash function
modeled as a random oracle. The partially blind signature PBS consists of the
following algorithms:

PBS.KGen(1™) : On input the security parameter 1", it samples a bit 6 € {0, 1},
(90, 91) € G* and computes Al()c) =gi*Eforbe {0,1} and c € {-1,1}. It
outputs a public key pk = (Aél), A(()fl), Agl), AY”, Agl), Agfl)) and a secret
key sk = (4, gs)-

Before any signing interaction starts, the public key is verified once at se-
tup/registration time using the sigma protocol in Fig. 1; accordingly, the
online algorithms are defined only for valid public keys.

PBS.S1(sk, info): On input the secret key sk = (0, g5) and a tag info, for each
j € {0,1}, the signer first samples (hs ;, hy ;) < G*". Then, it sets Y ; =
{h§ ; yxE} forc € {=1,1},k € [n]and Yo ; = {hS ; , *E} forc € {~1,1},k € [n].
Given a vector ¢ = (c1,...,c,) € {—1,1}", we write Yg?,Yg?} for the vec-

tors (hg" , * E)pepn) and (hg;  * E)gepn). We will extend this convenience

(1) *(—1)
Ty 5, rl—&,j) A

{=1,1}" x G™ x G™ and set r]_; ; == {TI(_C();]-,k}ce{—l,l},ke[n]~ Next it com-

accordingly in the scheme. Then it samples (CE? PR

* "OCT) _s54 ;4 .
putes Yi_5,; = {rl(f()s’j’k *Agi;“ 6+J]3¢k)}ce{71’1}7k€[n]. It outputs the signer



state stateg = (hy ;, il 5+j]3,r”1:5_’j) for each j € {0,1} and the first-sender
message ps,1 = (Y} ;) for all (k,j) € [0:2] x {0,1}.

PBS.U; (pk, info, M, ps.1) : On input the public key pk = (A(()l),A(() b A(ll),A( 1))
a tag info, a message M, and the first-sender message ps1 = (Ylw) for all
(k,7) €10 :2] x {0,1}, it samples dy, s {—1,1}" for k € [0 : 2]. Then, for
each j € {O 1}, it samples zy, ; <5 G™ and sets Z,(Clz = zp; * Y(d[k”]‘")

-1 (=dik+413)
zZ D =z by, S

and

1)
ki . Next, it computes ¢ = H((Z( ||Z;€ y ))(k J)e[0:2]x{0,1}
Hlnfo||M) and setsc* =cody©d; ©dy € {-1,1}". It outputs the internal
user state statey = (dg, (zk,5);je10,1} )ke[0:2] and a user message py = c*.
PBS.Sq(stateg, pry) : On input the internal state stateg = (hs ;, CF1—5+j]3’r1(*57j)
for each j € {0,1} and a user message py = c*, it computes Cls_g), =
crOCh_y), @c?‘2 5, € {—1,1}". Next, for each j € {0,1}, it computes r§ ; =

—cOC5 5, —cOCh )5,

{h§ ;195 " Yeef-1,1} kefn) and r3 ; = {hzj 192 "Yee—1,1}.k€n]-

It outputs the second-sender message pg2 = (ck, (ry ])ge{o 1} ) kke[0:2)-
PBS.Uy(statey, ps,2) : On input the internal user state statey = (dx, (2x,;) je{0,1})ke[0:2]

and pg2 = (¢, (v} ;)jef0.1} )kejo:2]; it computes go = G(info). Next, for each

k € [0 : 2], it sets ¢ = cj ® di. Then, for each j € {0,1}, it computes

rg; = Zkj (rZ( s )) and I‘( 1) = Zk](rz(] ikl )) Then it checks if
(Clrt13) (- (—Clk+413) .
co®er ey = H((rf)x A1) po0 gewsdy ooy linfol| M).
3

If it holds then it outputs a signature o = (cy, (r,(f;m,(c ; ))jE{O,l})kE[O:Q].

PBS.Verify(pk, info, M, o) : On input the public key pk = (A(()l),Aé_l),Agl),
A(fl)), a tag info, a message M and a signature o = (c, (r,(:;, I'Ecjjl))je{o,l})ke[OQ]a

it outputs 1 if the equation (3) holds, and 0 otherwise.

Due to page limit, we present the proofs in [40, Appendix F|. We summarize
the main result in the following Theorem.

Theorem 2. Our partially blind signature is perfectly correct and perfectly blind
under chosen keys. In addition, our partially blind signature satisfies the one-
more unforgeability property under Assumption 1 and the hardness of IGAP prob-
lem. Concretely, for | € N, if there exist an adversary A that makes Q hash
queries to the random oracle and breaks the l-one-more unforgeability of PBS
with advantage €4 > %(Hl) then there exists an efficient algorithm B that

2
breaks the IGAP problem with advantage eg > Cs - @ )€T‘El+1)3 for some univer-
141
sal positive constants C7 and Cs.

6 Instantiation based on Monomial Code Equivalence

In this section, we present a concrete blind signature protocol based on monomial
code equivalence for our (partially) blind signatures. Before delving into the
details of our instantiation, we outline the requirements for the underlying group
G and explain how they guide our choice of instantiation in this paper.



6.1 Instantiation Requirements

To instantiate the generic framework proposed in Section 5, we need to specify
the underlying group G and set S. The basic requirements are that the group
operations and element sampling in G are efficient and that the set S is suf-
ficiently large and also allows efficient sampling. Besides, we have three more
specific requirements corresponding to the framework, which are:

1. There is an efficient algorithm that can compute all the square roots of any
given group element in G.

2. The underlying group action * : G x S — S satisfies that IGAP is hard, i.e.,
given a random s € S, and a pair (g * s,g~ ! x s), computing g is hard.

3. For public key validation using the sigma protocol in Fig. 1, it is also required
that the hardness of GASDDH holds for the underlying group action * :
G x S — S. That is, given a random s € S, it is hard to distinguish the
distributions between (s, g*s, g~ t*s, hxs, (hg~1)*s, h=txs) and (s, a(g, s),
a(g™t,s), a(h,s), a(hg™',s), a(f,s)) for uniformly random g, h, f € G.

Remark 1. The necessity of an efficient square-root algorithm arises directly
from the special soundness proof of our protocol. In the witness extraction phase,
the extractor combines responses from two distinct challenges to recover the se-
cret key. However, due to the dual nature of our public key structure, which
means both forward and inverse group actions are simultaneously used, this al-
gebraic combination could yield the square of the secret key rather than the
key itself. Thus, an efficient algorithm that can compute every square root is
required to allow the extractor to recover the valid witness and thereby com-
plete the security reduction, establishing that the honest prover does possess the
secret key.

In the context of non-commutative cryptographic group actions, there are
mainly three lines of problems that have been intensively studied: linear code
equivalence [11,17] as used in LESS, tensor isomorphism and its variations [33,

,54,74] as used in MEDS and ALTEQ), and lattice isomorphism [9,39,51] as
used in HAWK.

For MEDS and ALTEQ, the underlying group is GL(n, ¢q). For GL(n, ¢), the
matrix square-root problem was addressed in [10], but the algorithm there re-
quires going to an extension field.” So, it is an interesting problem to devise a
matrix square-root algorithm without going to the extension field. This seems to
be the only bottleneck for using the group actions underlying MEDS and ALTEQ,
because the IGAP for these actions seem still hard. For LESS, the underlying
group is the monomial group Mon(n, ¢), consisting of matrices in GL(n, ¢) with
each row and each column having exactly one non-zero entry. Although square-
root search can be performed efficiently in this group, reusing group elements

" Although the square-root algorithm for GL(n, ¢) in [10] runs in poly-time, the entries
of the output square-root matrix could go to an extension field of the original field
Fq. Thus, the proof for special soundness that extracts the secret key would fail if
the algorithm cannot produce square-root solutions over Fy.



there is risky, and for certain parameters, using the same group element twice
can result in an insecure protocol according to attacks in [23,25]. For HAWK,
the underlying group is the group GL(n,Z)/{£I,}, which also fails to meet
the IGAP hardness requirement by a similar attack in [24]. We will continue to
discuss these attacks in Section 6.2.

The first requirement motivates us to consider the symmetric group S,,, where
square-root search can be done even more efficiently than group operations (see
Proposition 2). In particular, 1/n of permutations are full cycles, whose square
root is unique. This imposes an additional constraint on the permutations sam-
pled as the secret key, to avoid complications in analyzing the number of square
roots.®

Accordingly, a main task for us is to find a problem satisfying the hardness
assumption of IGAP with symmetric group actions. We achieve this by proposing
a new interpretation of monomial code equivalence problems in Section 6.2. We
also provide the hardness evidence in Section 6.2 (see Corollary 1) and [40,
Appendix A].

Remark 2. For public key validation using the sigma protocol in Fig. 1, we need
to assume the hardness of GASDDH (defined in Definition 9) under the choices
of G and S in our instantiation. Recall that there is a worst-case reduction
from GAIDDH (as defined in Definition 10) to GASDDH, and DmILCE is the
computational search version of GAIDDH in the instantiated case. So, we also
leave open for further investigation whether a search-to-distinguish reduction
exists; if it does, it would strengthen the justification for our current instantiation
choice.

Note that our main goal is to show that the framework can be instantiated
from a non-commutative group action satisfying the required properties. Since
concrete parameter selections for the proposed instantiation would require a
more detailed cryptanalytic study of the underlying hardness assumptions, we
limit ourselves to structural efficiency comparisons and operation counts rather
than concrete size estimates.

6.2 A New Interpretation of Monomial Code Equivalence

A linear code over F, is a subspace of Fj. An m-dimensional code in Fy is
represented by C' € Mat(m X n,q), whose rows form a basis of the code. The
monomial code equivalence problem is the following.

Problem 1 (Monomial code equivalence (LCE)). For n € N, let m € [n]. Let
C,C’" € Mat(m x n,q) be of rank m. Decide if there exist A € GL(m,q), D €
D(n,q), and P € S,,, such that ACDP = C’. If yes, compute such A, D, and P.

8 In general, we only need an efficient algorithm that can compute all square roots. This
implies that the number of square roots is polynomially bounded, since otherwise
merely outputting them would already be inefficient. In other words, uniqueness of
square roots is not a necessary condition, but it is a sufficient one.



Equivalently, we can formulate monomial code equivalence as asking if there
exist A € GL(m,q) and M € Mon(n,q), such that ACM = C’. By writing
M € Mon(n, q) as DP where D € D(n, q) and P € S,,, we can define a symmetric
group action as below.

Monomial code equivalence as a symmetric group action. Let C,C’" € Mat(m x
n,q). In Definition 1, three matrices, A € GL(m,q), D € D(n,q), and P € S,,
are used to define equivalence between C' and C’. As a result, there is more than
one way to interpret the group action behind monomial code equivalence.

The first, most straightforward, way is to consider the action of the group
GL(m,q) x (D(n,q) x S,) = GL(m,q) x Mon(n, q)” on the set Mat(m x n,q)
that consists of all generator matrices of m-dimensional codes in Fy.

The second approach is to consider the monomial group Mon(n, ¢) acting on
the set of m-dimensional codes in Fy. This is the natural action from the view-
point of coding theory, as seen in [17,23,25,36,66]. This group-theoretic perspec-
tive is further developed in [34] through a general framework that partitions the
set of m-dimensional codes in Fy into orbits under subgroups of Mon(n, g), and
thus the equivalence testing can be reframed as comparing canonical represen-
tatives within those subgroup-induced orbits. In this setting, the LCE problem
corresponds to the finest partition induced by the trivial subgroup.

We take the third approach by formulating it as the symmetric group S,
acting on a set S. In particular, this set S is the set of equivalence classes
of m-dimensional codes in Fy under scalar multiplications on the coordinates.
Note that this is actually in line with the second approach in the sense that
the monomial group Mon(n, q) can be seen to act on the equivalence classes of
Mat(m x n,q) under left multiplication by GL(m,q). Nevertheless, what sets
this perspective apart is that the objects of the group action are the equivalence
classes of codes, in contrast to the generator matrices or codes themselves as in
other approaches.

Let us examine this set S in more detail. Recall that m € [n]. For C1,Cs €
Mat(m x n,q), we define an equivalence relation ~ as C; ~ Cq if and only if
there exists some A € GL(m,q) and D € D(n,q) such that C; = ACyD. Note
that this equivalence relation partitions Mat(m x n,q) into orbits of Mat(m x
n,q) under the action of GL(m,q) x D(n,q). Denote by [C]. := {ACD : A €
GL(m, q), D € D(n, q)} the equivalence class determined by ~ and corresponding
to C' € Mat(m x n,q). Let Mat(m X n,q)/~ = {[C]~ : C € Mat(m x n,q)} be
the set of equivalence classes under ~. This is the set S to be acted on.

We wish to define an action of S,, on Mat(m x n,q)/~. For P € S,,, since
[C]~ == {ACD : A € GL(m,q),D € D(n,q)} is a set of matrices, a natural
map is to send [C]. to [C].P := {ACDP : A € GL(m,q),D € D(n,q)}. For
S, to act on Mat(m x n,q)/~, we need to show that [C].P is an element in
Mat(m x n,q)/~ by the following proposition.

Proposition 1. Let [C]. € Mat(m x n,q)/~, P € S,, and [C].P be as above.
Then [C].P = [CP]~.

9 Here x denotes semidirect product of groups.



Proof. Recall that C € Mat(m X n,q). Let A € GL(m,q), and D € D(n,q).
Note that for any P € S,,, we have D(n,q) = P~ D(n,q)P = {P~'DP : D €
D(n,q)}. This is because one can verify that P~1DP is a diagonal matrix with
ith diagonal entry being the P(i)th entry of D. Therefore, [C].P := {ACDP :
A € GL(m,q),D € D(n,q)} = {ACPP7'DP : A € GL(m,q),D € D(n,q)} =
{ACPD’' : A€ GL(m,q),D" € D(n,q)} = [CP]~. O

This ensures that the map « : S,, xMat(m x n,q)/~ — Mat(m x n,q)/~ by
P € S, sending [C]~ to [C].P = [CP]. is a well-defined group action. Now we
can state our security problem in this instantiated case as follows:

Problem 2 (Diagonal-masked inverse linear code equivalence (DmILCE)). For
n € N, let m € [n]. Let {Cy,Cy,C2} C Mat(m x n,q). Decide if there exist
Ay, Ay € GL(m,q), D1,Ds € D(n,q), and P € S, such that C; = A1CyD1 P
and Cy = A3CyDy P~ 1. If yes, find the secret permutation P.

As preliminary evidence for the hardness of Problem 2, we refer to the
Grobner-basis experiments reported in [40, Appendix A].

Comparison with reusing the monomial matriz. Our instantiation has two main
ingredients. First, we choose the group G to be the symmetric group, since
square-root computation is efficient there (for the class of elements we use). Sec-
ond, we hide elements of the acted set .S inside suitable equivalence classes, since
a direct symmetric-group action is not secure enough. In a related setting, recent
works [23,25] have considered the following relaxed monomial code equivalence
problem with multiple samples.

Problem 3 (Inverse linear code equivalence (ILCE)). For n € N, let m € [n].
Let {Cp,C1,C2} C Mat(m x n,q). Decide if there exist A € GL(m,q) and
M € Mon(n, q), such that C; = ACoM and Cy = A~1CoM 1. If yes, find the
secret monomial matrix M.

From the group action viewpoint, this problem corresponds to reusing mono-
mial group actions (compared to our symmetric group actions) and there is
only a single general linear group GL(m,q) acting on the left of the gener-
ator matrices (compared to our equivalence classes under a composite group
GL(m,q) x D(n,q)) used to hide secret information during communication.
Therefore, by applying the parity-check matrices of the linear codes, one can
get rid of the left general group actions A and A~! and leave the monomial
matrix M as the only variable matrix. In this way, Problem 3 reduces to solving
a homogeneous linear system, and therefore [23] managed to give a heuristic
algorithm to tackle it for m = n/2 and [25] further refined it to solve the cases
for any code rate. We also note that the subsequent attacks [24,32,45] on other
secret-reuse problems all rely on this crucial linearization technique.

However, their techniques does not help in attacking our Problem 2, whether
experimentally or theoretically. The main reason is that in an equivalence class,
the way to scale the columns of the generator matrices can vary, so treating



these scalars as additional variables and combining them with the common per-
mutation as another variable matrix would make a quadratic equation system
instead of a linear system, which makes the heuristic analysis dedicated to linear
systems in [23-25,32,45] completely inapplicable to our case. Furthermore, the
linearization techniques for solving quadratic polynomial systems in [59] also
cannot apply due to the insufficient number of equations. Besides, a key step of
the algorithms in [23,25] is to guess the entries of the common monomial matrix
and check whether setting one of them to 1 can lead to the system having a
solution. This is because in a homogeneous system, if M is a solution, and ¢M
is also a solution for all ¢ € F,;. Again, since the scalars for the commitment and
keys keep updating in our protocol, guessing the diagonal values is more costly,
and checking the existence of solutions to a system of quadratic equations is
harder. These essential gaps differentiate our use of monomial code equivalence
from those broken in [23,25], which is also supported by our experimental results
in [10, Appendix A]; see [10, Remark 4].

We now relate our problem to a recently introduced problem that underpins
the hardness assumption used in the key exchange protocol of [41].

Problem 4 (General diagonal-masked linear code equivalence (DmLCE) [41]).
For n € N, let m € [n]. Let {C; : i € [n]} C Mat(m x n,q). Decide if there
exist {4; :i € [n— 1]} C GL(m,q), {D; :i € [n— 1]} C D(n,q), and an n X n
permutation matrix P, such that A;C;D;P = C;11 for all i € [n— 1]. If yes, find
the secret permutation matrix P.

By [41, Fact 2], DmLCE reduces to the following 2-DmLCE problem.

Problem 5 (2-samples diagonal-masked linear code equivalence (2-DmLCE)
[41]). For odd prime n € N, let m € [n]. Let C1, Ca,C3 € Mat(m x n, q). Decide
if there exist Ay, As € GL(m,q), D1, D2 € D(n,q), and an n x n permutation
matrix P, such that A;C1 D1 P = Cy and AsCyDo P = C3. If yes, compute all
instances of such a common permutation matrix P.

We note that Problem 5 (2-DmLCE) is exactly equivalent to our Problem 2
(DmILCE), by moving P~1 in Cy = A3Cy Dy P~ to the left-hand side.

Corollary 1. Problem 4 (DmLCE) <, Problem 2 (DmILCE).

This ensures that our underlying computational problem, DmILCE, of the
IGAP assumption for this instantiation, is as hard as a known conjectured hard
problem, DmLCE [41]. We leave further cryptanalysis of DmILCE as an intrigu-
ing open question, and we believe that research on this problem is inherently
meaningful and could be beneficial to the entire community, as it is a natural
variant of the standard code-based assumptions.

Remark 3. A very recent work by Alecci and D’Alconzo [4] has investigated an
equivalent algebraic formulation of the DmILCE problem. Using tools from al-
gebraic geometry, including Pliicker coordinates and fields of invariant rational
functions, they construct polynomial equations whose roots are the entries of the



common permutation matrix. However, the resulting equations are not practical
for cryptographic parameters. Specifically, the polynomials have a degree of 2k
and contain 2(k!)? monomials, which grow exponentially. Thus, their work pro-
vides a theoretical algebraic model for stripping away the diagonal mask, but also
shows that this direct invariant-theoretic approach is infeasible at cryptographic
sizes. This offers indirect support for the hardness of the DmILCE problem, while
not a formal proof of hardness.

6.3 Square-root and Canonical Form Algorithms

To achieve the soundness of the underlying sigma protocol for our blind sig-
nature, we need an algorithm to efficiently compute a certain square root of
g? € S,. Note that finding g5 costs less than a group operation which corre-
sponds to matrix multiplication in our instantiation. The proof can be found
in [10, Appendix BJ.

Proposition 2. There is an O(n)-time square-root algorithm that inputs o € Sy,
and outputs a square root of o if it exists.

When blinding the message concatenated with the set elements (e.g., Zél),

Zé_l), Zgl), Z(l_l) € S™) under a hash function H, it is less practical to feed
the entire equivalence class into H. By contrast, we can efficiently compute the
canonical forms that can uniquely represent the underlying equivalence classes.
Specifically, for an authentic signature, to ensure that the resulting hash values
c and ¢ are the same, the user (and other verifiers) need to perform a canonical
form algorithm for the equivalence classes. Canonical forms are a well-studied
topic for graphs and matrix tuples [0, 71]. Given a group G acting on a set
S, a canonical form algorithm for this group action takes s € S and outputs
s* € Orb(s) := {g * s : Vg € G}. Furthermore, for another s’ € Orb(s), the
algorithm should output the same s*. In our case, G and S can be interpreted
as GL(m, q) x D(n, ¢) and Mat(m x n, q), respectively. Accordingly, we establish
the following proposition, which strengthens the result in [37, Proposition 4]
by eliminating the failure probability. Again, the proof can be found in [40,
Appendix B].

Proposition 3. There is an O(m?n)-time canonical form algorithm for the ac-
tion of GL(m,q) x D(n,q) on Mat(m x n,q).
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