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Abstract. This paper studies the multi-user (mu) bound of Counter
with CBC-MAC (CCM), the authenticated encryption mode for block
ciphers (BCs). Galois/Counter Mode (GCM) is more advanced in the
study of mu security, and Hoang et al. achieved the tight mu-security

bound of %47 + “”2%‘2, where k and n are respectively the key and block
sizes, u is the number of users, p is the number of offline queries. Here,
o and o, are the crucial factors that represent the total number of BC
invocations by all users and the maximum number of BC invocations per

user, respectively. In contrast, while there are two known mu bounds for
2
CCM, 22u 4 “ptuz by Luykx et al. (Asiacrypt 2017) and ‘2’—3 + uptue

k

Zhang 623‘5 al. (CQCS 2024), both of which are not tight and worse than the
bound for GCM. Another line of research studies methods to enhance
mu-security without disruptive changes, such as nonce randomization
(NR) and nonce-based key derivation (NKD) to improve offline and on-
line security, respectively, but their applicability to CCM has never been
discussed. Filling these gaps, this paper first proves an improved mu-
security bound of CCM, which is tight, and reaches the GCM’s bound.
We also prove that CCM combined with NR and NKD achieves the same
bound as GCM. With these results, CCM is now proved to be as secure
as GCM. Furthermore, we propose a new enhancement method called
nonce-based and tag-based key derivation (NTKD) and apply it to GCM
and CCM. NTKD achieves a better bound beyond NR and NKD, and
the resulting schemes satisfy the needs of real-world applications that
demand massive data.
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1 Introduction

Privacy and message authenticity are two fundamental properties required for
secure and reliable information systems. Real-world systems widely deploy au-
thenticated encryption (AE), a symmetric-key cryptosystem that provides both



privacy and authenticity, and researchers are actively studying their provable se-
curity bounds to provide theoretical foundation for determining their operational
parameters, such as the frequency of changing a key.

Galois/Counter Mode (GCM) and Counter with CBC-MAC (CCM) are pop-
ular ways of constructing AE schemes based on a block cipher (BC) and a
message authentication code (MAC). GCM uses the counter (CTR) mode for
encryption and a polynomial hash function for MAC. GCM is standardized as
ISO/IEC 19772 [15] and NIST SP800-38D [9] and widely used in many prac-
tical protocols, including Ethernet security [30], WPA3 Wifi security protocol
[35], IPSec [32], and TLS [29]. CCM, on the other hand, uses the CTR mode
for encryption and the cipher block chaining MAC (CBC-MAC) for MAC. It is
standardized in IEEE 802.11 standard for wireless LANs [33, 28], RFC 3610 [34],
and NIST SP800-38C [8] and widely deployed in ZigBee [38], IPSec [14, 4], Blue-
tooth [36], and TLS 1.3 defined in 2018 [26, 20].

Conventionally, the security of AE schemes has been proved and analyzed
based on the single-user (su) model that considers a single user with a fixed
key. Missing consideration of an attack targeting a service with many users is a
considerable gap, and there is a demand for rigorous security evaluation with the
multi-user (mu) model, which considers an attacker who tries to compromise any
of multiple users. Addressing the issue, researchers have evaluated several AE
schemes in the last few years, including AES-GCM (2,13, 19], AES-GCM-SIV [5],
and ChaCha20-Poly1305 [7]. Based on those results, major protocols, such as TLS,
DTLS, and QUIC, determine the rekeying intervals of AES-GCM according to
the mu-security limit [26, 27, 31]. Moreover, the ongoing discussion on the usage
limit of AEs, published as Internet-Draft [12], considers mu-security for other
schemes, including AES-CCM.

Hoang et al. [13] proved that GCM’s mu-security bound is % + % 4+ Advy""®,
where E is the underlying BC, n and k are the block and key lengths of F, t is
the tag length, and Advy """ is the mu-pseudorandom-permutation (mu-PRP)
advantage of E. ¢ is the total BC invocations in online queries, i.e., the queries
to the encryption and decryption oracles, and o, is the upper bound of the
number of BC invocations in online queries for each user, and g4 is the number
of decryption queries. Note that Table 1 summarizes the parameters included
in the bounds that appear throughout the paper. Assuming that % < %7, the
bound matches the collision finding attack on CTR and is tight regarding online
security.’

In contrast, mu-security of CCM is relatively unclear compared to GCM. Jon-
sson [17] proved that CCM’s su-security bound in the ideal cipher (IC) model is

g—j + 4% + 5%, wherein p is the number of offline queries to IC. The aforementioned
Internet-Draft document [12] evaluates mu-security of AES-CCM with a generic
bound, i.e., an mu-bound obtained from an su-bound with a hybrid argument,

5 The adversary has access to u users and makes encryption queries such that all
plaintexts are zero strings and the number of plaintext blocks per user is oy, thus
o = woy. Since no collision occurs in the BC’s outputs within the same user, the

uol ouo
L) = Q(%2).

birthday analysis offers the distinguishing probability (=




Table 1. Parameters that appear in the bounds.

Parameter Description

E Underlying block cipher

n Block length of F

k Key length of E

t Tag length

U Number of users

P Number of offline queries to an ideal cipher

d The number of the same nonces across distinct keys

o Total number of BC invocations in online queries

Ou The number of BC invocations for each user

On The number of BC invocations for each nonce in a single user
qd Number of decryption queries

v Threshold by implementing lockdown with failed decryption attempts

Table 2. Mu-bounds of GCM, CCM, and their enhancements with NR and NKD. For
NKD, the mu-PRF advantage of KDF is omitted in this table, since it can be negligible
by choosing a KDF and its key length appropriately.

Target Bound Ref. Target Bound Ref.
GCM o 494 4 oupde’ 13| CCM o 4 %4 4w’ Ours
+NR L [13] +NR L Ours
+NR,NKD %2 + & + 9 [13] +NR, NKD 2T + 4+ I Ours
ccM uol 4 W 4 wiuo  Geperic | Tag-based AE

2 e + 3 —|— 2 Ours
CCM “2‘; + %+ “Pru [19] +NR,NTKD
CCM o0 Gy utue[37)

given b SR 4 e 149 Such a generic bounds degrades with the number of
users u, and further 1rnprovement with dedicated proofs is a significant research
challenge [19, 37]. Luykx et al. [19] showed a condition on deriving an mu-bound
from an su-bound without security degradation, providing the improved mu-

bound of CCM, given by %7+ + % + Adv;"™® wherein Adv;"™™ is bounded by
M in the IC model.

Zhang et al. [37] showed another mu-bound of CCM, which is §7 —|— 4 4 UPLUT
They showed the tightness of the bound under some condltlons The second terrn
2 is tight with generic forgery attacks that exhaustively guess the tags. The third

term “pJ““’ corresponds to attacks with offline queries, and this is tight when the
offline query overwhelms the online query, i.e., ¢ < p. In contrast, the first term

on

g—: is proved to be tight only in the extreme case with o, =~ o, i.e., an adversary

sends all online queries to a single user. This case is essentially equivalent that



the adversary performs an su-attack even the access to multi-users is given, thus
it does not demonstrate truly meaningful tightness w.r.t. mu-security.

2 2
. . U
Significance between 2‘2” and g depends on the parameters u, oy, and o;

2
is better than Luykx et al.’s <3¢
(e.g., oy = 0°/* and u =~ ), but Zhang et al’s bound is worse in other cases, such

as g & uoy, i.e. each of u users is queried with o, BC invocations. However, both

o?
27L
3/4

Zhang et al.’s in the extreme cases with u ~ o

bounds have critical problems. Zhang et al.’s g—j indicates that CCM’s security

is broken when o reaches the birthday bound, and this cannot be avoided no
2
matter how strong limitations are imposed on each user. Luykx et al’s u;l“ only

considers the maximum BC invocation per user, and thus non-tight when data
from some users do not reach the maximum. Moreover, both bounds are worse
than GCM’s mu-bound of %7 [13].

Another line of research work aims to enhance the security without disruptive
changes in the scheme. For example, both GCM’s and CCM’s mu-offline security

is already tight bounded by Biham’s attack [3], which lowers the amount of

offline queries to %, and there is no room for improvement as long as GCM’s
and CCM’s specification are maintained. GCM in TLS 1.3 implements a coun-
termeasure called nonce randomization (NR) that preprocesses the nonce with-
out changing the GCM’s implementation interface. NR uses a randomized nonce
Nrand = Norig ® R with the original v-bit nonce Noig and a user-specific random
mask R € {0,1}”. With this modification, Biham’s attack additionally requires

a collision in Nyanq and the offline security is improved from % to 2.

Bellare and Tackmann [2] proved confidentiality of NR, but the analysis is
merely non-tight and did not consider integrity. Hoang et al. [13]| formalized NR
by introducing the d-bound model, where the number of the same randomized
nonces across distinct users is bounded by d;8 in the d-bound and the IC models,
the new mu-bound of GCM with NR becomes %7 + % + g—f, as summarized in
Table 2.

Nonce-based key derivation (NKD) [11] is another method that enhances on-
line (cf. offline) security. Note that NKD is a meaningful technique for real-world
applications, and in fact, NIST recently announced their interest in revising
NIST SP800-38D to standardize the combination of GCM and NKD [23]. In
NKD, each pair of a randomized nonce and a key for key derivation function
(KDF) generates a fresh key of an AE scheme, and combining it with the mu-
bound in the d-bound model provides the following mu-bound of GCM with NKD,
S s % —l—AdV?”prf, where oy, is the maximum number of BC invocations per
nonce in a single user and Adv?ljprf is an mu-pseudorandom-function (mu-PRF)
advantage of the KDF F. Note that Adv™™ can be negligible by choosing a
KDF and its key length appropriately. Since o, < g,, NKD enhances the secu-
rity of GCM. In particular, we can significantly improve security by limiting the

number of decryption failures to some constant, i.e., o, < oy.

6 As a principle of nonce respect, the same (randomized) nonce is never repeated with
the same key. However, the same nonce may appear between different users, and it
is necessary to evaluate the number of nonce repetitions across distinct users.



Table 3. Upper-bounds of BC invocations for online mu-security with concrete param-
eters: n = 128 and several per-user usage limits, (i) o, = 2%°, (ii) o, = 2*%, and (iii)
oy = 2°3, from practical standards. o, is upper-bounded by about v¢ and this table
evaluates o for v = 2'° and ¢ = 2%*. We approximate that k — log, d =~ k.

Online Offline
Target
Generic o, = 2%*°% 5, =2 5, =2 Generic
CCM [37] o< 5<% 5 <25 5 <25 k—logyu
CCM o< % <290 5<9280 5<2T5 log, u
CCM w/ NR o< 0<2%0 <20 o <27 k
CCM w/ NR 4+ NKD o< o < 2% k
GCM/CCM w/ NR+ NTKD o < 2= o< 2ott k

So far, enhancing methods such as NR and NKD have only been discussed
for GCM, but their applicability to CCM has never been discussed. CCM is far
behind GCM also in this respect.

It is also necessary to consider whether the enhanced security by NR and NKD
is sufficient. The offline security term g—f is almost tight, because k —logy d ~ k.
Hence, possible concerns are on online security. Amazon AWS showed that AE
schemes should allow to encrypt 292 messages [18]. By combining it with the
limitation of TLS 1.3 [26] that the maximum size of each message, ¢, is 21° blocks,
AE schemes must be secure for ¢ = 2192 BC invocations. Let us assume that the
BC is AES having n = 128. With the original GCM and only with NR, the online
term is S¢%. TLS 1.3 [26] limits o, = 23%5 BC invocations in AES-GCM,” and
the aforementioned Internet Draft document [12] is establishing similar limits
for other schemes. NIST standards have the same kind of limits: NIST SP800-
38B for CMAC [10] recommends o, = 2%® BC invocations when n = 128, and
NIST SP800-38D for AES-GCM [9] limits o, = 253 BC invocations.® Even with
the strongest limitation of o, = 23%% by TLS 1.3, the maximum o is 2°3° as
shown in Table 3, which does not reach the goal of 2'°2. When NKD is used,
the online term is Fi%. Adversaries can make queries under the same nonce
up to v, the number of acceptable verification failures in decryption, hence o,
is upper-bounded by about v¢. To ensure security for o = 2192 with ¢ = 2%
coming from the maximum counter size of CCM, v can be at most 4. Practical
systems can limit v to a constant threshold by implementing lockdown with failed
decryption attempts, however v = 4 is too strong limitation, which significantly
lowers usability.

7 2345 s derived from the maximum number of messages (224%) and £ = 2" blocks.

8 NIST SP800-38D [9] tolerates 2%' messages for each key with 96-bit TV and 232
blocks per message restricted by the counter length, totaling 2% blocks for each key.



Table 4. Key generation methods and nonce generation methods of CCM/GCM, NKD,
NTKD, and NR. Kae and Nag are a key and nonce of CCM/GCM, respectively. Noig

is an original nonce input to the target AE. Kag i {0,1}"™ means that Kag is chosen
uniformly at random from {0, l}k. Fx is a KDF with a key K. For NR, R is a per-user
fixed random value with the same length as Nag. For NTKD, i is the sector number
and T;_; is a tag of the previous AE call.

Target AFE’s Key Generation Target AFE’s Nonce Generation
CCM/GCM  Kae & {0,1}" CCM/GCM  Nag < Noxig
+NKD Kae < Fr(Norig) +NR NAe < Norig @ R

+NTKD (Kag, %) < Fx(Norig, Ti—1) | +NTKD (%, N) <= F (Norig, 0%);
Nag + N —+ (Z — 1)

In summary, mu-security of CCM still falls short compared to GCM in online
security and the existing enhancements, as summarized in Table 2. Moreover,
the existing enhancements may not be sufficient for some practical use cases.
This paper aims to fill the gaps between CCM and GCM, and to present a new
enhancement method to reach an ideal mu-security level. In particular, we ad-
dress the following research questions: (1) What is the tight online mu-bound of
CCM? Is it better or worse compared to GCM? (2) Do conventional enhancing
methods, i.e., NR and NKD, improve mu-security of CCM? If yes, how much? (3)
Is it possible to further enhance mu-security beyond NR and NKD, which works
for both GCM and CCM?

Contributions

In the first part of this paper, we prove that CCM is as good as GCM with
respect to mu-security for the standard model, NR, and NKD, with the following
contributions. The generation methods of key and nonce for these schemes are
summarized in Table 4.

Tight Mu-bound in the Standard Model (Section 5). We first improve
the mu-bound of CCM in the standard model to %Z + % + Adv™®. The
first two terms %7 + 2% represent the online security, which are better than the
corresponding terms in the previous work, i.e., g—j + 4% and u;ﬁ + &, for any
adversary since ¢ < uo, and o, < o. The new online terms are tight, i.e. match
the generic bounds of the distinguishing attack on CTR and a generic forgery at-
tack. Furthermore, with condition o, < 2™/2, which can be ensured by adequate
rekeying, CCM achieves beyond-birthday-bound online security. The offline se-

curity of CCM, on the other hand, is derived from the last term Adv""". This

mu-PRP term offers the bound “’;,Z“Q in the IC model, which is also tight, match-
ing the bounds of the generic attacks [3]. In summary, the entire bound is tight,
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Fig. 1. Encryption of AE_NTKD. AE.Enc is the underlying tag-based AE encryption.
Fx is the KDF that takes nonce and a tag and generates a key of AE.Enc (and a nonce-
based IV N for the first AE.Enc call). Ai,..., A, are AD sectors, Mi,..., My, are
plaintext sectors, Ch,...,C), are ciphertext sectors, T1,...,T,+m are tags of AE.Enc,
T is a tag of AE_NTKD. N with a counter addition is used as nonce of AE.Enc.

and CCM achieves the same level of mu security as GCM, as summarized in
Table 2.

Enhancing Offline Security with NR (Section 6). Next, we prove that the
mu-bound of CCM with NR in the d-bound and IC models is %:& + 94 + g—f.

on
n

The last term g—{’ represents offline security, where d is ~ g, and negligible.

Thus, NR enhances offline security from % to k bits, making it independent of
the number of users. The online security represented by the first two terms, on
the other hand, is identical to that of bare CCM in the standard model, which
is tight. The bound is again the same as that of GCM in the d-bound and IC
models, as shown in Table 2.

Enhancing Online Security with NKD (Section 7). While NR enhances
the offline security of CCM, the online security remains unchanged with the term
%Z. We improve it using NKD, following the previous approach for GCM [13].
The mu-security of CCM with NKD in the d-bound and IC models is %7 +
L+ % + Adern“prf7 obtained by replacing ¢, with ¢, and adding the mu-PRF
advantage of F in the above mu-bound of CCM with NR. Although the mu-PRF
advantage is added as a new offline term, it becomes negligible by choosing an
appropriate KDF with sufficient key length, and the overall offline security is k
bits.

The online security is enhanced under the condition that "2",,5’ > % and
oy < 0. Because o, is upper-bounded by about v¢, the online term is improved
to about UQZ—W" The bound is the same as the one of GCM with NKD in the IC

and d-bound models, thus CCM achieves the same level of mu security as GCM.

Nonce-Based and Tag-Based Key Derivation (NTKD) (Section 8). In
the second part of this paper, we present a new method called NTKD to further



enhance online mu-security. NTKD can be applied to both GCM and CCM, and
can be applied in generic for any tag-based AE: an AE such that (i) encryption
generates a ciphertext C' and a tag T' and (ii) decryption generates T without
using T' and authenticates the data by matching 7' and T”. The basic idea of
NTKD is to separate the input data into multiple sectors, an appropriately pa-
rameterized number of data blocks, and apply AE to each sector by setting the
key for the ith sector to an output of KDF that is computed from the nonce and
the tag for (i — 1)-th sector. The encryption of NTKD is depicted in Fig. 1 and
the key generation method is given in Table 4. This has the effect of rekeying
in every sector and improves security. By setting the sector length to /oy, the

ono

mu-bound becomes Y57 + 2§ + g—f. Because o, is upper-bounded by about v/,
with n = 128, ¢ = 2%, and ¢ = 202, security is ensured as long as v < 228,
which is significantly higher than v < 4 for NKD with the same setting. Also we
evaluate the value of o that can be securely processed for some v. with n = 128,
v =219 and ¢ = 224 NTKD ensures security up to ¢ = 2!, while NKD ensures
security up to o = 2%4, which does not reach o = 2192, as shown in Table 3.

Regarding the speed, the performance of NTKD depends on the plaintext
length and the chosen sector length. The overhead may become significant with
short plaintexts or small sector sizes; however, it becomes negligible for long
plaintexts and appropriately chosen sector lengths, and NTKD achieves perfor-
mance comparable to that of the original scheme.

2 Notations

Let € be the empty string, ) the empty set, and {0, 1}* the set of all bit strings.
For integers i < j, let [i,7] == {i,a + 1,...,4} and [j] := [1,j]. If i« > j then
[i,7] == 0. For an integer n > 0, let {0,1}" be the set of all n-bit strings,
{0,119 := {e}, {0,1}=" == Usepo,n{0, 1}, and {0,1}™ := {X € {0,1}* | |X]| >
0,|X| mod n = 0}. Let 0° be the bit string of i-bit zeros. For a bit-string D €
{0,1}* and a positive integer n, let |D|, := [|D|/n] be the n-bit block length of
D. For X € {0,1}9, let | X| := j. The concatenation of two bit strings X and YV’
is written as X||Y or XY when no confusion is possible. For integers 0 < j <
and X € {0,1}", let msb;(X) (resp. Isb;(X)) be the most (resp. least) significant

j bits of X. For a non-empty set S, S & S means that an element is chosen
uniformly at random from S and assigned to S. For two sets S and &', S <= &’

means S + SUS’. For an integer [ > 0 and X € {0,1}*, X1,..., X, <& X means
parsing of X into fixed-length I-bit strings, where if X # ¢ then X = X|| - - - || X,
|X;| =lforie[¢{—1],and 0 < | Xy < I;if X = ¢ then £ =1 and X; = e.
For integers m,n > 0, let Func(m,n) be the set of all functions from {0,1}™ to
{0,1}™. For an integer n > 0, let Perm(n) be the set of all n-bit permutations.
For a set S and j € [I], let (y1,...,Yj—1,% Yj+1,---,4) € S be a condition that

Ely s.t. (yla“'ayj—17y?yj+la"'ayl) €Ss.



Algorithm 1 CTR

Encryption/Decryption CTR[Ek]|(N, D)
1: m<« |D|p; fori=1,...,m do Xs; < add(N,i); Y2, < Ex(X2,) end for
2: KS < msbjp|(Ya,1||---[|Y2,m); D' < D & KS; return D’

Algorithm 2 CBC

MAC CBC[EK}(B)

1: b« |B|n; Bl,...,Bb (i B; Yl,O ~— 0"

2: for 1 = 1,...,bdo Xl,i ~— B; ® leyifl; Ylyi — EK(Xl,i) end for
3: return Y3,

Algorithm 3 CCM
Encryption CCM.Enc[Ex]|(N, A, M)
1: B+ fCCM(N,A, M); S CBC[EK](B), X270 < add(N, 0); Yzy() < EK(Xzy())
2: T + Isb¢(S @ Y2,0); C + CTR[EK](N, M); return (C,T)
Decryption CCM.Dec[Ex](N, A, C, f)
1: M+ CTR[EK](N, C), B + fc(;M(N, A, M); S CBC[EK](B)
2: XQ,() < add(N, O), Y270 < EK(XQ’O); T < |Sbt(S@ 5/2,0)
3: if T =T then return M else return reject end if

3 Specification of CCM

CCM is a block-cipher(BC)-based and nonce-based AE scheme with the Encrypt-
and-MAC structure. The encryption part is the CTR mode and the MAC part
is CBC-MAC, which is simply denoted by CBC throughout the paper.

3.1 Block Cipher (BC)

A BC is a set of permutations indexed by a key. For positive integers k and n,
let £ :{0,1}* x {0,1}™ — {0,1}" be an encryption of a BC with k-bit keys
and n-bit blocks. Let E~1 : {0,1}* x {0,1}" — {0,1}" be its decryption. Let
E* .= (E,E7"). E with a key K is denoted by Ex or E(K,-). Similarly, E—*
with a key K is denoted by Ex' or E7'(K, ).

3.2 CTR Mode

CTR is a parallelizable encryption scheme with a BC E. The specification of
CTR is given in Algorithm 1 and Fig. 2(right). Let ¢ be a parameter for the
counters. CTR[Ek] : {0,1}* x {0,1}=7(2°=2) 5 {0,1}=7(2°~2) takes a tuple
of a key K, a nonce N, and a plaintext/ciphertext D, and returns its cipher-
text /plaintext D’ such that |D| = |D’|. If D is a plaintext (resp. ciphertext),
then D’ is the ciphertext (resp. plaintext). KS is a key stream with which a
ciphertext (resp. plaintext) is defined by XORing a plaintext (resp. ciphertext).
add : {0,1}” x [0,2°] — {0,1}"™ is a function that on an input pair of a nonce
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Fig. 2. The encryption of CCM, where B < fccm(N, A, M) and By, ..., By <& B.

and a counter, returns an input block of E such that for any N € {0,1}" and
distinct values 4, j € [0,2°], add(N, i) # add(N, j). Note that “2” is reserved for
the first block of CBC and “0” is reserved for masking CBC outputs.

3.3 CBC Mode

CBC is a BC-based MAC that is an iterated construction of Ex. CBC[Ek] :
{0,1}™* — {0,1}" takes a message B of length multiple of n, and returns an
n-bit tag Y7 ;. The specification of CBC is given in Algorithm 2 and Fig. 2(left).

3.4 CCM Mode

CCM is a nonce-based AE scheme with Eg. Let v be the nonce size such that
v < n. Let M = {0,1}="(2°~2) be plaintext/ciphertext spaces and A C {0,1}*
an associated data (AD) space. Let ¢ be the tag size of CCM such that ¢t < n. The
specification of CCM is given in Algorithm 3 and Fig. 2. Let fcem = {0,1} x A x
M — {0,1}* be an injective formatting function that takes a nonce N, an AD
A, and a plaintext M, and returns an encoded message B = fccm(N, A, M) such
that its first n-bit block By = add(N, 2¢), meaning that all first input blocks of
CBC are distinct from all input blocks of CTR. The input blocks defined by add,
namely X1, X520, X21,..., X2, are called the nonce-dependent input blocks,
and the other input blocks, X 2,..., X1, are called the nonce-independent
input blocks.

CCM.Enc[Ek] : {0,1}¥ x A x M — M x {0,1}" is the encryption of CCM
with Ex. It accepts anonce N € {0,1}", an AD A € A, and a plaintext M € M,
and returns a ciphertext C € M such that |C| = |M]|.

CCM.Dec[Ek] : {0,1}Y x AXx M x{0,1} — MU{reject} is the decryption of
CCM with Ek. It accepts a nonce N € {0,1}”, an AD A € A, a cipher C € M,
and a tag T € {0,1}* and returns, deterministically, either the distinguished
invalid symbol reject ¢ M or a valid plaintext M € M.



We define a nonce extracting function extnonce : {0,1}™ — {0,1}” that takes
an n-bit input block X € {0,1}" and returns a v-bit value such that for an input
block X, if AN € {0,1}”,i € [0,2¢] s.t. X = add(N, ), then extponce(X) = N.

4 Security Definitions and Proof Tools

4.1 Distinguishing Advantage

We consider distinguishing-type security notions for BCs and AEs. We thus
define the following distinguishing advantage of an adversary A that has access
to either O; or Oy and returns a decision bit. For i € [2], let A" = 1 be an event
that A with O; returns 1. Then, the distinguishing advantage of A is defined as

AdvE o (A) =Pr[A9 =1] - Pr[A9> =1].

4.2 Security Models for BCs

In the mu-security proofs of CCM, we consider two models for BCs: the standard
multi-user-pseudorandom-permutation (mu-PRP) security and the ideal cipher
(IC) models.

Standard Model. In this model, the underlying BCs are assumed to be mu-PRP
secure, where BC instantiations with independent keys are securely replaced
with independent random permutations (RPs). Let « be the number of users.
In the mu-PRP game, an adversary interacts with either the real-world oracles

(Ek,,...,Fk,) or the ideal-world oracles (Py,..., P,), where Vw € [u] : K, &

{0,1}* and RPs are defined as Vw € [u] : P, & Perm(n). At the end of this
game, A returns a decision bit in {0,1}. The mu-PRP advantage function of A
is defined as

AdvPP(A) = Adv‘g;ﬁ;l7,”)EKH)7(P1MPH)(A).

For all possible adversaries A that have access to u users, make at most ¢ queries,
and run in time 7, the maximum advantage is defined as

AV (u,q,7) = max AdvE™?(A).

Ideal Cipher (IC) Model. Let BC be the set of all encryptions of k-bit key

and n-bit block BCs. An IC is an ideal BC and defined as E < BC. In the IC
model, all parties including CCM oracles and adversaries obtain IC’s outputs by
accessing an IC E* = (E, E71).



4.3 Security Models for CCM

Multi-user-AE (mu-AE) security is the indistinguishability between the real and
ideal worlds. Let u be the number of users. Let $,, be a random-bit oracle of
the w-th user that takes an input tuple (N, A, M) of a nonce, an AD, and
a plaintext, and returns a pair of a random ciphertext and a tag defined as

(C,T) & {0, 1}ICEMEnc[Ex](NAM)| Tet |, be a reject oracle that returns reject
for any query. Let K7, ..., K, be users’ keys defined as Vw € [u] : K, & {0, 1}*.
In the this game, an adversary A has access to either real-world oracles O, or
ideal-world oracles O;qeal defined as follows.

Standard : O, = (CCM[EKM:I)WE[IL]’ Oisdn;al = ($w7 J-w)wE[u]v

real "
IC: Olﬁ?ﬂ = (CCM[EKWDwG[u]in)§ iicciregl = <($w7 Lcfd)wG[U]vE:l:)-
At the end of this game, A return a decision bit in {0,1}. The mu-AE-security
advantage functions of A are defined as

Standard : Adv(cy “"(A) == AdvEh om (A),

real* " ideal
IC: Advey ™™ (A) = Advigin o (A).

Queries to each user are called online queries. Queries to encryption oracles
CCM.Enc|[Ek_] or $,, (resp. decryption oracles CCM.Dec[Ek ] or L) are called
encryption (resp. decryption) queries. In the IC model, Queries to an IC are
called offline queries, and offline queries to E (resp. E~!) are called forward
(resp. inverse) queries.

We consider nonce-respecting adversaries where for each user, all nonces in
encryption queries are distinct. Moreover, making a repeated or trivial decryp-
tion query is forbidden, where the trivial query (N, A,C,T) is such that the
query tuple was obtained by some previous encryption query to the same user.

4.4 Adversaries and Its Resources

In our proofs, we consider computationally-bounded and/or computationally-
unbounded adversaries. Queries to encryption oracles CCM.Enc[Ek, ] or $,, (resp.
decryption oracles CCM.Dec[Ek_] or L) are called encryption (resp. decryp-
tion) queries. Let ge be the number of encryption queries, g4 be the num-
ber of decryption queries, and ¢ be the number of BC invocations in online
queries. and o, the number of BC invocations in online queries to the w-th user
such that Zwe[u] o, = 0. For computationally-bounded (resp. computationally-
unbounded) adversaries, the time resources are expressed by its running time 7
(resp. the number of offline queries to an IC denoted by p). Let o, be the maxi-
mum number of BC invocations per user, i.e., Vw € [u] : 0, < 0y. Let Agy (resp.
Aicm) be the set of all possible adversaries in the standard (resp. IC) model with
the above resources.



4.5 Definitions for Proofs
In our proofs, we use the following notations and definitions.

— For a € [p], let (IA{(‘f),X(Ci),}}(")) be the a-th offline query-response tuples
such that Y(®) = B(K (@) X (@),
For w € [u] and « € [g], w is called “user index” and « is called “query index.”

For a € [q], values corresponding with the a-th onhne query are denoted
by using the superscript symbol of () such as M) C(@) N =A@ ete,
The lengths b and m for the a-th online query are denoted by b, and my,
respectively. Let u, € [u] be the user index for the a-th online query. If an

a-th online query is to an w-th user, then uy, = w.
Let Qene C [g] (resp. Opec C [g]) be the set of encryption (resp. decryption)

query indexes. Let Ql[é’;]c C Qgnc (resp. Qg’e]c C QOpec) be the set of encryption
(resp. decryption) query indexes of the w-th user. Let QI := Q[Lu U QDeC
the set of online quer mdexes of the w-th user.
— For a € [q], let Index'™ := ({1} x [ba]) U ({2} x [0,m,]) be the set of indexes
of input- output pairs in the a-th online query.
— Let X = = {X; (2) | a € Q¥ (i, ) € Index(*)} be all input blocks for the w-th
user. Let XE";] = {X(a) | a € QEnC,( 4) € Index'®} be all input blocks for
encryption queries to the w-th user. Let XQM = {(Xz(})y YQ(;)) |y e gl je
[0,m,]} be all input-output pairs defined in CTR and the tag generation of
the w-th user. Let X,E,w] = {X{?,XQ(?‘I),.. X(O‘ Ll 6 QL1 be the set of
nonce-dependent input blocks for the w-th user. Let #N = {Xffé), . ,Xﬁ)a |
a € Q[“’]} be the set of nonce-independent input blocks for the w-th user.
— Let Y1 = {YZ(;X) | a € Q¥ (i,7) € Index'™} be the set of output blocks for
the w-th user.
— We call “a query phase” a phase that an adversary makes queries to its oracles
and “a decision phase” a phase after finishing all queries and before outputting
a decision bit.

5 Mu-Security of CCM in the Standard Model

We give an mu-bound of CCM in the standard model and the security proof.

5.1 Security Bound
Theorem 1 (Mu-Security of CCM in the Standard Model). VA € Agy,:

2
muae,sm mupr g
AdvEG T (A) S AVEPP (w07 + 0(0) + | D o2 | + 5.

we[u]

With the parameters o and oy, VA € Agm:

Adviy " (A) < AdvE"PP(u, 0,7+ O(0))



5.2 Proof of Theorem 1

Without loss of generality, assume that A is deterministic. Let o, be the number
of BC calls in online queries to the w-th user, where o, < o,. In this proof, we
consider four games.

Real World — Game 2. We start the proof from the real world, followed
by Game 2. In the real world, A has access to Oyea. From the real world to
Game 2, the u BCs (Fk,, )we[u] are replaced with u RPs (F,,),e[u], where Yw €

[u] : P, & Perm(n). Hence, in Game 2, A has access to the modified oracles
Oy := (CCM[P,])wefu)- The BC-RP switch yields the following bound.

Advt 5 (A) < AdVRPP(o, 7 + O(0)).

Game 2 — Game 3. We next consider Game 3. Hereafter, we consider a
computationally-unbounded adversary A. From Game 2 to Game 3, the RPs
(P.)welu) are replaced with random functions (RFs) (R.,)uefu), Where Vw € [u] :

R & Func(n,n). Hence, in Game 3, A has access to the modified oracles

O3 := (CCM[Ry])weu)- For each w € [u], a RF Ry, is the same as a RP as long

0.502
DI

as no output collision occurs, and the collision probability is (”2‘“) . 2% <
Hence, by the RP-RF switch, we have

0.50,,

AdvE (A < Y o

weu]

Game 3 — Ideal World. Finally, we evaluate the difference between Game 3
and the ideal world. We derive the following bound.

Lemma 1. For any computationally-unbounded adversary A,

0. 50
dlst
Adv <5+ §

\dea\

where O3 = (CCM[Ry,])wefu) and Oigeal = (8w Lw)weu)-

Hereafter, we provide a high-level overview of the proof of Lemma 1, and the
formal proof is given in the full version of this paper [22].

Proof of Lemma 1 (Overview). We first consider encryption queries in Game 3.
For cach user, all input blocks X{% in CTR are distinct, and the outputs Yz(?)
are chosen independently and umformly at random from {0,1}". Hence, the
respouses (C () T (O‘)) to the encryption queries are indistinguishable from those
defined by $,, in the ideal world.

The remaining work is to evaluate the difference of responses to decryption
queries between Game 3 and the ideal world. In Game 3, for some response of



the decryption query, a valid plaintext (# reject) is probabilistically returned,
and we have

AdvE . (A) < Pr[3B € Qpec sit. TW =T,
We evaluate the probability by using the following event:

colly, , & 3B € Opec s.t. X1, € AL

Enc

The event means that for some decryption query, the last input block in CBC
collides with some input block defined by the encryption query. In other worlds,
if the event does not occur, then all tags 7% are defined independently of the
responses of the encryption queries. Thus,

Pr[38 € Qpec st. TW = T | —colly,,] < B,

and
AdvE ,  (A) < Pr[3 € Qpec sit. TP =T | ~collx, ] + Prlcollx, ,]

qd
S ? + PI‘[CO”XLJ.

We evaluate the probability Prlcollx, ,]. By the iterated structure of CBC and
the property of add,? the event collx, , implies that there exists 8 € Qpec, and

J € [bg] such that the j-th CBC input block is Xl(é) e " but the previous input

Enc

block is X1(§')—1 ¢ XE[Lr'fZ]. The j-th input block has the form of X{? = BJ(B)@Yl(g)_l
and Y1(,§ )71 is chosen independently of all output blocks for the encryption queries.

Using the randomness of Y1(5)717 we have the following birthday bound:

Ow 1 0.502
Prlcollx, ,] < Z (2) ‘om < Z TR
] wely]

wEu

By using the above bounds, we obtain the bound in Lemma 1.

B (Lemma 1 (Overview))

Conclusion of the Proof. By using these bounds, we have
AdvEy M (A) < AV, o,(A) + AdVE o, (A) + AdVE o, (A)

0.502 n 4
2n 2t

< AdvRPP(u, 0,7+ 0(0) + Y

welu]
B (Theorem 1)
9 The property of add ensures that for each w € [u], a € Q[Eﬁ]c, and 8 € QE’;]C, the
messages B(®) and B of CBC are distinct and the first input block Bgﬁ) is distinct
from all input blocks in CTR, offering the condition 38, j s.t. (Xl(ill ¢ XE[:f]) A
[ug]
(X7 e a2,

Enc



6 Mu-Security of CCM with NR

We evaluate the security of CCM with randomized nonce in the IC model. We
use the d-bound model by Hoang and Tessaro [13], which is a generalization of
the randomized nonce.

6.1 d-bound Adversaries

In the d-bound model, the number of collisions of nonces in encryption queries
across users is bounded by d. Note that there is no collision in nonces in encryp-
tion queries within the same user.

Definition 1 (d-bound model). For w € [u], let NI be the set of nonces in
encryption queries to the w-th user. A d-bound adversary is such that for any
N e€{0,1}, {w € [u] | N e NI} < a.

The parameter d can be small by using a random nonce: each original nonce
Norig is defined by incrementing 1, i.e., Nowg = Norig + 1 (initially Nowig = 07),
and a randomized nonce N is defined as N = Nz @ R with the v-bit original
nonce Ny and a user-specific random mask R € {0,1}".

We study the bound d. We consider the following randomized nonce: each
original nonce No.ig is defined by incrementing 1, i.e., Norig <= Norig +1 (initially
Norig = 0™), and a randomized nonce N is defined as N = Ny, & R with the
v-bit original nonce Ny and a user-specific random mask R € {0,1}”. Then,
for each of d randomized nonces N(@1) . . N(@a) guch that the user indexes
Uays - - -, Uq, are all distinct, we have Pr[N(®1) = .. = N(@a)] < (2%)51_1. Using
the bound with d := —%—, we have

log, v

d—1
1
Pr[30q,...,aq 5.t N = = N()] < (‘s) : ()

10;2 v
e \ ¢ €qe
< 2V ( ) — 2” _—
=7 \azv ( 2 2v>

log, v

L logy v eqe ez
< (@) e
log, v

< (Mose )

21/

using Stirling’s approximation (d! > (d/e)? for any d). We then consider for the
common parameter for CCM: the nonce size is v = 3n/4 (v = 96 when using the

AES parameter n = 128). In this case, d = % and the bound of d can be

ensured up to ¢e =~ 93n/4 encryption queries.



6.2 Security Bound

The mu-security bound of CCM with NR is given below.

Theorem 2 (Mu-Security of CCM with NR in the IC Model). VA € A,
such that A is a d-bound adversary:

- i, () 0+ o)
AdveeyM(A) < Qt d 4 Z e

on 2k+n

3(log, n)o gz 7 op+o
+(( gonie) 7 | o +e)

With the parameters o and oy, VA € Aicm such that A is a d-bound adversary:

(d+ 525) 0+ 0)

) qd Ouo
Adv{iG™M(A) < % + T o
3(logy n)o\ 7 o(p + o)
+ ( o +

Assume that n < k. The last three terms excluding p are of online security
and become a constant if ¢ is about 2. On the other hand, the second term
becomes a constant if ¢ is about 2 . Hence, the first two terms are dominant
online terms. The last term cxcludmg o is of offline security and becomes a
L Since o < 2", the third term excluding o is a dominant

dominant terms in the bound is q‘i + < o 7+ g—f.

constant if p =
offline term. Since d is about

log n’

6.3 Proof of Theorem 2

Without loss of generality, we assume that A is deterministic. In this evaluation,
we consider three games.

Real World — Game 2. We start the proof from the real world, followed
by Game 2. In the real world, A has access to Oea. From the real world to
Game 2, the u BCs (Ek,, )uep are replaced with u RFs (Ry)wefy. Hence, in
Game 2, A has access to the modified oracles Oy = ((CCM[Ry])weu), EF),

where E < BC and Vw € [u] : Ry & Func(n,n). The following lemma shows an
upper-bound of the difference between the real world and Game 2.

Lemma 2. For any computationally-unbounded adversary A,

(44 525) 0+ o) L o+o)

Advc(ioif:m ,02 (A) <

— 2k 2k+n
3(logyn)o Toaz 7 0.502
- (2" * %:] on

where Oreal = ((CCM[Ek,)wepu), EE) and Oz = ((CCM[Ru))wepu), EE)-



Hereafter, we provide a high-level overview of the proof, and the formal proof is
given in the full version of this paper [22].

Proof of Lemma 2 (Overview). From the real world to Game 2, the underlying
primitives are replaced from an IC E (with independent keys) to independent
RFs (Ry)welu)- We thus define the following three events that are taken into
account the difference.

EVENT colloy, 2. We first define the following event:

collon, 2y < Fwi,wa € [u] s.t. w1 # wa A Kol = glel
A ()([Wl] N X[W2] 7§ (Z) \Vi y[‘*’l] N y[w2] 7& @)7

which considers a collision of pairs of key and input/output block between
distinct users. If it does not occur in the real world, for each user, the un-
derlying primitive can be independent of those of the other users as Game 2.
xldnxlea] £ () is the condition on the input-block collision and Y 1INzl -£ ¢
is the one on the output-block collision.

We consider the collisions K11 = Klw2l A ylor] n plws] £ g,

— If X,E,wl] N X,E,wz] # (), i.e., a collision occurs in nonce-dependent input blocks,
then a collision of nonces between distinct users occurs. In the d-bound model,
for each nonce N(® of the wy-th user, the number of the other different users
with the same nonce is at most d. Hence, for each pair of key and nonce, the
probability that the pair collides with one of the pairs of the other different
users is at most 2%. Thus, we have

d dq

PriK™) = KA nagl £ 01< Y 5= 5

aglq]

— If X;le] NXw2l £ (), i.e., a collision with nonce-independent input blocks occurs,

then each input block Xl(?;-) e X;le] is defined as Xl(f;) = Bif;) ® Yl(,(;ll where

Y1(3)—1 is an n-bit random value. Hence, we can use the n-bit randomness,
providing the bound

2
wi| w [Wl] w a 1 g
Pr[K[ 1] — Kl Q]AX;&N N Xl 2]7g@]§ (2> Wgw

We next consider the collisions K1l = Klw2] A ylwi] q plw:] = (). The evalu-
ation is the same as the one for the collisions K« = K2l A X,E,wl] N X,\[,m] # .
In this case, instead of the multi-collision bound d for input blocks, we use a
multi-collision event for output blocks Uwe[u]y[‘*’]. By using the randomness of
the output blocks, the probability that (—2— )-multi-collision occurs in the out-

logy n

put blocks can be bounded by (3(10%73")0) Gz . Assuming that the multi-collision




does not occur, by the same evaluation (but d is replaced with the bound oz, ),

we have
n

e
peic) Ko i) ) <

Summing these bounds, we have the following bound:

<d+ logn2n) g N (i’)(log2 n)a) Togg m N o?

Prcollon, £4] < 5% o o

EVENT collonoff- In Game 2, the underlying primitives (R,,),c[, are indepen-
dent of E*. On the other hand in the real world, all underlying primitives are
E (with independent keys). We thus define the following event for the difference:

collonoff < @ € [g], (i, 5) € Index'™), 8 € [p] s.t.
Klel — g0 A (Xz((;) = X® v YZ(;I) _ y(ﬁ)).

The event considers a collision of pairs of key and input/output block between
online and offline queries. If it does not occur, outputs of user’s primitives can
be independent of offline query-response tuples. The evaluation is similar to the
evaluation for the event colly, .. By using the d-bound model for the input-block
collision and the (log’; —)-multi-collision event for the output-block collision, we

can obtain

(d + logT; n) p ap
2k 2k+n .

Pr[CO”on,ofF] <

EVENT collgy,—y. In Game 2, for each w € [u], each output of the underlying
primitive R, is chosen with replacement. On the other hand, in the real world,
all underlying primitives are E (with independent keys) and for each w € [u],
each output of the underlying primitive is chosen without replacement. We thus
define the following event for the RP-RF difference:

Ollon —y < Tw € [u], X x(*2) ¢ xlel g,

11,717 712,72
Xl(la;z 7& Xl(zajfz A }/;(1&]11) }/;(20]22)7

(a (a . . .
Flvhere Y, jll and Y] ]22 are independently chosen. By the birthday analysis, we
ave

O\ 1 0.502
Pricolln—o] < (‘72) D 2:“-

wE[u] welu]

DERIVING THE BOUND IN LEMMA 2. These events cover the differences from
the replacements of the underlying primitives from (Ex,, )wefu] t0 (Ruw)weu]; thus



by the above bounds,
AdvS® 5 (A) < Prfcollon 2] + Prlcollon off] + Pr[collon, —y]

real s
< (d+ logzn) pto) L opto)

— ok 2k+n
3(logy n)o ey 0.502
+< omn + Z oan
w€[u]

B (Lemma 2 (Overview))

Game 2 — Ideal World. For the difference between Game 2 and the ideal
world, we use Lemma 1 in the proof of Theorem 1. In Lemma 1, an IC is absent,
whereas in this evaluation, an IC is available. However, the responses of online
queries are independent of the IC, thus an adversary can simulate an IC. Hence,
the difference between Game 2 and the ideal world can be bounded by the bound
in Lemma 1, and we have

dist
AdV02 ,Oideal

(A) <

0.502
> 0
2n 2t
we|u]

Conclusion of the Proof. Using the above bounds, we have

Adviey T (A) < AdVEY o, (A) + AdVE o, (A)

_ o2 (d+log”2n)(p+o)
S o + on + oF
we[u]
3(logzn)o \ "7 o(p+ o)
+ on 2k+n :

B (Theorem 2)

7 Mu-Security of CCM with NKD

In this section, we consider the mu-security of CCM_NKD, CCM with the nonce-
based key derivation NKD, following the previous application to GCM [11]. Com-
pared to CCM with NR, CCM_NKD replaces the dominant term %7 to %7,
wherein o, is the maximum number of BC invocations within the same nonce

and user’s key, thus its online security becomes independent of o,.




7.1 Specification of CCM_NKD

Let Fx : {0,1}¥ — {0,1}* be a KDF with a k-bit key K that accepts a nonce and
returns a nonce-based key of CCM. The encryption and decryption algorithms
of CCM_NKD are defined in the following.

— For an input tuple (N, A, M) € {0,1}” x A x M, the encryption is defined as

CCM_NKD.Enc[E, Fx](N, A, M) := CCM.Enc[Er . (n))(N, A, M).

— For an input tuple (N, A, C,T) € {0,1}* x A x M x {0, 1}, the decryption is
defined as

CCM_NKD.Dec|E, Fg](N, A, C,T) := CCM.Dec|E . ()] (N, A, C, T).

7.2 Multi-user PRF Security

In our proof, we assume that the KDF is mu-pseudorandom function (mu-PRF)
secure. Let u be the number of users. In the mu-PRF-security game, an adver-
sary A has access to either real-world oracles (Fg,,...,Fg,) or ideal-world ones
(R1,...,Ry), where K; is the i-th user’s key defined as K; & {0,1}* and R; is

a random function of the i-th user defined as R; < Fu nc(v, k). At the end of this
game, A return a decision bit. Then, the mu-PRF-security advantage function
of A is defined as

muprf i
Advi'P(A) = Adv‘g;;w)%W(RW)NE[“] (A).

For all possible adversaries A that have access to u users, make at most g queries,
and run in time 7, the maximum advantage is defined as

AdvP™ (u,q,7) = max AdviPT(A).

7.3 Mu-Security of CCM__NKD

For each nonce, the KDF in CCM_NKD provides a fresh key of CCM under the
assumption that F is a secure PRF. Hence, in the mu-setting, there are at most
g keys of CCM via the KDF in CCM _NKD. By using the bounds in Theorems 1
and 2, we obtain the following bounds of the mu-AE security of CCM _NKD.
Let o, be the maximum number of BC invocations whose keys are defined by
CCM _NKD with the same nonce and user’s key.

Corollary 1 (Mu-Security of CCM_NKD in the Standard Model). For
any computationally-bounded adversary A,

m m on0 mupr
Adeé:/TfNKD(A) < on + % + Adv{? f(u,q, 7+ 0(0))

+ Adv (g, 0,7 + O(0)).



Corollary 2 (Mu-Security of CCM NKD in the d-bound and IC Mod-

els). For any Computatz'onally—bounded_adversary A,

Advg'é,f,‘fjf\,mKD (A) < Adv?”prf(u7 q, 7+ O(0)) + % + UQHnU
(44 587) P+ ) (3(logy o\ 7 olp+0)
e (TR g

With a discussion similar to Section 6, dominant terms in the bounds are '21—‘;' +

Ono dp
2n + 2k *

7.4 Choices for PRF

As mentioned in [11,21, 5], the concatenation of truncated BCs and CENC [16]
are nice choices for the KDF in CCM _NKD. Particularly, when implementing
AES with AES-NI, the KDF can be efficiently performed.

8 Authenticated Encryption with NTKD

We present an AE mode AE_ NTKD that enhances the mu-security of tag-based
and BC-based AE schemes including CCM and GCM by respecting its interfaces.
AE_NTKD equips a nonce- and tag-based key derivation NTKD.

8.1 Parameters of AE_NTKD

Let , v, and ¢ be lengths of keys, nonce, and tags of AE_NTKD such that t < n.
In AE_NTKD, AD and a plaintext/ciphertext are divided into data blocks called
sectors. Each sector is processed by using the underlying AE. Let s be the length
of each sector.

8.2 The Underlying AE of AE_NTKD

Let AE be a tag-based AE scheme that is a pair of encryption and decryption
algorithms (AE.Enc, AE.Dec). Let K, N, A, M, C, and T be the sets of keys,
nonce, AD, plaintexts, ciphertexts, and tags of AE, respectively. We define the
set of tags as T := {0,1}".

— The encryption algorithm AE.Enc : K x N x A x M — C x T takes
(K,N, A, M), and returns, deterministically, a pair (C,T).

— The decryption algorithm AE.Dec : KXN xAxCxT — {reject}UM takes a
tuple (K, N, A, C, f) and returns, deterministically, either the distinguished
invalid symbol reject ¢ M or a plaintext M € M.



Algorithm 4 AE_NTKD
Encryption AE_ NTKD.Enc(K, N, A, M)
D To 0% N« F%(N,0Y); A1,..., Ay & A; My, ..., My, <& M
: forie [aer] do
K (—FK(N T 1) N <—addntk(N ’L)
if ¢ < a then (C;,T;) < AE. Enc(KZ,NZ,AI, €)
else (Ci—q,T;) < AE. Enc(K Nl,s M;_,) end if

o

end for
C < Ci|| -+ ||Cm; T <= Taym; return (C,T)

2

Decryption AE_NTKD.Dec(K, N, A, C,T)

1: To < 0% N « F%(N,0%); A1, ..., Aq < A; Ch,...,C &2 C
2: for i € [a+m] do
3: K; < FL(N,T;-1); N eaddntk(N i)
4: if i <a then (M;,T;) < AE.Enc(K, ,N Aiy€)

else (Mi_,,T;) < AE.Dec*(K;, N ,Ci_,) end if
5: end for
6: M« M| ||[Mm; T < Totm

I~

if T =T then return M else return reject end if

We require that

V(K,N, A, M), (K',N', A', M) s.t.
|M| = |M'| : |AE.Enc(K, A, M)| = |AE.Enc(K', A", M")|,
VK,N,A,M : AE.Dec(K, A,AE.Enc(K,N,A,M)) = M.

AE.Enc and AE.Dec with a key K € K are denoted by AE.Encx and AE.Decg.
Let AEx = (AE.Enck, AE.Deck).

We extract a tag generation function and a core function of AE.Dec. Let
TagGen : K x N x A x C — T be the tag generation function such that for any
(K,N,A,M) € KXN x Ax M, (C, TagGen(K, N, A,C)) = AE.Enc(K, N, A, M)
holds. TagGen with a key K is denoted by TagGeny. Let AE.Dec” : K x N x
AXCxT — MxT be the core function of AE.Dec that produces an unverified
plaintext M and a tag T, i.e., for an input (K, N, A,C,T) e CXN x AxCxT
to AE.Dec, the output is defined as follows: (M, T) + AE.Dec”(K, N, A,C) and
the output is M if T = TN“; reject otherwise.

8.3 The Underlying KDF of AE_NTKD

Let F:{0,1}% x {0,1}* x {0,1}' = K x N be the KDF that takes a x-bit key,
nonce, and tag, and based on nonce and a tag, returns a pair of key and IV F
with a key K is denoted by Fx. For (K,N,T) € {0,1}* x {0,1}" x {0, 1},
FL(N,T) = K and F% (N, T) := N such that Fx(N,T) = (K, N).



8.4 Specification of AE_NTKD

The specification is given in Algorithm 4 and Fig. 1. For .« which is a maximum
number of sectors in AD or a plaintext, let addnpk : {0,1}” X [lmax] — N be
a nonce-updating function that takes nonce N and a counter i, and returns
nonce of the underlying AE such that VN € {0,1}",4,5 € [lmax] St @ # j:
addnec(IV, i) # addnu (I, j). Note that in Fig. 1, addau(N,i) = N + (i — 1).

AE NTKD.Encg : {0,1}” x {0,1}* x {0,1}* — {0,1}* x {0,1}" is the en-
cryption algorithm with a key K € {0,1}" that takes a tuple of nonce, AD, and
a plaintext, and returns a pair of a ciphertext and a tag. In AE_NTKD.Enc,
AD and plaintext are respectively divided into sectors of s bits Aq,..., A, and
My, ..., M,,. Note that if A = ¢, then a = 0. First, a nonce-based key K, and a
nonce-based IV N are defined by using the KDF Fg. Then, by iterating AE.Enc
and Fg, AD sectors are processed, followed by the process of plaintext sectors.
The KDF takes nonce N and a tag of the previous AE.Enc call, and returns a
key of the next AE.Enc call.

AE_NTKD.Deck : {0,1}* x {0,1}* x {0,1}* x {0,1}* — {0,1}* x {0,1}* is
the decryption algorithm with a key K € {0,1}* that takes a tuple of nonce,
AD, a ciphertext, and a tag, and returns a valid plaintext if the inputs are au-
thenticated; the reject symbol reject otherwise. In AE__NTKD.Decg, AD and
a ciphertext are respectively divided into sectors Ai,..., A, and C4,...,Cp,.
Then, similarly to AE_NTKD.Encg, the AD sector blocks are processed by it-
erating AE.Enc and Fg, and then the ciphertext sector blocks are processed by
iterating AE.Dec” (instead of AE.Enc) and F.

8.5 Security Definition for AE_NTKD

We consider the mu-AE security of AE__NTKD in the IC model. Let u be the
number of users. We use the security definition in Section 4 with the real-world
oracles Oreal := ((AE_NTKD | )welu], BE) and the ideal-world oracles Ojgeal =

(($0, Lo)wepu: EE), where Vw € [u] : K] & {0,1}% and E* is an IC. The
advantage function of an adversary A is defined as

AdV/TEieNTKD(A) = AdV?ois,:a|,oidea.(A)-

Let p (resp. o) be the number of offline queries (resp. BC calls of AE_NTKD in
online queries). Let g4 be the number of decryption queries. Let A be the set of
all possible nonce-respecting computationally-unbounded adversaries with the
resources.

8.6 Assumption

Regarding the KDF, we assume that F is mu-PRF secure. The definition of
mu-PRF security is given in Section 7.

Regarding the underlying AE, we assume that AE is mu-AE secure in the
IC model. Let w3 be the number of users. We use the security definition given



in Section 4. In this case, we consider the following real-world and ideal-world
oracles:

Oreal = ((AEK[“,])wE[ul],Ei), Oideal = (($wa J—w)we[ul]aEi)v

where Yw € [u] : K] & K and E* is an IC. Then, the advantage function of
an adversary B is defined as

AdeEae (B) = Adv?ﬁ;ﬁ; ,Oideal (B) :

Let ¢; be the maximum number of primitive calls of AE per online query. Let
gd,1 be the number of decryption queries. Let oy be the number of primitive
calls of AE in all queries made by B. Let p; be the number of offline queries.
Let Q1 == (u1,01,4d4,1,%1,p1) be the query resources of adversaries. Then, for
all possible computationally-unbounded adversaries with the resource Qi, the
maximum of the advantage function is denoted by

AdvE*(9Q) = max Advig*(B).

In addition to the mu-AE assumption, we assume that TagGen is regular and
almost universal. The definitions are given below.
Definition 2 (Regular and Almost Universal (AU)). For an input tuple D
to TagGeny, let Np be the number of primitive calls (such as BC calls and n-bit
field multiplications) of TagGeng (D). Let § be a function that takes the number
of primitive calls of TagGeny with Dy and returns a probability for regular and
AU. TagGen is said to be d-reqular if for any Y € {0,1}* and any input tuple D,

Pr[K <& K; TagGen (D) = Y] < 6(Np,0).
TagGen is said to be §-AU if for any distinct tuples D1, Ds,
Pr[K & KC; TagGen (D) = TagGeng (D3)] < §(Np,, Np,).

8.7 mu-AE Security of AE_NTKD

The following theorem shows the mu-AE-security bound of AE_ NTKD with the
assumptions that F is mu-PRF secure, AE is mu-AE secure, and TagGen is regular
and AU.

Theorem 3. Let by be the maximum number of BC calls in AE.Enc with a pair
of s-bit AD and the empty plaintext or a pair of empty AD and an s-bit plaintext.
Let TagGen be §-regular and §-AU such that for the numbers of primitive calls
Ny, Ny and a positive integer ¢, §( Ny, Na) = w Then, VA € A:

cono

bs2t
where Ql (: (ulv 01, qd,la €17p1)) = (Lg/bbJ + q,0,4d, b87p)'

Intuitively, assuming that F is mu-PRF secure and no collision occurs on the tags,
we can ensure that each AE call has a fresh random key. Thus, the mu-AE security

of AE_NTKD can be reduced to that of AE. The term 3737 is the probability of
the tag collision. The proof is given in Section 8.9.

AdVRE ko (A) < AdvP*™ (u, 0,7+ O(0)) + + AdvTEE(Qy),




8.8 Applications to CCM and GCM

We first consider AE__NTKD with CCM in the IC model, i.e., AE = CCM. Note
that the parameter ¢ of CCM is a constant [1]. Assume that Adv™ (u, 0,7 +
O(0)) is negligible compared with the other terms, which can be realized by
using highly secure KDFs, such as BC-based PRFs [11,21,5,6] and SHA-2/3-
based KDFs [25, 24].

We evaluate the term Adv{cy (Q1) with Theorem 2. Let B be an adversary
with the resource Q7. Let v be the maximum number of decryption queries per
user. For w € [uq], let o, be the number of BC calls in queries to the w-th user.

Hence, 0 = Zwe[ul] 0w- By Theorem 2, for any adversary B, we have
_ 2 d+ 2= ) (p+0)
muae,icm dd Ow ( log, n)
Adveey(B) < ot Z on T ok
wE [u1]
3(logy n)o\ Tm  a(p + o)

Regarding the term Zwe[ul] ;—’;{, since the number of encryption queries to each
user is at most 1 and the number of BC calls in each query is at most by, the
term is maximum when for each of some |gq/v] + 1 users, B makes v decryption
queries that require by BC calls per user. Without loss of generality, assume that
the user indexes with the decryption queries is from 1 to |gq/v] + 1. In this case,
for wy € [|ga/v] + 1], 0w, = bs + bsv, and for wa € [|qa/v] + 2,u1], Ow, < bs.
We thus have
2 2 2
5 b (qu/vJ+1)-w+ 3 biow, _ 8vas | bo

on = 2 on = on n
we[uq] wa€[lqa/v]+2,u1]

Regarding the number of forgery attempts v, it can be limited by rekeying. We

thus assume that vgq < o, and the above bound is at most 222, We then use

the parameter b, = /2"~ tg, that ensures b;f = p5¢. Putting the bound of

Advcey(B) with by = /27~ toy, into Theorem 3, the mu-AE-security bound is
about

qd n V2rTto,o n d£

2t AL 2k
When ¢ = n, the bound ensures that AE_NTKD with CCM is mu-AE secure as
long as o < 2"/,/0, and p < 2k,

Regarding GCM [9], Hoang et al. [13] derive the same bound for Advgén (9Q1)
as our CCM’s bound in the d-bound model. Note that GCM uses the MAC
algorithm GMAC and the parameter ¢ of GMAC is a constant. Hence, AE__NTKD
with GCM is as secure as AE_NTKD with CCM regarding mu-AE security. By
using by, = /0, and assuming that Adv{"™ (u, 0,7 + O()) is negligible and
vqq < o, the mu-AE-security bound is about

qq V2" toh,o dp



When ¢t = n, AE_NTKD with GCM is mu-AE secure as long as ¢ < 2"/, /0, and
p < 2k,

8.9 Proof of Theorem 3

We first modify the real world, where R,, is replaced with F (. for each w € [u].
The modified world is called “middle world.” Hence, an adversary A interacts
with the middle-world oracles Omigdie := ((AE_NTKD[R.])we[), EE), where B+
is an IC and AE_NTKD[R,,] is AE_ NTKD g.; with R,,. We then have

AdVEES o (A) = (Pr [AO = 1] — Py [AOmas — 1])
+ (Pr[AOmse — 1] — Pr [ACw = 1]).

We evaluate each difference in the followings.

Upper-bounding Pr [Ao'ea' = 1] — Pr [Aomidd'e = 1]. By the replacement
from Oyeal t0 Omiddie, the difference is bounded by the mu-PRF advantage, i.e.,

Pr[A%= = 1] — Pr[AOmice = 1] < Ader"”’"f(u, o, 7+ O(0)).

Upper-bounding Pr [Ao'"idd'e = 1] — Pr [Ao‘dea' = 1} . We use the following
notations. For « € [g], let m,, and a, be the lengths m and a of the plaintext
and AD in the a-th online query. For a € [q], values regarding the a-th online
query are denoted by using the superscript symbol of (a), e.g., M(®), C(®) etc.
Let u, be the user index of the a-th online query.

We next define the following collision events in the middle world. For « € [g]
and i € [aq + Mma), let DEQ) be a pair of an AD sector and a ciphertext sector
at the i-th AE call of the a-th online query. If i < a,, then DEO‘) = (Al(a),e); if
i > aq, then Dga) = (57M-(a) ).

i—Qq

coll & 3o, B € [q],% € [an +mal,j € [ag +mg] s.t. (a,1) # (8,7)
Aug =ug AN©@ = NB)
AT D) # (T2, DY) AT = 1.

i— 7 J

The collision event considers a tag collision of some two distinct sectors or keys,
yielding a key collision of the underlying AE. In other worlds, each key of the
AFE is independently chosen as long as coll does not occur. With the event, we
have

Pr [AOrice = 1] — Pr [A%9 = 1] < Pr [A9e =1 | =coll]
— Pr [A%! = 1] + Prlcoll].



Upper-bounding Pr [AO"““'“e =1| ﬁcoll] — Pr [Aoi“ea' = 1]. We give an
overview of the evaluation. The detail evaluation is given in the full version
of this paper [22].

Assume that coll does not occur. In the nonce-respecting setting, all keys
of AE.Enc in the middle world are independently chosen by RFs (R.)uefu]-
Hence, {AE_NTKD.Enc[Ry]}uel) behave as random-bit oracle up to the ad-
vantage Advag  (Q1), where Q1 = ([0/bs] + ¢, 0,44, bs, p). Moreover, each tag
of AE_NTKD.Dec in the middle world is defined by using AE.Dec. Hence, the
probability of forging a tag of AE__NTKD.Dec[R,,] is bounded by the advantage
AdvE*(Q1). We thus have

Pr [AOmwe = 1 | ~coll] — Pr [A%4= = 1] < AdviE**(Q1).

Upper-bounding Pr{coll]. For each o, 8 € [¢],% € [an + ma],j € [ag + mg]
such that (a,i) # (3,7), ux = ug and N(® = NB) if 1;(3% #* Tj(f)l, then the
keys K Z-(a) and K ](ﬂ) are independently chosen, and thus by the regular property

of TagGen, the probability of the tag collision Ti(a) = Tj(B) is at most 6217,;“". If

Tl(f‘% = Tj(f)l and Dga) =+ D§.ﬁ), then by the AXU or regular property of TagGen,
the probability of the tag collision is at most 226—3

For w € [u], let N, be the number of distinct nonces in queries to the w-th
user. For i € [N,], let 0,,; be the number of BC calls in online queries with the

i-th nonce to the w-th user. Then, for each i € [N,], there are at most [Z=*]
keys of AE. By using the above bounds, we have

Pricol < 3 (( 1)21>22dt’
V]

weEul,i€

0.5([Z2])2 - 2cb,

DL -

w€[u],i€[Nu]
4C(Jw,i/bs)2 by
S
w€[u],i€[Nu]
deono
<

— b2t

Conclusion of the Proof. Combining the above bounds, we obtain the bound
in Theorem 3.

B (Theorem 3)
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