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Abstract. We introduce a simple pairing-based vector commitment with
subvector opening where, after a one-time preprocessing, the prover can
open a subvector of size ¢ in linear time. Our focus is on practically
relevant solutions compatible with already deployed setups—specifically,
the powers-of-7 setup used by KZG and many popular SNARKs. We
achieve substantial concrete speedups over aSVC (Tomescu et al., SCN
2020), the relevant state of the art in deployable subvector commitments
with O(£log? £) prover and verifier time: our opening is over 60x faster
on subvectors of any size; on large subvectors our opening and verifica-
tion achieve ~ 4000x and 170X speedups respectively (and four times
as much with parallelism).
Our main result is a construction secure in the AGM and in which:

e A commitment is a single G2 element and a proof is a single G;

element;

e Opening requires ¢ point additions in Gq;

e Verification is dominated by 2¢ G, operations.
We also describe two variants of our main design that are directly com-
patible with deployed applications and where the commitment is a G1
element; these two schemes show similar speedups over prior work. We
additionally support cross-commitment and distributed aggregation, and
provide an open-source implementation.

1 Introduction

Vector commitment schemes [LY10,CF13] are a cryptographic primitive that, in
contrast to simple hashing, enable a form of fine-grained integrity: a weak client
holding a short digest cm, to a vector v, can ensure that position ¢ in v has
value y by checking a small proof 7. What distinguishes this primitive from other
commitment schemes is that both the commitment and the opening are of size in-
dependent of m, the length of the vector v'. Vector commitments—and their ex-
tensions with subvector-opening described below—have numerous applications,
including “stateless” blockchains? [TAB*20], verifiable databases [BGV11], de-

! This definition is sometimes extended to include constructions with a mild depen-
dency on m, e.g., logm. In this work we focus on highly succinct schemes—i.e., with
commitments and proofs of constant-size.

2 This term usually refers to a chain design where validation is stateless and can be
performed by just accessing a short digest of the current state.



centralized storage networks [CFG™20], revocation in group signatures [LPY12],
and proofs of replication [Fis19, ABC*24].

Subvector commitments. In some settings (including all of the example appli-
cations above) we are interested in opening a committed vector in multiple
positions at the same time. That is, the client can request a set of positions
I c{1,...,m} and receive a response y together with a proof m; guaranteeing
that y = (v;),c;. Here we strengthen our requirements on the size of the proof
7: it should not be only independent of |v|, but also independent of ¢, the size of
the requested subvector y. We refer to this type of opening as subvector opening
and to the corresponding primitive as a subvector commitment (or SVC).

Fast opening through preprocessing. Because in a vector commitment there exists
only a limited number of possible individual openings (as many as the positions
in the committed vector v), it is possible in principle to preprocess the openings
m; for all the possible queries on single positions v;. With the help of the right
algebraic setting and cryptographic assumptions, we can sometimes exploit this
fact to design an efficient SVC that works as follows. When the client requests
a set of positions I = {iy,...,4s}, the prover:

(i) retrieves from memory the relevant individual proofs m;,, ..., m,;

(ii) uses a special aggregation procedure to combine them all into a single and
constant-sized proof 7*, which it then sends to the client.

Through this approach, one can build SVCs where the opening time is indepen-
dent of the vector size m, but instead grows only as a function of £.3 For this
blueprint to be genuinely effective in practice, the resulting SVC should also
satisfy two extra properties: aggregation should be more efficient than recom-
puting the proofs from scratch (else it would defy the point of the approach);
both commitments and proofs should be updatable, that is we should be able to
modify them efficiently whenever the vector v changes.

Limitations of the state of the art. Prior work has shown that the aggregation-
based approach is possible from different types of cryptographic assumptions,
such as elliptic curves endowed with bilinear pairings [GRWZ20, TAB*20] and
groups of unknown-order [CFG*20, BBF19]. Among these two families of de-
signs, pairing-based ones are generally the most attractive from a practical point
of view: compared to their counterparts based on unknown-order groups, they
tend to feature more compact proofs, smaller constants in running times, ho-
momorphic commitments and/or rely on trusted setups that are already widely
deployed (see also discussion in Section 1.2)* Yet despite these advantages, even
the most performant among deployable pairing-based SVCs—the aggregatable
SVC (aSVC) of Tomescu et al. [TABT20]—requires O(¢log?¢) time for both
aggregation and verification (due to their reliance on polynomial division tech-
niques). Designing a deployable SVC with linear-time openings and verification
has remained an open problem (where by “deployable” we mean an SVC with
the practically relevant characteristics outlined above).

3 Notice that ¢, the size of the requested subvector, can be much smaller than m.
4 Pairing-based schemes have also proven practical through deployments at massive
scale. E.g., KZG vector opening is at the heart of Ethereum’s sharding [BFL™22].



1.1 This work: optimal opening time and faster verification from
existing setups

Our main contribution is constructing a pairing-based SVC where, after a one-
time preprocessing stage, opening runs in linear time (the theoretical optimal).
Verification in our scheme is dominated by = 2¢ group operations (specifically,
¢ G operations plus one multi-scalar multiplication of size ¢), improving on
the O(¢log®¢) field operations and size-¢ Gy MSM required by Tomescu et
al. [TAB"20] (see summary in Table 1). Our improvements are not only asymp-
totic, but translate to substantial concrete improvements. As we show in Sec-
tion 7, our main scheme obtains the following speedups:

e Opening: 60x on subvectors of any size; 4000x on large subvectors (£ ~64K).
o Verification: 170x on large subvectors (over 750x when using parallelism).

In our main construction, a commitment is a single G5 element, in contrast
to the scheme in Tomescu et al. where it lies in G;. We remove this limitation
in two variants of our main scheme without sacrificing efficiency. Notably, both
these schemes also show orders of magnitude speedups (see Section 7.2).

All our constructions support: homomorphism, efficient updatability of com-
mitments and proofs, and aggregation of proofs across multiple commitments
(cross-commitment aggregation). Being associative (same-commitment aggrega-
tion is a simple sum of proofs), our proofs are particularly suitable for settings
where proof generation is distributed among nodes. We also show that all m
individual proofs can be preprocessed in O(mlogm) time. Although we rely on
a different verification equation, we establish a connection between the proofs in
our schemes and those in KZG commitments. This allows us to leverage tech-
niques for preprocessing KZG openings, specifically Feist-Khovratovich [FK23].
We prove the security of our schemes in the Algebraic Group Model (AGM).

Additional contributions of this work include:

e The two aforementioned variants of our main construction—H([f;f‘lStP (opti-
mized for proving time) and H((ffftv (optimized for verification time). These
constructions feature a commitment cm consisting of a single G element.
If cm is a commitment to vector v, it corresponds to a KZG commit-
ment [KZG10] to the (standard) Lagrange-basis encoding of v. Thus our
variants are fully compatible with already deployed trusted setups and other
KZG-based applications, such as popular SNARKs [GWC19] and Ethereum’s
data availability sampling solutions [BFL*22].

e An open source Rust implementation built on arkworks [ark22], with a com-
prehensive experimental evaluation comparing our schemes against aSVC.

Application highlight: faster proving in verifiable databases. Our con-
structions show immediate improvements to recent works adopting vector com-
mitments in the bilinear settings for verifiable databases (or VDBs). At its
essence, a VDB is a specialized proof system for database queries where the client
holds only a short digest to the whole database. Recently, Botta et al. [BBCT25]
proposed gedb, a VDB that supports a representative subset of SQL. At its
heart, it combines accumulators and subvector commitments with specific fea-
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Table 1: Comparison of practical subvector commitments with sublinear opening. The
table reports dominating costs for running times. For costs: P refers to one pairing;
MSM; (¢) (for i € {1,2}) refers to one multi-scalar multiplication of size £ in group G;.
A star (x) marks constructions from this work. Variants are described in Section 5. The
efficiency profile for our verifier-optimized variant (qufftv) assumes the optimization
of Remark 1. In Section 1.2 we compare to other solutions with superlinear opening

time that rely on random oracles and that have bespoke setups or larger proof sizes.

tures (including subvectors instantiated with aSVC by Tomescu et al. [TABT20])
in order to obtain an expressive VDB that is provably secure and features high
modularity and performance without relying on general-purpose proof systems.
Our construction H&Stp can be used as a drop-in replacement for the SVC
in [BBC'25]. We now highlight how it can provide substantial speedups on a
relevant subset of their supported queries and leave as future work a full-fledged
analysis of the impact of this change. We consider queries of the following form
(where C1 and C2 are columus in the table T and v is an arbitrary literal):

Q: SELECT C1 FROM T WHERE C2 =v

For simplicity here we focus on the implications for the cost of proving in this
type of query; however, we remark that proving other queries and verification will
also benefit from the speedups of H&Stp against aSVC (we do not discuss them
here as they would be substantially more complex to analyze quantitatively).
In gedb, the cost of proving a query like Q consists in simply providing an
aSVC opening for a vector commitment encoding C' (for this specific type of
equality checks, the prover also provides an additional precomputed value—a
commitment to an “inverted index”—to show the filtering was done on the right
rows; this does not require any computation).

Ezxamples of our improvements: Consider a table T with N ~130K rows and
where the result of Q is (three scenarios): a) 1% of the table T; b) 10% of T; ¢)
25% of T. Then, by using our scheme Hg’ftp as a replacement for the SVC in
gedb, we can achieve 2-3 orders of magnitude speedups. Specifically, we obtain
these ballpark improvements for the proving time for query Q?:

a) 0.2s — lms; b) 5s — 8ms; ¢) half a minute — 16ms.

® These timings are derived from the relevant benchmarks in Section 7.



Scenario highlight: broad applicability within Ethereum’s ecosystem.
Our scheme requires only a standard powers-of-7 setup—which also underlies
Ethereum’s blob commitments [BFL*22] and PLONK-based rollups—showing
potential applicability in this setting. Ethereum uses SVC-like primitives in data
availability sampling (DAS) and in the past has considered switching to Verkle
Trees for stateless validation via compact state proofs [BFBT24]. The current
DAS implementation opens over cosets [WZ24], partly for erasure coding com-
patibility; our arbitrary-position openings could benefit designs needing flexible
access. For stateless validation, our distributed aggregation could let validators
with partial witnesses combine proofs incrementally and without centralized co-
ordination.

1.2 Related Work

The literature on vector commitments is vast and we refer the reader to two sur-
veys on the topic, [Nit21] and [PRvdM25]. The notion of subvector commitment
was introduced in [LM19].

Subvector commitments from bilinear pairings. Tomescu et al. [TAB*20]
proposed an aggregatable vector commitment (dubbed aSVC) with a setup com-
patible with the KZG commitment [KZG10] and other popular SNARK de-
signs [CHM 120, CFF+21, GWC19]. Schemes satisfying this setup are substan-
tially easier to deploy in practice because: they are reusable by different cryp-
tographic constructions, they provide higher trust (they can be “updated” by
different parties and their security holds as long as a single party performs the
update honestly [GKM™18]), and they have already been generated and used at
large scale [axi25,ale21,eth23]. Here we point out two differences between aSVC
and our work, and refer the reader to the rest of the text for a comparison along
different metrics (see specifically: Section 2 for a comparison of the techniques;
Table 1 and Section 7 for an efficiency comparison). In contrast to our work, the
aggregation in [TABT20] cannot be performed incrementally or in a distributed
manner but is one-hop only (in the sense of [CNR™22]); also, aSVC cannot per-
form aggregation across commitments (see comparison with Pointproofs below).
A dimension in which aSVC offers a better tradeoff compared to our solution is
the requirement for the client to store only a number of items of the setup linear
in the size of the opened subvector; our schemes, in contrast, require the client
to keep a O(m)-sized portion of the parameters. We remark that this limitation
can often be inconsequential for the verifier for at least two reasons: this storage
overhead is mild (for m =~ 10 it requires storing ~ 5MB for our main scheme
and H&Stv and ~ 10 MB for H&Stp); in settings where we prove verification
inside a SNARK® [BCC*17]the client can simply keep a succinct commitment
to the setup parameters and obtain the guarantee that the correct subset of
parameters were used as part of the SNARK proof.

5 This practice is not uncommon and can be useful if the SVC is used in the context
of proving a more complex computation or to make the verifier extremely efficient.



Pointproofs [GRWZ20, LPR22] are a construction for SVC obtained as a
variation of [LY10] and with constant-sized proof and commitments (all the ob-
servations in these paragraphs also generally apply to schemes based on [LY10]).
Pointproofs satisfy a property called cross-commitment aggregation (see Sec-
tion 4.2), which our constructions also satisfy (but that is not satisfied by
aSVC). The parameters for Pointproofs require a larger and idiosyncratic setup
that is not compatible with those already deployed or with those used by other
SNARKs"—this reduces the opportunity for simple deployment of this scheme.
Their single-commitment aggregation requires a multi-scalar multiplication with
challenges from a random oracle, making it not strictly linear and concretely less
efficient than ours®. Also, in contrast to Pointproofs, our aggregation is associa-
tive making it suitable for distributed settings [CFG™20].

The work in [CNR*22] proposes a construction of linear-map vector commit-
ments (LVC), i.e. commitments to vectors that support proofs of evaluations for
linear maps. The equation we obtain in our Lemma 1 is loosely related to the
techniques used by the Lagrange-basis scheme in [CNR*22]. This scheme does
support some forms of aggregation with preprocessing [CNR"22, §8.2] for arbi-
trary opening subsets—which, importantly, may apply to subvector openings—
but these present a few caveats. Both types of aggregation in [CNR™22] have
superlinear complexity—one is based on [TAB*20] (whose limitations we discuss
throughout this paper), while the other is based on an MSM with random-oracle
challenges (discussed in Footnote 8). Additionally, the proofs in [CNR*22] are
larger and consist of three group elements. Overcoming these limitations is part
of our contributions: we find techniques adjacent to those in [CNR*22| that
lead to subvector proofs with a single group element (in our main construction
and in the variant Héaftp) and provide an efficient and simple preprocessing for
our schemes—one that can also reuse existing implementations—by observing
a relation between the structure of our proofs and those in KZG-style schemes,
despite them relying on different verification equations.

We finally cite other prominent works based on bilinear pairings: [LJGK25],
which improves on batch updates in vector commitments based on KZG; [SCP*22],
which proposes a tree-based construction on top of the PST commitment [PST13]
(with proofs of logarithmic size); [LM19], which originally introduced the notion
of subvector opening and proposed a pairing-based scheme with constant-sized
proofs (not supporting aggregation and requiring quadratic opening time).

" This setup consists of a special powers-of-T sequence up to degree 2m (instead of m
as in standard KZG), with a “hole”’—the element [7™%!]; must be absent (i.e., no
party should know [7™"];).

8 Aggregation based on a random oracle H requires an MSM of size £ with high-entropy
scalars derived from H. An MSM of this type involves w(¢) (superlinear) cost because
Pippenger’s algorithm requires these many group operations for such an MSM (see
discussion on page 3 in [GLS'21]). In contrast, our scheme requires £ plain group
additions. This difference results in roughly 20-50 X speedups in our favor—these can
be inferred directly from our benchmarks by comparing aSVC commitment times
(an MSM of comparable structure) against our aggregation times (see Tables 2 and
3 in the full version of this paper [Cam26]).



Other works on subvector commitments. A number of works use the prop-
erties of hidden order groups, pairing-free elliptic curves and lattices to design
schemes with attractive features, some of which support aggregation. In gen-
eral, these schemes exhibit worse asymptotics than pairing-based constructions
and/or are concretely less efficient (due to larger constants). A partial list of
such works includes [BBF19, AR20, CFG120, CEO22, CHAK23, WW23, TB23].

2 Technical Overview

Let (G1,G2,Gr) be a bilinear group of prime order p, along with a pairing
e:G1 x Ga — Gr (see also Section 3.1 for reference on basic notation). A com-
mon approach for constructing vector commitments from pairings is to encode a
vector a = (ai, ..., ay) as the polynomial fo(X) = ", a;\i(X), where \;(X) are
the Lagrange basis polynomials over a multiplicative subgroup H = {h1,..., hy}
of roots of unity (used for FFT). The commitment is then simply a polynomial
commitment to fa(X), specifically a KZG polynomial commitment. The KZG
scheme works as follows. At setup time a secret value 7 is sampled (and then
discarded—it should be known to no one after the setup phase); the parame-
ters for KZG for polynomials up to degree m contain powers of the secret T
in the groups G; and Go, i.e., ([1i]1,[%]2)ie;. A commitment to fa(X) is sim-
ply [fa(T)]1 ([fa(7)]2 for KZG commitments in G3) which can be computed as
Z;.":j)l ¢j[77]1 where the values c; are the coefficients of the polynomial. In order
to open a single position ¢ with value a;, a KZG evaluation proof m; consists
of a commitment to the quotient polynomial ¢;(X). The latter is the solution
to the following polynomial equation, which is checked by the verifier through
pairings®:
(fa(X) = ai) = ¢:(X)(X — hi)

The challenge that aSVC [TABT20] addresses is how to aggregate multiple
individual proofs m; = [g;(7)]1 into a single constant-sized subvector proof ef-
ficiently. Their approach leverages partial fraction decomposition: they observe
that the quotient polynomial for a batch opening can be written as a linear
combination ¢(X) = > ;. ¢ - ¢i(X), where the coefficients ¢; depend on the
derivative A7 of the accumulator polynomial A;(X) = [[;c;(X — h;). Com-
puting these coefficients requires evaluating A’ at all points in I, which takes
o log? ¢) field operations using subproduct trees and DFT-based techniques.
The aggregated proof is then 77 = ., ¢; - ;.

If one wants to achieve linear-time aggregation, a natural approach would
be to find a scheme where precomputed proofs could simply be summed, i.e.,
computing 7* = ., m;. However, this is not possible with standard KZG
proofs—the quotient polynomials ¢;(X) have different denominators (X — h;),

9 For concreteness, the pairing analogue of this equation is:

e([fa(Mh = lai]r; [U2) = e ([gi(T)]1, [7]2 = [hi]2) -



so their commitments are not directly additive in a useful way. This is precisely
why aSVC must develop its more complex aggregation machinery. In this work,
in order to obtain linear-time aggregation, we need to find an altogether different
verification equation.

We derive such an equation by working with the product p(X) := fa(X)X;(X)
rather than the difference fa(X)—a;. We then consider the division of this poly-
nomial p by ¢(X), the vanishing polynomial of H. The key insight is that this
division yields a verification equation with a particularly nice structure. The re-
mainder of p(X)/t(X) is a;A;(X) and, denoting by ¢}(X) the resulting quotient,
we: 1) use as opening proof for position j simply 7; = [g;(7)]1; (71) let the verifier
check the following polynomial equation (via pairings):

fa(X)X;(X) = ¢j(X) - 1(X) + a;A;(X)

To see that this approach enables linear-time aggregation, consider what happens
for two positions 7 and j. We have that:

Ja(X)(Ai(X) +A;(X)) = aidi(X) 4 a;4;(X)  (mod (X))

Arms Arns

meaning that the sum of quotients ¢;(X) + ¢} (X) is exactly the quotient for the
combined opening. Consequently, the aggregated proof is simply 7% = m; + m;,
a single group addition. This extends immediately to any subset I.

In order to reduce the computational burden for the verifier—who needs to
compute A, ys and Arps above—a natural choice is to encode these two terms in
Gy (where group operations are cheaper). A simple corollary of this choice, by
inspection of the equation above, is that the commitment to the vector (which
encodes fq (X)) will lie in Go. We will later describe two variants of our scheme
where the commitment lies in the group G, offering different efficiency tradeoffs.

We observe several properties satisfied by our design. Besides the obvious
homomorphic features of its commitments and the associativity of its proofs, we
also show that it enables aggregation of proofs across different commitments'®.
Finally, by an observation connecting the structure of our proofs to that of KZG,
we leverage known techniques for efficient preprocessing and updates.

Outline of the remainder of the paper. We provide general background
in Section 3. Our main scheme and its core correctness and security properties
are presented in Section 4; in that same section we discuss cross-commitment
aggregation. Variants of our scheme with commitment in G; are in Section 5.
The observations required to show an efficient preprocessing and updatability
are discussed in Section 6. We describe our experimental evaluation in Section 7.

10 Through which, a client verifying k subvectors for as many commitments and index
sets at the same time, can simply receive a single proof instead of k separate ones.



3 Preliminaries

3.1 General background and notation

Bilinear groups. A bilinear group is described by a tuple gk=(p, G1, G2, G, €)
such that Gy, Gy are cyclic (additive) groups of prime order p. We use the nota-
tion [a], [b]2, [c]; for elements in G1, G2 and G respectively and use the conven-
tion that [1]; denotes the generator for G; and [v] := v[1]; for v € F,¢ € {1,2}.
e : Gy x Go — Gr is a bilinear asymmetric map (pairing), which means that
Va,b € F, e([a]1,[b]2) := [ab];. We implicitly have that [1]; := e([1]1, [1]2) gener-
ates Gr. We use [a]1,2 to refer to the two group elements [a]; € Gq,[a]2 € Ga.
We denote by gk the group description gk = (p, G1, G2, G, e) and by BGen the
algorithm generating it on input a security parameter.

Algebraic Group Model. The algebraic group model (AGM) [FKL1§] is a
security framework where we consider only so-called algebraic adversaries. Such
adversaries have direct access to group elements and, in particular, can use their
bit representation, like in the standard model. However, these adversaries are
assumed to be able to “explain” new group elements, showing how to apply group
operations to received group elements. This requirement is formalized as follows:
Suppose an adversary A is given some group elements [z1]1,...,[zs]1 € Gi.
Then, for every new group element [z]; € Gy that the adversary outputs, it
must also output z1,...,z, € F such that [z]; = Z?:l z;[x;]1. The analogous
requirement holds for elements in Gs.

Cryptographic assumptions. We will use the following assumptions.

Definition 1 (m-DLOG Assumption). The m-Discrete Logarithm assump-
tion holds with respect to a bilinear group generator BGen if for all PPT adver-
saries A, the following probability is negligible in \:

m

Pr [T A (gk, {Fhr,, {[Ti]Q};’;O) \ gk « BGen(1); 7 ¢sF

Definition 2 (SDH Assumption [BBO04]). The strong Diffie-Hellman as-
sumption (SDH) holds with respect to a bilinear group generator BGen if for
all PPT adversaries A and degree bound m > 0, we have that the following is
negligible for b € {1,2}:

1 A i
Pr [T— LHLgk%BGen(l pTesF S = {[7]12

)

(T Algk, 5)}

)
i=0

Algebraic preliminaries. Let w € F be a primitive m-th root of unity, so
w™ =1 and w* # 1 for 0 < k < m. Define the set of all m-th roots of unity:

H={l,w,w? ..., 0™}



We write h; = w1 for i € [m], so H = {hq, ha, ..., hp}. The vanishing polyno-
mial of H is: ¢(X) = []",(X — h;) = X™ — 1. The Lagrange polynomial X;(X)
is the unique polynomial of degree m — 1 satisfying:

1 ifi=j
Ai(hj) = 6ij = {

0 ifi#j
Two ways of expressing the standard Lagrange interpolation formula are:
H(X) hi - t(X)  hi(X™—1)
p(x) = B M) M ] ®
t'(hi)(X —h;)  m(X —hy) m(X — h;)
1 m—1
Ai X)=— —(i—l)ka'
=53

It is easy to see that \;(0) = L for all i € [m]. We will also use two simple
properties of Lagrange polynomials—that for any i,j € [m],i # j:

Ai(X)A(X) =0 (mod (X)) M(X)? = M(X)  (mod t(X)).

DFT. The Lagrange and monomial bases are related by the Discrete Fourier
Transform (DFT). If A(X) = Y72 a;0(X) = Sy @R X", then the coefficient
vectors are related by a = F - a and a = %F - a, where F' is the DFT matrix
with entries Fj , = W=Dk and F has entries F‘;“- = @~ (i=Dk,

3.2  Vector commitments (VC)

Definition 3 (Vector Commitment). A vector commitment scheme for vec-
tors of length m consists of the following algorithms:
~ VC.Setup(1*,1™) — pp: On input security parameter X and vector length m,
outputs public parameters pp.
— VC.Commit(pp,a) — (cm,aux): On input parameters pp and a vector a =
(a1,...,am) € F™, outputs a commitment cm and auziliary information aux.
- VC.OpenSingle(pp, aux, i,a;) — 7: On input public parameters pp, auziliary
information aux, position ¢ € [m], and value a;, oultputs a proof .
- VC.VfySingle(pp,cm, i, v,7) — {0,1}: On input parameters pp, commitment
cm, position i € [m], value v, and proof m, outputs 1 (accept) or 0 (reject).
Definition 4 (VC Correctness). A vector commitment is correct if for any
A,m €N, any vector a € F™, and any i € [m)]:
pp < VC.Setup(1*,1™)
Pr | VC.VfySingle(pp,cm,i,a;,7) =1 | (cm,aux) + VC.Commit(pp, a) =1
7 < VC.OpenSingle(pp, aux, 7, a;)
Definition 5 (VC Position Binding). A vector commitment is position bind-
ing if for any PPT adversary A and any A\,m € N:
VfySingle(pp,cm,i,v,m) =1 A
Pr | VfySingle(pp,cm,i,v', ") =1 A
v# v

pp < Setup(1*,1™)

<
Cem it 1) < Alpp) | < TeEIOY
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3.3 Subvector commitments (SVC)

Definition 6 (Subvector Commitment). A subvector commitment scheme
extends a vector commitment with the ability to open multiple positions simulta-
neously. It consists of the following algorithms:

- SVC.Setup(1*,1™) — pp: On input security parameter X and vector length
m, outputs public parameters pp.

- SVC.Commit(pp,a) — (cm,aux): On input parameters pp and a vector a =
(a1y...,am) € F™, outputs a commitment cm and auxiliary information aux.

— SVC.Precompute(pp, aux) — aux’: On input public parameters pp and auzil-
iary information aux, outputs extended auziliary information aux’ that en-
ables efficient subvector opening.

— SVC.OpenMultiple(pp, aux’, I, (a;)ics) — m: On input public parameters pp,
extended auziliary information aux’, a set of positions I C [m], and values
(a;i)ier, outputs a proof m.

— SVC.VfyMultiple(pp,cm, I, (v;)icr, ) — {0,1}: On input public parameters
pp, commitment cm, a set of positions I C [m], values (v;)ier, and proof w,
outputs 1 (accept) or O (reject).

Definition 7 (SVC Correctness). A subvector commitment is correct if for
any \,m € N, any vector a € F™, and any I C [m]:

pp < Setup(1*,1™)
VfyMultiple(pp, cm, I, (cm, aux) < Commit(pp, a)
(ai)ier,m) =1 | aux’ < Precompute(pp, aux)
7 < OpenMultiple(pp, aux’, I, (a;)icr)

Pr

Definition 8 (SVC Position Binding). A subvector commitment is position
binding if for any PPT adversary A and any A, m € N the following is negligible:

VfyMultiple(pp,cm, I, (v;)ier,7) = 1 A | pp + Setup(1*,1™)
Pr | VfyMultiple(pp,cm, I, (v))icr, 7)) =1 A | (em, I, (v;)ier, T,
*elInl :vpx # v ' (v))ier, ) < A(pp)

4 Our Construction

Our construction is presented in Fig. 1. In that figure we proceed by describ-
ing our construction “incrementally”, providing first a vector commitment with
single opening and then augmenting it as an SVC with preprocessing.

4.1 Analysis of the construction

The properties of our scheme will rely on the following fact:
Lemma 1. Let p € F[X] with p(X) = > ¢}, aii(X) and let H C F a multi-
plicative subgroup of F of order m. For any j € [m]

P(X)A;(X) = gH(X)HX) + a;1;(X)

X)—ay) A (X hy
where q;(X) = tal )t()ég iX) m(xihj)@(x)_aj)-
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Setup(1*,1™):
1. Generate bilinear group gk = (p, G1,G2,Gr,€).
2. Sample 7+ F
3. Compute [A;(7)]1, [Ai(7)]2 for i € [m] (see Section 6). Compute [t(7)]2.
4

. Output® pp = (gka ([7T2) iy (Na(]2) s [t(T)b)-

VC.Commit(pp, a):

1. Compute cm = Z a;i[A;(7)]2
j=1
2. Output (cm,aux = f,) where fo(X) := 3", a;iXi(X).
VC.OpenSingle(pp, aux, i, a;):
— Fa(XD)Ai(X)—a; A (X)
(X):= X .

1. Compute® ¢!
2. Output m = Sy oy LN // e 70— 07,
VC.VfySingle(pp, cm, i, v, 7): Accept iff this holds:

e([/\i(T)h,Cm) = e(v« A (7)1, [1]2)) + 6(7T7 [t(T)]2)

SVC.Commit(pp, a): // identical to VC.Commit

1. Compute cm = Z a;[A;(7))2
i=1

2. Output (cm,aux = f,) where fo(X) =", a; i(X).

SVC.Precompute(pp, aux):

1. Compute 7; < VC.OpenSingle (pp, aux) for all i (see also Section 6).
2. Output aux’ = aux|| (7) ¢ )

SVC.OpenMultiple(pp, aux, I = (i1, ... %), (ai);c;):
1. Output ™ = Zie] T

SVC.VfyMultiple(pp, I = (i1,... %), (vi);ep, ")
1. Let Afps = > 2,c; [Mi(7)]; and Ajps = >0, vi [Na(7)]4-
2. Accept iff this holds:

(At em) = e(Afuis. [1]2) + (=" [t(7)]2)

% Not all the elements in pp are necessary for this construction. Having
redundant elements allows us to simply reuse these public parameters
for the variants in Section 5. See also discussion in Remark 2.

b See also discussion in Section 6 for an efficient way of computing it.

Fig. 1: Our main construction of VC (single opening) and SVC (subvector opening).

12



Proof. Consider the division of p(X)A;(X) by ¢(X), the vanishing polynomial
in H. Its remainder is a;\;(X). Indeed:
P(X)N(X) = ar M (X)N(X) + -+ amAn (X)X (X) = ;A (X)  (mod t(X))

where above we used the simple properties on Lagrange polynomials described
in Section 3. Notice that the degree of a;\;(X) is strictly less than m (the degree
of t). We can then check, that using ¢’(X) as defined above, we have:
PX)A;(X) = g5 (X)HX) — a;A;(X)
_ hit(X)
m(X — hj)
= (XN (X) = M (X)(p(X) — a5) — a;A(X) =0

= p(X)A;(X) (P(X) = ;) — a;A;(X)

where above we used the equivalent description of A; in (). O
Theorem 1. The scheme VC (resp. SVC) in F'ig. 1 is correct.
Proof. This follows immediately by inspection and by applying Lemma 1. a

Theorem 2. The scheme VC in Fig. 1 satisfies position binding for single open-
ing under the SDH Assumption (Definition 2).

Proof. Consider an adversary that provides commitment cm, two accepting proofs

m, 7 for respective claims (4, v), (i,v’) with v # v’. We know that:
e([Ai(m)]1,em) = v - e([Ai(7)]1, [1]2) + e(m, [£(7)]2) (1)
e(Ai(r)]1,em) = " e([Xi(7)]1, [12) + e, [t(7)]2) (2)

Let us look at what the above implies for the discrete logarithms in G;. By
subtracting Eq. (1) from Eq. (2), we can conclude:

(v — ") Xi(7) = dlogg (7' —7) t(1) =—= (v — V) _hit(r) _ dlogg (7' —7) ()
! m (17 — hy;) !
but with
p‘liilixiiilljilf& / /
— (v—1) =) = dlogg (7' —)
1 md|°g¢;1(7fl—77)
T — hz hl(v — ’l}/)
2 1 m ( /)
= T—T
T—hi]; hi(v—1")

This directly leads to a way to break SDH (Definition 2): the adversary can
simply provide (T = o (m—7"),c= —hi>. Notice that the extra elements

in pp do not give any extra power to the adversary as they can be computed in
polynomial time by the input given in Definition 2. This concludes the proof. O

Theorem 3. The scheme SVC in Fig. 1 satisfies position binding for multiple
openings in the AGM under the Discrete Logarithm Assumption.

A proof of Theorem 3 is in the full version of this paper [Cam26].

13



4.2 Additional property: cross-commitment aggregation

Our construction extends naturally to support cross-commitment aggregation as
defined in [GRWZ20]. This property (informally) states that a prover can prove
the opening of multiple commitments at the same time by providing a single
proof. We describe the case of two commitments; the general case follows anal-
ogously. The blueprint below can be made non-interactive in the random oracle
model (we stress that we rely on the random oracle only for the case of cross-
commitment aggregation). A security argument is in the full version [Cam26].
Given commitments cm,cm to vectors a, a respectively, with corresponding
subvector openings (I, (a;)ier) and (I, (@;);c7) and proofs m*, 7*, we define the
aggregated proof as 7 := o - 7" + & - 7 where a, & <~ F are random challenges.
Then, the verifier: computes Ainus = >,/ [Ni(7)]1, Aths = > 7[Ni(T)]1, Arns =
Y ier VilAi(T)]1, Arps = Y ici VilAi(T)]1 (vs, U; are claimed values); it accepts iff:

e(a- Aps,cm) +e (64 - Aips, an) =e€ (a - Arus + @ - Apps, [1]2) + e (m, [t(7)]2)

5 Constructions with Commitment in G,

It is possible to modify our construction in Section 4 to have a commitment
in G,. However, this change requires the verifier to use terms [A\;(7)]2 in Go.
When verifying subvector opening, this implies that either the prover or the
verifier must perform such operations. We thus show two variants, both with
commitment in Gq, optimized respectively for proving and verification:
° Héaftp, where the prover performs exclusively group operations in Gy;
. U&SW, where the verifier performs exclusively'! group operations in Gj.
In both variants the commitment algorithm, on input a vector a, computes
cm =}, a;[A;(7)]1. The preprocessing stage works as in the main scheme.
We describe our constructions as we did in Fig. 1, i.e., proceeding incremen-
tally the subvector case from the single opening setting. In both cases the security
argument is essentially the same as the one provided for our main construction.

5.1 The construction Hgftp

Single opening. The single opening prover is exactly as in Fig. 1. The single
opening verifier accepts iff the following holds:

e(em, ni(n)lz) = e(v- (Dl 1)) + e [1T)]2)

The only change with the original construction above is in switching the terms
in the pairing on the left-hand side.

11 In addition to 3 pairings.
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Subvector opening. The prover proceeds exactly as in Fig. 1. The verifier, on

input a proof 7* and a subvector v = {v; };e; with I = {i1,...,4}, computes:
Aips =D Ny Ajas = D v a(m)]
il icl

and checks: e(cm/liHS) = e(Al’;HS, [1]2) + 6(7T*, [t(T)]2>.

5.2 The construction Héalsw

This variant essentially works by delegating the verifier’'s G, operations in H(ff‘ftp
to the prover. The verifier performs an additional check to ensure that the dis-
crete logarithm of the Go element provided by the prover is the expected one.

Single opening. The single opening prover and verifier are the same as in H&Stp.

Subvector opening. On input a set of indices I, the prover outputs (7%, A} yg)
with 7 =3, ; m; (as in the main scheme) and Afpg = > . [Ni(7)]2.
The verifier, on input a proof 7* and a subvector v = {v;};es, computes:

A =3 Afs = Y v ()],
1€l 1€l

and checks the following two equations:
e(em, Ains ) =¢ (s, [12) +e (7", [t(T))2) e ([U, Ains) =e (15", (1))

Remark 1 (Optimizing the verifier in H(éalsw ). We can exploit the special struc-
ture of the two pairing equations above and reduce them to a single one as
follows. The verifier samples a random p <3 F and then checks the equation:

e(em + pllls, Afus ) = e(Aius +pALS™, [12) + (7 1))

6 Preprocessing in Quasi-Linear Time and Updatability

In this section we observe how the structure of our proofs and those in KZG
are related (Section 6.1). This has three implications: computing our individual
openings only requires linear time; for subvector opening, we can preprocess all
individual proofs in O(mlogm) time using techniques from [FK23] (Section 6.2);
updating proofs can be performed efficiently following [TAB*20] (Section 6.3).

6.1 A first observation on the structure of our proofs

The proof m; for position ¢ is defined as m; = [¢}(7)]1 where ¢}(X) = W

and f,(X) = Z;"’Zl a;\;(X) is the polynomial encoding of the committed vector.

Using the identity A\;(X) = W?(Xti(th)) from Eq. (%), we can rewrite:

Ai(X)
t(X)

hi  fa —a;
alX) ey = L B

¢ (X) =
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where above we defined ¢; as ¢;(X) := % The polynomial ¢;(X) also
corresponds to the quotient polynomial used in the KZG evaluation proof that
fa(hi) = a;. We can thus compute our openings by computing KZG proofs and
the scaling them appropriately, i.e. we can compute m; = [¢.(7)]1 = % g (7).
Moreover, as a consequence our individual opening proofs can be computed in
linear time since computing the quotients ¢;(X) consists mainly of a simple shift
of coefficients together with an appropriate rescaling'?. In the next subsection
we discuss how to compute all m quotients [¢;(7)]1 efficiently.

6.2 Efficiently computing all individual proofs m;

Here we provide a self-contained description of the techniques from [FK23], which
we can leverage in order to compute our proofs. In a nutshell: all quotients
[¢:(T)]1 can be expressed as evaluations of a single (formal) polynomial with
coefficients in G;. Let fo(X) = Zzzol ar X" be the monomial representation of
the committed polynomial. We can compute (ao, ..., Gmn—1) by an inverse DFT
from (ay,...,a,). We provide a proof of the following lemma in the full version
of this paper [Cam26].

Lemma 2 (FK Lemma [FK23]). For all i € [m], we have [¢;(7)]1 = P(h;)
where P(X) = Z;":_ll P; X771, and we define the coefficients P; € Gy as:

m—1
Pp=Y alr" Il = a7 A [T 4 1
h=j

An implication of the statement above is that computing P at all points
{h1,...,hm} gives us the values we were looking for. Since these points corre-
spond to the m-th roots of unity, computing all P(h;) simultaneously is exactly
an FFT of the coefficient vector (Py, ..., Py,_1,0) over the group Gj.

Computing the coefficients of P via Toeplitz multiplication. It remains
to show how to compute the coeflicients (P, ..., P, _1) efficiently. Observe that:

Py Gm—1 Qm—2 Qm—3 -+ a1 [rm—2

Py 0 Gm—1Gm_2--- a2 [T™m=3],

Ps — 0 0 Gm-1--- as [Tm_4]1
Py 0 0 0 - ams [

This is a multiplication of an upper-triangular Toeplitz matrix by a vector
of group elements. A description of how to compute it in O(mlogm) time by
embedding into a circulant matrix and using FFT, together with the complete
preprocessing algorithm, is in the full version of this paper [Cam26].

!2 This is fairly immediate to show and well known. See, e.g., [FK23, §1.2].
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Remark 2 (Efficiently deriving the [A(7)]1,2 parameters without 7). Recall from
Fig. 1 that the verifier in our scheme(s) requires some terms encoding the La-
grange polynomials in the group. These can be computed in time O(mlogm)
from a standard KZG-style setup even without having the secret point 7 and can
be carried out using techniques similar to those described above (we stress, how-
ever, that deriving these parameters is a once-and-for-all and vector-independent
step). Recall that the Lagrange polynomials satisfy A;(X) = L 327" tw=(-Dk Xk,
B[]

so evaluating at 7 and encoding in Gy gives [\;i(7)]1 = % ka:_ol w1 1.

This is precisely an inverse DFT over the group Gy of the vector ([r7 ]1);”:_01. We
can compute all [A;(7)]1,2 via two inverse FFTs over Gy and G, respectively. The
overall running time for this parameter derivation step is in the same ballpark

as that of precomputing all individual proofs.

6.3 Updatability of our construction.

Our commitments are immediately updatable using standard techniques: when
any entry ai of the committed vector changes by § we compute the updated
commitment as cm’ < cm + § - [Ax(7)]; in the appropriate group G;. Since
the proofs in our construction are scalar multiples of standard KZG evaluation
proofs, we can directly apply the mechanism developed for aSVC [TAB*20]
based on update keys. Update keys are small, position-dependent auxiliary data
that enable efficient local proof maintenance: when a vector entry changes, any
proof-holder can update their proof in constant time without access to the full
vector. Each update key upk; = (aj,u;) consists of two group elements that
can be precomputed during setup, and all m update keys can be computed in
O(mlogm) time using DFT-based techniques. Given these keys, when any entry
ay, of the committed vector changes by d, a proof 7; for any j can be updated to
a valid proof with respect to the new commitment in O(1) time, using only upk;
and upk,. A self-contained description of this mechanism is in the full version of
this paper [Cam26].

7 Experimental Evaluation

Here we describe our implementation and our experimental results comparing
our constructions to aSVC [TAB*20].

Experimental setup. We implement aSVC [TAB'20], our main scheme and
our two variants in Rust on top of the arkworks library [ark22]. The code is
available at:
https://github.com/matteocam/linear-time-svc

As an instantiation for the bilinear setting we adopt the curve BLS12-381,
which provides /2128 bits of security. Unless stated otherwise, our benchmarks
are run single-threaded. The machine we use for our experiments is a common
laptop, specifically a Mac Book Air with Apple M2 CPU (8 cores) and 24GB of
RAM. We summarize the results for our main construction in Fig. 2.
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7.1 Evaluating our main construction

Preprocessing time. The time to compute all proofs is essentially the same
in both aSVC and our scheme (our preprocessing requires exactly m additional
group operations but otherwise it is the same). It takes ~20 minutes for m = 217.

Commitment size and commitment time. Our main construction requires
committing to the vector in Go. This implies that our commitment is twice as
large in comparison to aSVC and our variants (96B instead of 48B). Also, this
implies an additional overhead in our main scheme for computing the commit-
ment (due to Gy operations being more expensive than their G; counterparts).
Our experiments show that this consistently yields a 3x slowdown compared to
aSVC and our two variants. We believe that, in many settings, the additional
costs for commitment times may not be significant because: i) committing is a
one-off operation; ii) the actual commitment times are relatively low (our scheme
can commit to a vector of size &~ 1M in less than half a minute without using any
special hardware). In settings where commitment size is crucial (or it is crucial
to have compatibility with other schemes using the same type of G; commitment
to the vector), our two variants offer a viable alternative. As we show later in
this section, they still provide substantial speedups compared to aSVC.

Opening time. We measure opening time and verification (see below) on rele-
vant opening sizes (up to £ = 64K) for a vector of size m =~ 130K. For the largest
subvectors our construction achieves massive speedups (/4000%) and can pro-
vide an opening within 30ms, in contrast to aSVC which requires approximately
two minutes. We also observe large improvements at small vectors, in particular
a 62x speedup for small subvectors (£=4) and over 100x speedups from ¢ ~ 32.

Verification time. For the large subvectors our construction achieves significant
speedups (=170x) and can verify an opening in ~ 0.7s, in contrast to aSVC
which requires more than two minutes. The speedups for the smallest subvector
sizes (¢ < 8) are moderate (13%-57% faster than aSVC), but we start observing
noticeable speedups starting from relatively small subvectors—over 2x for ¢ ~
32, with improvements growing consistently as subvector size increases. As we
discuss later in this section, for verification, we can obtain even larger speedups
when comparing the two constructions if we exploit parallelism.

7.2 Additional discussion

The effects of parallelism on verification time. We also evaluate our main
scheme against aSVC when running both of them using parallel features of the
library arkworks. In general, parallelism has minor effects with the exception
of our verifier. Our aggregation algorithm performs ¢ additions among group
elements and its running times stay the same. For aSVC, the running times of
both opening and verification see relatively minor improvements'?, plausibly due

13 This is especially true for opening, where the improvements are always below 10%
compared to the times in Fig. 2. For verification, aSVC obtains a 10% (or less)
speedup at most values of £ but we observe a more noticeable improvement (= 30%)
for £ in the range 2°-2'2.
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to the reliance on FFTs in both algorithms. Our verification algorithm consists
of ¢ Gy operations and one multi-scalar multiplication in G;. The latter gets
substantially optimized through parallelism and as a consequence we obtain a
10x speedup against aSVC already at £=256 and over 750x speedup for ¢ ~ 64K
(with a verification time of ~ 170ms, 4x faster than single-threaded execution).

Evaluating our variants. Because of their efficiency profile (see Table 1),
our variants show that one can obtain roughly the same large speedups of our
main scheme while also having a commitment in G;. For our prover-optimized
variant (H&Stp), the improvements for opening times over aSVC are exactly the
same as those of our main scheme. The verifier in U&Stp shows milder speedups
over aSVC at the same opening sizes compared to our main construction. For
example, it is 40% faster at £ = 64 and ~ 3x faster at £ ~ 1500 than aSVC.
Opening times for our verifier-optimized variant (H(ffftv) are generally 3—4x
higher than in our main scheme; despite this, they still show large speedups over
aSVC, e.g. = 30x at £ =16 and ~ 54x at ¢ = 2048 (improving further with
parallelism).

The role of G, operations in the aSVC verifier. The dominant costs in
the aSVC verifier stem from the O(¢log? ¢) field operations and the multi-scalar
multiplication (MSM) in Gg. There exist, however, standard techniques that
allow delegating this MSM to the prover by replacing it with ~ ¢ field operations
and one additional pairing. This modification—which also adds one extra Go
element to the final aSVC proof—is described, e.g., in Appendix I of [BBCT25].

As a sanity check around the robustness of our claimed speedups, we have also
investigated whether they would hold against this optimized variant of the aSVC
verifier. We find, however, that such a change in aSVC would have marginal
consequences: from our measurements, this MSM contributes to approximately
30-50% of the time in the aSVC verifier for £ < 2048, after which point an
overwhelming fraction of the running time consists of field operations (e.g., the
MSM takes less than a 4% fraction at ¢ = 32768). This implies that, on any
subvector size, even if we considered the MSM completely free in the aSVC
verifier, we would obtain at most a 2x speedup in aSVC; yet, our construction
would still be 10x faster on most subvector sizes. On small subvectors, e.g.
¢ < 16—where the impact of the MSM in aSVC is relatively low—the benefits
would not be sufficient to see any substantial change.
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Fig. 2: Performance comparison of aSVC and our main scheme (single-threaded). Top:
Commitment time as a function of vector size m (from 28 to 22°). Middle and bottom:
Opening and verification times for m = 2'7 as a function of subvector size £ (log-log
scale).
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