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Abstract. Secure multi-party computation (MPC) enables mutually
distrustful parties to jointly evaluate a function on their private in-
puts. Classic MPC protocols, however, assume a static set of partici-
pants in which every party must remain online throughout the entire
computation. Recent advances have introduced MPC models with dy-
namic participation, such as Fluid MPC, in which computation steps are
delegated to a sequence of committees that change across epochs. This
approach improves robustness, enabling parties to go offline once their
roles are complete. Yet, this flexibility comes at a cost: the most efficient
dynamic-participation MPC protocols still incur communication over-
heads exceeding traditional MPC by more than an order of magnitude.
In this work, we formalize the communication complexity of (d, n)-threshold
secret-sharing-based Fluid MPC. We prove a tight trade-off between
communication cost and the adversary’s corruption threshold, showing
that linear communication complexity O(n) is impossible when the cor-
ruption threshold ¢ exceeds a proportion of d. Matching this bound, we
construct a protocol with a communication cost of 9.3n elements per
multiplication gate against a semi-honest adversary and 37.3n elements
against a malicious adversary. A C++ implementation confirms that our
approach brings the cost of fluidity within practical limits.

1 Introduction

Secure multiparty computation [27] enables a set of mutually distrusting parties
to compute a function on their private inputs while revealing nothing beyond
the prescribed output. Over the past decade, the community has dramatically
improved MPC’s efficiency in both honest and dishonest-majority settings [8,
9,22]. Yet all traditional protocols assume a fixed group of parties that remain
online throughout the computation. This requirement is brittle for long-running
tasks, such as training deep-learning models: a single network hiccup can stall
the entire computation.

Recently, MPC models with dynamic participation have been introduced, in
which the computation is carried out by committees that may change during
execution. Notable examples include the YOSO model [19] and the Fluid MPC
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model [7], where the existing Fluid MPC protocols [1, 2,7, 24] are relatively
efficient in practice. In the Fluid MPC model, the computation is divided into
epochs, each executed by its own committee, with only a brief handoff phase
between consecutive ones. This design allows parties to join or leave between
epochs. When each epoch is restricted to a single communication round (that is,
a committee may send messages only once to its successor), the protocol achieves
what the authors call maximal fluidity.

The first Fluid MPC protocol incurred O(n?) field-element communication
per gate in the honest majority setting, where n is the committee size [7]. Rachuri
et al. [24] and Bienstock et al. [1] progressively extended this paradigm to the
dishonest majority setting; notably, [1] achieves linear communication in the hon-
est majority setting via a Piing mechanism. Subsequent works, such as [2,15,28],
have reduced overhead further by adopting relaxed security models, including
fluid participation or reduced corruption thresholds. However, while [1] remains
the state-of-the-art regarding communication efficiency for the standard setting,
its costs remain significantly higher than those of traditional MPC protocols
like [8,20]. This gap currently limits the practical adoption of Fluid MPC. These
observations prompt two natural questions:

(1) What is the inherent trade-off between communication cost and se-
curity settings for MPC with mazximal fluidity?

(2) Can we design mazximally Fluid MPC protocols that meet this bound
while approaching the efficiency of the best traditional MPC schemes?

Addressing either question is challenging: no systematic study of Fluid MPC’s
communication complexity yet exists. In traditional MPC, the efficiency of de-
terministic protocols (without amortization) is fundamentally constrained by
the Dolev-Reischuk bound [14], which establishes the impossibility of achieving
Byzantine Agreement with a communication complexity of o(n?). However, this
lower bound is specific to malicious adversaries within a static committee. It
does not extend to the Fluid MPC setting, where committees are dynamic, nor
does it apply when the adversary is restricted to semi-honest behavior. Bien-
stock et al. [1] observation, that transferring shares between committees under
dishonest majority costs O(n?) communication in the preprocessing phase, hints
that super-linear overhead may be unavoidable, but no formal lower bound for
other settings is known, such as honest majority. Closing this gap by establishing
theoretical limits and developing nearly optimal protocols would directly benefit
large-scale privacy-preserving applications.

1.1 Owur Contributions

We advance towards answering these questions by investigating the commu-
nication restriction of secret-sharing-based Fluid MPC in the maximal-fluidity
setting.

In particular, we establish an identical communication cost reduction from
the multiplication gate of Fluid MPC protocols to a secret-sharing scheme that
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transmits shares from one committee to the future, which is defined as Freshare
in [11]. We then show that achieving Freshare With O(n) communication com-
plexity requires the corruption threshold ¢ to be strictly limited relative to the
security threshold d of the underlying secret-sharing (where d is one less than
the reconstruction threshold). In particular, ¢ < d/2 is necessary for optimal
communication efficiency. This bound implies that sublinear communication is
unattainable for any information-theoretically secure Fluid MPC protocol utiliz-
ing secret sharing for inter-committee transfers. Finally, we design a maximally
fluid protocol for ¢t < n/4 that achieves a concrete communication cost compa-
rable to the most efficient traditional MPC protocols.
In more details, our contributions are:

1. Reduction between Reshare and Fluid MPC. We formalize the transfer gate
intuition from [10], proving that Freshare Serves as a proxy for the communi-
cation bounds of any Fluid MPC protocol based on secret sharing. This result
remains valid even for protocols that lack an explicit resharing phase [10,12],
providing a generalized framework for evaluating inter-committee communi-
cation costs.

2. Communication Framework & Complexity Trade-off. Using Freshare as a tool,
we distinguish between the corruption threshold ¢ and the security threshold
d, introducing parameters to model inter-party communication. We show
that any O(n)-communication protocol must exhibit a specific communica-
tion pattern with a cost of Ay(n —u)+T(u,n) field elements®. This allows us
to formalize the trade-off between communication overhead and the corrup-
tion threshold (e.g., t < (1—1/(A+1))(d+2)), proving that communication
complexity is fundamentally restricted even under semi-honest security.

3. Optimal protocol. Under the bound, we propose an optimal reshare scheme
expanded from [1] and based on Shamir sharing that applies when ¢t < d/2
and d < n/2. Building on this scheme, we construct a maximally fluid MPC
protocol that is maliciously secure with abort. The protocol communicates
on average 9.3n field elements per multiplication in the semi-honest case and
37.3n in the malicious case, roughly a six-fold improvement over the current
best result [1].

4. Implementation and evaluation. Our prototype, written in C++ and simulated
in OMNeT++, confirms our results and shows only moderate overhead com-
pared with traditional MPC protocols, such as ATLAS [20], underscoring the
practicality of our approach.

1.2 Related Work

Our paper extends the recent line of Fluid MPC protocols [1,2,7,11,24], which
aim to keep communication low even when committees change over time. A
broader body of work addresses multiparty computation with dynamic or one-shot
participants (which called Maximal fluidity). Furthermore, some works try to
achieve high efficiency by relaxing the fluidity [28].

3 X,y > 0 are constants, i = o(n), and T(i,n) = O(n).
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One-round communication. The YOSO (You Only Speak Once) series of proto-
cols, initiated by Gentry et al. [19] and expanded in follow-up papers [4,5, 13],
restricts every party to a single outgoing message. Although the adversary model
differs from that of Fluid MPC, both frameworks share the goal of scaling to
large, unstable networks. David et al. [10] bridge the two settings and propose
a dynamic-participant MPC protocol that guarantees output delivery. Escudero
et al. [15] recently proposed a computational YOSO MPC protocol using packed
secret sharing that achieves sub-linear communication for large n. Our results
show that while the O(n) lower bound is strict in the information-theoretic set-
ting, it only applies to computational protocols when ¢ is large relative to d
and n is below a certain threshold. Thus, the results in [15] circumvents these
boundaries, providing an intuitive confirmation of the limits established in this
work.

Application-driven variants. Fluid-style techniques have inspired several spe-
cialised protocols. Gama et al. [17] handle “Delayed Parties” in star-shaped net-
works, achieving robustness against nodes that come online late. Escudero et
al. [16] develop locally repairable MPC, which shares the Fluid objective of
maintaining progress despite participant churn.

Together, these results highlight the growing interest in MPC schemes that
tolerate large, dynamic populations, a direction our work continues by clarifying
the fundamental communication limits of Fluid MPC.

2 Technical Overview

This section sketches the core ideas behind our results. We begin by showing
how the reshare functionality in [11] captures the communication bound of Fluid
MPC. We then state a simplified communication cost bound theorem, illustrated
through a concrete n = 7 example, highlighting the communication bottleneck.
Finally, we outline our matching, efficient Fluid MPC construction.
Throughout this work, computations are performed over a finite field F of
prime order p, and we denote the target circuit as C. The dynamic parties are
partitioned into a sequence of committees C!,C?,... of sizes ni,ng,..., respec-
tively. Each committee C7 utilizes a (dj,n;) threshold secret-sharing scheme and
is assumed to withstand up to ¢; corruptions.* For ease of exposition, this section
assumes a uniform setting where n; =n > 3, d; = d, and t; = ¢ for all j.

2.1 Reshare: A Tool for Fluid MPC Analysis

In [1] it is shown that the only step absent between traditional MPC and Fluid
MPC is transferring shares (generated Beaver triple) from C! to C3. Following |1,
11], we call this transfer “reshare”. In this work we use the functionality Freshare
in [11], but with difference for permitting any distance between source and target
committees; the secret can be sent by committee C? to committee C? " for i<y

4 Specifically, any subset of at least dj; + 1 parties can reconstruct the shared secret.
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A bit more formally, let [v]gj denote the (d;,n;) threshold shares of v held
by C7. The functionality moves these shares through the intervening committees
so that C7" ends with an independently randomised (d;/,7;:) share [v]}, 5 every

J

party Pij " € ¢’ receives a fresh share vf ,, and security holds against a malicious
adversary with abort.

Reshare as the core of Secret Share-based Fluid MPC. In this work,
we demonstrate that the reshare functionality is more than a convenience; it is
actually the communication bottleneck that separates Fluid MPC from classical
MPC protocols. [10] notices that if a secret share-based Fluid MPC protocol is
asked to evaluate one multiplication, the resulting transcript s a reshare proto-
col.? Inspired by it, we formally prove that any complexity restriction for Freshare
therefore strictly transfers to Fluid MPC protocols of that kind, and any effi-
cient reshare construction immediately yields an equally efficient Fluid protocol.
Consequently, if a given communication bound and security setting makes re-
share impossible, then any Fluid MPC protocol under the same constraints is
also ruled out.

2.2 Treating t and d Separately

Recall that a (d,n) threshold secret sharing scheme tolerates any coalition of up
to d colluding parties. Most Shamir-based MPC protocols simply set the cor-
ruption threshold ¢ equal to d (¢t = d); additive schemes in a dishonest-majority
setting push this to the extreme with t = d = n — 1. To analyse communication
limits of Fluid MPC, we decouple these two parameters. We note that although
our framework permits d > ¢ (i.e. the reconstruction threshold may exceed the
privacy threshold), it does not rely on ramp secret-sharing [3]: we assume the
adversary learns at most ¢ shares in one parties’ committee, so perfect privacy
holds for ¢ shares, and no information leaks in the region between ¢ and d shares.

Next, we state a streamlined version of our reshare communication cost re-
striction under the simplifying assumption that every committee uses identical
parameters (n, d, t). Informally, the result shows that “cheap” reshare (and hence
a cheap Fluid MPC) forces a strict cap on t.

Simplified theorem. Assume a reshare implementation is allowed only O(n) field
elements of communication. Label the final recipient committee C7 " Then, par-
tition its parties into (1) at most x = o(n) “heavy” parties that together receive
no more than T(u,n) = O(n) elements (T(0,n) = 0), and (2) n — p “light”
parties, each of which can receive a single message from each of up to A\ parties

5 More specifically, a secret share based Fluid MPC protocol evaluating a circuit that
contains a single multiplication gate that multiplies any shares of value [z]q by [1]q
is equivalent to reshare the value [z]q. Furthermore, since most existing dynamic-
participant MPC protocols are based on secret sharing, we implicitly refer to secret-
sharing-based Fluid MPC protocols whenever discussing Fluid MPC.
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in C7'~!, with each message containing at most ~y field elements, for 4 > 0 and
fixed constants A,y > 0. Thus the entire hop from C7 ~! to C7" costs at most
Ay (n— p) + T (u,n) field elements. If, in addition,

1
t > (17 m)(d+2),
then, even against a semi-honest adversary,

— no information-theoretically secure reshare exists, and
— no PPT or statistically secure reshare exists whenever
e t>d, or
e t < d and n is below a moderate threshold.®

We make a few remarks about the previous theorem statement. First, this
theorem actually propose a trade-off between the communication and the ad-
versary corruption threshold ¢. Intuitively speaking, if we consider schemes that
can tolerate a larger proportion of adversary corruptions, the communication
structure must be more complex, leading to increased communication over-
head. Conversely, to achieve a more efficient communication scheme, the ad-
versary’s corruption threshold must not exceed a specific proportion, that is
t> (1-55)(@d+2).

Second, traditionally, the security of MPC protocols with computational se-
curity is mainly measured based on the size of the finite field or ring used, and
the number of parties n is not included in the security parameter. However, we
observe that under certain conditions (especially for PPT or statistical adver-
saries), the security parameter £ must include information about the size of n.
Furthermore, although this informal theorem restricts the number of parties in
all committees to be the same, similar conclusions can still be drawn for settings
where the number of parties is unrestricted, although the restrictions on inter-
committee communication will be more complex. Finally, the proof relies solely
on the abstraction Fieshare and does not assume any particular sharing tech-
nique. Treating additive sharing as an (n — 1,n) share scheme therefore places
the impossibility result in [1] as a special case of our theorem.

This theorem can be directly transferred to secret share based Fluid MPC
according to the relationship between it and reshare. Next, we briefly illustrate
the core of our proof technique for the special and weakened case where t = d and
reshare occurs between two contiguous committees, whereas our main restriction
applies to t < d and committees with any distance.

Informal and weakened lemma. Consider two disjoint committees C' and C? with
the same parameter settings, mo information-theoretically secure protocol can
implement Freshare between them using only O(n) field-element communication
when t = d.

5 As we will discuss later, at least n > 72 is required for 2°* field security.
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Fig. 1. Message transmission of resharing between two 7-party committees. Three
shaded nodes in C* send messages to a single light-blue receiver P, in C?. The ad-
versary (red) first corrupts those three senders, then corrupts three additional parties
in C2. With the three shares it now holds plus the computable share of P.y,, the adver-
sary recovers v.

Proof intuition. A reshare protocol that costs O(n) field elements has room for
only linear pass of messages from C! to C2. Consequently, at least one party in
the target committee, call it the chosen party P, must receive inputs from no
more than t senders in C'; otherwise the outgoing traffic from C' alone already
scales as 2(n(t + 1)) = 2(n?).

The adversary proceeds in two phases: (1) It waits until the ¢ senders Sclh C
C' have delivered their messages to P., and then checks if it just corrupted
exactly those parties. This choice succeeds with probability e; = 1/ (’;) > 0 when
corruption is random. (2) Then the adversary corrupts any ¢ parties in C?\ { P, }
with a probability of 1 because the adversary is adaptive. Privacy breaks because
P, is honest, its output share vfh is a deterministic function f of the ¢ incoming
messages {m;}pic s and the local randomness 7 it generates. Notice that v,
is uniquely determined by the other n — 1 shares, the randomness does not
affect the result of f. The adversary, who now holds all the messages {m,;},
can compute v = f({m;},0*) without corrupting P.,. Adding the ¢ shares
obtained in the second round of corruptions gives the adversary t +1 =d + 1
shares in total, exactly the number needed to reconstruct the secret v. This
violates perfect privacy and yields the desired contradiction. Fig. 1 depicts the
flow for a concrete example with n =7 and t = d = 3.

The lemma above already rules out O(n) communication when ¢ = d, even
against a semi-honest adversary. It therefore carries over a fortiori to the mali-
cious R-adaptive setting used elsewhere in the paper.

2.3 Efficient Fluid MPC Based on Optimal Reshare

Once an O(n) reshare is available (Section 2.1), a fully Maximally-Fluid MPC
over Shamir sharing follows almost verbatim: each multiplication consists of one
reshare plus O(n) communication [1]. The informal bound, however, shows that
such efficiency forces a tight relation between the privacy and reconstruction
thresholds: with inter-committee bandwidth capped at Ay (n—u)+7T (u,n), PPT
security for all committee size becomes impossible whenever ¢ > (1— /\%H) (d+2).
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Choosing optimal parameters. For optimal efficiency, we set A =~v =1, u =0,
so the hop from one committee to the next costs at most n field elements. Under
the bound above, this forces t < d/2, which we adopt from here on. Our reshare
scheme expends the work of [1] and supports every linear (d,n) scheme with
t < d/2 and therefore applies far beyond Shamir secret sharing.

Building the full protocol. With the optimal reshare in place, we construct a
Maximally-Fluid MPC that uses Shamir sharing together with the double-random-
sharing technique, avoiding the complicated generation of Beaver triple. We
re-engineer the random-share generators Fyouple-rand and Frero from traditional
MPC so that each is produced in batches by linearly combining one random
share from every party and is suitable for Fluid setting.

Performance. Against a semi-honest adversary, one multiplication gate com-
pletes in three rounds, compared with seven in [1]. The average bandwidth per
gate drops to 9.3n field elements (semi-honest) and 37.3n field elements (mali-
cious). These figures approach the best traditional MPC protocols. A prototype
written in C++ and simulated in OMNeT++ [26] confirms that the overhead
remains modest when compared with ATLAS [20].

3 Security Model and Preliminaries

In this section, we introduce some preliminaries needed for our work. We will
first present the definition of Fluid MPC, as well as some definitions that we
need. Finally, we provide some cryptographic concepts used in this paper.

3.1 Fluid MPC and Security Model

Next, we give a brief introduction on the Fluid MPC concepts from [7]. We
discuss it in more details in Appendix A.

We consider a client-server model within a universe U of all clients and
servers, formalizing the concept of dynamic parties. Roughly speaking, clients
remain unchanged, while servers are allowed to change continuously during the
computation. The entire computation process can be divided into the input stage,
execution stage, and output stage. The input stage and output stage are similar
to static party MPC, where fixed clients provide inputs during the input stage
and receive computation results during the output stage. The execution stage
in Fluid MPC is divided into epochs, each executed by a static set of parties,
and further divided into the computation phase and hand-off phase. According
to the epoch number, we refer to the set of parties executing epoch; as CJ and
the set of clients as C!"t. The size for committee C7 is denoted as n; while the
corruption threshold is denoted as t; (t; = O(n;)).

The computing idea mainly follows the ‘layered circuit’ similar to [7], which
constructs the whole arithmetic circuit C' by layers. Each layer consists of mul-
tiple arithmetic gates. The maximum number of arithmetic gates contained in
each layer is called the width of the circuit. In this paper, we set the width w to
be at least £2(n).
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3.2 Preliminaries

Linear (d,n)-threshold secret sharing scheme |25]. The linear (d, n)-threshold se-
cret sharing scheme supports linear combination calculation. Similar with setting
of t;, we set (dj,nj)-threshold secret sharing scheme is used in committee Ca,
d; = O(n;). The algorithms are listed below:

— Ilpss.Share(xz) — [z]q: A dealer shares the secret value x € F and, to be
concise, generates n secret shares {z!,..., 2"}, denoted as [z]4.

— IIpss.Rec([z]q, i) — 2: One party P; is allowed to obtain the original secret
x after receiving at least d + 1 shares.

— IIpgs.Open([z]4) — x: This procedure allows every party to obtain the orig-
inal secret x with at least d 4+ 1 shares as input.

Moreover, we denote shares of  held by parties in set S as [z]g, and denote
shares of z held by committee C7 as [z]. Set of trusted honest parties in com-
mittee C7 is denoted as 77, and the set of corrupted parties is denoted as Corrd.
Furthermore, we denote | J S as the union set of all elements in the set S.

4 Complexity Limitation of the Fluid MPC Based on
Threshold Secret Share

First, we recall the definition of the reshare functionality Freshare in [11]. The
relationship between it and the secret share based Fluid MPC protocol will then
be illustrated. Furthermore, with the tool Freshare, the restriction for Fluid MPC
based on threshold secret sharing will be proved under different settings.

4.1 Existential Relationship Between Reshare and Fluid MPC

Firstly, we recall the functionality Freshare here, which slightly extends the defi-
nition in [11]. In Feshare, Wwe consider reshare from committee C’ to ¢’ for any
j < j'. This extension is necessary for restriction theorems about the complexity
of Fluid MPC (like the Lemma 1).

Furthermore, considering reshare from one committee to the next defined
in [11] is useful for the construction of Fluid MPC protocol, we denotes Freshare
of two-layers as Fs_two- Here we only present the functionality of Frs_two-

Inspired from the transfer gate idea in [10], we present Lemma 1 here to
demonstrate the relationship between Freshare and Fluid MPC, which illustrates
why we use Freshare as a tool to analyze Fluid MPC.

Lemma 1 Let IIyipc be a secret share-based Fluid MPC protocol with mazximum-
Sfluidity that computes a multiplication gate in j' — j+1 rounds and has the total
communication cost of F\(n) field elements, i.e., C7 has shares of inputs and each
party in Ci" receives a share of the computation result. Then, under the same
committee setting and adversary capabilities, there exists a protocol Tieshare that
implements Freshare among C7 to ¢ and has F(n) field elements communication
cost.
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,_[ Functionality 1: Freshare }

Functionality: C’ reshares a re-randomised (d;, n;)-threshold sharing [v]gj to

committee le,j' > j.

1. In epoch j, Freshare receives vf , Pij € 77 and reconstructs v. Freshare further
computes the shares of [v]fij held by corrupted parties in C’, and sends
these shares to the adversary.

2. In epoch j', Freshare Tandomly generates shares of [v]f;v/. Freshare firstly sends
J

shares of corrupted parties in C? " to the adversary and waits for its response.
— If the advers/ary replies continue, Freshare Sends other shares to honest
parties in C7 .
— If the adversary replies abort, Freshare sSends abort to honest parties.

,_[ Functionality 2: Frs_two [11] ]

Functionality: C’ reshares a re-randomised (d;, n;)-threshold sharing [v}éj to

committee CI11.

Proof. To show this, we can construct a protocol myeshare that implements Feshare
using the existing IIyipc protocol as described next.

1. C7 invokes ITyipc to compute one multiplication gate Multiply([v]éj, [1]§j).

2. €1 receives computing result [v]f;_, as the reshare result.
J

Note that in addition to invoking ITy\ipc, it is necessary to generate random
shares of 1, which can be introduced via input gate or collaboratively produced by
all parties, which will introduce n field elements communication cost. However,
we argue that the generated shares of 1 can be reused. So if we consider at least
£2(n) reshare operations, then the evenly distributed consumption for generating
shares of 1 will be negligible. Thus, the built 7 eshare has the same communication
cost of F(n) field elements. |

Therefore, directly from Lemma 1, we obtain the following Corollary 1 that
conditions the existence of Fluid MPC on the existence of reshare.

Corollary 1 Under any fixed execution model, if there exists no protocol Tieshare
that securely realizes Freshare With communication cost at most F(n) (field el-
ements), then no secret-sharing-based Fluid MPC protocol llyipc can securely
evaluate a multiplication gate with communication cost at most F(n).

4.2 Linear Protocol for d =t is Impossible

Given Corollary 1, the existence of linear protocols can be discussed. We begin
with the setting that d = ¢, which is widely used in traditional MPC based on
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Shamir secret share [20] or repeated secret share [22]. Firstly, we present Lemma
2 to discuss the situation where every committee has the same settings. The
proof mainly follows the idea demonstrated in Section 2.2, which focuses on the
last layer of communication between C7 "and 7' 1. According to the information
controlled by the adversary, the contradiction will be constructed.

Without loss of generality, we simplify the notation by analyzing an instance
of Freshare that concludes at committee C2. This transformation re-indexes the
final two committees, replacing C¥' =1 and ¢7" with C! and C?, respectively.

Lemma 2 Assume a uniform setting where every committee C7 with size n,
corruption threshold t, and (d,n)-threshold secret sharing of d = O(n). If t >
d, then there exists no protocol Tieshare that securely realizes Freshare Wwith O(n)
communication complexity against a PPT adversary.

Due to space constraints, the proof of Lemma 2 is deferred to Appendiz B.2.

Consequently, we have established that realizing Freshare with O(n) communi-
cation is impossible when d = t for fixed-size committees. Since the constant-size
setting is a special case of the variable-size setting, this impossibility result ex-
tends immediately to the general case. We formalize this general impossibility in
Corollary 2. Furthermore, building on Claim 2 in the proof of Lemma 2, Corol-
lary 3 characterizes the required communication structure for any valid O(n)
reshare protocol.

Corollary 2 Let each C’ be a committee using (dj,nj)-threshold secret sharing
scheme and d; = ©(n). If the corruption threshold satisfies t; > d;, then there
exists no protocol Treshare that securely realizes Freshare with O(n) communication
complexity against a semi-honest PPT adversary.

Proof. Assuming that there exists a Treshare realizing Freshare from C2~0 =9 to C2
with a communication complexity of O (n) field elements. The setting of t; > d;
is obviously impossible. As for the ¢; = d; situation, similar to the Part 3 in the
proof for Lemma 2, we denote the event that S} is a subset of Corr! as A;. The
probability can be computed as p; = Pr[4;] = (?11:;‘) / (?11) This means that the
adaptive adversary can compromise the security of myesphare With at least €,q > p;
probability. Moreover, the probability that the static adversary compromises the

security of 7reshare is at least

() _ D)

R N R T
1 2

to
Noting that p; and e are both polynomial functions of n; and no, the attack
strategy is suitable for PPT adversaries. |

Corollary 3 Assume a Freshare tmplementation is allowed only O(n) field ele-
ments of communication. Then, parties in CI' can be divided into (1) at most
w = o(n) parties that together receive no more than T(u,n) = O(n) elements
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(T'(0,n) =0), and (2) n — pu parties, each of which can receive a single message
from each of up to A parties in Cj/fl, with each message containing at most ~y
field elements, for = o(n) > 0 and fized constants A,y > 0. Thus the costs of
the last communication round (from C3' =1 to C7") are at most My (n—p)+T (u, n)
field elements.

4.3 t < d is Not Enough

As demonstrated in Corollary 1, Lemma 2 and Corollary 2, the setting of tradi-
tional MPC protocols [6,18,20], which have ¢ = d, is impossible for O(n) Fluid
MPC. Moreover, we will illustrate in this section that there are limitations even
when ¢t < d. We will still begin with the setting where every committee has the
same size, n, and show the conclusion for the variable situation later. For the
sake of notational simplicity, in this section, we still consider the Feshare from
the committee C2~9' 17 to C2

Information-theoretic adversary. Recalling previous proof for Lemma 2, when
we consider d —t > 0, the adversary must corrupts C! in an appropriate manner,
ensuring that Corr! encompasses at least d—t+1 of the S} € S*, where S} means
the set of parties in C! who send message to P?. This allows the adversary to
acquire shares held by d —t + 1 parties in C? without corruption. Subsequently,
by corrupting other t honest parties in C?, the adversary can obtain d + 1 =
d —t+ 1+t shares, thus compromising the privacy of the protocol. Given that A
represents the number of parties included in S}, it is important to consider the
possibility of an adversary successfully controlling them. Consequently, we will
discuss different value ranges for ¢t and \ separately:

-When | ] < n — p, we assert that for any constant A < ¢ (it always holds con-
sidering A = O(1) while t = ©(n)), regardless of the communication arrangement
generated by Treshare Which realizes Freshare, there exists at least one strategy for
the adversary to have non-zero probability to corrupt C! such that Corr! encom-
passes at least | % | of the S} € S'. To achieve this, considering that Vi, |S}| < A,
it suffices to arbitrarily select [£| S} from S*, and ensure that Corr! contains
the union of these selected {S}}, which totally has | %] - A < ¢ parties need to
be corrupted.

Based on the previous discussion, when L%J >d—t+ 1, the adversary will
have the capability to compromise the protocol’s privacy. Since [%J > % —1,1it
suffices to ensure that § —1>d—t+ 1, which is equivalent to:

124 = (1= F)d+2) = (1- xdy)d+2(1 - 5y) 1

A

It is worth noting that this section requires ¢ < d, so we need to check whether
the above condition can be satisfied. We point out that the condition becomes
unsatisfiable, leading to d < (1 — %H)(d + 2), if and only if 2\ > d, which
is clearly impossible. Thus, in this situation (including the setting about the

value of A and ), an information-theoretical security protocol Treshare to realize
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Table 1. Minimal n to realize O(n) costs Freshare against PPT R-static adversary

Security levels

Ad s k led f realisi reshare
versary’s knowledge of realising Fresh 6t T 1285t | 256-bit

No information 72 142 280
Fully deterministic No security
Completely random > 1000 - -

Note: This table shows the minimal committee size to realize O(n) costs Freshare against PPT R-static

adversary with different communication information known by adversary for the last round when

t> (1— %ﬂ (d+2), specially for A = 1, 4 = 0 and d = n/2. ‘No information’ refers to the restriction

regardless of the strategy used. And adversary has no information of that. ‘Fully deterministic’ means
that the communication strategy between two committees is completely determined and public. Note
that this is the strategy employed by all existing Fluid MPC schemes, and under this strategy, no
level of security can be achieved. ‘Completely random’ means that each party selects the recipient
of their message randomly. Adversary can know this random strategy but has no idea of the exact
transmit ways. In this case, until n = 1000, the adversary’s success rate remains above 0.4, making
it extremely difficult to achieve even the most basic level of security.

Freshare is impossible. In particular, when A = 1, meaning that parties in £ receive
message inputs from at most one party in C', we have t > % + 1. Considering t
is an integer, the constraint condition will be ¢ > g.

-When n — pu < | ], this situation can only arise when A = 1 and n — p < t.
Specifically, there will be n — pu parties in C? can only receive single message from
single party in C'. The adversary can just randomly corrupt ¢ parties in each

committee. Then it has (?:5) /(}) probability to get all shares hold by parties

in C?\L and t — p more shares, only has no idea of n —t < yu parties’ shares.
Notice each of these n —t¢ < pu parties can only receive single message from
single party in C'. However, adversary also do random corruption in C!, it has
(?:((Z::)))/(?) > (?__ﬁ)/(?) probability to just control all inputs of these n — ¢
parties and gets there shares. So, overall, even static PPT adversary can get

all shares hold by C? with at least ((?:I‘j) / (?))2 probability, which is obviously
unsafe. For the sake of simplicity, the following discussions in this paper will no

longer consider the analysis for the case when n —p < |%].

PPT adversary. Moreover, if we take the PPT adversary into consideration, we
need to further determine the probability of the adversary successfully executing
the attack when ¢ > (1— %—H) (d+2). As mentioned in footnote 10, the message
transfer strategy of yeshare t0 realize Freshare Will influence the best corruption
strategy of the adversary. Thus, we have to construct the proof by adversary’s
knowledge of 7ryeshare’s strategy.

Specifically, we consider three types of adversary’s knowledge for ‘no infor-
mation’, ‘fully deterministic’ and ‘completely random’. For brevity, illustrations
of the adversary successfully attacking with information of these strategies are
provided in the full version [29].

Finally, based on the given attack success probabilities for PPT adversaries
under different settings, we can list the minimum number of parties n required
to achieve different security levels. These are shown in Table 1. In which we
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consider settings of A =1, y = 0 and d = n/2 (or d = (n — 1)/2 with odd n)
fort > (1— /\%H)(d + 2), which implies ¢ = d/2 under static adversary. Consid-
ering that as the adversary’s capability increases with the proportion of ¢ to n
increases, the scheme will become increasingly difficult to resist the adversary’s
attacks, requiring a larger n to achieve the same security level. Therefore, the
values of n in Table 1 are representative. It is worth noting that the ‘fully de-
terministic’ strategy used by existing schemes [1,2,7,24], where the adversary
knows all parties’ transmission targets during the hand-off phase, cannot resist
PPT adversaries for arbitrary values of n.

4.4 Restriction for O(n) Complexity Feshare and Fluid MPC

We have fully demonstrated the limitations for designing Freshare- In this section,
we will conclude the discussion shown before and further illustrate the situation
of Fluid MPC protocol.

Restriction for O(n) complexity Freshare- Assuming that Treshare 1S @ proce-
dure to realize Freshare, We give the Theorem 1 of limitations for designing Treshare-
We assume the number of parties to a linear arrange of a constant number n,
ie.,Vj € [D],an < n; < bn, where a and b are two constant numbers. The proof
is shown in Appendix B.1.

Theorem 1 If the communication cost of realizing Freshare 1S required to be O(n).
Then, the parties in the last transmitted committee Ci' can be divided into two
categories. One category consists of p = o(n) > 0 parties. These parties can
receive, without restriction, a total of no more than T(u,njy—_1,n5) = O(n)
field elements from any parties in the Cj/_l, and T'(0,n;—1,nj) = 0. The other
category consists of the remaining n; — p parties, and each party can receive at
most 7y field elements from each of up to A parties in the ci-1 for fized constants
A,y > 0.

Thus the entire communication from Ci'1 to €' costs at most My (bn — p) +
T(p,nj—1,n5) field elements. If, in addition, t; + tj/)\_l > dj + 2 (equivalent
tot > (1 - /\%H)(dj/ + 2) when t; = ty_1 = t), then, even against a static
semi-honest adversary,

— no information-theoretically secure Freshare implementation exists, and
— no PPT secure Freshare tmplementation exists whenever 1.t; > dj, or 2.t <
d; and n is below a moderate threshold.

Restriction for O(n) Fluid MPC. Now, using Corollary 1 along with The-
orem 1, we can derive Theorem 2 that provides conditional constraints for de-
signing Fluid MPC with O(n) complexity.

Theorem 2 If the communication cost of secret share based protocol Ilypa to
realize multiplication gate of Fpags is required to be O(n). Without loss of gen-
erality, we consider that committee C7 has the input of the multiplication gate



The Cost of Fluidity: Communication Complexity Trade-offs in Fluid MPC 15

and executes the protocol to let ¢’ gain the result shares. Then, the parties in
Ci' can be divided into two categories. One category consists of p = o(n) >
0 parties. These parties can receive, without restriction, a total of mno more
than T'(pu,nj—1,n;:) = O(n) field elements from any parties in the Ci'1, and
T(0,nj:—1,nj) = 0. The other category consists of the remaining n; — p parties,
and each party can receive at most 7y field elements from each of up to A parties
in the CI'=1, for fized constants X,y > 0.

Thus the entire communication from C' =1 to C7" costs at most Ay(bn — ) +
T(p,nj—1,n5) field elements. If, in addition, t; + tj/)\’l > dj + 2 (equivalent
tot > (1 - %H)(dj/ + 2) when ty =ty = t), then, even against a static
semi-honest adversary,

— no information-theoretically secure IIyipc exists, and
— no PPT secure Ilyipe exists whenever 1. tj > djr, or 2. tj < dj and n is
below a moderate threshold.

Proof. As illustrated in Corollary 1, if we consider the multiply computation of
IIyipc, then it can be constructed to a procedure Treshare that can realize Freshare
with same communication cost between each layer from committee C7 to CJ "
According to the restrictions in Theorem 1 for Treshare, these conditions are also
applicable to Iypc. |

5 Efficient Fluid MPC Protocol Based on Random
Double Sharings

Recall the idea presented in the introduction: we want to design a Fluid MPC
protocol meets the bound while approaching the efficiency of the best traditional
MPC schemes. We design an efficient Fluid MPC based on Shamir secret share
and random double sharing. It can be seen that the protocol is optimal when
A=1,u=0 and v = 1, considering that A > 1 and p > 0. In these conditions,
t < d/2+ 1 must be meet to avoid the bound for realizing Fpagg. Therefore, to
realize the efficiency, we propose a Fluid MPC protocol for A =1, = 0,7 =1,
and t < d/2. This protocol achieves maximal Fluidity with the constant number
of parties in each committee. We assume that V7, |C?| = n and use (d, n)-Shamir
secret sharing, where d < n/2. We will begin with basic constructions and then
demonstrate the final protocol later.

5.1 Random Sharings Generation

At first, in the Fluid MPC protocol and reshare scheme proposed in this paper,
random double sharings [r]4, [r]2q are needed for the multiplication scheme. At
the same time, the random zero sharings [0]4 are also needed for the construction
of the Freshare- Therefore, to be rigorous, we first present the implementations
of two functionalities Fyouble—rand and Frero- These concepts draw parallels with
those presented in [1]. Thus, we only briefly demonstrate usages without detailed
definitions, and we refer readers to their work for formal definitions. Procedures
that implement these two functionalities are shown in the full version [29].
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,_[ Functionality 3: Faouble—rand [1] ]

Functionality: Distribute degree-d and degree-2d random shares of the same
random value r to C’.

,_[ Functionality 4: Foeo [1] }

Functionality: Distribute degree 2d random shares of 0 = 0 to C’.

5.2 Efficient Reshare for Shamir Secret Sharing

Given limitations in Section 4 and Theorem 1, we propose a procedure 7 eshare fOr
resharing [r], using a (d,n)-Shamir threshold secret sharing, under the optimal
conditions ¢ < g and A = 1,7 = 1,4 = 0. According to the Corollary 3 and
Theorem 1, these settings contribute to the theoretically optimal communication
cost for the implementations of Freshare- In brief, to realize reshare, we add a
random sharing of zero [0]4 to [r]y and let the parties transfer their shares one-
to-one. Since t < d/2, the adversary can get at most d shares, which ensures the
security of reshare. We first propose the s_wo for the two-layers situation 7.
Then, Treshare is built by repeating execute ms_two. We give the Lemma 3 to
demonstrate the proposed procedure can securely compute functionality Freshare

without checking the correct of output, which actually achieves weak privacy.

Lemma 3 The procedure Treshare can securely compute the functionality Freshare
with Weak Privacy in the Fiero-hybrid model in the presence of a malicious R-
adaptive adversary and committees have same settings of t,d,n and t < d/2.

The proof of Lemma 3 is shown in the full version [29]. Furthermore, a cor-
rectness verification stage must be considered to achieve the secure with abort.
We use the robust circuit idea designed in [7], which is informally described
below.

1. All parties in C7 have random share [r]’, and inputs ([l [rv]%}.

2. All parties in C/ use Tyeshare to reshare [v]’}, [rv]?, and [r]4 separately/.

J

3. Open the random number 7, then all parties open share [dis]q = [rv]], —r-[v],

and check if dis = 0.

Consider that the r is not known to the adversary before it is opened, the
probability of the adversary cheating successfully is statistically negligible. More-
over, although the stages described before can defeat a malicious adversary, we
do not need to do the checking for every reshare implementation separately. The
check for all gates and reshares can be done together with the robust circuit idea
before the output stage of the Fluid MPC protocol.

7 It is worth noting that ms_wmo bears some similarities to the work in [1]. However,
the scheme proposed in this paper applies to all linear secret sharing schemes and is
proven to be theoretically optimal.
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[ Procedure 1: 7s_two ]

Usage: C’ reshare a re-randomized (d,n)-threshold share [v]’, to committee
it

€7 invoke Fyero to get a random zero sharingv[()]fl. ‘
The parties of C’ locally compute [v']%, = [v]7, + [0]Y,.
‘v’Pl-jf1 € €71, each party sends v’g to PijJr1 e it
¢+t output [u');

= 80 =

[ Procedure 2: Tieshare ]

Usage: C’ reshare a re-randomized (d,n)-threshold share [v]’, to committee
.
1. For k in [j, 5’ — 1], C* invokes Trs_two to reshare the [v]% to [v]5T!

2. ¢ outputs [v}g‘

5.3 Secure Multiplication Based on Shamir Secret Sharing

Using the procedures we presented before, in this section, we propose an efficient
multiplication procedure 7wy for Fluid MPC. Overall, this procedure originates
from a series of Shamir MPC multiplication protocols [8,20,21] based on Pying
and random double sharings. However, in the Fluid MPC settings, random dou-
ble sharings (], [r]3, are generated in real time and used to mask multiplication

results in C7. After masking, degree-d sharings [7“]2 used for unmasking need to
be reshared to C712.

[ Procedure 3: mmui ]

Usage: C? hold [z]7, [y]%,, and C7*? output [z -y}

1. C7 invokes Tdouble—rand tO obtain [r]%, [r]3 4-
2. The parties of C? locally compute

lel3q = [2l} - W1l + [2a-

Then, all parties in C? jointly select a special party Pring in C7*1. Parties
send [e]gd t0 Pring and invoke Treshare SO that CI+2 get [r]flJrQ.

3. Pring € C7T! locally runs ITpss.Rec([e]},) to obtain e = = -y + 7 and
broadcasts e to CI12.

. 0 i+2 j+2 j+2
4. All parties in €’ locally compute [z -y}~ = a -

€e— [T]d
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It is worth noting that m,, operates with maximal Fluidity, and all com-
munications can be completed in a one-way manner. The computations of the
committees are independent of each other and can be performed simultaneously.

5.4 Efficient Fluid MPC Protocol

With all the preparation, we present our efficient Fluid MPC protocol in this
section, which achieves maximal fluidity and is secure against the malicious R-
adaptive adversary. The proposed protocol assumes that all committees have the
same number of parties and use the same (d, n)-threshold secret sharing scheme.
Similar to the idea of [7], we will first present the weak privacy protocol and then
modify it to the malicious security. The weak privacy conception for Fluid MPC
was defined in [7], which protects privacy in a malicious R-adaptive adversary
environment without guaranteeing the correctness of the output.

Weak Privacy Scheme The Protocol II,pmain Presented here achieves Weak
Privacy against a malicious R-adaptive adversary. The proof of Theorem 3 is
deferred to the full version [29].

[ Protocol 4: ITupmain ]

Input: VP; € C™, if P; wants to generate a Shamir sharing of input z;, then

clnt

it executes ITgs.Share(z;) to get [z;]g™".

Computing: Each committee will sequentially compute the arithmetic gates
contained in the corresponding layer of circuit C. Each layer of the circuit will
involve three committees, executing the following for different arithmetic gates:

Linear combination: To compute linear combination of ([z1]%, - -, [ze]?) and
a”, all parties in committee C’ locally obtain [2]} = [a1z1 + -+ + acxe]) =
([wald, -+ s [ze]d) - a”. Then, all parties in committee ¢’ invoke 7reshare tO let

committee C7+2 get [2]12.

Multiplication: To compute multiplication of [z]} and [y]g, committee C’ invokes
Tmute ON them to let committee C7+2 get the result [z]f[LQ = [z - y]J.

Output: Parties in the last committee C'*** open the circuit result shares
[2]55F = ([z1]°%, - - - ) to the clients. Clients then reconstruct them and output
z.

Theorem 3 Let A be a malicious R-adaptive adversary, protocol Il ,pmain can
compute Fpags with Weak Privacy in the presence of A in the Feommit-hybrid
model, controlling at most t servers in each epoch and d clients.
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Malicious Security With Abort. Finally, considering that Il,p,main is a
linear-based Fluid MPC protocol, according to the Malicious Security Compiler
and Theorem 2 proposed in CGG™21 [7], I ypmain can achieve Malicious R-
Adaptive Security With Abort under the same fluidity conditions by com-
puting a robust version circuit C' of the layered arithmetic circuit C, in which
C has one more layer than C' and mostly with its width increasing to at most
4w + 4 compared to the width w of C.

5.5 Efficiency Analysis and Implementation Comparison.

We primarily consider the communication complexity (measured in the number
of field elements) required to compute a single multiplication gate under both
semi-honest and malicious R-adaptive adversary settings for these three proto-
cols. It is worth noting that BEP23 [1] does not provide specific implementations
for functionalities such as Fyouble—rand and Frero. In the following comparison, we
assume that their implementation is similar to what is proposed in this work.

Table 2. Average Communication Cost for Single Multiplication Gate Evaluation

Protocols Types Threshold Semi-honest Malicious
CGG™21 [7] t<n/2 n’ 4n?
BEP23 [1] Fluid t<n/2 60n 232n
BEP24 [2]* t<n/3 - O(n)
Our Work t<n/4 9.3n(9in) 37.3n(371n)
ATLAS [20] | Traditional | ¢t <n/2 4n 4n

* Notice the work BEP24 [2] with ¢t < n/3 threshold aims for high security (perfectly secure) and
uses similar computation technic with BEP23 [1], we omit the specific communication cost.

As shown in Table 2, both our work and CGG™21 [7] utilize robust arithmetic
circuits to achieve malicious security with abort. The size of the robust circuit C
scales proportionally to the original circuit C', depending on the specific structure
of C. To compare the efficiency of our protocol, we consider the worst-case
scenario, where a multiplication gate, when converted to a robust arithmetic
circuit, results in a computational load equivalent to 4 multiplication gates.
Even in this scenario, and ignoring constant-level communication costs (which
are significantly higher in [1] than in our protocol), our protocol demonstrates a
significant efficiency advantage. Compared to BEP23 [1], our protocol incurs only
1/6 of its communication overhead for both semi-honest and malicious security.

To emphasize the efficiency advantages of the protocol proposed in this paper,
we further conduct a simulation comparison with ATLAS [20], the state-of-the-
art traditional MPC scheme. Interested readers are referred to Appendix C for
details.
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6 Conclusion

In this work, we studied the communication complexity of Fluid MPC in the
maximally fluid setting and identified resharing as the key abstraction govern-
ing its cost. By formalizing the reduction from Fluid MPC multiplication to
reshare, we obtained a communication resilience trade-off with security settings.
Motivated by this bound, we then present concrete Fluid MPC constructions
with linear communication per multiplication gate, obtaining improvements over
prior work in both the semi honest and malicious with abort settings.

Acknowledgments. This work was supported by the National Cryptologic Sci-
ence Fund of China (2025NCSF02022), the National Natural Science Foundation
of China (62372020).

Appendix
A Fluid MPC and Security Model

Here, we separately introduce conceptions of fluid MPC and various dimensional
definitions of the adversary A and corruption, referring readers to [1,7,24] for
complete definitions.

A.1 Fluid MPC Model

Fluidity. This is defined as the minimum number of synchronous communica-
tion rounds in any epoch during the execution stage. We refer to a protocol as
achieving maximal Fluidity if each epoch j lasts only one communication round,
i.e., no interaction exists in the computation phase. In this paper, consistent
with [1,7,24], we focus exclusively on maximal Fluidity.

Committee Formation. We consider that every committee is determined ‘On-
the-fly’, which means that committee C/*! is somehow determined and known
to every party P/ € C7 at the start of the hand-off phase of epoch j. Taking
inspiration from [1], we assume that the environment £ informs C’/ about the
committee C7*! at the start of the hand-off phase of epoch j. We denote the
number of parties in committee C/ as n;. Finally, we denote the number of
committees or epochs as D.

A.2 Security Model

Semi-honest or Malicious. Adversary A receives the corrupted parties’ local state
determined by environment £. As in the traditional MPC setting, for a semi-
honest adversary, A only knows the local state, while a malicious adversary A
can take full control of the corrupted parties.

Corruption Threshold. Different from previous works [1, 7, 24], we consider
a more refined corruption threshold. We denote ¢; as the number of parties in
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committee C? that can be adversary corrupt. We mainly consider the retroactive
effect adversary, which means if a party is corrupted, then it will be counted to
meet every corruption threshold of the committee that includes this party. To
simplify, we can assume that every committee has different parties. Specifically,
without loss of generality, we assume that for every committee C7, t; = ©(n;) or,
in other words, n; > t; > on;, where o is a constant positive number according
to the security parameter.

Point of Corruption. As demonstrated before, the committee C7 is determined
at the start of the hand-off phase of epoch j—1. Similar to the definition in [7], in
a static manner, an adversary can only corrupt the parties when C7 is determined.
An adaptive adversary, however, can corrupt parties at any time when C7 is alive.

Effect on Prior Epochs. Similar to [7], we consider a retroactive effect ad-
versary. Consider that a party may be alive in multiple committees, retroactive
effect means when a party in C7 is corrupted, then committees before C7 who in-
clude this party have to count it to meet the corruption threshold. For simplicity,
we can consider a party that only lives in one committee.

Dynamic Arithmetic Black Box. While we discuss the limitation of commu-
nication cost in the weakest setting, even with a semi-honest R-static adversary,
the protocol we proposed can defend against a malicious R-adaptive adversary
with abort. Security with abort is general for designing MPC protocols, ensur-
ing that honest clients can all receive the output or all of the parties abort.
That is the same as in previous works [1, 7, 24]. Moreover, we adapt the dy-
namic arithmetic black box (DABB) ideal functionality Fpags shown in [1,24],
which is based on the finite field IF, and includes ‘Parameters, Init, Input, Next-
Committee, Linear Combination, Multiply and Output’. Furthermore, to for-
mally define communication and committee management, we use the functional-
ity Feommit; Which is also used in [1]. The formal definitions of Fpags and Feommit
are shown in Appendix A.3.

Weak Privacy. In our work, we adopt the idea of Weak Privacy and Mali-
cious Security Compiler proposed in [7]. In brief, Weak privacy describes a Fluid
MPC scheme that can protect privacy in a malicious R-adaptive adversary en-
vironment without guaranteeing the correctness of the output. The Malicious
Security Compiler, on the other hand, provides a method to transform a linear-
based Fluid MPC scheme with Weak privacy into one with security with abort,
where a linear protocol means every operation of the protocol is linear.

A.3 Dynamic Arithmetic Black Box (DABB)

We adapt the dynamic arithmetic black box (DABB) ideal functionality Fpags
shown in [1,24], which is based on finite field F,,. To further enhance the general-
ity of Fpags, we modify the Fpagg definition from the works of [1,24] by revising
‘Add’ to ‘Linear Combination’. This addresses the issue of vague definitions for
scalar multiplication and scalar addition in previous works. It is worth noting
that the ‘relay gate’, which transmits computed values to a later layer, can be
implemented using a ‘Linear combination gate’ by simply setting a = (1,--- ,1).
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The Fpass we present includes ‘Parameters, Init, Input, Next-Committee, Lin-
ear Combination, Multiply and Output’, which is suitable for more common
situations than the Fluid MPC model proposed in [7]. Similar to the traditional
MPC, the designing of realizing Multiply will be the key part of the protocol.
The formal definition of Fpagg is shown following.

,_[ Functionality 5: Fpags !

))

Parameters: Finite field F,,, universe U of parties, and set of clients Ceint C U.
The functionality assumes that all parties have agreed upon public identifiers
idz, for each variable x used in the computation.

Init: On input (Init, C) from every party P; € C°'™, where each P; sends the
same set C C U, initialize j = 1,C' = C as the first active committee.

Input: On input (Input, id,, ) from some P; € 7™, and (Input, id,) from all
other parties in Corr™, store the pair (ids, z).

Next-Committee: On input (Next — Committee, C) from every party P; € C7,
where each P; sends the same set C C U, update j = j + 1,C7 = C.

Linear Combination: On input (LC, id., id., a) from every party P; € C7,
where id, is a vector of (idg,, - --idw) and a is a ¢-dimensional coefficient
vector, compute z = (21, - ,x¢) - @’ and store (id., z).

Multiply: On input (Mult, id.,ids,id,) from every party P; € C?, compute
z =z -y and store (id., 2).

Output: On input (Output, {id.,,}) from every party P; € C?™ U C?, where
a value z,, for each id;,, has been stored previously, retrieve {(id.,, , zm)} and
them to adversary. Wait for input from the adversary, if it is Deliver, send the
output to every P; € C™. Otherwise, abort.

Furthermore, we use the functionality Fcommit to determine the communica-
tion between parties, which is also used and shown in [1].

B Supplementary Constructions and Proofs Omitted
from Main Text

B.1 Proof of Theorem 1

Proof. Firstly, we prove the situation when the settings of each committee are
pairwise equal. The situation for ¢ > d is proved by Lemma 2 and the communi-
cation costs are proved in Corollary 3. When we consider d >t > (1— /\%H)(dJr 2)
and || < n — p® There exists a feasible corruption method for the adversary
that allows it to compromise the privacy protection security of mreshare With a

non-zero probability. As described in section 4.3, for adversaries with different

8 The first condition can be satisfied because 2\ < d. For the second condition, the
opposite case L%J > n — u is demonstrated in section 4.3. For the sake of brevity, it
will not be elaborated upon in this proof.
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capabilities, there exists a non-zero lower bound on the success rate of this at-
tack.

For an adversary with information-theoretic capabilities, as shown in equa-
tion 1, the adversary can always find a corruption method. For an adversary
with PPT capabilities. If the adversary has adaptive capabilities, then accord-
ing to section 4.3, a lower bound for its attack success probability can be
given as €,q > 1/(}). If the adversary has static capabilities, then according
to equation 77, a lower bound for its attack success probability can be given as

[ %]
(d— L§] +1) .
€st > 7~ ——+—— . For the exact choice of n,t, A, the values of €,q and eg are
(f/)(d— L%J +1)
both nonzero constants.

However, considering that €,q and ¢y are both exponentially small in terms
of n. As n increases, these two probabilities will rapidly decrease and can break
through the adversary’s attack success probability of 1/p commonly seen in
existing MPC schemes [21,23]. Therefore, it is necessary for us to take the size
of n into consideration. As shown in Table 1, there does not exist a procedure
Treshare that is secure for any number of parties n against a PPT adversary.

Secondly, for situation that committees have different setting. As mentioned
in the information-theoretic adversary situation of Section 4.3, the adversary
can corrupt t;_; parties that denoted as Corri’ =1 C Cj/_l, which have none

zero opportunity to encompass at least V”T”J Sg e it Therefore, the
adversary can gain VJ'T‘IJ parties’ shares of secret v in committee C7" without

corruption. And corrupting d; — V]/T’IJ +1 more parties in C? " will be enough for
the adversary to obtain the secret v. To ensure this attack, ¢;,_1,t;, and d;- have
to meet the condition t;; > dj — V"A’lJ +1. Considering that V"’)\’IJ > t/T’l -1,

tj/

v > djr + 2 is sufficient.

tj +

B.2 Proof of Lemma 2

Proof. Assuming that there exists a myeshare that can securely compute Freshare
with at most O(n) field elements communication cost, as shown in Table 3, we
separate the proof into three parts.

Part 1. When t > d, the adversary can easily reconstruct the secret v based
on shares held by corrupted parties, which means no meshare can securely compute
]:reshare~

Part 2. As for t = d, we begin with an information-theoretic adversary, then
we have the following claim:

Claim 1 There must exist a party PC2h € C?, which can receive messages from at
most t parties in committee C*. Otherwise, Treshare Will have at least 2(n-(t+1)) =
2(n?) communication cost.
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Table 3. Proof strategy for Lemma 2

Steps |Situation| Adversary ability Proof strategy

Adversary can easily compute the
secret with ¢ > d shares
The state of a special party P35, € C2
Part 2| t=d |Information-theoretic| can be controlled by the adversary
without corruption.
Introducing three parameters p, A,y
to find more parties in C? whose state
can be controlled by the adversary
without corruption.

Part 1| t>d PPT

Part 3| t=d PPT/Statistical

Adaptive adversary. For the situation of the adaptive adversary, denote the set
of parties in C' who send messages to P2 as S}, |SL| =t (If [S}] < ¢, add
a sufficient amount of random parties from SY to make up for it). Then, the
adversary will have probability of e},,sc to corrupt all parties in S(}h exactly right,
which means Corr! = S} . The probability is at least:

€base = Pr[Corr’ =84 =1/(7) > 0.

Here 1/ (Tt‘) is computed in a completely random situation in which the adversary
has no information about the transmission strategy. °

When the adversary corrupts all parties in S&h with non-zero probability epage,
denote the messages received by P2, from P! € 84 as m; = {m{"), m{¥ ...},
According to the Fluid model, the share vfh held by Pfh will be determined by
the messages received from parties in Sclh and the random vector z generated

by itself. That is, there exists a function f such that v} = f(UPilesgh m;, z).
Moreover, we point out that v = fWUpresy, mi, z) = f(Upresi mi, 0).

Considering that shares {v?} held by P? ¢ C*\P2 is uniquely determined.
Therefore, regardless of the value of the random vector z, the calculated v3
will be the same. As a result, the adversary can acquire v by calculating
fiJ Plest m;,0). It is worth noting that the adaptive adversary can do the
corruptiocn at any time during the committee’s lifetime. Thus, it can corrupt
other ¢t = d parties in C?, know ¢t + 1 = d + 1 shares {v3 } U [v]cor2 of v, and
break the privacy of the protocol.

Static adversary. As discussed before, adversary has to corrupt other ¢ parties in
C? except P2 . However, the static adversary can only decide the corruption at
the beginning of the hand-off phase, when C? is determined by the environment
£. At this point, the adversary may have no idea of the specific transfer methods
that will be used during the hand-off phase. Thus, the static adversary needs

9 This situation is suitable with the adaptive adversary when the strategy is like that
every P! € C! randomly sends a message to a party in C2. In this strategy, before
sending the message, there is no way to acquire the exact transmission choice. After
sending the message, the parties in C* will be permanently inactive.
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to design the corruption strategy according to the transfer strategy of Teshare'".
Note that no matter how 7 eshare is designed, the adversary can choose corrupted
set Corr? randomly, which has at least a pg; probability to meet Corr? C Cz\Pfh.
In which pg is:

n—1
pst = Pr[Corr® C C*\P3] = ( L ) =1-
(¥)
which is greater than a non-zero constant. Therefore, the static adversary has
at least
n—1
(")

2
(%)

probability to successfully compromise the privacy security of yeshare, Which
means informational security is impossible.

Part 3. As for a PPT or statistical adversary (For the sake of simplicity, we
will only mention PPT adversary later), if we consider that the parameter n is a
constant number, then €g 100se Will be a non-zero constant probability, and the
proof before is enough.

Nevertheless, in the Fluid MPC setting, n is a variable number. This means
n is included in the security parameter o and contributes to the success rate of
the adversary. In this situation, the success rate €pase, €st 100se Of the adversary is
inversely proportional to the n-th power, which is secure with the PPT adversary.
As far as we know, this is the first work to connect the number of parties with
the security probability in the MPC with dynamic parties.

Considering that pg; is greater than a non-zero constant, we have to enhance
the €pase to be a polynomial function of n. Recall the claim in Part 2, the ¢
restriction is much more than needed. We have a tighter claim. Assuming that
there exists a Treshare that can securely compute Freshare with at most O(n) field
elements communication cost, we have:

Z]_*O’,

SRS

€st_loose > €base " Pst = >0

Claim 2 Committee C? can be divided into two sets H and L according to the
received data volume measured in field elements. In which |H| = p = o(n) is
asymptotically negligible to n and |L]| = |C?| —p =n —p. And, VP? € L, P? can
receive single message from no more than A parties separately in the committee
C' and every message has at most vy field elements, where X > 0,y > 0 are

constant integers.

Here, we firstly show why this separation exists. As shown in Fig. 2, we let any
party that receives w(1) field elements belong to ‘heavy’ set H. Then |H| = p
must be asymptotically negligible to n (i.e., o(n)), otherwise communication
costs of H will be w(1) - 2(n) = w(n). We use T'(u,n) = O(n) to describe the
total communication costs of H, notes that T'(0,n) = 0. The last n — u parties

10 This is meaning that every strategy of Treshare Will have a ‘Best Strategy’ for adver-
sary, which is not needed in the proof of lemma 2. However, this will be discussed
in a later section, especially for the situation of the PPT adversary and t < d.
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O(n)

n—j~n

Received size
(field elements)

L | N -1 g

w
,\.—\I X I I '

Py P? i Py
- N
~
L H
Parties in C?

Fig. 2. Data received by committee C> under an O(n) communication bound. If a
protocol implements the functionality Freshare to transmit a share to C? with total
communication cost O(n), then the final-round communication pattern must follow
the structure illustrated in the figure. Without loss of generality, let the last u = o(n)
heavy parties (denoted by H) each receive up to O(n) field elements, yielding a total
communication cost T'(u,n) = O(n) (with T'(0,n) = 0). The remaining n — u &~ n light
parties, denoted by L, each receive at most A -~ field elements, where A > 0 and v > 0
are fixed constants. Hence, the total data received by all parties in £ is Ay(n — p).

are denoted as ‘light’ set £. Considering that u = o(n), thus |£| ~ n. Every party
in £ must be restricted to constant communication costs (i.e., A - ), otherwise
communication costs of £ will be w(1) - 2(n) = w(n).

Furthermore, if A = 0 or v = 0, all n — p parties in £ would not receive
any input. Consequently, the shares held by these parties could only be random
values or 0 without loss of generality. Which is unacceptable to recover the secret
v. To sum up, we have p =o(n) > 0,7 > 1 and A > 1.

Denote the set of parties in C! who send messages to P? € £ as S} (without
loss of generality, we assume £ = {P?,---, P2_}). We set |S}| = X, which will
be filled up with other parties when S} does not have enough parties. Further-
more, we denote that S = {S}|P? € £}. The adversary-controlled set of parties
Corr® only needs to contain any S} € S! to gain all input messages for party
P? € C%. This enables the computation of the share held by P?. Subsequently,
by selecting Corr? C C?\P?, the adversary can obtain ¢t + 1 = d + 1 shares,
ultimately compromising the privacy of the secret.

Adaptive adversary. Thus, we consider the probability of the adversary having
Corr! contain at least one S! € S, which is €,q = Pr[38} € §',S} C Corr!]

However, €,q is a variable according to the distribution of S'. Thus, it is hard
to compute an exact value of €,q. Fortunately, we can give a sufficiently large
lower bound of €,4. The worst strategy for adversary is choosing the corruption
Corr! randomly. Then, let event A; denote S} C Corr!, whose probability can be

computed as: p; = Pr[4;] = (?:;‘) / (7;) It is worth noting that p; is a polynomial
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function of n. At the same time,

n—p
ead:Pr[ U Al:| ZP¢~

=1

Therefore, €,q is none-negligible for a PPT adversary. As mentioned before, €,q
is the success probability of the adaptive adversary executing the attack.

Static adversary. The static adversary additionally needs to meet the condition
Corr? C C?\P? to execute the attack while having 3 S} € §', S} c Corr!.
Therefore, considering that the choices of Corr! and Corr? are uncorrelated
when corruption is random, we can also give a lower bound for the success
probability of static adversary to execute the attack as follows

000
()

This is computed by only considering the inputs of one party Pij " controlled by

€st = Di - Pst =

the adversary. Noting that (7-3)(";")/ (?)2 is a polynomial function of n, the

attack strategy is feasible for PPT adversaries. |

C Efficiency Comparison with traditional MPC

To emphasize the efficiency advantages of the protocol proposed in this paper,
we conduct a simulation comparison with ATLAS [20], the state-of-the-art tra-
ditional MPC scheme, within a local area network (LAN) environment under a
semi-honest adversary'!. The results, shown in Table 4, are expressed in seconds.
These simulations are performed using the event simulator OMNeT++ [26]. We
assume each pair of participants communicates over channels with latency rang-
ing from 0.4 ms to 0.5 ms and a channel rate of 100 Mbps. Computations are
based on a finite field of size 23! — 1, with each field element represented us-
ing 32 bits for convenience. We evaluate the communication time required to
compute a circuit consisting of 1,000,000 multiplication gates at various circuit
depths. Additionally, since our protocol does not consider on-the-fly committee
establishment, we assume that committee formation is completed instantly for
simulation purposes.

In practical computing environments, the time required for a single message
transmission is composed of communication delay and data transfer time. The
communication delay is determined solely by network conditions and remains
unaffected by the communication complexity of the protocol. Therefore, it can
be observed that the actual communication overhead of our proposed Fluid MPC
protocol is only marginally greater than that of ATLAS. This demonstrates
that the functionality of Fluid MPC can be achieved with relatively low cost,
underscoring its practical applicability and value.

1 The code for our protocol is publicly accessible at https://github.com/
stillalive-HaHaHa/Fluid-protocol.
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Table 4. Comparison of communication time cost for one million multiplication gates
between our protocol and state-of-art traditional protocol

Protocol Depth Number of parties

5 9 13 17 21
1k 2.5307 | 2.3412 | 2.3945 | 2.3465 | 2.3219
Ours 5k 6.2470 | 6.0429 | 6.3347 | 6.2161 | 6.1634

10k 11.2083 | 10.9456 | 11.2602 | 11.0487 | 11.0017
1k 1.5807 | 1.6117 | 1.6199 | 1.6293 | 1.6330
ATLAS [20] 5k 5.2721 | 5.4500 | 5.5021 | 5.5556 | 5.5784
10k 9.8868 | 10.2480 | 10.3551 | 10.4639 | 10.5104

Note: One million multiplication gates are computed on a LAN and measured in seconds.
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