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Abstract. Authenticated Private Information Retrieval (APIR) enables
a client to retrieve a record from a public database and verify that
the record is “authentic” without revealing any information about which
record was requested. In this work, we propose TAPIR: the first two-
server APIR scheme to achieve both sublinear communication and com-
putation complexity for queries, while also supporting updates. Our
scheme builds upon the unauthenticated two-server PIR scheme Sin-
glePass (Lazzaretti and Papamanthou, USENIX’24). Due to its modular
design, TAPIR provides different trade-offs depending on the underlying
vector commitment scheme used.

Moreover, TAPIR is the first APIR scheme with preprocessing to sup-
port appends and edits in time linear in the database partition size.
This makes it an ideal candidate for transparency applications that
require support for integrity, database appends, and private lookups.
We provide a formal security analysis and a prototype implementation
that demonstrates our scheme’s efficiency. TAPIR incurs as little as 0.11 %
online bandwidth overhead for databases of size 222, compared to the
unauthenticated SinglePass. For databases of size > 2%°, our scheme,
when instantiated with Merkle trees, outperforms all prior multi-server
APIR schemes with respect to online runtime.

Keywords: Private Information Retrieval - Authenticated PIR.

1 Introduction

Private Information Retrieval (PIR) enables a client to retrieve a record from a
public database without revealing any information about which record is being
requested to the server(s) that store the database. With growing concerns around
digital privacy, PIR has gained a lot of attention in both academia and industry,
and has been the focus of extensive research, e.g., [16,33,37,41,42]. Notably, PIR
has many real-world applications such as transparency systems [15,33], private
web search [5,32], private messaging [2,13,44], and private lookup [3,37]. PIR has
even been deployed at large scale by Apple to enable private caller ID [3].
While PIR has been touted as a solution for various use cases, there is a gap
between the functionality provided by existing PIR schemes and that required
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by real-world systems. Practical systems demand more than just query privacy:
they require low-latency, sublinear query performance, robust integrity guar-
antees against adaptive adversaries, and provably secure support for dynamic
databases. For example, data structures used in transparency applications must
support appends and provide integrity (see e.g., [12,34,45,46,48]), and may re-
quire additional guarantees such as append-only properties. Furthermore, these
systems must operate securely even in the presence of malicious servers and
when PIR is only one part of a larger system. However, existing PIR protocols
do not satisfy all of these requirements simultaneously.

A particularly subtle threat in the presence of malicious adversaries are selec-
tive failure attacks. If a malicious server answers a client’s query arbitrarily, the
client may detect the error and choose to abort. If the server can observe whether
or not the client aborts, the client’s behavior may leak information about the
queried index, thereby violating PIR’s core goal of query privacy. This attack
becomes especially problematic when PIR is used as a building block in a larger
system—a reasonable assumption for real-world PIR use cases, such as Key
Transparency (KT) or secure messaging. Simply verifying the correctness of the
returned record may be insufficient to ensure that a PIR scheme achieves both
integrity and privacy with abort [40].

To address the problem of selective failure when providing integrity in PIR,
Colombo et al. [15] recently introduced Authenticated PIR (APIR). APIR en-
ables a client to succinctly retrieve information from a public database while
guaranteeing both privacy and integrity of the retrieved record. A server at-
tempting a selective failure attack must cause the client to abort with a probabil-
ity that is independent of the queried record, Recent works have proposed APIR
schemes for both the single- [9,15,19,22] and multi- [15,49] server settings. Al-
though these schemes ensure both privacy and integrity, they leave open the ques-
tion of whether such strong guarantees can be achieved alongside the sub-linear
query performance and update support required by real-world applications. In
particular, prior APIR work has computational server complexity linear in the
database size for answering a query. In the single-server setting, this overhead
is required to ensure that the server does not learn any information about the
requested record. In the multi-server setting, this overhead stems from a lack
of database preprocessing, a technique commonly used in state-of-the-art PIR
schemes [37,41,42] to reduce query-time costs.

Given the gaps in the literature, we ask the following question:

“Can we design an efficient multi-server PIR scheme that (1) achieves
query computation and communication cost sublinear in the database size,
(2) provides integrity while also mitigating selective failure attacks, and
(8) supports updates? ”

1.1 Contributions

We answer the above question affirmatively with TAPIR, the first two-server
APIR with preprocessing that achieves sublinear bandwidth and computational
query complexity while supporting efficient updates.
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New Definitions (§ 2). The combination of functionalities supported by
TAPIR requires a new interface. Prior APIR schemes were either multi-server
without preprocessing [1,15], single-server [4,15,19], or lacked update support in
the client-preprocessing model [22]. To this end, we introduce a new syntax to
formalize updateable APIR with preprocessing, along with formal definitions of
correctness, integrity, and privacy with abort. The model considers a malicious-
but-non-colluding server, capturing adversaries that adaptively issue lookup and
update queries. In the full version of this work [23], we further generalize these
definitions to both the single-server and multi-server settings for k > 2 servers.

A New Scheme (§ 5). We present the first two-server APIR scheme with
query complexities sublinear in the database size. Our construction, TAPIR,
builds on SinglePass [42], a state-of-the-art two-server PIR protocol with efficient
client preprocessing but no authentication guarantees. To provide integrity, we
combine SinglePass with a vector commitment (VC) scheme, carefully ensuring
protection against selective failure attacks. This protection is non-trivial, as the
client must abort with a probability that is independent of the queried record.
Our scheme treats the VC as a black-box primitive, only requiring that the com-
mitment be deterministic. This design offers implementation simplicity for prac-
titioners while ensuring direct benefits from future advances in VC constructions.
At the cost of streaming the database once from each server during the offline
phase, TAPIR achieves sublinear computation and communication in the on-
line query phase. Additionally, our approach offers efficiency trade-offs between
runtime and bandwidth depending on the used commitment scheme. We demon-
strate these trade-offs experimentally in § 6. For example, instantiating TAPIR
with Merkle trees yields smaller server runtime than all prior multi-server APIR,
schemes, whereas instantiation with Pointproofs [30] provides online bandwidth
comparable to the unauthenticated SinglePass. This adaptability allows TAPIR
to be tuned to the requirements of diverse use cases.

Update Support (§ 5.2). We extend our scheme to support updates, mak-
ing TAPIR the first APIR scheme with preprocessing that handles dynamic
databases in an efficient and provably secure manner. This extension signifi-
cantly enhances TAPIR’s utility for applications such as transparency logs, where
records are continually appended or modified. We provide new definitions for up-
datable APIR with preprocessing under adaptive adversaries in a game-based
model to ensures that strong security guarantees back our treatment of updates.
While SinglePass [42] adopts a simulation-based privacy definition that only es-
tablishes security for their static scheme under non-adaptive queries, we prove
that correctness, integrity, and privacy hold even against malicious adversaries
who can adaptively and arbitrarily issue both lookup and update queries.

Evaluation (§ 6). We implement and evaluate our scheme to showcase
its query efficiency compared to prior work. TAPIR outperforms both multi-
server APIR schemes of [15] on larger databases with respect to online runtime.
Moreover, our scheme performs similarly to non-authenticated state-of-the-art
schemes of the same kind in the online phase, while incurring small overhead
due to authentication. Concretely, TAPIR requires as little as 0.11 % more band-
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width than SinglePass for databases of size N = 220 when instantiated with a
state-of-the-art algebraic VC scheme such as Pointproofs [30] and 13.11x greater
runtime compared to SinglePass when instantiated with Merkle trees. This ad-
ditional cost is a small price for provable, significantly stronger security guar-
antees. To assess TAPIR’s practicality for KT, we conducted our experiments
for 32 B records—a typical key size in KT. The results show that our scheme
scales well for larger databases (N > 224) while maintaining efficient runtimes
and bandwidth for the online phase and for updates. To ensure efficiency for
even larger databases, our scheme can be extended in a black-box manner by
leveraging database partitioning and future improvements to VCs.

1.2 Prior Work

This section provides an overview of the related works on (A)PIR.

Multi-Server PIR. In “traditional” multi-server PIR schemes [7,8,14,27], the
server computation is linear in the database size for each query. The client-
preprocessing model [17] shifts much of this cost to an offline phase, where the
client and servers jointly preprocess the database, allowing the client to query
the database more efficiently in the online phase. This approach has since led to
two-server schemes with sublinear online complexities [37,41,42]. SinglePass [42]
improves over prior client-preprocessing schemes [17,37,41] with an offline phase
that only requires a single pass over the database, while also supporting updates.

Authenticated PIR. PIR schemes only guarantee privacy and integrity against
honest servers, whereas APIR schemes extend these guarantees to malicious
servers and protect against selective failure. Colombo et al. [15] first formalized
APIR and proposed both single- and multi-server schemes. Their single-server
schemes require a trusted setup to generate an honest digest. This setting is also
used in VeriSimplePIR [9]. The scheme of Dietz and Tessaro [19] avoids a trusted
setup, but only supports 1-bit records without a concrete cost analysis. Balanced-
PIR [4], concurrent work to ours, proposed a single-server stateful verifiable PIR,
scheme that avoids the trusted setup by having the client initially download
the database and verify the digest generated by the server. It achieves sublinear
amortized computation with small client storage. However, while updates are
supported, its security definitions only capture the privacy of look-up queries.

Multi-server schemes eliminate the need for a trusted digest as long as one
server is honest. Colombo et al. [15] authenticate a linear PIR scheme using
Merkle trees. They also propose a second two-server APIR scheme that uses
a message authentication code (MAC) [18] to verify server responses. We refer
to these constructions as APIR-Matrix-MT and APIR-DPF; both incur online
computation linear in the size of the database.

Crust [49] extends [17] to provide verifiability, but its security relies on the
strong assumption that the dedicated preprocessing server is honest. This as-
sumption is much stronger than those of related multi-server APIR schemes [15],
which assume at least one of the servers to be honest without specifying which
one. Alon and Beimel [1] modify the compiler of [21] to generically transform
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a semi-honest PIR scheme into one with security-with-abort. Falk et al. [22]
present a generic compiler that converts a PIR scheme into a malicious-secure
PIR scheme in both single- and multi-server settings.

2 Preliminaries

We write [n] for the set {1,...,n} and denote vectors in bold e.g., v = (v1,...,v,).

We consider a database DB with IV € N records, each of size ¢, i.e., DB €
{0, 1}V %% Our scheme divides the database into @ partitions of size M where
@ = [N/M]. We denote the g-th partition by DB,. Our scheme also builds a

second database DB that contains opening proofs, each of size ¢,. We let DB, [m]

denote the m-th record in DB, and |3T3q[m] denote the corresponding proof for
m € [M]. Databases are padded with O-records to their maximum capacity M -Q.

To formalize database updates, we denote the initial fixed values by N;n;; for
the database size, Qjnit for the number of partitions, and DB;,;; for the sequence
of records at the start of the protocol. During protocol execution, these values
may change; hence, we use N, ), and DB respectively. Throughout this paper,
we generally refer to the non-static ones for convenience.

For clarity and convenience, we also use the dot notation from object-oriented
programming to refer to a particular element of a tuple. For example, if the server
state is stg = (DB, ISI\?))7 then we write stg.DB to access the database directly.
We also use this notation to append values to a tuple, e.g., sto.pp < pp denotes
adding public parameters to the client’s state. In text, we might refer to common
values directly instead of using the above notation, e.g., N instead of pp.N.

2.1 Vector Commitments

Vector commitments (VCs) enable a party to commit to a sequence of elements
and later open the commitment and prove the value at a particular index. Merkle
trees are one way to implement such a primitive. However, vector commitments
often additionally require that the proof be succinct, i.e., that the size of the
proof is independent of the length of the vector. Examples of such succinct
constructions include the original work on VCs [10] and Pointproofs [30].

Definition 1 ([10]). An updateable vector commitment VC is a tuple of
five algorithms with the following syntaz:

— ppyc  ParamGen(1*,n) takes a security parameter X\ and the size of vectors
to be committed n = poly(\). It outputs public parameters ppyc. We assume
the public parameters to be an implicit input to the remaining algorithms.

— V < Commit(v) takes a vector v and outputs a commitment V.

— 7 + Open(i, V) takes as input indez i € [n] and vector v and outputs proof .

— b« Verify(V,i,v,7) takes as input a commitment V, index i € [n], value v,
and a proof 7. It outputs b =1 if V is consistent with v and b = 0 otherwise.

— (V') « Update(V,i,v,v") takes as input a commitment V and updates the
value at index i from v to v'. It outputs an updated commitment V'.
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For security, we require that a commitment cannot be opened to different
values at the same index. More formally, a vector commitment scheme is binding
if for every n and every PPT adversary the probability of finding a commitment
V and tuples (i,v,7), (i,v',7") such that v # v’ and

Verify(V,i,v,7) = Verify(V,i, v, 7') = 1

is negligible in .

In the context of our APIR protocol, the hiding property is not required,
since we assume that the database is public. For correctness, our protocol re-
quires Commit to be deterministic. This is the case for Pointproofs and Merkle
trees, the two VC schemes considered in this work.

2.2 Permutations

Generating permutations. Random permutations over “small” domains can
be sampled using the Fisher-Yates shuffle, also known as the Fisher-Yates-
Durstenfeld-Knuth shuffle [20,36,24]. At a high level, the algorithm takes as
input a list of the elements (from the set we wish to permute) and traverses the
list, each time swapping the current element with a random element from the
remaining list. This algorithm can be used to sample an unbiased permutation
of the set [N] in O(N) time. We restate the following lemma.

Lemma 1 ([20,36,24]). For any N € N, there exists an algorithm Permute(N)
that can output a permutation of the set [N] sampled uniformly from the set of
all permutations of [N], denoted oy, in O(N) time.

Both SinglePass and this work rely on this lemma for efficient and secure
permutation generation.
Cycle notation. In our examples, we use cycle notation to compactly represent
permutations. Cycle notation is used to describe a permutation ¢ : S — S as a
list of disjoint cycles. Each cycle follows an element in S by repeatedly applying
o until the starting element is reached. As a concrete example, consider the
permutation 0 = (4 31 2) defined by 4— 3, 3+—1, 1—2 24

If all elements in S are contained in the cycle, then we are done, otherwise
we pick an element in S not in the previous cycle(s) and start a new cycle:

o:(zx o) olo(x)) )y oly) ololy)) ..)..

where z,y € S. As a concrete example, consider the permutation ¢’ defined by
1—3, 2—1, 3+ 2, 4~ 4. which can be expressed in cycle notation as

(10'(1) o'(0'(1)))(4) = (1 3 2)(4).
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2.3 Private Information Retrieval

Private Information Retrieval (PIR) enables a client to retrieve an element from
a database without allowing the server holding the database to learn which
element was accessed. While this problem admits a trivial solution that achieves
perfect privacy—the client downloads the entire database—the communication
complexity is linear in the database size. This overhead is problematic for many
real-world use cases where databases are large and client storage is limited. PIR
therefore focuses on succinctness to achieve query communication complexity
sublinear in the database size.

State-of-the-art two-server PIR [17,37,41,42] schemes achieve both sublin-
ear query communication and computational cost under computational secu-
rity guarantees. In these schemes, the servers and client jointly preprocess the
database, resulting in a hint that allows the client to efficiently query the database.

Standard PIR threat models typically assume non-colluding, semi-honest
servers and only guarantee privacy under these assumptions. However, in prac-
tice, especially when PIR is used as a subprotocol within a larger system, a ma-
licious server may choose to serve a wrong answer and observe whether a client
aborts. This side-channel enables an attack known as a selective failure attack,
which can leak information about the queried index and violate the query privacy
guarantees. To provide privacy in the presence of this side-channel, new security
definitions and constructions for APIR have been proposed e.g., [1,4,9,15,19,22].
In the next section, we extend the prior work and formally introduce two-server
APIR with client-preprocessing and support for updates.

3 Two-Server APIR with Preprocessing

In this section, we formalize two-server APIR with preprocessing (Def. 2) and
support for updates (Def. 3). An updatable APIR scheme allows the servers to
update the database by editing and deleting existing values and adding new val-
ues. We further state the threat model (§3.1) and define the required properties
of correctness, integrity, and privacy with abort (§3.2).

We distinguish between initial fixed-value protocol parameters and those that
may change during execution, for example, via updates. Additionally, we assume
that the database is stored as part of the server state, as is not uncommon in
the authenticated dictionaries literature.

Definition 2. A two-server APIR scheme with preprocessing, for an in-
put vector DBy € {0, l}Ni"itxeT' where Ninit, & € N, and setup parameters sp,
comprises of the following seven algorithms which all take the security parame-
ter X as an implicit input:

— (sts,, ppy) < Setup(sp, DBinit) is executed by each server b € {0,1} and takes
as input setup parameters sp and a vector DBinit. It outputs server state stg,,
and public parameters pp,. The server state includes the database DBy, (ini-
tialized from DB and possibly modified).
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(ste, hgg, hgy) < RequestHint(ppg, ppy) takes the servers’ public parameters

as input and oulputs the client state stc and hint queries hq, and hq,.

— (st,, resp,) <= AnsHintReq(sts,, hq,) is evecuted by each server b € {0,1} and
takes as input the server state stg, and hint query hq,. It outputs server state
stg, and response resp,,.

— (stg, hint) < VerSetup(stc, respg, resp,) takes client state stc, and server re-
sponses resp, and resp;. It outputs updated client state sty, and hint hint.

— (ste, qryg, qry,) < Query(ste, idx) takes client state stc and index idx € [N].
It returns updated client state sty, and queries qryg, qry;.

— (stf,,ansy) < Answer(sts,,qry,) is executed by each server b € {0,1}; it takes
server state stg, and query qry, and returns server state st'sb and answer ansy.

— (stl, @, hint") + Recon(stc, hint, ansy, ans; ) takes as input client state stc, hint

hint, and answers ansg, ansy. It returns updated client state sty, a record

x € {0,1}%, and hint hint’.

We include setup parameters sp as part of the input to Setup to account for
any values used to parameterize the scheme, including parameters generated dur-
ing a trusted setup phase (e.g., the public parameters of vector commitments).

Definition 3. An updateable two-server APIR scheme with preprocess-
ing, is a two-server APIR scheme with preprocessing, with two additional algo-
rithms:

— (stf,, PPy, Up) ¢ UpdateDB(sts,,U) takes as input server state sts, and up-
date information U. It outputs the updated server state st'Sb, updated public
parameters pp;, and update information Uy,.

— (stl, hint’) + UpdateHint(stc, hint, ppy, ppy, Uo, Us) takes as input the client
state stc, hint hint, and from each server the parameters ppy, pp; and update
information Uy, Uy. It outputs the updated client state sty and hint hint’.

An APIR scheme with preprocessing in both the static (Def. 2) and the
dynamic (Def. 3) setting must satisfy correctness, integrity, and privacy with
abort. We define these notions in § 3.2 below.

3.1 Threat Model

Standard multi-server PIR schemes do not provide integrity of the responses and,
as such, cannot guarantee correctness if even one of the servers is malicious. In
this work, we consider a stronger threat model in which privacy and integrity
are guaranteed so long as one of the two servers is honest. We assume that the
two servers are non-colluding, as is standard in the PIR literature. The malicious
server may deviate from the protocol at any phase of the protocol and may serve
incorrect responses or “garbage” to the client.

We further assume that both servers have the same copy of the public
database and that both servers are able to produce the same commitment to
the database (i.e., using a VC scheme). Depending on the VC scheme used to
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- Int-APIR I (2Priv-APIR [y b
Game G (A, sp) Games | GIER"" (A, 5p) | and [ GRARA (), sp)'
1: global win, hint,stc, sts, sts, 1: global , ‘:bc;aj :, bad, flag,
2: win < false 2: inpt, hint, stc, sts, tq, tu
: Initializati
3: // Initialization 3
4 (StA, DBinit) +— Ao (sp)
5: // Setup 4 flag <— L, inpt <= L, tq,ty <0
6: forbe {0,1} do 5: // Initialization
7. (StSb’ ppb) — Setup(sp, DBinit) 6 (StA7 bad7 PPbad» |n|t) <~ AO(SP)
7: // Setup
8: // Preprocessing 3 (st ) Setup(sp, DBint)
Sts, PPy _pag) < Setup(sp, DBin;
9: (stc,hdy, hqy) < RequestHint(ppy, ppy) ST e T T T .
10: for be {0,1} do 9: Lbchall <3 {0,1} // Pick challenge bit
11: (stgb , respy,) < AnsHintReq(sts, , hqy,) 10: // Preprocessing
11 to, hgg, h +~ R tHint
12: (stg, hint) < VerSetup(stc, respg, resp; ) (s /c, do» hdy) equestHint(ppo, PPy )
13: stg < st) 12: (stg,resp;_p,q) < AnsHintReq(sts, hq;_p.q)
: c
14 : // Oracle phase 13: (St:“’ resPhag) A1 (sta, hdpaq)
15 AOQueryCorr(») +OUpdateCorr(+) (st4) 14: (sty, hint) < VerSetup(stc, respg, resp; )
: 1
16 : return win 15: stoc + s1:’O7 sts < st’s
16 : // Oracle phase
17 . ‘ AQOQuerylnt(')*oReconlnt(')=OUpdate|nt(')(sth)
1T T T Oouerapriv () OReconpriv (1) OUndatepriv (1) 5
b A QueryPriv () OReconPriv () OUpdatePriv ( )(stg)\
18 roturn by =

Fig. 1: The games for APIR correctness (left), integrity (right, solid box), and
privacy (right, dashed box). The corresponding oracles are defined in Fig. 2.

instantiate our APIR scheme, we may also require that the public parameters
are honestly generated (e.g., through a trusted setup, as in Pointproofs [30]).

We note that if both servers act maliciously, they could coincidentally modify
the database in the same way, potentially causing the client to accept incorrect
information. Therefore, the size and number of records must be large enough
to make this probability negligibly small. Although this threat model would be
stronger, it is also less generic; for this reason, we only mention it and do not
use it in our analysis.

3.2 Security Properties

In this section, we define the security properties of an updatable APIR scheme
with preprocessing (Def. 3). We note that the definitions for APIR with a static
database are the same, except the adversary has no access to any Update oracles.
These static definitions are excluded for succinctness.
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Oracle Oquerycor (idx)

Oracle Oupdatecorr(U)

1
2
3
4
5:
6
7
8
9

Oracle Oqueryint (idx)

(st/c, qryg, ary,) < Query(stc, idx)
(ansp, ansy) < (L, 1)
for b € {0,1} do
(st'sb ,ansp) < Answer(sts, , qry,)
sts, st’sb
(st'é, z, hint') « Recon(st’c7 hint, ansg, ansy)
if z # L Az # DB[idx] then
win < true

sto st’é7 hint < hint’

1
2
3:
4
5:

Oracle Oreconint(@nSbad)

for b € {0,1} do
(sts, » Up) < UpdateDB(sts,,, U)
sts,, ¢ stg,
(st hint’) «— UpdateHint(stc, ppg,
pp; , hint, Ug, U1)

sto st’c7 hint < hint’

1
2
3
4:
5
6
7

Oracle OUpdateInt(ppbad7 Ubad» U)

if flag = L then 1: if flag = ‘recon’ then
(sto, Aryg, ary;) < Query(sto,idx) 2 :
(stg,ans) < Answer(sts, qry;_paq)
flag < ‘recon’
inpt < (ans, idx) 4:
sts < stg, sto + sty 5
6:

return qry, 4

(ans1_pad, idx) < inpt

(ste, x, hint’, ) + Recon(stc,
if z # L Az # DB[idx] then
sto < sty, hint < hint’, flag < L

Oracle OQueryPri\,(idXQ, iXm)

hint, ansg, ansy)

win < true

if flag = L then

(st'ss PP —bads Ut —bad)
<+ UpdateDB(sts, U)

PP, PPy, hint, Ug, Ut)

1
2
3
(stg, hint") « UpdateHint(stc, 4:
5
stc < sty, hint < hint’,stg <+ sty 6
7

Oracle OReconpriv(@nspad)

if flag = L A tq < Ty then

(st/c7 aryo, qryy) « Query(stc, idxp )
(stg7 ansi_pad) < Answer(stg, qry; _p.q)
flag < ‘recon’

inpt <— ansj _pad

sts ¢ stlg, sto < st tq=tq+1

return qry, 4

Oracle Ouypdatepriv(PPpads Ubad, U)

1
2
3
4
5:
6
7
8
9

if flag = ‘recon’ then
ansi _pad < inpt
(stlc7 x, hint’) + Recon(stc, hint, ansg, ans; )
if x = 1 then
abort-bit +— true
else abort-bit < false
flag < L, inpt < L
stc < sty, hint < hint’

return abort-bit

1: if fllLg= L At, < T, then

2: (St's, PP1 _pads U1 —bad) <
UpdateDB(stg, U)

3: (st hint") « UpdateHint(stc,
PP, PPy, hint, Uo, U1)

4 : ty =ty +1

5: sto < stg,sts < st's, hint < hint’

Fig. 2: Oracles for G$3RAPR (top), GIEAPR (middle), and GRREAPR (bottom).
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Let APIR be a (possibly updateable) two-server APIR scheme with prepro-
cessing. We assume all adversary outputs to be well-formed and within the cor-
rect domain. The oracles used in our correctness, integrity, and privacy games
can be found in Fig. 2. We assume an efficient adversary that makes at most
Ty calls to the Query Oracle and at most 7}, calls to the update oracle, s.t.
Ty + T, € poly(N).

Correctness. An APIR scheme is correct if, when a client requests the record at
index idx, it receives the correct value stored at that database index, i.e., DBJidx].
Correctness holds only when both the client and the servers behave honestly.

Definition 4. Let APIR be an updatable two-server APIR scheme with prepro-
cessing, let A € N be the security parameter, and let sp be a well-formed and
honestly generated setup parameter. Let GSEIRATIR be the correctness game for
APIR defined in Figures 1 and 2. The advantage of an adversary A playing this

game is defined as
Adviiapir(A) := Pr [GRERAMR(A, A, sp)] .
We say that APIR is correct if Advy'apir(\) = 0 for all PPT A.

Integrity. We define integrity against adaptive queries (and updates) for APIR
schemes. Let an honest client interact with two non-colluding servers, of which at
most one may be malicious. Informally, an APIR scheme satisfies integrity if the
client outputs either the correct value or aborts with 1, except with negligible
probability negl()\).

Definition 5. Let APIR be an updatable two-server APIR scheme with prepro-
cessing, let A € N be the security parameter, and let sp be a well-formed and
honestly generated setup parameter. Let GK‘E]QP'R be the adaptive integrity game
for APIR defined in Figures 1 and 2. The advantage of an adversary A playing

this game is defined as
AdVLT,APlR(A) =Pr [GI/QHQPIR(A» )\,SP)] .

We say that APIR achieves integrity against adaptive queries and updates if
Adv'} apir(A) < negl(X) for all PPT A.

Privacy. An APIR scheme is private in the presence of non-colluding servers if
neither server learns any information about the index or record queried by the
client, even when one server is malicious. This guarantee must hold even if the
servers learn whether the client outputs the error symbol 1 and aborts during
reconstruction. This stronger notion of privacy was introduced in [15] and is
designed to protect against selective failure attacks. In this work, we formalize
privacy against adaptive queries and updates via a left-or-right indistinguisha-
bility game. At the start of the game, a random bit bepay is chosen. The adversary
submits two indices to the Oquerypriv Oracle, but only the bepay-th index is used
to execute the query. At the end of the game, the adversary must guess which
bit was selected.
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Definition 6. Let APIR be an updatable two-server APIR scheme with prepro-
cessing, let A € N be the security parameter, and let sp be a well-formed and
honestly generated setup parameter. Let Gig‘{éAP'R be the privacy game against
adaptive queries (and updates) for APIR defined in Figures 1 and 2. The advan-
tage of an adversary A playing this game is defined as

| | 1
Ad e (A Ta, Tu) = [Pr [GRERAR(A A sp)] — 5.

priv

APIR achieves privacy against adaptive queries ifAdvAyAle()\, Ty, Tu) < negl(A)
for all PPT A.

4 Upgrading SinglePass to Malicious Security

We start by providing a brief overview of the unauthenticated two-server PIR
scheme with client-preprocessing, SinglePass [42]. We then outline the challenges
of and our solutions for upgrading SinglePass to achieve malicious security.

4.1 An Overview of SinglePass

To achieve privacy in SinglePass, the two servers are assigned distinct roles.
Server 0 is responsible for computing the hint during the offline phase and pro-
viding updates to it during the online phase. These hint updates ensure that
queries remain independent over time, thereby preventing information leakage
across multiple queries. Server 1 is responsible for supplying the database values
required for the client to reconstruct the queried record during the online phase.
Crucially, because the hint is used to generate the client’s queries, the hint server
should not have access to the database values used to reconstruct the queried
record. Otherwise, it could correlate the hint with the response and thereby infer
the queried index, violating query privacy.

We begin by assuming the servers share a database DB of size N, which
is partitioned into @ disjoint sub-arrays, each of size M. The g-th partition is
denoted DB, = DB[(¢ — 1) - M +1: ¢ - M], where Q = [N/M]. The database
is padded to its maximum capacity.

We provide a running example of the scheme in Fig. 3. See Fig. 3a for a
database partition for N = 12 and @ = 3.

Offline phase. The offline phase starts with Server 0 sampling a permutation
o4 for each partition DB,. For each m € [M], the server computes the hint
hin = @ 4eq) DBqlog(m)] and sends hint = (h1, ..., har) to the client (with the
seeds for generating the permutations). In Fig. 3b, we give an example of three
permutations and the hint they result in. Concretely, for h;, we have that

h1 = €P) DBy [0, (1)] = DB[2] & DB2[3] & DBj[3).
q€(3]
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Online phase. To issue a query for an index idx € [N], the client must first
find the partition, ¢*, and index within the partition, m*, that map to the
index idx in the original database, i.e., DB[idx] = DBg-[m*]. The client then
computes ind € [M] such that o4-(ind) = m* and an array of indices defined
as qry; = [o4(ind) : g € [Q]]. Next, the client replaces qry; [m*] with a randomly
sampled value in [M] (thereby hiding the index of interest and ensuring query
privacy). In Fig. 3c, we give an example for querying idx = 7 which corresponds
to (¢*,m*) = (2,3). The client computes ind = 1 since o2(ind) = 3 and sets
ary; = [o1(1),7,03(1)] = [2,7,3] where 7 < [4] is random.

In parallel to computing array qry;, the client also samples 71, ..., 7 < [M]%,
and sets qryy = [oq¢(rq) : ¢ € [Q]]. The arrays qry, and qry, are then sent to
the respective servers. The servers respond by sending an array of the records at
the requested indices. Given the answer from Server 1, [DB,[ary,[¢]] : ¢ € [Q]],
the client can recover the desired record as follows:

DBlidx] = DBy« [m*] = <@qe[Q}DBq[quI[qH> D hing.-
q#q"

Finally, the client takes the answer from Server 0, [DBg[ary,[q]] : ¢ € [Q]], and
updates the hint, such that ¢ # ¢* for ¢ € [Q]:

hind = hina @ DBIqry,|q]] @ DBJ[qry, [q]]
hr, = hy, @ DBlary,[q]] © DBJary,[q]].

Figure 3d gives an example of the refreshed hint.

The privacy of SinglePass relies on the fact that the client sends a pseudoran-
dom vector of indices—based on the permutations—to each server. The index
to be queried is replaced with a random index from the same range. The server
receiving this vector does not know the permutations and, thus, cannot identify
which, or even if, an index was replaced. This is stated and proven with the
Show-and-Shuffle theorem [42] which we restate in Lemma 2 in Appendix A.1.

4.2 Upgrading to Malicious Security

We now outline the challenges in extending SinglePass to guarantee malicious
security and privacy with abort.

Challenge 1: Computing the hint privately. In SinglePass, the client
and one server jointly preprocess the database to compute a hint stored at the
client. Under malicious security, however, the server cannot be trusted to com-
pute this hint correctly. Our key idea is to make hint generation both private
and verifiable. While this could be achieved using heavy cryptographic tools
that still incur large communication costs (e.g., distributed multi-point func-
tions [6,39] or custom MPC), we prioritize computational efficiency. We instead
assume a streaming model where both servers stream the database to the client.
The client checks consistency between the two streams and computes the hint
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DBII (712(2341) @) [o,(1)]|0,2)]|0,(3)
DB | ! |23 |4 0;= G421 | | 0,2) [0,4) | 05(1) | 04(3)

0@ [o0] 0@ [00] P

0,=(14)(23)| | 0/®) | 0,(3) | 0,2) | 0,(1)
0,= (4132)

%@ |U3(4) | 53(1)| ) 0,=(34)(12)| | 0,2) |oy(1) | 0,(4) | 0,(3)

;. [T
e (20

(c) (d)

Fig.3: An example of SinglePass [42] for a database DB with N = 12 records,
and @) = 3 partitions of size M = 4. (a) Partitions of DB with database indices
above and partition indices within the boxes. (b) Permutation and hints. The m-
th hint is computed by XOR-ing the records at indices o,(m) for ¢ € [3] (records
contributing to the same hint are highlighted in the same color). (¢) The queries
for retrieving DB[7] = DB3[3] are qry; = [01(3),r",03(3)] where r*<[4] and
gryo is randomly sampled. (d) The updated permutation and hints obtained by
swapping the mappings and hints, as indicated by the arrows.

7
[e@]06 [om]o0

HH

locally. Streaming—a standard PIR technique [50,25,26,4]—reveals nothing to
the servers and significantly reduces their computation compared to SinglePass.

Challenge 2: Preventing selective failure. Earlier multi-server APIR
schemes [15] give servers symmetric roles, but in client-preprocessing schemes
one server typically generates and refreshes the hint while the other only an-
swers queries. To protect against a malicious server in the online phase, we
employ vector commitments [10], a generalization of Merkle trees and Pedersen
commitments, both of which have been used in prior [9,15,19,22]. All records
in the servers’ answer are verified, instead of verifying only the reconstructed
record that was queried. If even one verification fails, the client aborts. This en-
sures that no information is leaked to the servers through the abort. To protect
against a malicious server in the offline phase, we require both servers to par-
ticipate identically in setup. This symmetry prevents either server from gaining
an advantage in violating privacy. We adopt the stream-and-compare approach,
though alternatives such as zero-knowledge proofs are possible future directions.
This requirement could be weakened with a trusted data source making the
database and its honestly generated digest publicly available.
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Challenge 3: Proving updates secure. Another challenge is proving in-
tegrity and privacy under adaptive lookup and update queries. The original Sin-
glePass work [42] only proved security against non-adaptive queries to a static
database. We extend this by introducing new game-based definitions for update-
able APIR with preprocessing. Our security games (see Fig. 1) give the adversary
access to query, reconstruction, and update oracles, with the ability to interleave
queries adaptively. Care is taken to avoid trivial wins/losses and only allow calls
to the reconstruction oracle immediately after a call to the query oracle.

5 The Tapir Scheme

Our scheme proceeds in two phases: an offline phase, where the client prepro-
cesses the database, and an online phase, where the client queries the server
based on the preprocessed information. The preprocessing phase allows commu-
nication and computational complexities of the online phase to be sublinear in
the database size. This section first provides a high-level description of TAPIR
for static databases (§5.1) before extending that to updatable databases (§5.2).
Lastly, § 5.3 states the correctness, integrity, and security of TAPIR. In §6.5, we
discuss the application of TAPIR to key transparency.

We give the pseudocode for the offline and online phase of our APIR scheme
in Figs. 4 and 5.

5.1 Scheme Overview

Our scheme allows the client to abort in most stages of the protocol if it does
not accept the input from the servers. This is denoted by the client’s internal
abort state stg.abort being set to true. Once this state is set to true, the client
stops all computation and only outputs L. On input L, the servers also directly
output L. The parties do not continue in any actual retrievals or computation;
hence, the protocol is effectively aborted.

Setup parameters. The setup parameters sp = (Ninit, Qinit, M, -, A) specify
the initial database size N, the number of partitions Qjint, the size of each
partition M, the size of each record /.., and the security parameter A\. Our scheme
is initialized with these setup parameters sp and a vector of database records
DBinit € 0,1Vme*fr  The number of partitions is Qi = [ Ninit/M], which is
tunable and enables a trade-off between communication cost and computation
time. The setup parameters also include any values needed to parameterize the
underlying VC scheme, which we leave implicit.

Offline phase. The Setup algorithm—run by each server—begins by partition-
ing DBjnit into Qiniy partitions of size M and padding as necessary to obtain DB.
For each ¢ € [Qinit], the servers compute a vector commitment com, to each
partition DB, such that the m-th record committed to by com, corresponds to
record DB,[m]. For every record in DB, the servers also compute an opening

proof, storing it in a secondary database DB of the same size as DB, with each
proof stored at the same index as its corresponding record. Using the setup
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Setup(sp, DBinit) — (sts, , PPy) AnsHintReq(sts, , hq,) — (st'sb, resp,)
1:  (Ninit, Qinit, M, €y, X) < sp 1: if hg, = L then return (stsb,J_)
2: (DB, Ij\B) — 0% @inie M)Xlr) g | 2: // Stream database
3: DB[Ninit] < DBinit 3: return (sts,,sts,.DB)

4: for q € [Qint] do VerSetup(stc, respy, resp; ) — (ste, hint)
5: d.comy < VC.Commit(DB,)
6 : // Compute and store proofs 1: // Verify streamed records
7 for m € [M] do 2: if stco.abort V resp, # resp; then
8- lf\Bq[m] + VC.Open(m, DB,) 3: st .abort < true
9: pp, < (M, Lo, A, d), ppy.N < N, : : :eht_“m (Sti’ i)
: t
PPy-Q  Qinit (ck, hint) < (L, 1)

DB. BB 6: // Generate permutations

10 : t
0: re urn ((DB, DB, pp,), PP,) 7. for g € [sto.pp.Q] do

REqueStht(ppo’ ppl) - (Stc, hqo’ hql) 8: ck.ogq <8 Permute(stc.pp. M)

1 0 b fal 9: DB <« resp,

: t to. t <

ste = U, sto.apor alse 10 : // Compute hint as in Singlepass
2: // Verify public parameters
11: for m € [stc.pp.M] do

3: if ppy # pp; then
4- b ¢ sto.pp-Q

¢ stc.abort <= true 12:  hinth, = @D DBylck.og(m)]
5: return (stc, L, 1) a=1
6: (hgg,hgy) < (‘‘Stream DB, please!”)2 13: sto.ck <= ck
7: stc.pp <+ ppy 14 : return (stc, hint)
8: return (stc,hqq, hqy)

Fig.4: The offline phase of our two-server APIR scheme.

parameters, the servers initialize the public parameters pp, which include the
database metadata, security parameters, and the database digest. Both servers
maintain copies of DB and ISE, along with pp, as part of their state.

When a client joins the system, it first runs RequestHint, during which it
requests two things from the servers: (1) the public parameters and the database
digest, and (2) a streamed copy of the database from which it can compute a
SinglePass-like hint. It first initializes the abort bit sto.abort <— false. To obtain
(1), the client downloads the public parameters pp, and pp; from Servers 0 and 1,
respectively, and checks if pp, # pp;. Since at least one server is honest, equality
guarantees that the digest was generated correctly. If the public parameters
differ, the client aborts. Otherwise, the client proceeds to obtain (2) by sending
a hint request to both servers.

On input of a hint query hq,, Server b executes AnsHintReq. If hq, # L, the
server proceeds to stream a copy of the database. Streaming allows the client to
verify the equality of corresponding records across both servers, mitigating the
risk of a malicious server providing inconsistent data. If the received information
is not equal, the client aborts. Otherwise, it samples secret random permutations
01, .., 00Q : [M] — [M] (one for each partition of size M) and computes the hint
as hy, = @?:1 DBg[o4(m)] and sets hint = (hq, ..., has). This ensures that the
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Query(stc, idx) — (ste, qryg, ary;) Recon(stc, hint, ansp, ans1) — (stg, x, hint’)
1 if stco.abort then return (stc, L, 1) 1 if stc.abort then return (ste, L, 1)
2: pp <« sto.pp, {01, ..., 0pp.q} ¢ sto.ck 2: pp + sto.pp, ind < sto.ind, ¢* « sto.q¢"
3: " < [idx/pp.M] 3: (aryg,1s -5 A pp.@) + Sto-aryg
4: m” + ((idx — 1) mod pp.M) + 1 4: (Aryy 15 Ay pp.0) < Sto-ary;
5: Find ind € [pp.M], s.t. g4« (ind) = m™ 5: ((reco,1l|m0,1); -5 (reco,pp.@||7m0,pp.@)) < ansog
6: (1", 71, ., Top.) < [pp. M]PP- 9T 6:  ((recya|lmy1), ..o, (reci pp.@ |71 pp.@)) < ansy
7: (aryg, ary;) < (L,1) 7: (comy,...,compy.q) < pp.d
8: for q € [pp.Q] do 8: (hi,..., hpp.vs) < hint
9 arYo-aryg.q — 0q(rq) 9: // Verify commitments

10: for q € [pp.Q] do

10 : ary.qary; 4 < oq(ind) for b B
11: 0,1
11:  if g#q" then b or ev{c 7V}'f °
: « VC. ,
12 Swap o4(ind) and o4(rq) N erify(coma, aryy, g, rech,q, Tb,q)
« 13: if —v then

13: else qry; .qry; ¢« <7
u " ’ 14 : stc.abort < true

Posteck e {ons o oo} 15 : return (stc, L, 1)
15: stc < (¢, ind,qryg, qry;) 16 : // Recover record
16 : return (stc,qryg, qry;)

/
Answer(sts, , qry,) — (sts,,ansy) 17: =z« ( &b recl,q> & Rind
a€lpp-QIN{a™ }
1: if qry, = L then return (sts,, 1) 18 : for q € [pp.Q] \ {¢*} do // Update hint
2: DB« stg,.DB, DB « stsb.ISE 19:: hind 4= hina @ reco,q @ reci q
3 Q «+ Stsb-PP-Q 20 : hrq — hrq D recg,q D recy 4
4: 0 (aryy, 1, --ary, g) < Ay, 21: sto.ck« {oq | q € [pp.QJ}
—~ return (stc,z, (h1, ..., hpp.a1))

5: return [DBy[ary, (][IDBglary, 4] | ¢ € [Q]] %P

Fig.5: The online phase of our two-server APIR scheme.

hint is consistent with the committed database while hiding its value from both
servers. The client then stores the verified public parameters pp, the computed
hint hint, and the client key ck (i.e., the set of secret permutations) as part of
its state, completing the offline phase.

Online phase. To retrieve a record from the database, the client runs Query
on this record’s index idx corresponding to (¢*,m*) € [pp.Q] x [pp.-M]. If the
client aborted earlier, it simply outputs L to the servers. Otherwise, the client
continues with the protocol and issues a query to each server. These queries are
computed as in SinglePass and consist of an array of database indices.

On receiving query qry,, server b executes Answer. If the client did not abort,
the server returns the records at the requested indices, along with the corre-

sponding opening proofs from I5|\37 to the client.

Upon receiving ansg and ans; from the servers, the client executes Recon. If it
did not abort earlier it verifies all the proofs output by the servers and aborts if
any verification fails. If all checks pass, then the client reconstructs the requested
record by combining the records in ans; with the hint, exactly as in SinglePass.
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It updates the hint with the records in ansg, ensuring privacy for future
queries. Finally, the client updates its state with the updated permutations and
outputs its state sto, the record of interest x, and the updated hint.

Intuition for privacy. Observe that since r* is uniformly sampled from [M], the
probability that the client directly queries for DB« [m*] (the record of interest)
is just as likely as it querying for any other record in DBy« (see Fig. 4, Query,
line 13). To show that the set of indices in a query reveals no information to
the server, we leverage the Show-and-Shuffle theorem introduced by [42] and
restated in Fig. 10. The queried record is correctly reconstructed if (1) the hint
is correct up until the client runs Query and (2) the answers returned by the two
servers are correct. As we show in §5.3, the hint is always correct; otherwise, the
client aborts. Thus, it is sufficient to check the proofs returned in the answers.
Importantly, since the requested records leak nothing about the queried index,
aborting if the opening proofs in the answers are invalid, leaks nothing about
the queried index, and privacy is preserved. In contrast, if we were to only check
the opening proof of the reconstructed record, then the servers could carry out
a selective failure attack.

5.2 Supporting Updates

This section provides an overview of how TAPIR can be extended to support
updates, specifically appends (add) and edits (edit). We refer to Fig. 6 for the
pseudocode. Observe that updates require the servers to update their database
entries and generate/update the digests and commitments. The client must then
update its state and hint accordingly.

Updating the Database. On input of the server state sts, = (pp;, DB, IS\B)
and a sequence of updates U, the servers first execute UpdateDB. Let pp’ < pp,
and stfgb ¢ stg,. This procedure first loops through the updates U and assigns
an appropriate index to new records. This allows all operations to be applied
consistently since add operations to an existing database partition ¢ € [pp.Q] are
the same as edits. This procedure also computes new database parameters and
stores them in the updated set of parameters pp’, where pp’.Q = [pp’.N/M] is
the new number of database partitions after the update and pp.Q is the number
of partitions before. It iterates over each partition ¢ in [pp’.Q] to apply the set
of update operations U, . For each update (op, idx, Znew) € Uy, where op denotes
the operation, idx is the index of position m in partition DBy, Zpnew is the new
value, and x4 is the old value, the following steps are performed:

— The database record is updated DB, [m] < pew-

— The partition’s vector commitment is updated at index m to e, if this is
not a new partition, i.e., ¢ < pp.Q.

— The update information (op, idx, Tpew ® Zoig) is added to the output update
list Up. Note that this list includes the delta of the old and new values.

After the creation of a new partition, a new vector commitment com, (of
the partition) is computed and added to the digest pp’.d. Finally, UpdateDB
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UpdateDB(sts,,U) — (sts, , ppy, Us)

—

=W N

ot

© 0 N O

11:

12:

13:
14 :

15:

16 :
17:
18 :
19 :

20 :
21:

22:
23:

24 :
25:

26 :
27 :
28 :
29:
30 :
31:
32:

PP’ 4= sts,,.pp, sti, = Sts,, Qo + PP.Q
U, U, < 0
for (op,idx,z) € U do
// Add index to new records
if op = add then
pp’.N =pp’.N +1
U« U U{(op,pp’.N,x)}
else U’ «+ U’ U {(op, idx, )}
// Update number of partitions
pp’.Q « [pp’.N/pp’.M]
’ / S
Extend stsb.DB, StSb'DB7
pp’.d to pp’.Q partitions/values
(com, ...,com;p/.Q) «—pp'd
for g € [pp’.Q] do
// Get update ops. for partition ¢
’ . ’
U, + {(op,idx,z) € U
ipp’.M - (g —1) <idx < pp’.M - q}
for (op, idx, Tpew) € U{; do
m <+ ((idx — 1) mod pp’.M) + 1
ZTold Stfgb DBq[m]
st/sb .DBg4[m] + Tnew

// Update partition commitment
if ¢ < Qo0 then

com; < VC.Update(com;, M, Toldy Tnew)

U, + U, U {(op, idx, Znew & Toia) }
// New partition commitment
if ¢ > Qoia then

com; — VC.Commit(st/sbADBq)

// Update opening proofs.
for m € [pp’.M] do

stfgb.[s\Bq[m] < VC.Open(m, st/sb.DBq)
Uy + Uy UU,

pp’.d < (com, ..., com;p/_Q), St;'b'PP — pp’

return (stlsb ,pp’, Up)

UpdateHint(stc, hint, ppy, ppy, Uo, U1)
— (stg, hint’)

(V]

10 :

12
13:
14 :
15:
16 :
17 :
18 :

© 0 N Ut AW

// Verify update info
if stc.abort V (ppy # pp1)
V (Up # Uy) then
sto.abort <+ true
return (stc, 1)
Q' + ste.pp.Q, ck’ + sto.ck
(hinty, ..., hintypg ar) < hint
// Generate new permutation(s)
for g € [ppy-Q — stc.pp.Q]
Q' =Q +1
ck’.oq <8 Permute(ppy. M)
// Update hints
for (op,idx,z) € Uy do
G + [idx/ppy. M
m < ((idx — 1) mod ppy.M + 1
ind < ck’.o; * (1h)
hintj,q < hintj,g ® =
stc.pp < PPy, Sto.ck < ck’

return (stc, (hinty, ..., hintypg . ar))

Fig. 6: UpdateDB and UpdateHint algorithm descriptions for TAPIR
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refreshes the opening proofs for all m € [M] and outputs the updated server
state sti, , public parameters pp’, and update information Us.

Updating the Hint. Updates on the client side require three steps: (i) ensuring
integrity of the update information, (ii) generating new permutations for new
partitions, and (iii) applying the verified updates to the hint. The procedure
UpdateHint takes as input the client state sto, the current hint hint, the updated
public parameters pp, and pp;, and the update information Uy and U; from the
servers, and then executes the following.

Step (i) verifies that the new public parameters and update information were
not maliciously generated. The client checks if ppy # pp; or Uy # Ui, and if yes,
sets the abort bit sto.abort to true and returns (ste, L). Since at least one server
is assumed to be honest, equality guarantees correctness. Step (ii) requires gen-
erating new permutations using Permute for any new database partitions that
were added during UpdateDB and then adding them to the client key sto.ck.
Step (iii) updates the hint with the verified update information, ensuring cor-
rectness of future lookup queries. For each update (op,idx,z) € Up, the client
uses its secret permutations {oy}, to determine the index in the hint to update.
Let (§,7) be the partition and offset of idx. The client computes ind + agl(m)
and updates hintj,q < hintj,g & x. Finally, the client outputs the updated state
stc (containing the new public parameters) and the updated hint.

5.3 Scheme Correctness and Security

Theorem 1. Let VC be a vector commitment scheme with binding such that
VC.Commit is deterministic. The updateable two-server APIR scheme with pre-
processing described in Figs. 4, 5, and 6 satisfies correctness (Def. 4).

Theorem 2. Let A € N be the security parameter, Ninit, N = poly(}\), and VC be
a secure vector commitment scheme with binding such that VC.Commit is deter-
ministic. If both servers are non-colluding, then the updateable two-server APIR
scheme with preprocessing in Figs. 4, 5, and 6 satisfies integrity (Def. 5).

Theorem 3. Let A € N be the security parameter, Niyiw, N = poly(\), and
VC be a secure vector commitment scheme with binding such that VC.Commit is
deterministic. If both servers are non-colluding and integrity holds, then the up-
dateable two-server APIR scheme with preprocessing in Figs. 4, 5, and 6 satisfies
privacy with abort (Def. 6).

The proofs for correctness (Theorem 1), integrity (Theorem 2), and pri-
vacy (Theorem 3) for our scheme are given in the full version of this paper [23].
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6 Evaluation

This section evaluates the performance of TAPIR and related work. We im-
plement our scheme with both Pointproofs [30] and Merkle trees as the vec-
tor commitment scheme (we refer to these implementations as TAPIR-PP and
TAPIR-MT, respectively). We compare our approach against the two-server
APIR schemes of Colombo et al. [15], specifically the DPF-based APIR scheme
(denoted as APIR-DPF) and the linear APIR scheme implemented with both
Pointproofs and Merkle trees (which we denote as APIR-Matrix-PP and APIR-
Matrix-MT, respectively). Furthermore, we compare our scheme to SinglePass [42]
to demonstrate the overhead incurred by making it maliciously secure.

Our protocol is implemented in Go without multi-threading and makes use of
existing libraries for Merkle trees!, and Pointproofs?, which we adapt as needed.
For our benchmarks, we extended the (A)PIR implementations of related work,
namely, SinglePass® and the linear matrix PIR*, and implemented the APIR-
DPF scheme®.

For TAPIR-PP, we reduce per-query bandwidth and verification cost by ag-
gregating Pointproofs across database partitions, thereby lowering both online
bandwidth and runtime. Our implementation performs aggregation in Answer,
shifting part of the verification cost to the server and allowing it to send a single
proof instead of @. In contrast, APTR-Matrix-PP sends only one proof per query
and thus does not benefit from aggregation.

Our source code is available at https://github.com/laurahetz/TAPIR.

6.1 Experimental Setup

All benchmarks are executed on a single machine with two Intel Xeon Gold 6258R,
CPU 2.7 GHz, each with 28 cores, and 384 GB of DDR4 memory.

We use initial database sizes of N € {210,212 214 216 918 920 922 9241
records of size 32 B, and, where applicable, Q partitions of size M = v/N. Due
to the higher one-time runtime cost of Pointproofs in the offline phase, we were
unable to run APIR-Matrix-PP and TAPIR-PP for databases larger than 26
and 222, respectively. All online phase measurements are averaged over 25 runs.

6.2 Comparison to SinglePass

Since TAPIR modifies and extends SinglePass to achieve malicious security, we ex-
pect TAPIR to have higher runtime and communication cost in all protocol
phases. In the offline phase, the increase in cost comes from the servers’ di-
gest generation and the need to stream the database from both servers to ensure

! https://github.com/dedis/apir-code

2 https://github.com/yacovm/PoL/tree/main/pp
3 https://github.com/SinglePass712/Submission
4 https://github.com/dimakogan/checklist

® https://github.com/osu-crypto/1ib0Te
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Fig.7: Offline per-client performance comparison of TAPIR and the unauthen-
ticated base scheme SinglePass. Results shown for databases with N records of
size 32 B. All axes use logarithmic scaling.

the integrity. In the online phase, the increase in bandwidth comes from the re-
trieved records’ proofs that are sent together with the records, and the increase
in runtime comes from the client having to verify these proofs.

Table 1 reports the benchmarking results for the total offline and online costs
for all considered (A)PIR schemes. Figure 7 highlights the per-client bandwidth
and runtime of TAPIR compared to SinglePass. This excludes the digest gener-
ation, as it is a one-time setup cost and is reusable for all clients.

As expected, TAPIR requires significantly larger bandwidth overhead in the
offline phase due to the digest and the client’s need to authenticate the database
records included in the hint. The client-dependent offline runtime of TAPIR does
not depend on the selected vector commitment scheme and is thus the same for
TAPIR-MT and TAPIR-PP. Compared to SinglePass, this offline runtime is up
to 8x higher for N = 224 due to the setup verification.

Figure 8 reports online costs for SinglePass, TAPIR, and three related APIR
schemes. The results align with expectations: TAPIR introduces only modest
bandwidth overhead compared to SinglePass—just 0.11 % for TAPIR-PP (N =
222) and up to 13.11x for TAPIR-MT (N = 224). TAPIR-PP significantly out-
performs TAPIR-MT, as Pointproofs optimize bandwidth and verification cost
via proof aggregation. This optimization yields communication nearly identi-
cal to SinglePass. The additional overhead in TAPIR stems solely from proofs
included in the answer: Pointproofs proofs are compact (one group element),
whereas Merkle proofs scale with path length O(log, M).

Both TAPIR variants incur higher online runtimes than SinglePass, with
TAPIR-MT outperforming TAPIR-PP. The higher cost of TAPIR-PP stems
from group exponentiations and pairings required for proof aggregation and ver-
ification, whereas TAPIR-MT only requires @Q log, M hash evaluations, which
are cheap. For N = 224, TAPIR-MT is 22.64x slower than SinglePass overall,
with just 1.37x server and 54.15x client overhead. In contrast, TAPIR-PP at
N = 222 is 5.8 orders of magnitude slower, primarily due to Pointproofs aggre-
gation in Answer and verification in Recon (Fig. 8).

TAPIR supports a runtime and bandwidth trade-off (Fig. 5 and Tab. 1).
For instance, using Merkle trees yields the smallest runtimes among multi-
server APIR schemes, while using Pointproofs [30] matches the online bandwidth
of SinglePass. In contrast, linear schemes like [15] show little variation across vec-
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Fig.8: Online performance of our scheme TAPIR and prior work. Results shown
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tor commitments. Thus, bandwidth-sensitive applications with frequent queries
(e.g., key transparency, oblivious message detection) benefit from TAPIR-PP,
while infrequent-query settings (e.g., contact discovery, medical look-up) favor
TAPIR-MT.

6.3 Comparison to Related Work

This section compares the benchmarking results of TAPIR (TAPIR-MT and
TAPIR-PP) to prior multi-server APIR schemes, namely APIR-DPF, APIR-
Matrix-MT, and APIR-Matrix-PP [15].

Linear PIR schemes with VCs, like APIR-Matrix-MT and APIR-Matrix-PP,
require servers to generate digests verified by the client offline. TAPIR also incurs
digest and proof costs, however, by applying the vector commitments over each
database partition instead of the entire database (as done in APIR-Matrix-MT
and APIR-Matrix-PP), the digest generation in TAPIR is expected to be faster in
comparison. In contrast, APIR-DPF does not require any preprocessing and the
APIR-~-Matrix schemes require only digest equality checks. In the online phase,
we expect TAPIR-MT to have lower runtimes than all other APIR schemes for
larger database sizes due to the preprocessing and fast verification of proofs.
Table 1 reports benchmarking results, and Fig. 8 shows online costs.

For online bandwidth, Merkle tree schemes are more costly than Pointproofs
due to logarithmic proof sizes. TAPIR-PP and SinglePass have nearly identical
costs, with only minimal overhead introduced by Pointproofs. APIR-MATRIX
schemes use less bandwidth, sending only one record and one proof, whereas
TAPIR transmits @) records and proofs. APIR-DPF achieves the lowest band-
width at the cost of server runtime linear in the database size.

Client runtime is fastest for APIR-DPF, even outperforming unauthenti-
cated SinglePass, while APIR-Matrix-MT and APIR-Matrix-PP are similar, and
TAPIR incurs the highest overhead due to the more complex Recon algorithm
versus the cheap XOR operations in APIR-MATRIX. Server runtime is low-
est for TAPIR-MT, with only 1.37x overhead compared to its unauthenticated
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Offline Online
N (A)PIR , RT [s] RT [s] .
BW [kiB] (1-Time) (Per-Client) BW [kiB] RT [s]
APIR-DPF - - - 1.43 0.04
APIR-Matrix-MT 0.10 0.58 0.00 49.68 0.01
2% TAPIR-MT 18 982.05 0.33 0.08 354.00 0.01
TAPIR-PP 19025.02 13162.05 0.10 34.66 0.99
SinglePass 18.52 0.00 0.01 34.50 0.00
APIR-DPF - - - 1.56 0.17
APIR-Matrix-MT 0.10 2.74 0.00 104.36 0.04
220 TAPIR-MT 75852.05 1.45 0.39 776.98 0.02
TAPIR-PP 75938.00 105304.90 0.46 69.65 2.63
SinglePass 37.02 0.00 0.05 69.50 0.00
APIR-DPF - - - 1.69 0.72
APIR-Matrix-MT 0.10 11.54 0.00 218.26 0.16
222 TAPIR-MT 303 256.05 5.51 1.86 | 1690.98 0.05
TAPIR-PP 303427.92 844 441.96 1.63 139.66 8.79
SinglePass 74.03 0.00 0.24 139.51 0.00
APIR-DPF - - - 1.83 2.97
g2¢ APIR-Matrix-MT 0.10 47.73 0.00 454.87 0.73
TAPIR-MT 1212720.05 22.14 7.65| 3662.97 0.12
SinglePass 148.03 0.00 0.96 279.51 0.01

Table 1: Performance comparison of runtime (RT) and bandwidth (BW) of
(A)PIR schemes for record size 32B. Offline cost is split into one-time server
cost and per-client cost. The best APIR performance for each database size is
highlighted in gray. Results for TAPIR-PP (N = 22%) and APIR-Matrix-PP are
omitted due to high Pointproofs setup costs.

base. APIR-DPF and APIR-MATRIX scale linearly with N, whereas TAPIR is
sublinear. For N > 220, TAPIR-MT is the fastest online, outperforming APIR-
Matrix-MT and APIR-DPF by up to 5.83x and 23.82x, respectively.

We note that TAPIR is highly parallelizable, hence we expect lower runtimes
in practice.

6.4 Database Updates

To evaluate updates, we measured the bandwidth and runtime cost of applying
a batch of 500 update operations to unique indices for databases with N 32B
records. We differentiate between batches of only additions (ADD), only edits
(EDIT), and BOTH additions and edits, and report the amortized costs in Fig. 9.

We expect edits and additions within a partition to be equally fast, as they
are handled identically. Client runtime and bandwidth should be independent
of the VC scheme. In contrast, server runtime should be higher for Pointproofs
than for Merkle trees, reflecting the greater cost of generating and updating
commitments and proofs. Bandwidth should be similar across update types,
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except when new partitions are created: ADD always incurs this cost, BOTH on
average only half as often, and EDIT never.

Client runtime is very low, since updates only involve lightweight tasks such
as evaluating permutations and basic arithmetic (XOR, mod, division) to re-
fresh the hint. Even at N = 222 the amortized cost is only 0.005ms (TAPIR-
MT). TAPIR-PP is slightly slower due to equality checks over bilinear group
elements rather than hash outputs. Server runtime is higher but practical, as
update computations are client-independent. Amortized runtimes range from
0.005ms (N = 29 TAPIR-MT) to 370.5ms (N = 2'4 TAPIR-PP). TAPIR-
PP is slower overall due to the costly bilinear pairings of Pointproofs. EDIT is
typically more expensive than ADD, since each edit may update commitments
across up to 500 partitions, while additions only initialize a few new ones.

Bandwidth is modest, ranging from 83.48 B at N = 2!° t0 86.01 B at N = 222
(TAPIR-MT). Costs for TAPIR-MT and TAPIR-PP are nearly identical across
ADD, EDIT, and BOTH, since the client receives only update tuples and a new
digest (Merkle root vs. group element). ADD incurs the highest bandwidth due
to new vector commitments, EDIT the smallest as no partitions are created,
and BOTH in between since half the operations are additions on average. A gap
appears at N = 2!6 due to partitioning: with M = 256, ADD needs about two
new partitions, EDIT none, and BOTH one.

6.5 Application: Key Transparency

Key Transparency (KT) is widely deployed by companies such as Google [29],
WhatsApp [43], Proton [28], and Keybase [35] to enable users to verify public
keys for end-to-end encrypted communication, and it is even undergoing stan-
dardization [38]. Typically, KT schemes use an authenticated dictionary hosted
by an untrusted server that maps user IDs to public keys. A digest of the dic-
tionary is computed, allowing clients to perform verifiable lookups.
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Because KT requires integrity for public key lookups, it presents a promising
application for APIR. For example, KT can be instantiated by extending index-
based APIR to support keyword search (see [11,31]). Alternatively, Index-APIR
can be used to index public keys directly; clients can then obtain the index of
a public key for lookups (e.g., via gossiping, an auditor, or a previous lookup).
Standard deployed KT systems often overlook a critical aspect: query privacy
for users requesting another user’s key. APIR fills this gap by providing query
privacy even against adversarial servers.

Both WhatsApp’s [47] and Proton’s [28] white papers state that their KT
systems use Curve25519 as the Public Identity Key, meaning keys stored in the
dictionary are 32B long. In our experiments (see, e.g., Fig. 8), we demonstrate
the performance of our schemes TAPIR-MT and TAPIR-PP on 32B records to
reflect this use case. In particular, TAPIR-MT scaled easily to N = 224 and
can be extended to larger databases common in KT by leveraging database
partitioning. Moreover, the efficient client and server runtimes, along with the
small bandwidth required for updates of a batch size of 500 (as discussed in §6.4),
further bolster the practicality of our scheme for transparency.
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A Additional Preliminaries

A.1 Show-and-Shuffle

In SinglePass [42], the Show-and-Shuffle game G'"4"525 was introduced to capture
the main steps of a single protocol round and to prove its privacy. Since TAPIR
extends SinglePass to achieve malicious security, we can leverage this game to
also prove privacy for our scheme. Hence, we restate the Show-and-Shuffle game
in Fig. 10 and the Show-and-Shuffle Indistinguishability lemma in Lemma 2, and
refer to [42, §3.1] for the full proof. The game is parameterized over M, Q € N.

Game (;Ind-SaS(]\J7 Q)

1: (01,...,00) < Permute(M)®

(sta,z) + Ao(M, Q) where z = (¢",m") € ([Q] x [M])
Find ind € [M], s.t. g4+ (ind) = m™

v+ L

for g € [Q] do

if ¢ # ¢" then v.u, < oy(ind)
else v.vq < [M]
b «+s{0,1}
9: Ro=(F,.., Fg) s Permute(M)®
10: forge[Q]Aq#q" do

o N O Ot ok W N

11: rq 5 [M]
120 0, ¢ 0q
13: Swap o, (ind) and oy (rq)

/ / ’ /
141 Ri4 (01,0 Oge_1,0q%, Ogr 41, --.0Q)

15: b« Ai(sta,q,m, v, Ry)

16: return b ="V

Fig. 10: The Show-and-Shuffle game of SinglePass.

Lemma 2. For the Show-and-Shuffle game G525 (Fig. 10), and any M,Q €
N, the advantage of any adversary playing this game is defined as:

ind—sas nd-Sa 1
AdV' (M, Q) = |Pr [GM55(M, Q)] — 5 =0
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