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Abstract. The rapid growth of log data necessitates efficient and se-
cure cloud backup methods. While Oblivious RAM (ORAM) can hide
data access patterns, existing ORAM designs suffer from high perfor-
mance overhead during bulk data insertion—a fundamental requirement
for logging. Tree-based ORAMs, such as Path ORAM, require multiple
rounds of communication and incur a quadratic slowdown when inserting
many logs simultaneously. Although newer multi-path ORAMs like OBI
(NDSS 2023) improve performance, they demand substantial client-side
storage due to a local position map that tracks data locations. This pa-
per presents BI-ORAM, a new ORAM-based log table designed for fast
bulk insertion in cloud log backup. BI-ORAM employs a simple date-
keyed and hour-indexed log storage structure for efficient subsequent
retrieval. Its key innovation is a position-map-free bulk eviction mech-
anism, which combines a hash function for direct placement of new log
blocks with an optimized partition-based eviction strategy. This design
enables BI-ORAM to insert r log files in O(r logN) time with only one
round trip of client-server communication, while maintaining O(1) client
storage—a significant improvement over prior work. We formally prove
that BI-ORAM is statistically secure. Experimental results demonstrate
that BI-ORAM achieves substantially faster log insertion than recursive
Path ORAM and matches the performance of OBI, but without OBI’s
large client storage overhead. Hence, BI-ORAM provides a practical and
secure solution for privately backing up logs at scale.

Keywords: Oblivious RAM · Oblivious Data Structures · Oblivious bulk inser-
tion.

1 Introduction

1.1 Background and Motivation

Log data, which comprises sequential records of system events, is essential for
system monitoring, security auditing, and forensic investigation [14]. It also fa-
cilitates predicting market trends and understanding customer needs [23, 30]. In
recent years, as systems and cloud services have spread, log data has become
among the fastest-growing data types. The long-term retention requirements for
such massive log data impose a significant burden on local storage.
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The rise of cloud computing has led organizations to store data on cloud
servers, taking advantage of their low cost and accessibility [38, 39]. Moving logs
to the cloud reduces local storage needs. However, merely encrypting and storing
the log data on cloud servers is often insufficient. If data-write access patterns
are not protected, even a user’s read operation on these logs may leak sensitive
information, such as log timestamps, log names, data size, access frequency, and
relationships between different data. Such leakage exposes the data to a long
line of attacks, including similar-data attacks [13, 20, 24, 25, 27] and known-data
attacks [5, 6, 17, 18, 22, 27, 36].

For instance, if logs are stored and accessed in a way that reveals information
about them, even the mere retrieval of a single log may leak sensitive details.
Consider a scenario where a company suspects that a data breach occurred on
a specific date, e.g., October 2, 2025. An analyst then accesses the encrypted
file server_log_20251002.csv on the cloud server. An attacker who has in-
filtrated the server (but cannot decrypt the file) can observe this access. The
filename itself, or the act of reading data associated with that specific date, re-
veals the focus of the investigation. Thereby, the attacker learns that the security
team is examining activities on October 2nd. This not only confirms the date
of the attack but may also allow the attacker to cover their tracks or launch
a subsequent attack. This example illustrates how exposed access patterns can
compromise security investigations and lead to tangible harm.

Oblivious RAM (ORAM), first proposed by Goldreich and Ostrovsky, is a
cryptographic primitive designed to protect such access-pattern leakage. It con-
ceals access patterns by continuously shuffling and re-encrypting data, ensuring
that observing the access sequence reveals no information about the actual data
being accessed. It is a promising technique for building private log storage sys-
tems. We aim to design an oblivious log backup table that fulfills the following
user’s requirements:

1. Efficient and privacy-preserving bulk insertion. Log records are gen-
erated continuously in high volume. The system must therefore support effi-
cient upload of these records to the server without leaking any information
through write-access patterns.

2. Privacy-preserving data retrieval. The system must allow users to re-
trieve historical logs from any specific time period (e.g., to investigate past
events) without revealing to the server any information regarding the query,
such as the target time period, the specific records of interest, or the fre-
quency of accesses.

1.2 Limitations of Prior Art

Tree-Based ORAMs. Path ORAM [31, 33] is one of the widely-adopted tree-
based ORAM schemes due to its simplicity and efficiency [40]. For example,
searching for r data items using a recursive position map (which stores the po-
sitions of shuffled items) incurs a time complexity of O(r log2 N) and requires
O(r logN) client-server interaction rounds. However, Path ORAM is not opti-
mized for bulk insertion, because it suffers from the large-stash eviction problem
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first identified in earlier work and later addressed in [35]. The efficiency of Path
ORAM scales poorly with the size of the local stash.

OBI [35], a multi-path tree ORAM, improves bulk-insertion performance by
achieving O(r logN) time complexity with only a single round-trip interaction for
evicting r items. Nevertheless, OBI relies on a local position map (implemented
as a hash table) stored on the client side. As data volume grows, this position map
consumes substantial client storage, becoming a scalability bottleneck. Moreover,
every data access (whether for newly inserted or existing blocks) depends on this
local map, introducing non-negligible lookup latency during each insertion and
thus limiting overall performance.

Hierarchical ORAMs. Hierarchical ORAM constructions, such as PanORAMa
[26] and OptORAMa [3], are theoretically optimal, achieving O(logN) overhead.
In practice, however, their large hidden constants often make them inefficient
for practical problem sizes, limiting real-world adoption. Recent advancements
like FutORAMa [4] and MegaBlocks [2] have significantly optimized these con-
stants, achieving asymptotically optimal performance that is truly practical. A
key obstacle for cloud log backup scenarios, however, is their highly interactive
protocol design. This interactivity introduces latency and complexity that may
be prohibitive. Additionally, thus far, no hierarchical ORAM has been proven
statistically secure. This remains a significant theoretical barrier.

1.3 Proposed Approach

In this paper, we propose BI-ORAM, an Oblivious RAM scheme optimized for
efficient bulk insertion of log data. The design employs two key techniques to
achieve fast bulk log insertion while preserving future query capabilities.

First, we introduce a log indexing and storage scheme. Each log file is as-
signed a unique, structured key in the format of YYYYMMDD-NN, where the date
component facilitates time-based grouping, and a daily sequential number (NN)
ensures uniqueness. Concurrently, we maintain a separate, compact index ta-
ble that maps coarse time intervals (e.g., hourly slots) to the set of log keys
generated within them, enabling efficient temporal range queries.

Second, we adapt and simplify the bulk eviction mechanism of OBI [35]
for our setting. A major innovation is the complete elimination of the client-
side position map, achieved through a two-step process. For bulk insertion: The
initial storage position for each log file is computed using a pseudo-random
function (PRF) seeded with the file’s unique key, thereby obviating the need for
a persistent position map during insertion. For file retrieval: We leverage the
standard recursive Path ORAM to act as the position map of BI-ORAM. If a
position mapping for the queried log is not found in the recursive Path ORAM,
the client falls back to computing its initial position using the PRF (as during
insertion).
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1.4 Our Contributions

1. We propose BI-ORAM, an oblivious log table designed for bulk insertion. It
achieves highly efficient bulk insertion while maintaining minimal client-side
storage overhead.

2. We introduce an enhanced bulk-insertion algorithm that significantly reduces
the time complexity for inserting new data. Our method requires only O(r)
time to locate the positions of r new items and only O(r logN) time to com-
plete the bulk insertion, representing a significant improvement over prior
schemes.

3. We formally prove that BI-ORAM is statistically secure.

2 Notations and Definitions

2.1 Threat Model

We consider a system consisting of two parties: a fully trusted client and an
honest-but-curious server. The client’s local execution is considered trusted and
is not observable by any adversary. The server faithfully follows the prescribed
protocol. During protocol execution, an adversary continuously monitors the
server’s activities and may attempt to deduce sensitive information from the
interaction protocol. Our security goal is to protect data access patterns from
being inferred by such an adversary.

2.2 Security Model

We adopt the statistical security notation for an ORAM scheme. Let Π be an
ORAM that translates client-side logical memory access sequences into server-
side physical requests. Let N be the ORAM capacity.

Definition 1 (Statistically secure ORAM). An ORAM Π is statistically
secure if there exists a probabilistic polynomial-time simulator S such that for
any polynomial-length sequence of logical memory requests R (where L(R) =
(N, |R|)), the following ensembles are statistically indistinguishable:

Π(R)
s≡ S(L(R))

where
s≡ denotes statistical indistinguishability (i.e., the statistical distance

between the distributions is negligible).

This security definition guarantees that:

– The server’s view (the sequence of physical memory accesses) can be perfectly
simulated given only the ORAM capacity and the total number of logical
operations.

– No computationally unbounded adversary can distinguish between the real
ORAM access patterns and the simulated patterns.

– The security holds regardless of the actual data values or access patterns in
the logical request sequence R.
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2.3 Path ORAM

Path ORAM [33, 31] consists of three main components: a binary tree stored on
the server, a recursive position map (also stored remotely), and a local stash.
Each node of the binary tree, called a bucket, contains multiple encrypted data
blocks. Every block is assigned to a random leaf and must reside in one of the
buckets along the path from the root to that assigned leaf.

To access a data block, the client first queries the recursive position map
to obtain the block’s current leaf identifier and reassigns it a new random leaf
identifier. Then, the client reads all buckets along the path from the root to
that leaf from the server, decrypts them, and loads the contained blocks into a
local stash. After reading or updating the target block in the stash, the client
re-encrypts the blocks, reorders them obliviously, and writes them back into the
same path. This path-based access pattern effectively conceals which specific
block was accessed. The time complexity of a single access in (recursive) Path
ORAM is O(log2 N), where block size is Θ(logN) bits.

The non-recursive Path ORAM stores the position map at the client. This
reduces the access time to O(logN) but introduces significant client-side storage
overhead for maintaining the map.

2.4 The Problem of Bulk Insertion in Path ORAM

Path ORAM [33] suffers from the large-stash eviction problem first studied in
OBI [35]. Path ORAM has two approaches to evicting a large stash. One is to
write all data into the client’s stash and then perform a bulk eviction across
multiple paths in the ORAM tree. However, this requires the eviction algorithm
to perform a linear scan of the entire stash for each path, incurring significant
computational overhead, especially when the stash size is large. The alternative
is to follow the standard Path ORAM protocol, evicting data in many small, in-
cremental batches. While computationally lighter per batch, this method neces-
sitates a high number of communication rounds with the remote server, leading
to substantial latency and bandwidth costs.

2.5 OBI

OBI [35] is a multi-path ORAM architecture built on three core components: an
encrypted binary tree stored on the cloud server, a local stash, and a local hash
table that acts as a client-side position map. In each access, OBI reads multiple
tree paths and relies on a dedicated multi-path eviction algorithm. A key design
rule governs eviction: a data item can only be moved to a tree node that lies on
the intersection of its own assigned leaf path and the current eviction path. OBI
is secure under the strong forward and backward security model.

To overcome the inefficiency of bulk operations, OBI introduces two novel
eviction algorithms: the k-Nearest Neighbor Eviction Algorithm (KNNEA) and
the Partition-Based Eviction Algorithm (PBEA).
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KNNEA is optimized for small to moderate datasets. It first sorts stash
entries by their leaf identifiers. During eviction, rather than scanning the entire
stash, it examines only the k entries whose leaf is nearest to the leaf of the target
node, where k = 2Z + 1 and Z is the bucket capacity. The algorithm fills tree
nodes from bottom to top along each accessed path, iteratively placing the most
suitable blocks until all nodes are processed.

PBEA targets large-scale workloads. It partitions the leaf-identifier space
into intervals of fixed size and distributes stash entries into corresponding parti-
tions. Each non-empty partition is then processed independently using a variant
of KNNEA. Any remaining stash entries are finally evicted via a standard KN-
NEA procedure. This two-stage design reduces the eviction time complexity from
O(r2) to O(r logN), where r is the number of accessed paths.

Both KNNEA and PBEA avoid linear scans of the stash and substantially
improve the throughput of bulk-insertion operations. In our scheme, we adopt
PBEA as the underlying eviction engine and refer to its interface as OBI.PBEA().
At the same time, the OBI.Access() interface is used to represent a single data
read and write operation.

3 Design of BI-ORAM

3.1 Log-file Structures

1, 1, 1000

3, 1602, 9900

2, 1001, 1601

index
key

key0: 20251127: 0'

key1: 20251127: 1'

...

key2: 20251127: 2'

value

(time0, index)

(time1, )

...

(time2, )

value

(time0, index)

(time1, )

...

(time2, )

Fig. 1. Data structures of log files.

BI-ORAM employs the log-file structures illustrated in Fig. 1, which consist
of two core components: a (key, value) pair and a daily index. This design
addresses the system’s key requirements: managing a massive volume of indi-
vidually small log files, and accommodating highly variable write traffic within
short time intervals (e.g., one minute or one hour).

A (key, value) pair. Each log file is assigned a globally unique key for
retrieval. The key follows the format ‘date:number’, where date is in YYYYMMDD
and number is an integer that increments daily from zero without a predefined
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upper bound. The key date:0 is reserved for the day’s index. For example,
20251127:0 identifies the index for November 27, 2025, while 20251127:657
uniquely points to that day’s 657th log. The corresponding value field stores
the log’s actual content.

Daily index. This is a fixed-size array that abstracts the day’s log activity.
Each slot records the range of log sequence numbers generated within a specific
hour. For instance, if logs 1001 through 1601 were produced in the second hour,
the entry would be index[2] = ‘2,1001,1601’. This daily index is itself treated
as a log file. Upon uploading the final batch of logs for the 24th hour, the daily
index is also persisted to the cloud.

3.2 BI-ORAM Structures

stash(ST) 

User NPBEA / LRA

(key2, ( , 6), 4)

(key3, ( , 7), 5)

...

(key2, ( , 6), 4)

(key3, ( , 7), 5)

...

1, 1, 1000

2, 1001, 1601

3, 1602, 9900

1, 1, 1000

2, 1001, 1601

3, 1602, 9900

index(MT)

1

0

2

3 4 5 6

(key1, ,

,4)

non-accessed

accessed

Position Map(PT) 

Data ORAM (OT)

Cloud

Fig. 2. A BI-ORAM overview.

The BI-ORAM system consists of four parts: a data ORAM (OT ) and a
position ORAM (PT ) on the cloud server; a local stash (ST ) and a daily index
(MT ) on the client, as shown in Figure 2.

On the cloud side, the data ORAM (OT ), built upon the OBI system, is a full
binary tree with a height of L = logN , where N is the ORAM capacity. Each
tree node has Z slots. Each slot holds a block with three fields: (key, value, leaf).
Here, key and value represent the actual log data, and leaf is a number that
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points to a leaf node in the tree. This leaf number denotes that this block belongs
to the path from that leaf up to the root. The entire tree is stored on the cloud
in an encrypted form. The position ORAM (PT ), built upon a small, recursive
Path ORAM, stores the position information of shuffled log files. PT acts as a
special position map of OT . Since PT only stores the key-to-leaf mappings, it is
much smaller than the data tree OT .

On the client side, two components are maintained. Local Stash (ST ): A
hash table that temporarily holds triples pending processing or recently accessed,
structured as ST [key] = (key, value, leaf). In-Memory index (MT ): The index
structure for the current day (an array) resides in client memory. At the end of
the day, it is written to the cloud as a triple that can be retrieved by the keyword
′date : 0′. The specific implementation is shown in Section 3.1.

We make an important improvement: when inserting logs in bulk, we do not
read the position map (PT ). Instead, an initial leaf for each new log (key, value)
is directly computed by using h(key). Specifically, h(key) is implemented as:

h(key) = (2L−1 − 1) + (FK(key)%2L−1),

where F is a keyed collision-resistant hash function, and K is the user’s secret
key. This formulation ensures that each key deterministically maps to a leaf
identifier within the valid range of the ORAM tree.

During the batch insertion of new data, the initial leaf identifier for each
new data item is computed using the hash function h(key). After that, an evic-
tion operation is performed along a randomly selected path. Take Figure 2
as an example. Assume the cloud storage already holds some data, such as
(key1, . . . , 4). Now consider a set of new data to be inserted by the client:
{(key2, (. . . , 6)), (key3, (. . . , 7)), . . . }. We use the hash function h() to generate a
leaf identifier for each data item, which determines the path where it should be
stored after shuffling. For instance, two of these data items can be represented as
triples: t2 = (key2, (. . . , 6), h(key2) = 4) and t3 = (key3, (. . . , 7), h(key3) = 5),
where 4 and 5 are the leaf identifiers for t2 and t3, respectively. Suppose paths
3 and 6 are randomly chosen as the eviction paths. According to the ORAM
eviction rule, t2 and t3 can only be evicted to the currently accessed red path or
the as-yet-unaccessed blue path, and these two paths intersect at certain nodes
in the tree. For t2, for example, it can only be evicted to node 1 or node 0 (only
when node 1 is full can it be further evicted to node 0).

3.3 Access algorithms

We propose two algorithms: NPBEA and LRA. The first is for bulk insertion,
and the second is for data retrieval. Table 1 lists the parameters of NPBEA,
and Algorithm 1 shows its specific workflow.
Position-map-free bulk insertion. It is an oblivious bulk insertion technique
that does not require a position map during insertion. Each data block is assigned
an initial position by a PRF, eliminating the need to read the recursive Path
ORAM.
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Table 1. Parameters of NPBEA

Notation Meaning
key keyword index in triplets
value data to be written to the cloud
leaf a leaf identifier
t (key, value, leaf), a triplet
TD {(key1, value1), · · · , (keyr, valuer)}, a set of

data pairs to be inserted
ST the triplets stored in the local stash
I {leaf1, · · · , leafr}, a set of leaf identifiers
TN a set of tree nodes stored in a hash table
downPaths(I) download path nodes corresponding to I from the cloud
uploadPaths(TN , I) encrypt TN and replace the cloud paths I

Algorithm 1: Non-Position-map Partition-Based Eviction Algorithm
(NPBEA)
1 NPBEA(TD):
2 I = {};
3 for d ∈ TD do
4 leaf ← h(d.key);
5 t← (d.key, d.value, leaf);
6 ST ← ST ∪ t;
7 I ← I ∪RandomLeaf();

8 ST ← ST ∪ downPaths(I);
9 TN ← OBI.PBEA(ST , I);

10 uploadPaths(TN , I);

NPBEA takes as input a set of log data pairs, denoted as TD. The process
consists of four steps: (1). Let r = |TD|. It reads r random paths from the
cloud and writes them into the stash. Let I = {leaf1, leaf2, . . . , leafr} denote
the identifiers of these paths. (2). Each key keyi is hashed to obtain its initial
leaf identifier h(keyi). The data pairs are then converted into a set of triples:
{(key1, value1, h(key1)), (key2, value2, h(key2)), · · · , (keyr, valuer, h(keyr))}, which
are stored in ST . (3). Local shuffling and eviction: The PBEA algorithm from
the OBI library is invoked to obliviously shuffle all triples in ST (including both
newly inserted data and previously downloaded data). This ensures that each
key remains unique on its path and arranges the triples into a temporary tree
node structure TN . (4). Uploading and replacing the paths with uploadPaths():
The shuffled and re-encrypted TN is written back to the cloud, overwriting the
original r paths (I). This approach achieves a time complexity of O(r logN)
with a single round trip, outperforming traditional ORAM schemes (such as
Path ORAM) that require O(r log2 N) time and O(r logN) round trips.

Log retrieval algorithm. LRA is designed to retrieve an existing log file,
and its detailed workflow is illustrated in Algorithm 2.
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Algorithm 2: Log Retrieval Algorithm (LRA)
1 LRA(date):
2 key0 ←′ date : 0′;
3 leaf0, newleaf0 ← PositionMap.Access(key0);
4 if leaf0 = null then
5 leaf0 ← h(key0);

6 t← OBI.Access(key0, leaf0, newleaf0);
7 MT ← t.value;
8 num← userChoose(MT );
9 key1 ←′ date : num′;

10 leaf1, newleaf1 ← PositionMap.Access(key1);
11 if leaf1 = null then
12 leaf1 ← h(key1);

13 t← OBI.Access(key1, leaf1, newleaf1);
14 value∗ ← t.value;
15 return value∗;

For log retrieval, LRA takes a specific date as input and returns the corre-
sponding log file based on the user’s selection. It proceeds through the following
steps: (1) Obtain the daily index by constructing the index key as key0 = ’date:0’;
then retrieve and update the position of key0 via PositionMap.Access(). Let
leaf0 be the current position and newleaf0 be the next position, which is a
new random value. (2) Determine whether leaf0 is null. (Note: The value of
leaf0 can only be determined after decryption on the client side, and the server
cannot know its content.) If leaf0 is null, set leaf0 = h(key0). (3) Execute
OBI.Access() to access the target triplet t corresponding to key0, and retrieve
the daily index structure MT . While accessing with leaf0, OBI.Access() uses
the leaf identifier newleaf0 to shuffle the triplet t and store it back to the cloud.
(4) Call userChoose(). This function is executed by the trusted client. Given
the input MT , i.e., the index for that day, the user determines which log to
retrieve. Here, we denote the number as num. (5) Based on date and num,
construct the index key1 = date : num. Then, retrieve and update the posi-
tion of key1 via PositionMap.Access(). Let leaf1 be the current position and
newleaf1 be the next position, which is a new random value. (6) If leaf1 is null,
set leaf1 = h(key1). Finally, use the read method of OBI to retrieve the log file
and return it to the user.

Note that during the execution of the LRA algorithm, the leaf identifier
corresponding to each key is a random value and changes with each access (it
is not fixed). PositionMap.Access() not only reads a leaf identifier based on
the key but also assigns a new random value for the next read of the key. The
position map (PT ) always stores these varying positions.
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3.4 Interaction Process

BI-ORAM supports oblivious bulk insertion and data retrieval. The overall ac-
cess algorithm is shown in Algorithm 3.

The access algorithm takes as input an operation type op (either read or
write), a date, and—for write operations—a set of data pairs to be inserted (TD).
Based on the value of op, the algorithm invokes either LRA() or NPBEA(). For a
read operation, it calls LRA() with the given date and returns the corresponding
log file to the user. For a batch insert operation, it passes the data pairs TD to
NPBEA(), which downloads and flushes the data before writing it back to the
cloud.

Algorithm 3: BI-ORAM Access Algorithm
1 Access(op, date,TD):
2 if op = ‘read’ then
3 return LRA(date);

4 else
5 NPBEA(TD);

During the above read and write processes, BI-ORAM adheres to the key
uniqueness principle. For any log file stored in the tree or stash, we ensure that
the log has a unique key, because key is generated by the client through the
current date and number when it is first inserted, and the same number on the
same date will be generated only once. At the same time, in any subsequent
interaction protocol, the correspondence between the log file and its key will not
be changed.

4 Security analysis

Claim 1: Assume the existence of a secure pseudo-random function and a secure
randomized private-key symmetric encryption scheme. BI-ORAM is statistically
secure with leakage limited to the number of accessed leaf nodes.
Proof : Consider the BI-ORAM protocol Π, which consists of two operations:
bulk insertion and log entry read. Π generates an array of requests R. We now
construct a simulator S, which is given only L(R) to adaptively simulate Π’s
requests.

In the initial setup stage, based on L(R), S creates two simulated ORAM
structures OBI∗ and PositionMap∗, where each is filled with random val-
ues. In this step, OBI and OBI∗ are indistinguishable, and PositionMap and
PositionMap∗ are also indistinguishable.

In the query stage, S also adaptively simulates Π’s query. If a request is to
access PositionMap, S generates a simulated request to PositionMap∗, and
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fills the accessed paths with random values. Because PositionMap (i.e., Path
ORAM) is statistically secure, PositionMap and PositionMap∗ are indistin-
guishable. If a request is to access the data ORAM (i.e., OBI), there are two
types of requests to access OBI: bulk-insertion requests and log-read requests.
A bulk-insertion request accesses a set of paths of OBI, and a log-read request
(single-point) accesses only one path of OBI. Assume the accessed paths are
(p1, p2, · · · , pr). The simulator creates an array of random paths (p∗1, p∗2, · · · , p∗r)
of OBI∗ to simulate Π’s requests. Notice that, in a bulk-insertion request, for
each path pi (i ∈ [0, r − 1]), its leaf identifier is evaluated by pi.leaf = h(key).
Since h(·) is a secure pseudo-random function, key is unique, and h(key) is used
only once, pi.leaf and p∗i .leaf are indistinguishable. In a log-read request, the
leaf identifier is pi.leaf

1, which is generated by Path ORAM. Thus pi.leaf
1

and p∗i .leaf are also indistinguishable. Recall that pi.content, the content of the
tree node, is encrypted by a secure randomized private-key encryption algorithm
(such as counter-mode AES); thus pi.content and p∗i .content are also indistin-
guishable. Therefore, (p1, p2, · · · , pr) and (p∗1, p

∗
2, · · · , p∗r) are indistinguishable.

From the above deduction, we conclude that BI-ORAM is statistically secure
with leakage limited to the number of accessed leaf nodes.

With the above effort, we build a secure and efficient log-backup table, which
thoroughly protects user’s query privacy, including log timestamps, log names,
data size, access frequency, and more. Both similar-data attacks [13, 20, 24, 25, 27]
and known-data attacks [5, 6, 17, 18, 22, 27, 36] rely on access-pattern leakage. BI-
ORAM, however, eliminates such leakage by concealing all user access patterns.
Additionally, during bulk insertions, BI-ORAM can read extra fake paths to
reduce the leakage of the volume size of the inserted data. As a result, BI-ORAM
can effectively thwart these attacks with high probability.

5 Performance Analysis

5.1 Experimental Methodologies

The experiments were conducted on a desktop computer running Windows 10,
equipped with an Intel(R) Core(TM) i5-12490F CPU and 32 GB of DDR4 mem-
ory. Blake2b was employed as the pseudo-random function in the experiments,
and AES in counter mode was adopted as the RCPA-secure encryption algo-
rithm. Both the scheme and test cases were implemented using the C++20
programming language.

We implemented the log table storage, backup, and query system BI-ORAM,
and utilized the Path ORAM method to implement log backup functionality in
order to compare the efficiency of our solution with that of the Path ORAM
based approach.

During the bulk insertion process, it is assumed that the number of new logs
inserted into the system in batches per day is M , L denotes the height of the
tree on the server, Z represents the number of logs each tree node can store,
and r is the number of paths for bulk eviction. In the experiments, M is set to a
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relatively large value to simulate the usage scenario of a log server. It is assumed
that the entire ORAM can be fully loaded into memory. All communication time
is ignored in the experiments. For each experiment, a separate thread was created
to evaluate performance. The storage overhead does not include the number of
triplets temporarily retrieved during each access. The bulk insertion operation
does not consider cases where the ORAM is full, as some space is always reserved
for insertion.

In our experiments, to ensure consistency of the controlled variables, BI-
ORAM, Path ORAM, and OBI all employ a cloud-based recursive position map
by default, unless otherwise specified. All parameter configurations mentioned
refer specifically to the Data ORAM (OT ), while the recursive position map
maintains the same default parameters throughout.
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5.2 Parameter Tuning Experiments

We first evaluate the system initialization performance of BI-ORAM. As illus-
trated in Fig. 3, BI-ORAM is compared with a Path ORAM based scheme under
the same parameter Z = 4 and a range of ORAM tree heights, while inserting
an identical volume of initial data. The results confirm that the initialization
efficiency of BI-ORAM is approximately four times higher than that of Path
ORAM.

Fig. 4 analyzes the impact of the bucket size Z on insertion performance while
keeping the tree height and data volume fixed. The results show that a larger
Z leads to lower insertion efficiency, which can be attributed to the increased
overhead of evicting invalid data. For consistency in subsequent experiments, we
set Z = 4.
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Fig. 5 demonstrates the relationship between the number of eviction paths
r and the remaining data size in the stash after eviction. The experiment is
conducted with different tree heights L, a fixed eviction data volume M , and
an initial tree occupancy B = 1/L. We set Z = 4 and vary r across 30%, 40%,
50%, and 60% of M . The results indicate that when r = 50%M , the residual
data in the stash is already minimal. At r = 60%M , the stash is nearly empty.
Therefore, in practice, we set the number of eviction paths to at least 60% of
the eviction data volume. In later experiments, to ensure sufficient eviction and
balanced data distribution in cloud storage, we simply set r = M .

Fig. 6 evaluates the insertion efficiency of BI-ORAM under different block
sizes while fixing Z = 4. For each test, data is inserted until the tree reaches its
maximum capacity 1/L. It can be observed that the insertion efficiency decreases
as the block size increases. This suggests that BI-ORAM is more suitable for
scenarios involving a large number of small files, which aligns well with the
characteristics of log storage applications.

5.3 Comparative Experiments

Table 2. Bulk-insertion performance comparison for M items

Schemes Round trips Client size
Non-recursive Path ORAM O(M) O(M)
Path ORAM O(M · logN) O(1)
OBI 1 O(M)
BI-ORAM 1 O(1)
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Table 2 presents a parameter comparison among different schemes when in-
serting M data blocks (with the number of read paths r = M). The non-recursive
Path ORAM requires O(M) rounds of interaction with the cloud and incurs
O(M) client-side storage overhead for the local position map. Although the re-
cursive Path ORAM reduces local storage, it introduces even more interaction
rounds. The OBI scheme requires only one round of cloud interaction for bulk
insertion but still maintains an O(M) local position map overhead. In contrast,
our BI-ORAM scheme requires only one cloud interaction for inserting M data
blocks and achieves O(1) client-side storage overhead.

To ensure a fair comparison, all Path ORAM results refer to its recursive
variant, as its recursive position map is also stored in the cloud. Fig. 7 compares
the insertion performance under different tree heights while inserting the same
amount of data M = 10240. Fig. 8 shows the performance under a fixed tree
height L = 20 and Z = 4 while varying the inserted data volume M . In both
experiments, the load factor of the tree before insertion is set to β = 1/L. Each
log file inserted is 1kb in size.

The results from Fig. 7 and Fig. 8 indicate that, under identical parameters,
BI-ORAM significantly outperforms Path ORAM in bulk insertion efficiency.
The performance gap widens as the data volume increases. For instance, at
a data volume of 104 blocks, BI-ORAM achieves an efficiency approximately
102 times higher than that of Path ORAM. This is because BI-ORAM has a
time complexity of O(r logN) for bulk insertion, whereas Path ORAM requires
O(r2 logN). Moreover, BI-ORAM requires only a single round of cloud inter-
action regardless of the data volume, which leads to an increasingly substantial
time advantage as r grows.

Fig. 9 compares the efficiency of BI-ORAM and OBI when performing batch
insertion of the same amount of data. To ensure a fair comparison and avoid the
influence of other factors on batch insertion performance, we modified OBI by
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replacing its local position map with a recursive position map. Additionally, the
Data ORAM (OT ) in both schemes was configured with the same parameters
L and Z. The results indicate that BI-ORAM exhibits slightly faster insertion
efficiency than OBI. This is because OBI must access the recursive position map
during bulk insertion, and the overhead of reading the recursive position map
increases with the data volume. In contrast, BI-ORAM does not require recursive
position map lookups during bulk insertion; it derives block locations through
constant-time computations.

Finally, Fig. 10 compares the time consumption for BI-ORAM and Path
ORAM to retrieve individual data under the same tree configuration. The re-
sults indicate that BI-ORAM exhibits slightly lower retrieval efficiency than Path
ORAM. This is primarily because BI-ORAM requires an additional index read
operation per query, and locating a block inserted in the first bulk entails ex-
tra computation. Nevertheless, BI-ORAM supports occasional specified log file
retrieval with an additional time cost of only about 0.1ms.

6 Related Work

Since its seminal introduction by Goldreich and Ostrovsky [15, 16], Oblivious
RAM (ORAM) has evolved from a theoretical construct into a practical crypto-
graphic primitive for concealing data access patterns. Early hierarchical solutions
achieved poly-logarithmic overhead but were hindered by large hidden constants.
A significant shift occurred with the emergence of tree-based ORAMs, most no-
tably Path ORAM [32, 31, 33], which offered a simpler, more practical construc-
tion with O(logN) bandwidth overhead. Subsequent refinements have focused
on reducing constants and client storage [28], solidifying tree-based ORAMs as
a mainstream approach.
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To meet diverse performance and security requirements, research has branched
into several directions. Hierarchical ORAMs, such as PanORAMa [26] and Op-
tORAMa [3], achieve asymptotic optimality, yet their practical deployment is of-
ten limited by large hidden constants. Recent work like FutORAMa [4] improves
concrete efficiency but relies on computational security assumptions. Asharov [2]
closes the theoretical gap in the asymmetric setting by constructing an optimal
hierarchical ORAM with O(logN/ log logN) I/O overhead and demonstrates
significant practical improvements over prior schemes. Distributed ORAMs, ex-
emplified by Duoram [34], employ multi-party computation to distribute trust
and enhance bandwidth efficiency. Specialized ORAM schemes have also been
developed for various applications, including searchable encryption [21, 35], file-
sharing systems [11], and secure computation [10].

A notable research thrust focuses on optimizing bulk and range operations.
Schemes such as rORAM [7] and multi-range ORAM [9] improve the efficiency of
range queries. For bulk processing, Fork Path [43] and Hitchhiker [44] aggregate
requests to eliminate redundant memory accesses. BULKOR [19] improves the
theoretical complexity of oblivious bulk loading of a database from O(N log3 N)
to O(N log2 N), but it only supports processing the entire database. Concur-
rently, forward and backward security has become crucial for searchable encryp-
tion, with attacks [37, 41] underscoring the need for robust security models.

Recent advances continue to expand the frontiers of ORAM. V-ORAM [40]
proposes an adaptive framework for dynamic workloads, while H2O2RAM [42]
introduces a hierarchical doubly oblivious design for high performance. Efforts
to support concurrent access [12, 8, 29] and new computation models [1] further
broaden the applicability of ORAM in practical systems.

7 Conclusion

In this paper, we propose BI-ORAM, an oblivious bulk-insertion log table, pro-
viding a light-weight and cheap approach to protecting user’s essential log data.
By leveraging the inherent characteristics of log files, BI-ORAM enables obliv-
ious bulk insertion without requiring access to a recursive position map, while
also providing query mechanisms based on date and time. BI-ORAM can pro-
tect privacy during data reading and writing operations. Extensive experimental
evaluations demonstrate its advantages in bulk insertion performance compared
to existing schemes. Future work includes fully utilizing the characteristics of
BI-ORAM and extending it to broader application domains.
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