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Abstract. Cross-chain bridges enable decentralized finance (DeFi)
applications. However, ensuring their security remains a significant open
challenge. Several recent attacks caused losses exceeding 2 billion USD. In
this paper, we present the design and implementation of Brigade, which
is the first framework to prevent token losses in cross-chain transactions
and their router contracts. Brigade employs universal policies and event
detection systems to enable secure and fast token transfers in cross-
chain bridges. We formally validate the general applicability of these
policies using the Tamarin prover and conduct an extensive evaluation of
twelve real-world cross-chain bridge attacks on Ethereum, Solana, and
the Binance Smart Chain. Our results demonstrate the high efficiency
and effectiveness of our novel mitigation techniques.
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1 Introduction

The rise of blockchains has fostered a vibrant ecosystem commonly referred to
as decentralized finance (DeFi). This ecosystem, however, is not a unified whole
but rather a collection of isolated environments. Native assets of one platform,
such as Ether from Ethereum, cannot seamlessly integrate with applications
on another platform, like Solana. To address this challenge, developers rely on
cross-chain bridges : protocols designed to forge pathways between these otherwise
disconnected blockchains [1–5]. The most prevalent bridge design operates on
a lock-and-mint model [2, 6–10], where an asset is locked on one chain to serve
as collateral for a new, functionally compatible token minted on another. The
success of this approach has made these protocols essential to the DeFi economy,
with over 6 billion USD in assets currently secured within Ethereum bridges [11].



Unsurprisingly, the large concentration of locked value makes bridges a prime
target for attackers, with bridges becoming the focal point of security incidents
in DeFi [12–17]. A recent study [18] revealed that attacks against cross-chain
applications amounted to nearly 70% of all stolen funds in cryptocurrency, while
four of the five largest hacks in the cryptocurrency ecosystem targeted cross-
chain bridges [19], with losses estimated at nearly 2 billion USD. These incidents
highlight critical security gaps arising from their complex design, which splits
logic across two domains: on-chain smart contracts that execute transparently
on the blockchain and off-chain components that observe, authorize, and forward
transactions across networks. The delicate interplay between distinct components
opens up a broad attack surface for attackers [2–4, 20].

Existing smart contract analysis approaches are fundamentally limited, as they
inspect individual components in isolation [21–30]. This single-chain paradigm is
insufficient for cross-chain systems, where security properties emerge from complex
interactions across blockchains. The PolyNetwork incident clearly demonstrates
this vulnerability [12, 31]. In that attack, a carefully crafted cross-chain message
allowed the adversary to seize control of the bookkeeper role, authorized to
approve transactions. With this control, the attacker validated their own malicious
transactions. The receiving chain, lacking cross-chain context, processed these
transactions as valid. This reveals a critical gap in security analysis: the lack
of approaches capable of reasoning about the holistic behavior of cross-chain
systems.

While several approaches address cross-chain attacks [3, 20, 32, 33], they lack
the versatility and formal rigor for robust security assessment of real-world bridges.
Runtime monitors either rely on rigid patterns that miss slight variations [3],
or require comprehensive models of legitimate behavior that are practically
impossible to obtain [33]. Complementary efforts using static analysis fail to
provide end-to-end security. Approaches like XGuard [20] and SmartAxe [32]
cannot capture protocol-level flaws as their analysis is limited to static contract
code. They are constrained to EVM-based blockchains, leaving interoperability
with non-EVM ecosystems (e.g., Solana) unaddressed. This research gap motivates
the need for a holistic and principled approach towards the security analysis of
bridges, as advocated by recent studies [34–36].

As a first step in this direction, we introduce Brigade, a system designed to
provide just-in-time security assessment for cross-chain bridges by monitoring a
set of universal security policies. Our approach is powered by Talon, a novel
domain-specific language that we specifically designed for expressing these policies.
This approach enables Brigade to reason about the security of the bridge as a
whole, monitoring global invariants that fall out of the scope of approaches that
focus on individual smart contracts. Our policies are formally validated using
the Tamarin prover [37] and are designed to capture fundamental invariants of
secure bridge operation. Brigade operates as a standalone runtime monitor
that observes transactions to identify harmful requests, a design that preserves
the bridge’s trusted computing base (TCB) and avoids introducing new attack
vectors. Leveraging its just-in-time detection capabilities, Brigade enables the



effective enforcement of security policies within bridge designs.
Our policies are grounded in a systematic analysis of major real-world exploits,

which we classify into four distinct categories: (1) inconsistent deposit logic, (2)
incomplete verification, (3) privilege escalation, and (4) private key compromise.
We complement the formal validation of our policies with an extensive empirical
evaluation against twelve real-world attacks, showing that Brigade outperforms
state-of-the-art approaches in both detection scope and efficiency. The engineering
effort behind Brigade and Talon is substantial, with the implementation
consisting of approximately 9k lines of Rust code. Our results confirm that
Brigade successfully detects these exploits on major blockchains like Ethereum,
Solana, and the Binance Smart Chain while introducing no practical performance
overhead, as its median detection latency (7ms-110ms) is orders of magnitude
lower than transaction inclusion times.

In summary, this paper makes the following contributions:

– The design and implementation of Brigade, a novel runtime
monitoring system to secure cross-chain bridges without expanding the TCB.

– A set of universal security policies, derived from a systematic study of
real-world attacks and formally validated using the Tamarin prover.

– An extensive evaluation on real-world exploits across Ethereum, Solana,
and BSC demonstrates that our approach is both highly effective and efficient.

To foster research on the security of cross-chain bridges, we open-source
Brigade3.

2 Background

Cross-chain bridges connect distinct blockchains, facilitating asset transfers and
cross-chain function calls [38, 39]. Interactions between blockchains are not
natively supported, as each blockchain is a closed system limited to processing
system-specific transactions. Transactions may transfer native assets or trigger
smart contracts registered on the blockchain. A smart contract execution may
invoke other smart contracts (via function calls) within the same blockchain.
Smart contracts can also be used to implement custom (non-native) tokens
within the context of a blockchain. Most prominently, the ERC20 standard
emerged as a unified interface for fungible tokens implemented on the Ethereum
blockchain. Bridges enable interoperability between blockchains, supporting cross-
chain asset transfers (native or non-native) and general cross-chain contract calls.
Unlike centralized exchanges, bridges can be fully decentralized and trustless [38],
enabling decentralized finance (DeFi) across multiple blockchains.

Figure 1 depicts the architecture of a typical bridge connecting two blockchains,
BS (source) and BD (destination). This architecture consists of smart contracts,
called router contracts, on each chain, along with an off-chain component
coordinating interactions. Bridge operators develop and maintain these off-
chain components, bridge networks, and router contracts. The primary goal
3 github.com/uni-due-syssec/Brigade
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Fig. 1: Prevention of malicious cross-chain transactions with Brigade

of cross-chain interactions is to link an effect eD on BD (e.g., token transfer) to
a corresponding effect eS on BS (e.g., token reception). To initiate this process,
a user invokes a function on the router contract on BS , emitting an event ES .
The off-chain component observes this event, generates a proof π, and calls the
router contract on BD. Upon receiving the proof, the router contract verifies it,
triggers eD, and emits a corresponding event ED. In a cross-currency transfer, a
user sends assets to the router contract on BS . Upon acceptance (eS), the router
contract emits an event (e.g., Deposit(eS)). The router contract on BD then
releases the corresponding assets (eD) and emits an event (e.g., Receive(eD)).

Different mechanisms can be employed to bridge assets. A lock-and-mint
mechanism [2, 6] involves locking native tokens in the source chain’s bridge
contract and minting equivalent tokens on the destination chain. Conversely, the
burn-and-unlock mechanism [2, 6] is used to return minted tokens by burning
them on one chain and unlocking the original tokens on the other chain. Atomic
swaps [40] directly exchange assets between chains, ensuring both sides successfully
transfer before completing the swap. Additionally, bridges execute cross-chain
functions, similar to remote procedure calls (RPCs), using specific transactions
to interact with contracts on the destination chain.

3 Problem Statement

The complex interplay between different components, such as router contracts
and off-chain components, makes it challenging to implement secure cross-chain
bridges. Unsurprisingly, existing bridge implementations suffer from severe bugs,
of which many have led to massive financial damage [12–17]. The bug types
causing those massive financial damages differ significantly from those found
in smart contracts that are not part of bridge networks. In the following, we
describe the different bug types observed in various exploits.



3.1 Bug Types

As Figure 1 illustrates, we identified bugs enabling (1) emitting events ES on
BS without the corresponding effect eS ; (2) creation of proofs π without the
corresponding source event ES ; (3) emitting events ED on BD without knowledge
of a corresponding proof π; (4) effects eD on BD not reflected by emitted events ED.
More concretely, we find four vulnerability types: (1) inconsistent deposit logic;
(2) private key compromises; (3) incomplete proof verification; and (4) privilege
escalation. Bridges can also be hijacked via token contracts [41] or common smart
contract bugs like reentrancy or integer overflow. These bugs are not specific to
cross-chain bridges but are generic smart contract vulnerabilities addressed by
existing security analysis approaches, e.g., Slither [42]. The focus of this paper is
on cross-chain bridge-specific vulnerabilities, which account for most attacks in
this domain.

We derived the bug classes from state-of-the-art research [34, 36]. The bug
classes cover most known bugs but are not meant to be comprehensive. For
instance, entire bug classes such as cross-chain front running, replay attacks,
and infinite approvals have not been considered in these studies. We exclude
front-running because there are no known cross-chain front-running attacks. On
the other hand, we believe that this is a general open research problem on its own
which requires dedicated mitigation techniques similar to classic front-running
attacks [43, 44]. Further, infinite approvals are merely smart contract permission
issues rather than a specific feature of cross-chain bridges. That is, infinite
approvals require that the victim contract does not validate the token contracts it
interacts with. Hence, this bug class belongs to the unchecked calls vulnerability
class in smart contracts [45, 46]. Lastly, Brigade does not require a special
policy for replay attacks, as the incomplete verification policy detects when a
proof has been used before. Next, we elaborate on each vulnerability type.

Inconsistent Deposit Logic: An inconsistent deposit logic bug [41] occurs
when a bridge’s router contract fails to secure deposits properly [2, 3, 15]. This
causes the router to emit a deposit event (ES) on BS and release funds (eD) to an
attacker on BD without locking (eS) the corresponding amount ( 1 ). Although
the bug originates in the contract, exploiting it requires the bridge, as emitting
ES alone is harmless. Funds are only released upon authorization by the off-chain
component, reacting to ES . For example, an attacker can send a malicious deposit
transaction to BS using an arbitrary ERC20 token, causing the bridge to emit a
deposit event without verifying the transfer. As a result, the bridge mints tokens
on BD. This bug may stem from incorrect token implementation or treating a
native token as an ERC20 token. At least 84 million USD were lost due to this
bug class [15, 17].

Private Key Compromise: In centrally operated bridges (notary) bridges,
the ability to generate a proof π for a source event ES is tied to a specific private
key (or key set). Data leaks or similar incidents can compromise the keys, allowing
an attacker to produce a proof π even if ES was not emitted ( 2 ) and submit
a valid transaction to the router contract on BD [3, 4, 13]. Ronin Bridge lost
624 million USD in such an attack, where stolen keys were used to unlock the



1 modifier onlyOwner(){require(owner==msg.sender);}
2 function set_owner(address newOwner) public onlyOwner {...}
3 function cross_call(address target, bytes calldata data) external {
4 emit CrossChainCall(target, data);}
5 function call_contract(address target, bytes calldata data) external {
6 (bool _, bytes memory _) = target.call(data);}

Listing 1.1: A simplified privilege escalation bug in a cross-chain environment.

multi-signature wallet and release locked ETH [13]. These transactions execute
automatically on the blockchain and cannot be stopped. However, by analyzing
all router transactions, compromised keys causing direct token transfers can be
identified as they lack the corresponding ES . Private key compromise is outside
this work’s scope, as it is challenging to prevent via software measures [47]. Secure
key storage remains essential for bridge security.

Incomplete Verification: This resembles an integrity issue [41], allowing an
attacker to falsely prove the existence of a transaction [2, 4, 14, 16] or event [3].
It often arises from faulty signature verification [16, 48] or other proof checks [14,
41] in the off-chain component or the router contract on BD. Attackers can
exploit this by forging a valid proof without depositing assets, causing fund
losses. Depending on the off-chain component’s design, the attacker either tricks
the off-chain component into generating a valid proof π (e.g., due to a bug)
or independently generates π so that the router contract on BD verifies it. In
Figure 1, an attacker does this by generating or provoking a valid proof ( 3 ). The
attacker does not need a transaction on the source chain BS , as proof verification
is bypassed, making the attack unmitigable without modifying the smart contract.
Recently, several attacks exploited incomplete verification [14, 16, 48].

Privilege Escalation: Bridges often have an authority, e.g., a bridge operator,
to halt operations or unlock tokens. In a privilege escalation, attackers gain access
to such privileged functions, for instance allowing them to release locked funds [2,
4]. For instance, if the operator forwards a cross-chain call targeting the BD

router contract, the router function executes with the operator’s privileges but
with arguments from the call initiator. Listing 1.1 provides a concrete example:
an attacker initiates a cross-chain transaction (Line 3) with a payload instructing
the bridge to call itself (Line 5). The calldata includes the set_owner function
selector, padding, and the attacker’s address. Since the bridge contract initiates
the call, its address becomes msg.sender for set_owner, bypassing flawed
permission checks that trust internal calls, resulting in unauthorized contract
takeover. This may cause unintended effects eD (e.g., additional fund releases)
on the destination chain, deviating from expected effects ED from a cross-chain
call by an unprivileged user ( 4 ). The most prominent privilege escalation,
PolyNetwork [12], lost 611 million USD.

3.2 Threat Model

We assume an attacker whose primary goal is to exploit logic errors and permission
bugs of smart contracts deployed in a bridge. As is the case for all real-world



attacks [12–17], the adversary aims to steal assets and perform privilege escalation
attacks. Our threat model aligns to prior work in the field [3, 20, 32, 33]. Further,
we assume a blockchain environment where the adversary can read state and
submit transactions. Consensus-layer attacks and private key theft are beyond
the scope of this paper. The core attack vector involves manipulating the bridge
protocol to either 1) emit a fraudulent event or 2) incorrectly validate an incoming
message. Our work aims to defend against such attacks by directly intercepting
and validating these potentially malicious transactions.

3.3 Challenges

Existing approaches focus on the detection of generic bugs in smart contracts
residing in a single blockchain [28, 45, 49–53]. In contrast, bridge operators aim
to monitor and enforce the security of the whole bridge operation which involves
the synchronized execution of several router contracts across different blockchains.
However, doing so requires addressing various challenges:

Challenge 1: Data Sources: Cross-chain transactions typically include a
source chain, an off-chain component, and a destination chain. Each of these are
critical to the transaction flow. As a result, the collection and coordination of
data from diverse sources, as well as maintaining consistency and accuracy is
crucial to enable effective attack detection.

Challenge 2: Bridge Heterogeneity: Data and events need to be collected
from different bridge architectures and formats. Hence, the development of a
homogeneous format is required. Further, data and event retrieval should be
possible through a uniformed interface, allowing developers to handle distinct
bridges uniformly.

Challenge 3: Detection Scope: Given the rapid developments and changes
in cross-chain bridges, a security framework needs to quickly react to new attack
patterns and vulnerabilities. As a result, we need to allow for modular and flexible
implementation of new detection modules.

4 Brigade

The full semantics of cross-chain bridges only become evident from the interactions
between the individual components. This limits static analysis approaches [54],
which often focus on single components [20, 32] and, thus, have a limited view of
the overall system. Machine learning approaches [33] analyze the behavior of the
whole system at runtime, offering deeper introspection. However, they require
learning a comprehensive transaction model, which is difficult in practice, and
the bridge remains vulnerable during the training phase.

We introduce Brigade, the first framework designed to automatically
detect and counteract malicious transactions in bridges. In contrast to previous
approaches [3, 20, 32, 33], Brigade formulates universal security properties
specific to bridges. This enables just-in-time detection of cross-chain bridge bugs,
and ensures the maintenance of essential security even in the presence of logical
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Fig. 2: Brigade’s components and execution flow to confirm a transaction.

bugs within underlying smart contracts. Brigade operates as a non-invasive,
parallel process by subscribing to router contract events and analyzing the
resulting transactions. This architecture preserves the bridge’s trusted computing
base and allows for seamless integration without altering the existing codebase.
We apply both universal and custom policies to each transaction, flagging any
violations as malicious. In contrast to static approaches [20, 32], we achieve a
high level of introspection by analyzing cross-chain bridges at runtime. Further,
Brigade’s policies do not require learning or training phases, and often require
no configuration at all (cf. Section 4.4). Thus, there is no point in time at which
the bridge is open to attack.

4.1 Architecture

Brigade’s architecture (Figure 2) is designed to address key challenges specific
to the analysis of cross-chain bridges (cf. Section 3.3). Brigade connects to
the target blockchain 1 and subscribes to relevant events. By decoupling the
event handling from the transaction analysis, Brigade offers two key advantages.
First, it enables extensibility: implementing a new blockchain connector 1
allows Brigade to support additional blockchains. Second, event handlers 3
can integrate with various sources to replay historical transactions or simulate
transactions. This modularity addresses Challenge 1, while initial data type
conversions by the event handler address Challenge 2. Once an event is received,
Brigade’s execution engine validates the transaction using policies defined in
the description files 2 . The Talon execution engine, comprising the policy
evaluator 4 and the precondition extractor 5 , evaluates policies based on the
extracted data. Brigade provides a core set of formally verified universal policies,
which can be extended with custom logic for application-specific requirements,
addressing Challenge 3. Individual policy checks are aggregated into a final verdict
6 , which can trigger an automated response. Integrating Brigade into a bridge
requires only a one-time adaptation to the bridge’s design, as details like event



topics and asset descriptors differ. Next, we describe each component of Brigade
in detail.

4.2 Blockchain Connector

The blockchain connector 1 links blockchains and off-chain components to
Brigade. Each time Brigade connects to a new blockchain, a new connector
must be created. In Brigade, we provide the implementation of two blockchain
connectors: an EVM blockchain connector to cover all EVM-based blockchains and
a dedicated Solana blockchain connector. Each connector establishes a WebSocket
connection to the blockchain to subscribe and listen for relevant events. Event
data is forwarded to the event handler 3 , which adds contextual information
such as the transaction hash, event type, and the payer’s balance before and
after the transaction. Note that our connectors are capable of querying arbitrary
blockchain data. We also support private blockchains to simulate transactions in
controlled environments or replay historical transactions by issuing RPC requests
for past blocks and forwarding the resulting event to the event handler 3 .

4.3 Event Handler

Depending on the connected blockchain, the event handler fetches data from the
blockchain and transforms it into a uniformed format (Challenge 2). For each
event, the event handler maps the associated policies. Our policies are specified
in description files in a domain-specific language (DSL), called Talon, that we
designed for this purpose. Our Talon execution engine executes the policy checks.
When multiple policies are specified for an event, the event handler sequentially
executes all policies and consolidates the results. If a single policy prohibits a
transaction, the event will be blocked, regardless of the success of other policies.

4.4 Universal Policies

As a core contribution, we developed three formally verified universal policies
that detect the attack classes described in Section 3.1. These policies enforce
fundamental security invariants applicable to bridge designs. We provide an
overview of these foundational policies in this section and refer to Appendix A
for their Talon implementation.

Inconsistent Deposit Logic: To detect this bug class, our policy checks the
payer’s account balance before and after the deposit transaction to verify that
the deposit event ES released by the source contract coincides with the source
effect eS (the transfer of the correct amount of funds from the claimed sender
to the source contract). In Brigade, this policy is implemented by checking
upon receipt of a transaction txdeposit, which triggers a deposit event, that the
sender’s balance change aligns with the amount recorded in the event. More
precisely, the following condition is checked:

txdeposit.balancebefore = txdeposit.balanceafter + txdeposit.amount + fee (1)



where txdeposit.balancebefore and txdeposit.balanceafter denote the sender’s
balance before and after executing txdeposit and txdeposit.amount denotes the
deposit amount recorded in the event. The check additionally considers that
senders need to pay some fee for executing txdeposit that are also deducted from
the sender’s account. As fees differ based on the configuration of the bridge, we
simplify this by checking that the left-hand side of the equation is greater than
the right-hand side. Thus, we take arbitrary bridge fees into account.

Incomplete Proof Verification: Incomplete proof verification enables an
attacker to produce a valid (deposit) proof without the prior execution of the
corresponding source event ES . To mitigate this, upon receipt of a transaction
txwithdraw that would trigger a withdrawal event ED on the destination chain,
Brigade checks whether there has been a transaction txdeposit in the past that
corresponds to the proof that is provided with txwithdraw:

txwithdraw.proof = (π, id) ⇒ ∃txdeposit ∈ txpast : proof(txdeposit) = (π, id) (2)

Here, txwithdraw.proof denotes the proof-relevant data (π, id) provided as
argument to txwithdraw. π is the proof object itself (which is to be verified), and
id denotes relevant proof metadata (e.g., the receiver of the withdrawal). The
set txpast denotes the set of all past transactions recorded on the blockchain,
and proof(txdeposit) denotes the proof data created when executing txdeposit. The
check ensures that Brigade would only permit the bridge to send withdrawal
transactions with proofs that have been created for proper deposit events.

Brigade monitors and detects any withdrawal transaction. This means
that even attack transactions with accepted proofs—such as by compromised
bridge keys or a contract vulnerability—Brigade would promptly detect such
unauthorized activity.

Privilege Escalation: Privilege escalation occurs if cross-chain function
calls target the destination router contract and enable unintended effects eD on
the destination chain.

txexecute.target ̸= addressrouter contract (3)

To mitigate this, upon retrieval of a transaction txexecute that executes
a cross-chain function call (on the destination router contract) with target
txexecute.target, Brigade checks that txexecute.target is not the router contract
(with address addressrouter contract) on the destination chain.

Non-Standard Behavior: Non-standard use cases, such as non-ERC-20
tokens, are supported as long as they implement a balanceOf function—the
only function required by the policies. Any other non-standard behavior can be
accommodated by adapting the policies.

4.5 Talon Execution Engine and Report

To facilitate policy design, we developed the DSL Talon, which allows for
the intuitive specification of policies while abstracting low-level blockchain
complexities like networking and data type handling. Further, Talon policies



1 "precondition": {
2 "balance_after": "call(eth,invoke,[$data,$addr,$block_num])",
3 "balance_before": "call(eth,invoke,[$data,$addr,($block_num-1)])",
4 "self_after": "call(eth,invoke,[$self_call,$addr,$block_num])",
5 "self_before": "call(eth,invoke,[$self_call,$addr,($block_num-1)])"},
6 "policy": ["$balance_before - $token_amount == $balance_after",
7 "$self_before + $token_amount == $self_after"]

Listing 1.2: Preconditions and policies to prevent an Inconsistent Deposit bug.

can be created and modified at runtime, enabling development without downtime
for Brigade.

Policies in Talon consist of two components, preconditions which specify the
data required for evaluation and the policy logic itself. As an example, Listing 1.2
shows Brigade’s policy preventing inconsistent deposit errors for ERC20 tokens.
The preconditions fetch the user’s balance in the token contract and the router
contract’s balance. Line 7 defines that after the transaction, the balance must
equal the previous balance plus the bridged amount, while the same amount
must be added to the router contract’s balance.

For expressing policies, Talon supports various data types (e.g., EVM’s
uint256) and includes typecasting to transform representations, such as converting
a hexadecimal string from transaction data into an integer or address. It
also provides standard operations, a global map for maintaining state across
transactions, and a call function for live data retrieval from smart contracts.

To evaluate policies, the Talon Execution Engine integrates a policy
evaluator 4 and a precondition extractor 5 . The extractor gathers necessary
information from the transaction and the blockchain. Preconditions may invoke
custom functions to obtain data from on- and off-chain sources. Talon generalizes
these results into a common representation, easing the conversion of blockchain-
dependent formats, such as Ethereum addresses, into unified hexadecimal
representations and vice versa. Finally, the policy evaluator checks compliance
and generates a Matching Report ( 6 ). If all policy checks for a transaction pass,
it is deemed compliant. If any check fails, the report identifies the violation and
Brigade recommends halting the transaction.

4.6 Policy Enforcement

Brigade primarily functions as a runtime monitor that reliably identifies harmful
transactions. Whether such transactions can be halted depends on the bridge
design and the type of violation. For instance, attacks exploiting inconsistent
deposit logic bugs, which rely on wrongly emitted events on the source chain, can
be stopped by ensuring the off-chain component only processes events marked
compliant by Brigade. However, bugs that manifest in malicious transactions
on the target chain (e.g., incomplete verification bugs) may only be detected
afterward. Since transactions in blockchains like Ethereum are public before
execution, and Brigade’s execution is decoupled from event retrieval, it can also
simulate future events to detect attacks before harmful transactions execute. Still,



as noted in various studies [34, 36], no reliable solution currently exists to prevent
such transactions from executing. One option is to redesign the target chain router
contracts to require off-chain confirmation before processing transactions, but
this adds cost, complexity, and centralization risks. Thus, effective bridge-design
independent runtime enforcement of general security properties upon attack
detection remains an interesting but orthogonal research question.

4.7 Replaying Historical Transactions

In addition to real-time enforcement, we support historical analysis by replaying
past transactions, allowing Brigade to be used throughout a bridge’s entire
lifecycle. This capability is critical in practice for three reasons: (1) It enables
detailed forensic analysis for incident response. By replaying an attack’s event
sequence, operators can inspect transaction payloads and correlate activities
across chains to reconstruct the exploit path. (2) It facilitates safe policy
development by allowing operators to backtest new Talon policies against
historical data to validate efficacy and avoid false positives. (3) It enables proactive
threat hunting. When a new vulnerability class is disclosed, operators can quickly
instantiate a corresponding Talon policy and scan the bridge’s transaction
history to check for exposure.

4.8 Implementation

We implemented Brigade and Talon in 9,031 lines of Rust, with the core
system comprising 2,894 lines and the language implementation accounting for
6,137. The connector integrates with Ethereum and Solana using the reqwest
(HTTP) [55] and WS (WebSocket) [56] libraries, while we use Ethnum [57]
for Ethereum data types and base58 [58] for Solana addresses. Our universal
policies are expressed in only 86 lines of Talon, including customizations for
our evaluation setup, and the Tamarin model was proven in 250 lines.

5 Evaluation

This section presents our evaluation of Brigade, which combines formal analysis
with empirical testing. We begin by formally verifying our universal policies from
Section 4.4 in Tamarin to show they mitigate the threats described in Section 3.1.
Next, we demonstrate Brigade’s practical effectiveness against twelve real-world
attacks and compare its detection scope against state-of-the-art systems. We
conclude by measuring performance, confirming that Brigade executes well
within the block time and without false positives. Our experiments were run on
a 3.3GHz AMD Ryzen 8-core processor with 64GB RAM and a Linux-based OS.

5.1 Validation of Universal Policies

We validate the effectiveness of our universal policies in preventing attacks within
our threat model Section 3 by modeling core bridge functionalities using the



Tamarin protocol analysis tool [59]. Our bridge model incorporates the vulnera-
bilities outlined in Section 3.1, and we demonstrate that enforcing Brigade’s
universal policies mitigates these attacks. Tamarin models security protocols
as multi-set rewrite rules representing state transitions. The resulting labeled
transition system describes all possible executions and can be automatically
verified against temporal first-order properties, such as ensuring critical events
do not occur during execution.
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We illustrate our model in Figure 3, where facts (in boxes) represent
protocol state. For instance, fBridge(vOwner, vScontract, vDcontract) denotes
a bridge owned by vOwner, established through router contracts vScontract and
vDcontract. The rules dictate how facts are consumed and produced; the rule
rDeposit requires a user vUser, a contract vContract on blockchain vChain, and
a coin vCoin owned by vUser on another blockchain vChainprime. When these
conditions are satisfied, it generates two new facts: fContractFunds(vContract,
vCoin, vChainprime) and fDepositProof(vUser, vContract, vCoin, vChain),
while consuming fUserOwns(vUser, vCoin, vChainprime). Different rules may
produce the same facts; for instance, the rIPG rule generates deposit proofs



without restrictions for existing bridges, creating a fact fDepositProof(vUser,
vScontract, vCoin, cSchain) for arbitrary coins.

This model deliberately underspecifies bridge operations, highlighting the
susceptibility to the bugs discussed in Section 3.1. For example, the rDeposit
rule can generate a deposit proof for blockchain vChain, even if the user deposited
the coin on another blockchain (vChainprime), modeling Inconsistent Deposit
Logic bugs (cf. 1 in Figure 3). Similarly, the rIPG rule allows for the generation
of arbitrary deposit proofs, reflecting the potential for forging valid proofs for
coins that have not been deposited, as seen in Incomplete Proof Verification
bugs (cf. 3 in Figure 3). Additionally, the model captures Privilege Escalation
bugs (cf. 4 in Figure 3) by modeling unrestricted cross-chain function calls (rules
rCrossChainCall and rCallDestChain), which may enable the invocation of a
router contract within such calls.

We validate our model by formulating temporal first-order properties that
characterize secure bridge operation and demonstrate that, without enforcement,
the model violates these properties. Specifically, a secure bridge must ensure:
(1) any coin withdrawal by a user vUser on the destination chain is backed
by a prior deposit on the source chain, and (2) if the router contract on the
destination chain executes a cross-chain function call, it must not be directed to
the router contract or must originate from the bridge owner. Subsequently, we
formulate the universal policies implemented by Brigade in our Tamarin model
and demonstrate that enforcing these policies ensures compliance with properties
(1) and (2).

We enforce the Inconsistent Deposit Logic policy by restricting the
rDeposit rule to execute only if the source contract received the payment
for which the deposit proof is generated, thereby preventing inconsistent proofs
while abstracting from concrete amounts to simplify encoding of the universal
policy. Compliance with the Incomplete Proof Verification policy requires
that a withdrawal transaction (rule rBP) is approved only if a corresponding
deposit (rule rDeposit) was conducted beforehand, ensuring attackers cannot
bypass the bridge to send transactions accepted by the destination router. The
Privilege Escalation policy is enforced by forbidding cross-chain function
calls (rule rCrossChainCall) to the bridge’s destination router. These universal
security policies are implemented as logical restrictions in Tamarin, showing that
all executions of the original bridge model—previously permitting bugs—comply
with them and thus satisfy bridge security properties (1) and (2). This theoretical
validation confirms the effectiveness of the universal policies in preventing the
bug classes outlined in Section 3.1.

5.2 Exploit Detection Capabilities

We evaluate Brigade’s exploit detection capabilities by deploying a cross-chain
bridge with a router contract on Ethereum. The bridge implements functions that
contain exploitable bugs within the scope of our threat model (see Section 3). Then,
we execute malicious transactions to demonstrate Brigade’s ability to detect
and prevent these exploits. For each bug, we deploy an exploitable smart contract



1 function bridge_to(uint256 chain_id, string memory dest, uint256 amount)
external payable{

2 require(amount > 0, "Amount <= 0");
3 bank[msg.sender] += amount;
4 emit Deposit(chain_id, dest, amount);}
5 function bridge_token(address token_address, address to, uint256 amount)

external{
6 require(amount > 0, "Amount <= 0");
7 IERC20(token_address).transferFrom(msg.sender, address(this), amount);
8 emit DepositToken(to, amount, token_address);}

Listing 1.3: A contract vulnerable to inconsistent deposit logic.

1 function deposit(address to) external payable{...
2 bytes32 proof=keccak256(abi.encodePacked(to,msg.value));... }
3 function withdraw(bytes32 proof, uint256 amount, address to) external {
4 require(amount > 0, "Withdraw <= 0");
5 bytes32 _proof = keccak256(abi.encodePacked(to,amount));
6 require(_proof == proof, "Wrong Proof");
7 emit Withdraw(amount, proof);}

Listing 1.4: A contract vulnerable to incomplete verification.

and a universal policy to detect the exploitation of the bug. The experiments
validate that these universal policies are sufficient to detect exploitation.

Inconsistent Deposit Logic: An inconsistent deposit logic bug (Section 3.1)
emerges when the depositing logic fails to verify that the sender’s payment equals
the bridged amount. Deposits can involve either (1) native tokens (e.g., ETH), or
(2) ERC20 tokens (e.g., WETH), which differ in implementation: native tokens
are held directly by accounts, while ERC20 tokens are tracked via smart contracts.
Due to this technical difference, we deploy separate policies for native and ERC20
tokens described in Section 4.4.

Listing 1.3 illustrates a vulnerable contract where the functions bridge_to
and bridge_token transfer assets without verifying that the bridged amount
equals the received payment. This enables exploitation by supplying fewer funds
than specified or spoofing valid tokens.

To address this, Brigade enforces separate policies for native and token
deposits. For native tokens, it records the balance before and after execution,
accounts for gas cost, and verifies that the received value matches the expected
deposit. For ERC20 tokens, Brigade retrieves the token address and bridged
amount from the transaction input data and queries the balanceOf function on
both the sender and the contract to ensure balance changes are consistent with
the bridged amount. Transactions violating these checks are denied, effectively
preventing this class of bug.

Incomplete Verification: Listing 1.4 illustrates an incomplete verification
bug (see Section 3.1). The issue is that the attacker controls all components
required to generate the proof hash, enabling them to create a valid proof. The
bridge mitigates this by verifying that msg.sender is the actual proof owner.
Brigade employs a two-stage universal policy to protect against this bug.



When the contract creates the proof and emits the corresponding event, like
a deposit or swap event, the first part of the policy fetches and stores the proof
and recipient. The second part of the policy waits for a retrieval event, such as
an Withdraw event in Listing 1.4, and checks whether the map contains the proof
and the correct receiver. If the proof is non-existent or belongs to a different
receiver, Brigade rejects the transaction. Once a correct transaction uses a
proof, the proof is removed from the map to prevent multiple retrievals of the
same transaction. By handling the payout in a separate function initiated through
a trusted bridge account, Brigade can stop the payout and mitigate the attack.

Privilege Escalation: The contract in Listing 1.1 is vulnerable to privilege
escalation because any account can become the owner by calling set_owner
through a cross-chain transaction (call_contract()), bypassing the onlyOwner
modifier and gaining control over the contract.

To mitigate this, Brigade implements an address denylist policy (see
Section 4.4), which tracks uncallable addresses, i.e., router and token contracts,
and ensures that functions do not interact with these addresses. This policy
effectively prevents unauthorized interactions with critical bridge components.

5.3 Real-World Attacks

To evaluate Brigade’s effectiveness in a real-world environment, we integrated
Brigade into twelve recently exploited open-source cross-chain bridges
connecting Ethereum, Solana, and Binance Smart Chain (BSC). We selected the
bridges from the rekt Leaderboard [19] and incident reports [48, 60, 61] based
on their high rankings in terms of total value lost. We excluded closed-source
bridges, and exploits limited to smart contract or front-end vulnerabilities. While
a detection of compromised private keys is not possible for Brigade, profiting
from compromised private keys depends on the usage of the key. Signing cross-
chain transactions like withdraw or unlock is detected by the incomplete proof
verification, as the source chain is missing the associated transaction. However,
signing refund transactions or using the key to bypass access control checks
cannot feasibly be covered by Brigade, as it is undecidable whether the stolen
keys are used by a legitimate user or not.

We group the bridges by their primary vulnerability class and the reported
total value lost (in parentheses): Privilege Escalation: PolyNetwork ($611M) [12];
Incomplete Verification: Ronin ($600M) [13], BNB Bridge ($586M) [14],

Wormhole ($326M) [16], Nomad ($190M) [62], Harmony Horizon ($100M) [63],
ChainSwap ($8M) [48], Force Bridge ($4M) [64]; and Inconsistent Deposit
Logic: Qubit Bridge ($80M) [17], ThorChain ($4.9M) [65], Meter.io ($4.3M) [15],
Multichain ($3M) [60, 61]

We executed the original attack transactions 500 times, and 500 other benign
transactions. Each malicious transaction represents a working exploit that would
result in a loss of funds for the bridge. Brigade identified every malicious
transaction and allowed all benign transactions. Our findings demonstrate that
Brigade could have prevented the loss of 2,517 billion USD across these
bridges. Here, we exemplarily discuss exploits from the three different categories,



explaining how Brigade’s universal policies protect against them. We refer to
Appendix C for a detailed analysis for all real-world attacks.

Qubit’s QBridge lost 80 million USD due to an inconsistent deposit logic
issue [17]. The deposit function failed to burn ETH, allowing an attacker to
trigger a deposit event without actual token transfer. We apply our universal
inconsistent deposit logic policies, adjusting preconditions to retrieve the token
address from a resource ID. Calling balanceOf on 0x00...00 returns an empty
result, failing the policy, and thereby denying the exploit.

The ChainSwap bridge suffered from an incomplete verification bug, resulting
in an 8 million USD loss. The attacker exploited a flaw allowing quota reset for
each new signatory, bypassing withdrawal verification by changing the signatory
and nonce on each transaction. Brigade detects this bug using the universal
incomplete verification policy, which marks repeated withdrawals as malicious
after the first successful transaction.

A privilege escalation in PolyNetwork allowed an attacker to exploit the router
contract’s execution logic, appointing any account as administrator. The attacker
changed the owner of the EthCrossChainData contract, bypassing permission
checks and withdrawing all funds from the bridge’s router contract. This exploit
was repeated across connected blockchains, resulting in a 611 million USD loss.
The bug would have been prevented by Brigade’s address denylisting policy.
This policy stores the EthCrossChainData address key and denies transactions
involving this contract to prevent ownership changes. Developers can adjust this
address, with options to customize it to ensure privileged owner access. To prevent
the attack, the router contract should only emit an event in cases that privileged
entities, such as Brigade or the off-chain component, initiate the function. Our
experiment shows that Brigade reports a policy violation when the protected
contract is called, while still allowing arbitrary cross-chain transactions that do
not involve the protected contract.

5.4 Comparison with State of the Art

We compare Brigade with state-of-the-art approaches in Table 1, evaluating
their capacity to detect the impactful real-world attacks from Section 5.3. To
ensure a fair evaluation, we attempted to reproduce the results of each approach.
We successfully executed XGuard [20] and compared its findings against ours.
Since artifacts for SmartAxe [32], XScope [3], and Hephaestus [33], are either
unavailable or defective, an empirical comparison is impossible. Hence, we base
our comparison on the design choices and capabilities presented in their respective
publications. Our analysis reveals significant limitations in these approaches,
which Brigade overcomes.

Our experiments show that XGuard fails to detect any of the critical cross-
chain bugs found by Brigade. While XGuard flags common smart contract
issues using its Slither-based scanner, it misidentifies the root cause in cases like
the Qubit [17] and Meter.io [15] bridges, pointing to a missing event instead
of the core address mismatch vulnerability. Similarly, Hephaestus [33] trains a
model on historic transactions, an approach inherently unable to detect attacks



Table 1: Comparison with state-of-the-art approaches on real-world exploits.
Brigade is the only approach to detect all listed vulnerabilities.
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XGuard [20] ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗

XScope [3] ✓ ✗ ✗ ✗ ✓ ✓ ✓ ✓

SmartAxe [32] ✗ ✗ ✗ ✗ ✓ ✓ ✓ ✓

Hephaestus [33] ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗

Brigade ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

that exploit logic with validly formed transactions like the PolyNetwork [12] and
Nomad [62] exploits. Unlike Brigade, which is blockchain agnostic, Hephaestus
is purpose-built for a specific HyperLedgerFabric/Ethereum environment. Thus,
neither XGuard nor Hephaestus can detect the critical exploits detailed in Table 1.

XScope [3] and SmartAxe [32] exhibit different but equally critical limitations.
XScope relies on a fixed, predefined rule set, which prevents the detection of
unknown or zero-day vulnerabilities. Its analysis is also restricted to EVM-
compatible chains, excluding increasingly important ecosystems like Solana.
Consequently, major exploits on other platforms, such as the Wormhole hack
on Solana, would go undetected by any of these prior systems. In contrast,
Brigade introduces universal, extensible policies via a powerful DSL. This
approach enables Brigade to overcome the limitations of prior work by covering
all analyzed bugs and uniquely providing support for non-EVM blockchains.

5.5 Performance

We evaluate Brigade’s performance to confirm its suitability for real-time
detection, using Ethereum (12s) and Solana (0.4s) block times as baselines. Our
experiment measured the latency of enforcing twelve real-world policies over
1,000 transactions for each target bridge (Section 5.3). Our Results (Figure 4)
confirm that Brigade operates with negligible overhead, as execution times are
significantly lower than native block production times.

Execution times vary: the privilege escalation policy in PolyNetwork has a
median of 7ms (no RPCs), while the inconsistent deposit logic policy on QBridge
reaches a median of 77 ms (four RPCs). All medians remain well below Ethereum’s
12s block time. The highest times (69–155ms) occur for the inconsistent deposit
logic policy, due to blockchain node queries. Even for Solana’s 400ms block time,
the incomplete verification policy for Wormhole executes faster. Since Brigade
runs independently of block processing and completes within one block time, it is
effective for Ethereum, Solana, and BSC bridges. Our results confirm Brigade’s
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suitability for real-time deployment on high-throughput bridges, providing robust
security while imposing negligible overhead compared to native block production.

6 Discussion

Deploying Brigade within bridges enhances security by enabling effective
management of policy violations through integration with the bridge’s off-chain
components. In centralized setups, Brigade connects to a single event-forwarding
node while in decentralized environments, it interfaces with relayers for each
blockchain, ensuring comprehensive transaction coverage.

Integrating Brigade into router contracts allows for the enforcement of
universal policies on various transactions, including withdrawals executed directly
by the router on the destination chain. Direct withdrawals—those relying on
proof π and not transiting the bridge—are executed immediately upon block
inclusion. While in theory, Brigade could front run such attacks by building a
defensive transaction, as prior work has shown [66], in practice this requires rapid
detection from the transaction pool and adequate defensive capabilities, such
as pausing the bridge or revoking access for specific addresses. We recommend
revising router contracts to disallow unlocking tokens solely based on user input.
Instead, contracts should emit events to Brigade, simulating the transaction to
verify policy compliance. Brigade then unlocks the tokens directly, or invokes a
trusted authority to release them.

For transactions transiting the bridge—such as deposits—bridge nodes are
responsible for processing. Enforcing Brigade’s decisions depends on the protocol
and whether honest nodes access its output in time to halt malicious propagation.



Detection, Prevention, and Continuous Monitoring. Brigade’s limi-
tations arise from the design of bridges and blockchain semantics. First, while
Brigade reliably detects policy violations, it cannot identify the underlying
cause of a vulnerability as Brigade merely reports malicious behavior, e.g.,
incorrect balances, incomplete transaction chains, missing events.

Second, Brigade has limited influence over bridge execution, especially for
operations executed within a single atomic transaction. Failures such as flawed
ERC20 behavior or single-chain inconsistencies cannot be intercepted or halted
mid-execution; Brigade detects them after they occurred. Preventing token
losses in these cases requires explicit protocol support, e.g., Brigade as a pre-
unlock or pre-burn guard. A potential extension is a rescue transaction that
front-runs an exploit, but this would necessitate real-time mempool monitoring
and substantially greater computational resources.

Third, Brigade provides continuous monitoring with practical constraints.
Policies are hot-loaded, enabling real-time updates without downtime, but adding
or removing blockchains requires a brief restart. This affords near-continuous
coverage but does not overcome inherent limits imposed by bridge architectures
or transaction atomicity.

Covering Blockchains. As demonstrated in Section 5 (Harmony, Ronin,
Nervos), extending Brigade to additional blockchains is straightforward: new
chains require only the configuration of additional RPC endpoints. While the
EVM connector works for all EVM-compatible chains, non-EVM ecosystems may
expose events only as raw logs. In such cases—e.g., Solana—developers must
provide a lightweight trigger mechanism (such as Anchor events or structured
log messages) to provide event data for Brigade. Any chain offering RPC-based
event subscriptions works out of the box with the generic or Ethereum connector,
which we confirmed on Harmony, Ronin, Polygon, Snowtrace, and others. Policy
calls are chain-agnostic; Brigade issues arbitrary RPC requests to any target.
For example, we integrated Nervos (a non-EVM blockchain) to verify Force Bridge
proofs without modifying Brigade, requiring only an additional API endpoint.
Overall, apart from event subscription differences on certain non-EVM chains,
we encountered no obstacles when extending Brigade to new environments.

7 Related Work

Smart Contract Security. Bridge operators may consider existing approaches
to secure router contracts and monitor cross-chain transactions. Static analysis
approaches [21–28] analyze smart contract code to identify vulnerabilities. Some of
these approaches rely on formal verification [23, 24, 26], burdening operators with
sound and correct specifications of contract behavior. Other approaches leverage
static program analysis [25] or symbolic execution [21, 22, 27, 28] to identify
vulnerabilities. While these approaches can identify vulnerabilities automatically,
they imply trade-offs between precision and scalability, and often require manual
interpretation of the results.



Dynamic smart contract analysis is dominated by fuzzing approaches [50, 51,
67–69], which generate test cases to trigger vulnerabilities but focus only the
contract under test, ignoring interplay of components.

Runtime monitoring approaches [29, 70] detect attacks or anomalies at
runtime. Sereum [29] performs dynamic taint analysis for reentrancy attacks,
while ÆGIS [70] is extensible to other vulnerabilities through patterns-based
detection but requires substantial modifications to the validator ecosystem. Both
are limited to the Ethereum platform and Ethereum specific vulnerabilities.

Most of these approaches cover only Ethereum-specific vulnerabilities such as
reentrancy, overflows, and access control, with VRust [25] and FuzzDelSol [50]
being the only exceptions. Both, VRust and FuzzDelSol are limited to Solana and
cover only Solana-specific issues. Regardless of technique, supported platforms,
or inter-contract analysis, these approaches only address vulnerabilities within
individual contracts and ignore off-chain components of cross-chain bridges.
Hence, we consider these works orthogonal to our work.

Cross-Chain Bridge Security. Existing runtime monitoring approaches for
cross-chain bridges are limited in scope and flexibility. XScope [3] can detect
harmful transactions but lacks safeguards for operators to block them, relying
on predefined patterns that limit adaptability to new bridges or ecosystems. It
also fails against subtle attack variations, as it cannot capture semantic links
between transaction patterns and malicious intent. Addressing this limitation
leads to strict patterns with false alarms or broad ones with false negatives.
XScope collects transaction data across blockchains to detect attacks through
predetermined properties and patterns. This approach is inherently limited, as
the security properties are rigid and require formal specification. Furthermore,
the lack of adaptability of these properties means that new attack schemes cannot
be detected, and XScopes rigid design hampers operators from incorporating new
rules into the system. Hephaestus [33] flags suspicious transactions as outliers
but assumes a complete bridge transaction model, nearly impossible in practice.
Complementarily, XGuard [20] and SmartAxe [32] apply static analysis to router
contracts. While this can rule out certain contract attacks, end-to-end bridge
security lies beyond static analysis. Further, both are limited to Solidity contracts—
XGuard built on Slither, SmartAxe on GigaHorse—constraining them to EVM
blockchains and excluding architectures like Solana.

One major milestone in cross-chain bridge security is the development of
zero-knowledge proofs (ZKPs) [71–73]. For instance, ZKPs have been applied to
bridge contracts [71–73] to ensure that only authorized transactions are processed.
Yet, ZKPs often require a trusted setup [73] and need complex calculations to
build the proofs which is costly on-chain [71].

8 Conclusion and Summary

Cross-chain bridges play a pivotal role in connecting blockchain ecosystems for
decentralized finance. Brigade is the first framework for detecting and mitigating
cross-chain bridge attacks on popular blockchains like Ethereum, Solana, and



BSC. We introduce universal policies to detect malicious transactions targeting
cross-chain vulnerabilities. In addition, a key achievement of our work is to model
the working of bridges using the protocol analysis tool Tamarin, allowing formal
verification of universal policies. Given its high performance and effectiveness
against attacks, deploying Brigade in cross-chain bridges significantly increases
trust in cross-chain bridges and DeFi applications.
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A Appendix Proof of Concept Evaluation

Inconsistent Deposit Logic. In Listing 1.5 the policy to mitigate inconsistent
deposit logic for ERC20 tokens is shown. The logic can be simplified to work
with native currencies, e.g., ETH by getting the payer’s balance instead of the
token balance.

1 "precondition": {
2 "balance_after": "call(ethereum, call_method, [$calldata, $token_address,

$ethereum_block_number]).get(result)",
3 "balance_before": "call(ethereum, call_method, [$calldata, $token_address, (

$ethereum_block_number - 1)]).get(result)",
4 "self_after": "call(ethereum, call_method, [$self_call, $token_address,

$ethereum_block_number]).get(result)",
5 "self_before": "call(ethereum, call_method, [$self_call, $token_address, (

$ethereum_block_number - 1)]).get(result)"},
6 "policy": ["$balance_before - $token_amount == $balance_after",
7 "$self_before + $token_amount == $self_after"]

Listing 1.5: An excerpt of preconditions and policies to prevent an Inconsistent
Deposit bug for token assets.

Incomplete Verification. Checking for the incomplete verification bug needs
two different policies. The first policy (Listing 1.6) checks for proof creations and
stores these in a $map. The second policy (Listing 1.7) compares the msg.sender
with the proof’s actual recipient. Calling the function withdraw_with_proof()
with the proof and the correct destination address and amount but, from the
wrong message sender, results in a denial of the transaction.

Privilege Escalation. The policy defined in Listing 1.8 first assigns a new



1 "event": "ProofCreated(bytes32,address)", "chain_name": "ethereum",
2 "precondition": {
3 "receiver": "call(ethereum, get_transaction_by_hash, [$transaction_hash]).get(result).

get(input).slice(34, 74).as(address)",
4 "calldata": "0x89ee...0000.push($payer_address.slice(2,42))",
5 "proof": "call(ethereum, call_method, [$calldata, $poc2_contract,

$ethereum_block_number.as(hex)]).get(result)"},
6 "policy": ["$map.insert($receiver, $proof)"]

Listing 1.6: An excerpt of a description file executed upon receiving the
ProofCreated() event.

1 "event": "IncompleteVerification(uint256,bytes32)", "chain_name": "ethereum",
2 "precondition": { "input_data": "call(ethereum, get_transaction_by_hash,
3 [$transaction_hash]).get(result).get(input)",
4 "receiver": "$input_data.slice(162, 202).as(address)",
5 "proof": "$input_data.slice(10, 74).as(hex)"},
6 "policy": [ "$receiver == $payer_address",
7 "require($map.get($receiver) == $proof, $map.remove($receiver))"]

Listing 1.7: In this description file, we check whether the correct proof was
provided by the correct msg.sender

variable that references the bridge’s router contract, and then, checks whether
the cross-function target is not the router contract. Note that there are other
ways to specify the uncallable contracts ranging from filling the inbuilt keystore
or putting the router in the inbuilt map.

B Custom Functions

Brigade is capable of implementing additional functions within the precondition
dictionary at runtime. The namespace in which a function is valid is
indicated by placing it in a subdirectory of the functions’ folder. Every
function consists of a JSON object that contains an RPC. Listing 1.9
displays the custom function used to invoke Ethereum smart contracts
with arbitrary call data. The $ symbol denotes a changeable parameter.
In this scenario, $param substitutes the call data, $to replaces the called
contract, and $blocknumber is the most recent block. Calling a custom
function uses the function call(connection, function, [args]). For example,
call(ethereum, eth_call, [calldata, contract_address, latest]) calls
the function in Listing 1.9. The first parameter is the endpoint where Brigade
executes the function. Specifying different connections enables Brigade to
call functions from arbitrary HTTP endpoints, like blockchains or off-chain

1 "event": "CrossFunctionCall(address)", "chain_name": "ethereum",
2 "precondition": { "uncallable_account": "0xa58A...1763"},
3 "target": "$event_data.slice(2,66).as(address).toLower()"
4 "policy": ["$target != $uncallable_account.toLower()"]

Listing 1.8: A description file to check if cross-chain functions invoke the right
contract



1 "method": "eth_call",
2 "params":[{"data":"$param","to":"$bridge_address"}, "$block_number"],

Listing 1.9: Custom Functions are RPCs with user-defined parameters.

components, to retrieve data from any source. The second parameter denotes the
called function. Thereafter, an array contains the arguments to the function. Note
that Ethereum supports the use of latest as a block number rather than the
actual block number. When one places a $ sign in front of a value, it becomes a
parameter for the function. Actual values replace the parameters in the description
file. The function call yields a JSON map as the RPC response. The get(field)
function retrieves the specified field from the map. For example, to obtain values
in the balance field from the RPC response, we use get(result).get(balance).
Custom Functions are applicable in both the preconditions and the policies field.

C Full Reports on Real-World Attacks

In this section we provide the full details about the real-world Attacks.

Inconsistent Deposit Logic. We analyze four inconsistent deposit logic bugs.
Qubit’s QBridge lost 80 million USD due to an inconsistent deposit logic issue [17].
The deposit function failed to burn ETH, allowing an attacker to trigger a
deposit event without actual token transfer. We apply the inconsistent deposit
logic policies, adjusting preconditions to retrieve the token address from a resource
ID. Calling balanceOf on 0x00...00 returns an empty result, failing the policy
and denying the exploit.

The inconsistent deposit logic vulnerability in Meter.io resulted in a loss of
4.3 million USD [15]. Attackers exploited the bridge’s assumption that wrapped
native tokens are already unwrapped by the bridge handler. However, using
0x00...00 as the token address causes the unwrapping to fail, but the deposit
still succeeds. Brigade’s universal inconsistent deposit logic policy mitigates
this attack while still processing valid transactions.

An auditor found a bug worth 3 million USD in the AnySwap Multichain
bridge [60, 61]. Multichain wraps any ERC20 token into AnySwap tokens. When
users transfer the token through the bridge, the AnySwap token receives the
balance of the sender and the sender receives a new token on the destination chain.
However, users that approved the bridge to take assets from a token contract
were vulnerable. By calling the anySwapOutUnderlyingWithPermit function, an
attacker stole their balances. To transfer the underlying token into the bridge,
the function calls the permit function in the token contract. The exploited token
lacked a permit function and triggered a fallback, continuing the execution and
transferring approved amounts to the attacker. Brigade mitigates this attack
using a universal policy for token deposits, with preconditions adjusted to the
AnySwap token receiving the balance instead of the router contract.

The blockchain ThorChain was exploited for 8 million USD [65]. The attacker
deployed a contract which executed a deposit with zero deposition value. However,



the contract itself was invoked with a value. The off-chain component of
ThorChain falsely picked up the root transactions value instead of the deposition
value. Brigade finds the exploit transactions.

Incomplete Verification. We analyze four bridges that were exploited through
an incomplete verification bug. Additionally, we analyze 3 incomplete verification
bugs where the transactions were signed with compromised private keys. The
Ronin Bridge [13] ($600M) and Harmony Horizon ($100M) were exploited through
compromised private keys. Brigade detects both exploits as the corresponding
source chain transactions were missing.

The BNB Bridge suffered from an incomplete verification error, which allowed
attackers to exploit a flaw in the Merkle proof verification and steal 586 million
USD. Brigade’s incomplete verification policy (see Section 5.2) detects this
attack. To mitigate the attack, the router contracts are instrumented to stop
transactions that Brigade finds to be malicious. For BNB Bridge, the sequence
number serves as identifier, due to the lack of a receiver in the sending transaction.

The Wormhole bridge lost 326 million USD on Solana due to an incomplete
verification bug. Solana programs require all context for execution in each
transaction. Wormhole expected a keccak256 proof and a Solana system program
address but failed to verify the supplied program’s validity. An attacker exploited
this by deploying a program approving any proof, allowing unauthorized minting
of wrapped Ether. Brigade’s incomplete verification policy detects this by storing
the correct proof at transaction initiation and retrieving it during withdrawal.

The Nomad bridge suffered from an incomplete verification bug, resulting in a
190 million USD loss, when a bridge operator set committedRoot to 0x00...00,
inadvertently validating all messages. Normally, Nomad uses the root hash
to verify messages before processing transactions. However, now all messages
bypassed verification. Brigade’s universal incomplete verification policy detects
this by matching corresponding deposit transactions.

The ChainSwap bridge suffered from an incomplete verification bug, resulting
in an 8 million USD loss. The attacker exploited a flaw allowing quota reset for
each new signatory, bypassing withdrawal verification by changing the signatory
and nonce on each transaction. The incomplete verification policy marks the
repeated withdrawals as malicious after the first successful transaction.

The Force Bridge ($4M) was exploited by unknown means [64] (likely a
compromised private key). Force connects the Nervos blockchain with Ethereum
and BSC. We connected the Nervos blockchain with Brigade to query for the
associated source transactions. So, Brigade also detects the exploit.

Privilege Escalation. A privilege escalation in PolyNetwork allowed an attacker
to exploit the router contract’s execution logic, appointing any account as
administrator. The attacker changed the amdinistrator in the EthCrossChainData
contract, bypassing permission checks and withdrawing all funds from the bridge’s
router contract across all blockchains, causing losses of 611 million USD.

Brigade would have prevented this attack through its address denylisting
policy, which protects designated high-privilege contracts. By storing the
EthCrossChainData address as a protected key, Brigade blocks any transaction



1 "precondition": { "to_contract": "$event_data.slice(322, 362).as(address)",
2 "protected": "0x07...bf.as(address)"},
3 "policy": ["$to_contract != $protected"]

Listing 1.10: Address allowlisting for the PolyNetwork bridge verifying that the
target contract is not the protected contract.

attempting to alter its ownership while allowing legitimate cross-chain activity.
Developers can refine or update the protected address as needed. Listing 1.10
shows the mitigating policy. Our experiment confirm that Brigade reports a
policy violation when the protected contract is called, still allowing arbitrary
cross-chain transactions not involving protected contracts.
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