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Abstract. Subtree-based fork-choice rules such as GHOST can improve
the throughput of Proof-of-Work (PoW) blockchains by crediting stale
blocks, but they assume that honest miners have sufficiently similar
views of the block tree. In heterogeneous networks, visibility asymme-
try causes honest miners to compute different subtree weights, which
can increase head oscillation, distort rewards, and create leverage for
strategically timed releases. We propose Visibility-Aware GHOST (VA-
GHOST), a drop-in fork-choice rule that estimates each block’s visibility
from lightweight decentralized attestations carried in subsequent blocks,
assigns a visibility factor v, € [0,1], and computes subtree weight as a
visibility-weighted subtree score. The empirical study is conducted on
a node-local DAG implementation that realizes the protocol semantics
of VA-GHOST, including local visibility counters, bounded certificates,
and greedy visibility-weighted subtree selection. Across four scenarios,
VA-GHOST substantially reduces reorganization frequency relative to
LCR and standard GHOST. At the same time, it yields deeper av-
erage reorganizations, only modest fairness differences, and no consis-
tent attacker-profitability improvement over standard GHOST under the
evaluated withhold-and-release adversary. The resulting picture is mixed
but technically informative: explicit visibility changes the stability profile
of subtree-based PoW consensus in a systematic way, but the reported
operating point produces a clear trade-off rather than a uniform gain
across all metrics.
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1 Introduction

Proof-of-Work (PoW) blockchains couple probabilistic leader election with a
deterministic fork-choice rule over a growing block tree. Because blocks are mined
concurrently and propagate with non-negligible delay, honest miners frequently
observe short-lived forks. Bitcoin resolves such forks using the longest-chain rule
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(LCR) [1], which chooses the chain with the greatest cumulative work. LCR
is robust when the block interval is large relative to propagation delay, but its
security and efficiency degrade as throughput is increased: stale blocks waste
honest work and amplify incentives for strategic behavior [2—4].

Subtree-based rules such as GHOST (Greedy Heaviest-Observed SubTree) [5]
partially recover stale-block work by selecting, at each branching point, the child
with the heaviest observed subtree. This inclusive philosophy enables higher
block rates (and inspired Ethereum’s uncle mechanism [6]), but it assumes that
honest miners have sufficiently similar views of the block tree. In realistic het-
erogeneous networks, propagation is heavy-tailed and topologically asymmetric
since different miners observe different subsets of blocks at any time [2, 7, 3]. Un-
der such visibility asymmetry, honest miners compute divergent subtree weights,
which increases head oscillation and can worsen reward inequality. Moreover, an
adversary can exploit the asymmetry by withholding blocks and releasing them
strategically (stale-growth / timed-release attacks) to inflate apparent subtree
weight and trigger reorganizations [8-10].

This paper proposes Visibility-Aware GHOST (VA-GHOST), a drop-in fork-
choice rule that makes block visibility explicit. VA-GHOST estimates each block’s
network visibility from lightweight decentralized attestations (wvisibility certifi-
cates) embedded in subsequent blocks, assigns a visibility factor v, € [0,1],
and computes subtree weight as the sum of visibility-weighted contributions.
Newly revealed or poorly propagated blocks are downweighted until they be-
come broadly observed, which reduces sensitivity to local-view differences while
recovering standard GHOST behavior in near-synchronous regimes.

The empirical study reports results from an implementation that is aligned
with the protocol semantics in Section 4: each node maintains a local block DAG,
updates visibility counters on block receipt, embeds bounded visibility certifi-
cates in mined blocks, and recomputes its preferred chain by greedy VA-GHOST
descent. These results are obtained from the node-local DAG implementation
used throughout this study and therefore reflect the protocol behavior under the
reference simulation model.

Contributions. The contributions of this work are fourfold.

— We formalize visibility asymmetry as a first-class source of subtree-weight
divergence in PoW networks and relate it to reorganization dynamics, reward
dispersion, and adversarial timed release.

— We define VA-GHOST as a subtree-based fork-choice rule with bounded visi-
bility certificates, node-local visibility factors, and visibility-weighted subtree
scoring.

— We implement the rule in a node-local DAG simulator derived from CBlock-
Sim [11], including explicit certificate processing, bounded metadata, and
adversary selection by target hash-power share.

— We provide an empirical evaluation showing that visibility-aware weighting
consistently reduces reorganization frequency relative to LCR and standard
GHOST, while also exposing a clear trade-off: reorganizations become less
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frequent but deeper on average, fairness effects remain modest, and attacker-
profitability gains over standard GHOST are not consistently observed under
the adversary considered here.

Organization. Section 2 reviews related work. Section 3 defines the model and
problem. Section 4 presents VA-GHOST. Sections 5 and 6 describe the evaluation
and results, and Section 7 concludes.

2 Related Work

Propagation, forks, and incentives in PoW. Empirical measurements show that
block propagation is heterogeneous and heavy-tailed, which increases stale rates
and impacts mining incentives [2,7]. Systematic analyses quantify how latency,
block size, and interval affect security and throughput and can make strategic
mining more attractive [3,4]. Eclipse and routing attacks further highlight that
adversaries can manipulate who sees which blocks and when [12,9].

Inclusive fork choice and blockDAGs. GHOST [5] and related inclusive pro-
tocols [13,6] credit stale blocks by using subtree weight (or explicit uncle re-
wards) to guide fork choice at high block rates. Several DAG-based proto-
cols generalize this idea, using voting (SPECTRE) [14], clustering (PHAN-
TOM/GhostDAG) [15], or total ordering (Conflux) [16] to scale throughput.

Attacks exploiting asynchrony and wvisibility. Stale-growth attacks exploit the
fact that subtree-based rules count newly observed descendants immediately and
fully; withholding and timed release can inflate apparent subtree weight and
induce reorganizations [8]. Network-layer manipulation (e.g., routing attacks)
can similarly create long-lived view discrepancies that destabilize fork choice [9,
10].

Positioning. Prior work largely treats block visibility as an implicit property
of the network rather than an explicit consensus parameter [1-10,12-16]. VA-
GHOST differs by introducing a lightweight as well as a decentralized visibility-
estimation signal embedded in blocks themselves and uses that signal to scale
each block’s contribution to subtree weight. This explicitly targets both (i)
honest-view divergence under heterogeneous propagation and (ii) attack bursts
based on strategic withholding.

3 Background

We briefly recall PoW fork formation and the GHOST fork-choice rule, then
highlight how wvisibility asymmetry makes subtree weights diverge across honest
miners.
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3.1 PoW Forks and Local Views

In a PoW blockchain, blocks reference a parent to form a rooted tree with genesis
G. Because blocks are mined concurrently and propagate with delay, honest
miners may extend different tips temporarily, which creates forks. Each miner 7
maintains a local view 7;(¢) that consists of the blocks it has received by time t.
Let I;(b, t) € {0, 1} indicate whether miner ¢ has observed block b by time ¢. Due
to heterogeneous latency and bandwidth, I;(b,t) can differ across honest miners
for non-trivial periods [2,7, 3].

A useful idealized notion is the (time-dependent) network visibility of a block:

1 M
m(t) = 47 > L, 1), (1)
i=1

i.e., the fraction of miners that have received b by time ¢. In near-synchronous
regimes v, (t) quickly approaches 1, but in realistic networks it can remain in
(0,1) for seconds (or longer), especially under churn, congestion, or adversarial
withholding [9, 10].

3.2 GHOST and the Visibility-Asymmetry Problem

GHOST [5] selects the canonical chain by repeatedly choosing, at each branching
point, the child with the largest observed subtree weight. In the simplest form,
miner 7 weighs each locally known block b by computing

xE€Desc(b)

then follows the path from genesis to the leaf obtained by greedily selecting the
heaviest child at every fork.

When visibility is asymmetric, two honest miners can observe different de-
scendant sets and thus obtain different W;(b,t) for the same b. This increases
head oscillation and can worsen reward inequality because well-connected miners
tend to see more descendants earlier, which hence makes their subtree estimates
more “complete” and their blocks less likely to be displaced [3,17]. More criti-
cally, strategic adversaries can exploit subtree sensitivity by withholding blocks
and releasing them in bursts; this can temporarily inflate the observed subtree of
the adversary’s preferred branch, trigger reorganizations, and amplify its revenue
(stale-growth /timed-release attacks) [8].

3.3 Problem Statement

Subtree-based fork choice conflates local visibility (“known to me”) with global
acceptance (“widely propagated”). The central question we address is:

Can we design a GHOST-style fork-choice rule that remains compatible with
PoW mining yet explicitly accounts for block visibility, so that (i) honest min-
ers’ subtree weights become more consistent under heterogeneous propagation,
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(i1) latency-driven reward bias is reduced, and (iii) timed-release attacks are
dampened?

VA-GHOST answers this affirmatively by estimating visibility from on-chain
attestations and using a visibility-weighted subtree metric.

4 Proposed Solution: Visibility-Aware GHOST
(VA-GHOST)

In this section, we introduce Visibility-Aware GHOST (VA-GHOST), a fork-
choice rule that augments the original GHOST protocol [5] with an explicit
protocol-level notion of block visibility. VA-GHOST preserves the subtree-based
philosophy of GHOST but replaces raw descendant counting with a visibility-
weighted subtree metric derived from decentralized attestations embedded in
blocks. The design goal is to make subtree evaluation reflect globally disseminated
blocks rather than merely locally observed ones, which is intended to reduce
subtree-weight inconsistency, mitigate connectivity-induced unfairness, and limit
propagation-driven attack vectors such as stale-growth attacks [3, 8].

4.1 Design Objectives and Overview

VA-GHOST is designed to satisfy three primary objectives:

1. Stability under heterogeneous propagation: Subtree weights computed
by honest nodes should be less sensitive to local visibility differences, so that
fork-choice decisions converge even when network latency and connectivity
are heterogeneous [2, 7, 3].

2. Fairness and decentralization: The protocol should reduce the structural
reward premium enjoyed by well-connected miners whose advantage stems
purely from lower latency to attenuate centralization pressure [3,17].

3. Robustness to propagation-based attacks: The protocol should limit
the effectiveness of strategies that exploit visibility asymmetry, such as stale-
growth or timed-release attacks [8], as well as routing and partitioning at-
tacks that induce long-lived view discrepancies [9, 10], while remaining com-
patible with standard PoW mining [1].

To achieve these objectives, VA-GHOST introduces two key mechanisms:

— A wisibility factor v, € [0,1] for each block b, approximating how widely b
has propagated across the network.

— A wisibility-weighted subtree metric W,Y2(b,t) that replaces GHOST’s un-
weighted descendant count W;(b,t) as the fork-choice signal at node i and
time ¢.

Visibility factors are inferred from wvisibility certificates, which are compact
attestations embedded in newly mined blocks that summarize which blocks the
miner considers sufficiently visible. As blocks and certificates propagate, nodes
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update their local visibility estimates and apply the VA-GHOST rule to select
the canonical chain. From the perspective of the existing PoW infrastructure,
VA-GHOST modifies only the fork-choice rule and introduces a single addi-
tional header field. PoW, transaction selection, and network transport remain
unchanged and can benefit from existing relay optimizations such as FIBRE and
compact blocks [18, 2].

P2P
network

visibility certificate C'(b)
mine + C(b)

Fig. 1. High-level overview of VA-GHOST. Miners select parents using a visibility-
weighted fork-choice rule, embed visibility certificates in newly mined blocks, and up-
date local visibility estimates upon reception of blocks and certificates.

4.2 Visibility Certificates and Local Counters

Consider a PoW network with miner set M = {1,...,n} and block set B(t)
observed by time t. Each miner i € M maintains:

— A local block tree (or DAG) T;(t), rooted at the genesis block.

— A wisibility counter kéi) (t) € N for each block b € B(t) it is aware of.

The counter kéi)(t) is miner ¢’s local estimate of how many attestations of b
it has observed (including its own) and serves as a proxy for the unknown global
visibility () studied in Section 3.

When miner ¢ mines a new block b,ew at time ¢, it constructs a visibility

certificate
C(bnew) € B(1), (3)

consisting of identifiers of blocks that i deems “sufficiently visible” at that time.
A simple rule is to include all blocks b such that

ED () > 7, (4)

where 7, € N is a visibility threshold parameter. In practice, the candidate set
{b € Bt) : kéz) (t) > 7,} may exceed the budget Lyax, so the miner applies a
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publicly specified reduction rule to output at most L., entries. A simple deter-
ministic policy is to sort candidates by a canonical key (e.g., decreasing height,
then lexicographic block identifier) and keep the first Lyax. Alternatively, the
miner can sample pseudorandomly using a seed derived from public block-header
material (e.g., H(p|nonce)), so that—given the same candidate set—any veri-
fier can recompute the same subset. More sophisticated policies can incorporate
application-layer priorities (recency, fee weight, or ancestry contention) as long
as the rule is fixed and does not permit strategic cherry-picking. VA-GHOST is
agnostic to the specific policy provided it is deterministic or pseudorandom and
any randomness is publicly derivable.

The certificate C(bpew) is serialized and embedded into a dedicated header
field of byew. The miner then broadcasts byey as in conventional PoW systems [1,
6]. When another miner j receives byey and validates its PoW and structure, it
performs the following visibility updates:

1. It increments the counter for byey itself,
k), e k) + (5)

and this reflects that byew has reached an additional node.
2. For each block identifier # € C(bpew) that j recognizes in its local tree T;(t),
it increments the corresponding counter,

kD kD) 41, (6)

Thus, each certificate functions as a vector of attestations of the form “I, a
miner, have observed these blocks.” As blocks propagate and new certificates
accumulate, the counters {kl(,z)} at honest miners grow roughly in proportion to
the number of distinct mining events that reference each block, similar in spirit to
how blockDAG protocols infer global ordering from local edge observations [14—
16].

Each miner then maps local counters to wvisibility factors via a monotone
normalization function:

v (1) = fu (KO (1)), (7)

where fyis : N — [0, 1] is non-decreasing. A natural choice is the saturating linear

function: 0
y k" (t
v () = min (1, b”) , (8)

To

which interprets 7, distinct attestations as sufficient evidence that b is widely
disseminated. Other choices include concave functions that discount early attes-
tations or functions with a hard cutoff that assign Vél)(t) = 0 below a minimum
number of attestations.

This mechanism is fully decentralized: no special nodes or trusted infras-
tructure are required to track visibility. Each miner updates its local counters

based only on the certificates it receives, analogous to how blocks are already
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Fig. 2. Illustrative evolution of visibility counters kl(f) (t) and derived visibility factors
VZEZ)(t) as blocks and certificates are propagated. Blocks frequently referenced in cer-

tificates quickly reach ulgi) =~ 1, whereas slowly propagated or withheld blocks remain
at low visibility for longer.

processed in today’s P2P networks [2]. The bandwidth overhead is controlled
by the certificate size bound L.y, and the state overhead is a constant-size
counter and factor per known block. All in all, VA-GHOST augments each block
with a visibility certificate and requires nodes to maintain per-block visibility
metadata, but these additions do not change the asymptotic space complexity
of the protocol. In a standard PoW + GHOST implementation, a full node al-
ready stores the block tree (or DAG), headers, and transaction payloads, which
together require O(B) space in the number of blocks B. VA-GHOST adds only
(i) a small per-block counter and derived visibility factor in local state, and (ii)
a bounded-size list of block identifiers in each certificate field, whose maximum
length Ly,ax is a protocol constant. Consequently, the total storage at a full node
remains O(B), with a modest constant-factor increase in header and in-memory
metadata size. In practice, implementations can further garbage-collect visibility
metadata for blocks that lie far beyond the reorganization horizon, so the steady-
state memory footprint is dominated by the existing blockchain data structure
rather than by visibility information.

4.3 Visibility-Weighted Subtree Metric

Given visibility factors, VA-GHOST modifies GHOST’s subtree metric to atten-
uate the influence of blocks that have low estimated visibility. Let 7;(t) denote
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miner #’s local block tree at time ¢, and let D; (b, t) denote the set of descendants
of block b in 7;(t). Standard GHOST uses the unweighted subtree size

Wz(bv t) = |Dz(b7 t)| + 17 (9)

and selects the chain head via the greedy descent rule, and recursively chooses
children that maximize W; [5]. In VA-GHOST, we define a wisibility-weighted

subtree metric 4
wYAL ) =1+ Y (@), (10)
deD; (b,t)

where ¢g : [0,1] — R>¢ is a weighting function that determines how strongly
descendants with a given visibility factor contribute to subtree weight.

A simple and interpretable choice is a two-parameter piecewise linear function
parameterized by a visibility threshold ¢ € (0, 1] and a discount factor « € (0, 1]:

av, 0<v<é,
g(v) = (11)
0 <v<l.

Under this scheme, descendants with visibility below § contribute a discounted
weight av, whereas descendants with visibility at least ¢ contribute weight pro-
portional to v. If a < 1, low-visibility blocks have strictly less influence than
they would under standard GHOST, which corresponds to g(rv) = 1 for all lo-
cally visible blocks (implicitly assuming v = 1).

The VA-GHOST fork-choice rule mirrors GHOST’s greedy traversal but uses
WY A instead of W;. Starting from the genesis block g, miner i constructs a path
(bo, b1, ...,by) such that by = g and

biig = WA (¢, 1), 12
g+t argcéchﬁ?ﬂari{n(bj) ¢ (C ) ( )

for each level j. The local chain head at time t is then
head ") (t) = by. (13)

Intuitively, VA-GHOST treats descendants that have accumulated many at-
testations (i.e., large u((il)) as strong evidence of honest work and allows them
to contribute nearly their full weight, while descendants that are visible only to
a small subset of miners contribute only fractionally until they propagate more
widely. So, blocks that are newly created, slowly propagated, or strategically
withheld have reduced leverage for reweighting subtrees; and this addresses the
visibility asymmetry highlighted in Section 3.

In the limit where uc(;)(t) = 1 for all blocks and g(v) = 1, WA (b, t) coincides
with W;(b,t) and VA-GHOST reduces to GHOST. In highly synchronous regimes
where propagation is fast and homogeneous [2, 3], visibility factors quickly sat-
urate at 1, and VA-GHOST behaves nearly identically to GHOST. In heteroge-
neous or adversarial regimes, as explained, VA-GHOST smooths subtree weights
and reduces the influence of local propagation luck and withheld blocks.
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GHOST weight VA-GHOST weight
Subtree A 1+2=3 1+1+1=3
Subtree B 1+2=3 1+0.1540.15 ~ 1.3

Fig. 3. Conceptual comparison of subtree weights under GHOST and VA-GHOST. In
the depicted fork, the two branches have the same raw descendant count, but descen-
dants under one branch have low visibility. Standard GHOST assigns equal weight to
both branches, while VA-GHOST discounts low-visibility descendants, which thus fa-
vors the branch with higher global visibility.

4.4 Node-Side VA-GHOST Logic

To make the operation of VA-GHOST precise, we now formalize the local logic
executed by each miner. Algorithm 1 specifies the node-side behavior on the
receive path: ONRECEIVEBLOCK processes incoming blocks and their visibility
certificates, updates local visibility state, and recomputes the VA-GHOST head.
Algorithm 2 specifies the mining path: ONMININGEVENT constructs and mines
new blocks on the current VA-GHOST head using visibility-aware certificates.
Each node maintains a local block tree 7T;, per-block visibility counters kzéz), de-
rived visibility factors yéz) = fvis(kél)), and a visibility-weighted subtree metric
WYA(b) that is updated incrementally whenever attestations are observed. The
fork-choice rule is implemented by a GHOST-style greedy descent from gene-
sis, where at each fork the child with the largest visibility-weighted subtree is
selected. Unlike classical GHOST, which counts all locally visible descendants
with unit weight, VA-GHOST modulates each block’s contribution by g(yél))
and this therefore reduces the influence of blocks that have not yet propagated
widely.

Implementation view. Figure 4 summarizes the node-side control flow: received
blocks update visibility counters and subtree aggregates before head recompu-
tation, while mining events build a new block on the current head with a fresh
certificate.

4.5 Complexity, Overhead, and Compatibility

In terms of asymptotic complexity, VA-GHOST preserves the behavior of GHOST.
For both protocols, the dominant cost is maintaining subtree aggregates and
traversing the tree to identify the chain head. A naive implementation requires
O(]7:(t)]) time per head recomputation, but in practice incremental maintenance
reduces this cost substantially. VA-GHOST adds O(|C(b)|) work per received
block to process its certificate and update counters; if |C(b)| is bounded by a
constant L., this is a constant-factor overhead.
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Algorithm 1 VA-GHOST receive and visibility update at miner 4

Part I: Receive / counter update

1:

,_\
= oY ®

13:
14:
15:
16:

. procedure

State at node i:

T: = (B;, E;): local block tree (blocks
and parent edges)

k:,&i) € N: visibility counter for each
I/,El) = fvis(kél)) € [0,1]: visibility fac-
tor
9"
tion
WA (b):
metric
p;i(b): parent of b in T;

Ch; (b): children of b in T;

hi = head%l: current local chain head
ONRECEIVE-

= g(ué”) > 0: per-block contribu-

visibility-weighted subtree

Brock(b, C(b))
Verify PoW, header, and parent
link of b
if b ¢ B; then
seeing b
Insert b and p;(b) into T;; add
edge (pi(b),) |
Initialize klgz) «— 0, I/ZEZ
g,()i) ~—0
Initialize WA (b) « 0
end if
ED kY 41
UPDATE VISIBILITY (b)
for all z € C(b) such that x €
Bi do
kD — kY 41
UPDATEVISIBILITY ()
end for
REcoMPUTEHEAD
end procedure

> First time

>e0,

Part II: Visibility recomputation
helpers
1: function UPDATEVISIBILITY (z)
2: Vold 4— l/g(f)
3 goa + g%
4: V§Z) — fv1s(kc(n‘l>)
5: g,@ — g(yg(ci))
6: A+ gg) — Gold
7 if A =0 then
8: return
9: end if > Propagate change to
subtree weights along ancestor chain
10: V4T
11: while v is defined do
12: WYA () « WYA(v) + A
13: v < pi(v)
14: end while
15: end function
16: function RECOMPUTEHEAD
17: b < genesis block in 7;
18: while Ch;(b) # (0 do
19: b* < b
20: w* <+ —o0
21: for all ¢ € Ch;(b) do
22: w +— WYA(c)
23: if w > w* then
24: w* <« w, b* + ¢
25: end if
26: end for
27: b+« b*
28: end while
29: hl ~—b
30: end function

each node: a counter kéi) and a visibility factor v,

Storage overhead is similarly modest; as full nodes (as per GHOST and
Nakamoto’s designs) already store the block tree, transaction data, and header
metadata for each block [1,6]. VA-GHOST adds two small per-block fields at

(i). These can be stored as in-

teger and floating-point values, respectively, and represent O(1) additional state
per block. The visibility certificate field increases header size by at most Ly ax
block identifiers per block. With L, = 32 and 32-byte block identifiers, the
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Algorithm 2 VA-GHOST mining and certificate selection at miner i

1:
2:

11:
12:
13:
14:
15:

procedure ONMININGEVENT
p<+ h; > Current parent is VA-GHOST head
C(bnew) SELECTCERTIFICATEENTRIES(lc(“, Tvy Lmax)
Assemble block bpew with parent p and certificate C/(bnew)
Solve PoW for bpew
Broadcast bpew on the P2P network
end procedure
function SELECTCERTIFICATEENTRIES (K 70, Linax)
S+ {beBi: k" >r}
if |S| > Lmax then
Select a subset of Lmax blocks from S (e.g., uniformly or
biased towards recent blocks)
end if
return §
end function

Receiving
block b
Updating

visibility

Recomputing
VA head

Idle / Waiting
block mining

:W w
Mining
(solve PoW) ) no PoW yet

PoW
" found

announce

done

Y

Broadcasting
new block

Fig. 4. High-level control flow of a VA-GHOST node.

resulting worst-case certificate payload is approximately 1 KB per block, which
is a bounded and practically modest engineering overhead.

From a deployment perspective, VA-GHOST is backwards-compatible with

existing PoW ecosystems in several respects:

— It does not change the PoW puzzle, difficulty adjustment, transaction format,

or network topology.

— It can coexist with latency-reduction techniques such as FIBRE [18] and

other relay networks, which in fact improve the convergence of visibility
factors by accelerating block and certificate dissemination.

— In regimes where propagation is fast and homogeneous, VA-GHOST approx-

imates GHOST, enabling incremental adoption and comparative evaluation.
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Conceptually, VA-GHOST reinterprets subtree-based fork-choice in light of
the visibility asymmetry documented in prior work [2,7,3,9,8]. Rather than
assuming that local visibility implies global acceptance, it embeds a lightweight
visibility estimation mechanism into the protocol and uses visibility-weighted
subtree metrics as the fork-choice signal.

Remark (Tamper-resistance and misreporting of visibility). Since the visibility
certificate C'(b) is embedded in the block header and thus covered by the PoW
hash of block b, modifying the certificate of an already-mined block without
recomputing PoW is infeasible under the standard hash-function assumptions.
Any attempt to tamper with C(b) in transit changes the block header, inval-
idates the original block hash, and is therefore rejected by honest nodes. So,
adversaries cannot retroactively alter the visibility attestations of blocks they
did not mine; they can only choose the contents of certificates for blocks they
themselves produce.

A malicious miner may, however, misreport its own view by including in C(b)
identifiers of blocks it has not actually received. In VA-GHOST, such misreport-
ing cannot amplify visibility “for free” because each additional attestation of a
block x must be carried in a valid PoW block, and honest miners simultane-
ously contribute attestations to genuinely well-propagated blocks. Moreover, the
choice of the normalization function fy;s and weighting function g¢(-), together
with the threshold parameter 7, and the certificate size bound L,.x, bounds the
marginal influence of low-visibility blocks on the visibility-weighted subtree met-
ric W,YA(-). Intuitively, inflating the visibility factor v, of a block beyond what is
justified by real network propagation requires proportional computational effort
(hashrate) expenditure, and low-visibility blocks remain discounted until they
accumulate a sufficient number of independent attestations.

Remark (Liveness and parameterization). The introduction of visibility factors
raises a natural concern about liveness: if new blocks initially have low visibility
vy and are therefore heavily discounted, VA-GHOST could in principle slow down
or destabilize tip selection. In practice, liveness is preserved for two reasons. First,
every newly mined block b always contributes at least its own unit weight, via
the “4+1” term in (10), and thus receives an immediate self-attestation when it is
created, so its visibility factor v, does not remain at zero. Second, as blocks and
certificates propagate, honest miners quickly accumulate attestations for recently
produced blocks, and this causes v}, to approach 1 and g(vp) to converge to the
unit contribution of classical GHOST.

The parameters fyis, g(+), Ty, and L.y therefore act as a tunable interface
between conservativeness and responsiveness. Larger values of 7, and more ag-
gressively concave choices of g(-) slow down the rate at which blocks reach full
weight, and this yields stronger damping of low-visibility bursts at the cost of
slightly slower reaction to legitimate forks. But, smaller values of 7, and more
linear g(-) recover behavior closer to standard GHOST, with minimal impact
on throughput in near-synchronous regimes. In the idealized limit where v, =1
for all blocks and g(v) = 1, the visibility-weighted metric W,YA(b) coincides

K2
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with the unweighted subtree size W;(b), and VA-GHOST reduces exactly to
GHOST. Thus, for reasonable parameter choices, VA-GHOST inherits the live-
ness properties of GHOST in well-connected networks and is designed to provide
additional robustness in heterogeneous and adversarial settings, although the
empirical strength of that robustness remains a question for evaluation.

Observation 1 (Reduction to GHOST). If Vbi) (t) =1 for all relevant blocks and
g(v) = 1, then WYA(b,t) reduces to the standard GHOST subtree size, and
VA-GHOST selects the same preferred chain as GHOST.

Observation 2 (Bounded certificate overhead). Each certificate contains at most
Lax block identifiers. In the implementation used for evaluation, L., = 32;
assuming 32-byte block identifiers, the worst-case certificate payload is approxi-
mately 32 x 32 = 1024 bytes per block. This is a bounded engineering overhead
rather than an overhead that grows with the chain size or network size.

Observation 8 (Rate-limited certificate inflation). A colluding coalition can only
increase visibility counters through certificates carried in adversarially mined
blocks. Since each block can carry at most L., references, any attempted infla-
tion of low-visibility branches is rate-limited by adversarial block production and
by the bounded certificate size. We do not claim that this eliminates stronger
collusive certificate-inflation strategies; rather, it bounds the per-block influence
of any single adversarial release and clarifies the stronger attack variant that
remains outside the present evaluation scope.

The next section describes the experimental setup used to evaluate VA-
GHOST against the foundational PoW rule (LCR) and standard GHOST in
terms of stability, fairness, and robustness to propagation-based attacks.

5 Experimental Setup

We evaluate VA-GHOST against LCR and standard GHOST using a discrete-
event PoW network simulator derived from CBlockSim [11] (which is inspired
by SimBlock [19]). All reported numbers are obtained from a node-local DAG
implementation of VA-GHOST: each node stores its locally known blocks and
parent /child relationships, maintains visibility counters, embeds a bounded cer-
tificate field in newly mined blocks, and recomputes its preferred chain by greedy
VA-GHOST descent after block receipt. This implementation operationalizes the
protocol mechanics described in Section 4 and serves as the reference implemen-
tation used throughout the empirical study.

For each configuration we run three independent trials with different random
seeds and report sample means.

5.1 Baseline Network, Protocol, and Implementation Parameters

Unless stated otherwise, experiments use N = 1000 miners across R = 6 geo-
graphic regions with a small-world overlay topology (average degree d = 80).
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Blocks are mined with target interval Ty, = 2s and incur a fixed validation
time Ty, = 0.34s. Block payload size is 0.18 Mb. The transaction/data plane is
disabled so the evaluation isolates block-level consensus behavior. Table 1 sum-
marizes the shared network/workload configuration, while Table 2 lists the fixed
VA-GHOST parameters used in all scenarios. The same parameterization is used
in all scenarios; parameters are not retuned per scenario.

Table 1. Shared simulator configuration.

Parameter Symbol Value
Number of nodes N 1000
Regions R 6
Avg. degree d 80
Target block interval Thix 2s
Simulation time Tsim 6000s
Block size (payload) Bsize 0.18 Mb
Block validation time Tyal 0.34s
Block reward Ry 12.5 units
Uncle reward Runcle Ry /32

Table 2. Fixed VA-GHOST parameters used across all scenarios.

Parameter Symbol Value
Visibility threshold Ty 4
Certificate size bound Liax 32
Visibility break-point ) 0.5
Low-visibility discount o 0.5

The practical metadata overhead is easy to state concretely. With L., = 32
and 32-byte block identifiers, the worst-case certificate payload is approximately
1024 bytes per block. This is bounded and independent of the chain length and
network size.

5.2 Bounded Sensitivity Analysis

A full multi-parameter sweep is left to subsequent work, but the fixed-parameter
design in Table 2 still admits a useful bounded sensitivity analysis. This subsec-
tion does not attempt to identify globally optimal settings; instead, it charac-
terizes how the main VA-GHOST parameters are expected to affect behavior
locally around the reported operating point.
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At a high level, the parameters control four distinct levers: how much evidence
is needed before a block is treated as well disseminated (7, ), how much certificate
metadata can be attached to a block (Lmyax), where the discount regime transi-
tions from harsh to neutral (J), and how harsh the low-visibility discount is below
that transition (o). Their directional effects are summarized in Table 3. These
directions follow directly from the protocol equations and the implementation:
raising 7, makes visibility harder to accumulate, raising L ,x allows more visi-
bility evidence to be propagated per mined block, raising § expands the regime in
which descendants are discounted, and lowering o makes that discount sharper.

Table 3. Bounded directional sensitivity of the fixed VA-GHOST parameters around
the reported operating point.

Parameter Change Expected directional effect near
current operating point

Tw increase More conservative visibility recogni-
tion; fewer descendants reach full
weight quickly; likely stronger sup-
pression of locally visible but weakly
disseminated subtrees, at the cost of
slower recovery of honest subtree mass.

Limax increase More visibility references can be car-
ried per block; faster dissemination of
visibility evidence; reduced certificate
truncation bias, with linearly higher
metadata overhead.

4 increase Larger portion of the visibility range re-
mains in the discounted regime; tends
to strengthen skepticism toward par-
tially visible descendants.

« decrease Harsher penalty for low-visibility de-
scendants; can further damp local head
churn, but may also deepen corrections
when visibility eventually catches up.

The present empirical pattern — substantially fewer reorganizations but
deeper average reorganizations — is consistent with this bounded sensitivity pic-
ture. It suggests that the current fixed setting (7, = 4, Lmax = 32, 6 = 0.5, a =
0.5) places the reported operating point in a conservative visibility-weighting
regime: subtree growth on weakly disseminated branches is discounted enough
to reduce head churn, but once enough visibility evidence accumulates, correc-
tions can arrive in larger steps. This interpretation strengthens the paper’s main
claim without overreaching: the implementation reveals a meaningful fork-choice
trade-off, while a full retuning study is left to subsequent work rather than folded
implicitly into the reported operating point.

5.3 Adversary Model and Scope

We evaluate a withhold-and-release coalition adversary. The adversarial coalition
is selected to approximate a target hash-power share (rather than a raw node
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fraction), privately shares newly mined blocks within the coalition, and with-
holds them from honest miners. Release is triggered by one of three conditions:
a maximum hold time, a sufficient private lead, or an impending catch-up of
the public chain. This model captures a concrete stale-growth / timed-release
family of attacks, but it is intentionally narrower than full real-world adversarial
behavior.

In particular, the present evaluation does not model BGP hijacks, eclipse
attacks, dynamic routing changes, or an adversary that can coordinate arbitrary
out-of-band cross-attestations beyond what it can carry in the certificate field of
blocks it mines. We therefore interpret the results strictly within the evaluated
conditions.

5.4 Evaluation Scenarios

We study four scenarios designed to isolate throughput/stability, fairness under
propagation heterogeneity, and robustness to withholding attacks:

— Scenario A (baseline, no attacker): heterogeneous (Gaussian) hash power
and the default region distribution; attacker disabled.

— Scenario B (fairness stress-test): uniform hash power for all miners and
a skewed region distribution to amplify propagation asymmetry; attacker
disabled.

— Scenario C (moderate attacker): a withhold-and-release coalition tar-
geting approximately 10% total hash power with a 5s withholding horizon.

— Scenario D (strong attacker): a withhold-and-release coalition targeting
approximately 30% total hash power with a 10s withholding horizon.

5.5 Metrics

We report: (i) stale/uncle rate, (ii) reorganization depth and reorg count,
and (iii) block propagation delay (BPD) percentiles measured from block
creation to reception. For fairness, we compute each miner’s reward share r; and
hash-power share p;, and the ratio
T
Vi i (14)
where 7; &~ 1 indicates proportional rewards. We summarize fairness using
Std(v;) and the Gini coefficient of rewards.
For attack scenarios, we partition miners into attacker set A and honest set
‘H and report group-level reward /hash multipliers:

i Ti i Ti
F.A _ EZGA FH — ZZGH (15)

YieaPi’ Dien i
An attack is profitable when I'4 > 1.

Finally, we emphasize that reorg count is measured as the aggregate number
of reorganization events observed across nodes over the entire simulation, so the
absolute values are large; they are intended for comparative interpretation across
policies rather than as standalone absolute rates.
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6 Results and Discussion

We summarize the main quantitative findings across Scenarios A-D. Unless
stated otherwise, values are sample means over three runs.

6.1 Scenario A: Baseline Non-Adversarial Network

Table 4 reports consensus-level metrics under the baseline heterogeneous but
non-adversarial network. The most consistent effect of VA-GHOST is a large
reduction in reorganization count: relative to standard GHOST, the aggregate
reorg count drops from approximately 308,070 to 174,052. However, the aver-
age reorganization depth increases substantially from about 0.65 to 1.06. The
stale/uncle rate remains between LCR and GHOST, and the 50%/90% BPD
values remain essentially unchanged across policies. Fairness metrics are also
close across policies. The clearest baseline conclusion is therefore not uniform
improvement across all stability metrics, but a distinct trade-off: fewer reorgs at
the cost of deeper reorgs.

Figure 5 visualizes the same trade-off by showing the marked reduction in

reorganization count together with the increase in average reorganization depth
under VA-GHOST.

Table 4. Scenario A: baseline heterogeneous network (no attacker).

Policy Block time [s] Stale/uncle rate 50% BPD [s] 90% BPD [s|] Avg reorg depth Reorg count Gini
LCR 1.980 0.204 0.373 1.311 0.638 302,790 0.367
GHOST 1.987 0.178 0.373 1.308 0.648 308,070 0.363
VA-GHOST 1.939 0.196 0.373 1.309 1.059 174,052 0.364
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Fig. 5. Scenario A visualization. VA-GHOST substantially reduces aggregate reorga-
nization count, but increases average reorganization depth.
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6.2 Scenario B: Fairness Under Heterogeneous Propagation

Scenario B isolates connectivity-induced bias by giving all miners equal hash
power but skewing the region distribution. Because every miner has the same
pi, the reward—hash correlation is not especially informative here; the analysis
therefore focuses on dispersion and inequality. Table 5 shows that VA-GHOST
again sharply reduces reorg count relative to both LCR and GHOST, but it
also exhibits the deepest reorganizations. On fairness, the picture is mixed and
modest rather than dramatic. The standard deviation of 7; and the reward Gini
are slightly better than LCR but not better than GHOST. Accordingly, the re-
ported results do not support a strong claim that VA-GHOST dominates stan-
dard GHOST on fairness in this scenario.

Figure 6 summarizes the corresponding stability and fairness indicators, high-
lighting that the main effect in this setting is reduced reorganization count rather
than a strong fairness advantage over standard GHOST.

Table 5. Scenario B: fairness stress-test (uniform hash power, heterogeneous propa-
gation).

Policy Std(v;) Gini Avg reorg depth Reorg count Stale/uncle rate
LCR 0.648 0.357 0.639 312,027 0.210
GHOST 0.626 0.345 0.678 337,560 0.190
VA-GHOST 0.634 0.348 1.077 182,906 0.206
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Fig. 6. Scenario B visualization. VA-GHOST sharply reduces reorganization count,
while fairness gains remain modest and do not clearly dominate standard GHOST.
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6.3 Scenario C: Moderate Withhold-and-Release Attacker

Scenario C introduces a coalition with target adversarial hash-power share of
approximately 10% and a 5s withholding horizon. Table 6 again shows the same
stability trade-off: VA-GHOST reduces aggregate reorg count by roughly 45%
relative to standard GHOST, but average reorg depth increases from about 0.64
to 1.06. The attacker multiplier I'4 is close to 1 for both GHOST and VA-
GHOST, with VA-GHOST very slightly higher in the present runs (0.997 vs.
0.991). Consequently, the implementation does not support a strong claim that
VA-GHOST improves attacker profitability over standard GHOST in this mod-
erate setting. The more defensible statement is that VA-GHOST changes the
stability profile under attack, but the incentive effect is limited under the cur-
rent parameterization.

Figure 7 presents the moderate-attack results in visual form, showing both
the reduction in reorganization count and the near-proportional attacker reward
multiplier under the current parameterization.

Table 6. Scenario C: moderate withhold-and-release attacker.

Policy Stale/uncle rate Avg reorg depth Reorg count Iy Iy Gini
LCR 0.201 0.646 301,318 0.947 1.006 0.366
GHOST 0.178 0.643 314,070 0.991 1.001 0.367
VA-GHOST 0.198 1.055 171,514 0.997 1.000 0.378
| | 0o I 0o Iy
301.32  SLAU7 1.05 :
& 300+ .
= g
X TE* ) 1.01 1 11
g 2001 17151 09
3 g
o
8100 |- 1 5 095 %2 |
g =
= =
0 I I f
LCR GHOST VA-GHOST 0.9 ‘ ‘ ‘
LCR GHOST VA-GHOST

Fig. 7. Scenario C visualization. VA-GHOST reduces reorganization count substan-
tially, but does not show a clear attacker-profitability advantage over standard GHOST
in the moderate attack setting.
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6.4 Scenario D: Strong Withhold-and-Release Attacker

Scenario D strengthens the adversary to approximately 30% target hash power
and a 10s withholding horizon. Table 7 shows that the overall pattern remains
stable: VA-GHOST continues to reduce reorg count very substantially, but its
average reorg depth remains much larger than that of LCR or standard GHOST.
The attacker multiplier now falls slightly below 1 for both GHOST and VA-
GHOST, with GHOST numerically lower (0.981 vs. 0.983). Again, the present
data do not support a strong claim that VA-GHOST improves attack resilience
relative to standard GHOST under this adversary; rather, both policies keep the
attacker close to proportional while exhibiting different stability trade-offs.

Figure 8 shows the same comparison for the stronger attack setting, where
VA-GHOST continues to reduce reorganization count but does not improve the
attacker multiplier relative to standard GHOST.

Table 7. Scenario D: strong withhold-and-release attacker.

Policy Stale/uncle rate Avg reorg depth Reorg count I'4 Iy Gini
LCR 0.201 0.646 309,831 1.025 0.989 0.374
GHOST 0.179 0.644 314,778 0.981 1.008 0.369
VA-GHOST 0.199 1.049 175,023 0.983 1.007 0.372
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Fig. 8. Scenario D visualization. Under the stronger withhold-and-release setting, VA-
GHOST continues to reduce reorganization count, while the attacker multiplier remains
close to proportional and does not improve over standard GHOST.

6.5 Overall Findings Across Scenarios

Two conclusions are robust across all four scenarios. First, VA-GHOST con-
sistently reduces aggregate reorganization count. Interpreted operationally, this
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means that the preferred head changes less often, i.e., the fork-choice rule damp-
ens frequent head churn. Second, this benefit is accompanied by a non-trivial
trade-off: when a reorganization does occur, it is deeper on average than under
LCR or standard GHOST. The fairness signal is modest and does not show a
clean advantage over standard GHOST, while the attack scenarios do not show
a consistent profitability benefit over standard GHOST under the reported im-
plementation and parameters.

Taken together, these results do not support the strongest version of the
original hypothesis (that VA-GHOST uniformly improves stability, fairness, and
attacker resistance). They do, however, support a narrower and still meaning-
ful claim: making visibility explicit changes the stability profile of subtree-based
PoW consensus in a systematic way. In the reported implementation, the most
stable empirical effect is reduced reorganization frequency; the main open de-
sign problem is how to preserve that benefit without paying for it with deeper
reorganizations.

7 Conclusion

Visibility-Aware GHOST (VA-GHOST) augments subtree-based PoW fork choice
with an explicit notion of block visibility, represented through lightweight bounded
certificates and node-local visibility counters. The central question addressed in
this study is not only whether visibility-awareness changes consensus behavior,
but how it changes that behavior once the protocol is implemented as a node-
local DAG rule rather than as a chain-level approximation.

The empirical results show that visibility-awareness has a systematic and
non-trivial effect on the stability profile of the protocol. Across all four scenarios,
VA-GHOST substantially reduces the number of reorganization events relative
to both LCR and standard GHOST. This indicates that discounting weakly dis-
seminated descendants can suppress frequent head oscillations and alter branch
selection in a persistent way. At the same time, the same experiments show that
reorganizations become deeper on average, that fairness gains are limited, and
that the evaluated withhold-and-release adversary does not yield a consistent
attacker-profitability advantage relative to standard GHOST. Taken together,
these findings support a precise conclusion: visibility-awareness is a meaningful
fork-choice lever, but under the parameterization studied here it introduces a
clear frequency—depth trade-off rather than a uniform improvement along all
axes.

Two broader implications follow. First, visibility should be treated as a first-
class protocol signal in subtree-based PoW analysis, because local observation
and broad dissemination are not equivalent in heterogeneous networks. Second,
protocol evaluation must distinguish between conceptual promise and operating-
point quality: the reported results show that the VA-GHOST mechanism is
coherent and behaviorally significant, but they also indicate that the current
certificate-selection rule and parameter setting do not yet shift the trade-off to
an unequivocally favorable regime.
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Several directions remain important. A larger sensitivity study over 7,, Liax,

0, and « is needed to determine whether the observed trade-off can be moved
toward shallower reorganizations without sacrificing the reduction in reorga-
nization frequency. In addition, richer adversary models, more realistic network
traces, and alternative certificate-selection policies should be studied to test how
robust the current conclusions are beyond the specific withhold-and-release set-
ting used here.
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