Crypto-Asset Collateralised Loans in Open
Finance via Robust Fully Homomorphic
Encryption

Lorenzo Martinico!0000-0002-4968-674X] ’
Raffaella Calabrese! [0000-0002-0078-3151] ,
2[0000—0001—5390—8600]’ and
1]0000-0001-5062-0388|

Tzameret Rubin

Michele Ciampi*

! University of Edinburgh, Old College, South Bridge, Edinburgh EH8 9YL, UK
llorenzo®@martinico.me {michele.ciampi,raffaella.calabrese}@ed.ac.uk
2 Oxford Brookes University, Headington Campus, Oxford OX3 0BP UK
t.rubin@brookes.ac.uk

Abstract. Rapid advances in Financial Technology (FinTech) have trans-
formed the landscape of financial services, with Open Banking (OB)
and its extension, Open Finance (OF), enabling safe data sharing to
third parties, promoting competition and accessibility. In parallel, De-
centralised Finance (DeF1i) has emerged as a blockchain-based ecosystem
for permissionless financial services, offering innovative services, but fac-
ing volatility and regulatory uncertainty. Despite the fundamental dif-
ferences between OF and DeFi, recent developments indicate growing
interest in bridging the two, as traditional institutions increasingly in-
corporate digital assets into their services. This paper introduces a cryp-
tographic protocol that enables secure interaction between OF and DeFi
in the setting of collateralised lending. Our protocol allows lenders to
assess borrowers’ risk scores by evaluating a privacy-preserving function
on their net worth, and to use blockchain assets as collateral, unlockable
only through a proof of repayment or default in the form of OF authen-
ticated data. We further propose a sub-protocol that directly integrates
blockchain assets into risk estimation, ensuring both trustworthiness and
privacy.

Our protocol is based on a novel notion of fully homomorphic encryption
(FHE) that provides stronger security guarantees against a potentially
corrupted decryptor. We formalise our notion, Robust FHE and show
how to instantiate it, starting from any standard FHE scheme. We also
argue that existing notions of FHE fail to achieve our security notion.
Finally, we prove the security of our OF protocol in the Universal Com-
posable setting.

Keywords: FHE - Fully-Homomorphic Encryption - Open-Finance - Open-
Banking.
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1 Introduction

The past decade has seen rapid technological change in the financial sector, with
Financial Technology (FinTech) reshaping how companies and individuals man-
age money. A central development has been the rise of Open Banking (OB),
a policy and technological framework that enables consumers to securely share
their financial data with third-party providers through standardised Applica-
tion Programming Interfaces (APIs). OB was introduced to foster competition
between incumbent banks and FinTech firms, reduce the risks of unsafe data-
sharing practices, and give consumers greater control over their financial in-
formation [I9]. The current landscape of OB implementations across the world
is not uniform, with some jurisdictions mandating participation and specific
technologies, and others promoting a voluntary and market-driven approach.
Nonetheless, the adoption of OB has led to new or improved services to con-
sumers compared to those offered by traditional financial institutions [52]; in
particular, in relation to lending products [33].

Building on this success, the novel concept of Open Finance (OF) is increas-
ing in popularity. The aim of OF is to extend the principles of OB beyond
banking to a wider range of financial institutions and services [5]. OF seeks to
enable new business models, promote competition, and make financial products
more accessible, particularly to groups traditionally underserved by the finan-
cial system. However, OF remains in development and raises significant questions
about privacy, security, and the fair use of sensitive consumer data—especially
for financially vulnerable individuals [34]. As such, ensuring effective regulation
and risk mitigation will be crucial to engender consumer trust, and fully realise
the potential benefits of OF [3].

In the same timeframe, a parallel movement to OB and OF has emerged in
the form of Decentralised Finance (DeFi), a blockchain-based ecosystem that
offers permissionless and transparent financial services outwith the traditional
regulatory perimeter.

While OF and DeFi share the promise of greater access and innovation, they
differ in their models and face distinct challenges. OF depends on regulated,
auditable entities, has not converged to a well-defined standard, and there are
significant open questions about its privacy and data governance guarantees.
DeFi, by contrast, operates in a pseudonymous environment and is prone to
volatility, economic exploits such as maximal extractable value (MEV), and per-
sistent regulatory uncertainty [54]. These contrasting approaches highlight the
diverse paths through which technology is reshaping finance — and the impor-
tance of balancing innovation with safeguards for consumers and markets alike.

Recent developments suggest increasing interest in bridging these two worlds [43].
Blockchains have been proposed to address a number of problems in tradi-
tional financial institution, like dispute resolution schemes, frontrunning pre-
vention [25J26)24], certifying of financial documents [5I]; and with weakening
regulatory scrutiny [42], traditional financial institutions have shown curiosity in
making digital (cryptocurrency) assets part of their portfolio of services. Large fi-
nancial institutions, including J.P. Morgan, have begun to integrate digital assets
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into their services, for example, by accepting Bitcoin ETFs as collateral [13] and
incorporating cryptocurrency holdings into net-worth assessments [49]. These
shifts highlight the need for cryptographic protocols that can securely combine
traditional financial data with blockchain-based assets.

1.1 The Open Finance Context

Contrary to Open Banking, which has been implemented in multiple markets,
Open Finance does not yet have a finalised regulatory framework clarifying how
different participants are required or allowed to interact with each other. With
that in mind, we anticipate that the following types of Open Banking entities
will broadly carry over into Open Finance:

— User Party (P): the end-user of a financial application. This can be a thought
of as an individual or business, whose financial activity might be distributed
across different services and products.

— Data Provider (DP): an entity that creates, receives, and maintains data through
financial transactions with different users. DPs are entities that typically have
established businesses providing financial services, and due to the nature of
their business, have collected valuable data. These entities are heavily regu-
lated, and their correct behaviour is monitored and enforced by law. While in
the OB ecosystem Data Providers were limited to banks and credit unions,
the OF scope expansion will broaden these to other types of financial service
providers.

— Data User (DU): a FinTech company that wishes to access data from Data
Providers through Open Finance APIs in order to provide new services. In
some jurisdiction, OB and OF regulations legally mandate Data Providers to
share their data with a Data User when instructed by end-users.

— Technical Service Provider(TSP): a party contracted by Data Providers and /or
Data Users to provide technical infrastructure and services.

We expect the behaviour of the above parties in most OF regimes to remain
consistent to that of OB participants, as the following example illustrates. A
new FinTech seeks to introduce an innovative credit product. To optimise its
lending portfolio, i.e., maximise expected loan volume subject to credit risk con-
straints, the firm aims to access extensive information on prospective borrowers
to improve screening, pricing, and risk assessment. Let P be an end-user who
wants to access the new service provided by a FinTech, DU. The first thing that
P does is to inform a Data Provider party DP (or multiple) that they wish to
share some financial data with DU. For example, DP can be a bank where P has
an account (as in OB), or any other entity that offers financial services, such
as an insurance company. Once it has received consent, DU can then directly
access user data through DP’s API, to personalise its offer and provide a tai-
lored service based on P’s financial activity (including non-banking information
obtained from a different type of DP). A Technical Service Provider TSP (or a
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number of them) might additionally be contracted as data processor(s) to facil-
itate this, e.g. if the service requires running heavy computational workloads or
aggregating data from multiple Data Providers.

Phase 1 Pa Phase 2
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Fig. 1. In this example, the data providers (DPs) are the bank and the insurance
company where P has an account. In Phase 1, these parties encrypt P’s related data
and send the FHE ciphertexts to the TSPs. The TSPs will perform the FHE evaluation
of the lender’s (DU) credit score function (denoted with fcs), and return the obtained
ciphertext to the lender. Assuming the lender agrees to lend fiat money to P only
conditioned on P locking a collateral. This collateral is given back to P once the all
amount has been repaid, or it is given to the lender if P misses a payment. The way the
contract acknowledges that P has issued a payment is by receiving a signed certificate
from the bank for cert = (U, DU, installment), where installment is the agreed amount
that each month P needs to deposit (in fiat currency) into DU’s bank account.

We stress that the above closely resembles the existing OB protocols, with
the addition of allowing data sharing from non-bank Data Providers. While this
approach can create clear advantages for emerging FinTechs and end-users (who
might get a better product or service because of personalisation from the data
sharing) there are serious privacy risks to the end-users.

1.2 Owur Contribution

The contribution of this paper is two-fold. We provide a protocol to advance
security and trust in Open Finance. To realise this, we also formulate a novel
security notion for fully-homomorphic encryption, whose formalisation and con-
struction are of independent interest.

Open Finance Contribution. We propose a privacy-preserving protocol that
enables FinTechs to provide a personalised service to end-users, based on their
financial profile in both the OF and DeFi economy. We believe this is the first
work that studies how to build to connect the traditional financial system with
DeFi through the OF ecosystem in a “trustless” manner.

Our protocol lets FinTechs evaluate a user P’s financial risk based on P’s
assets held by traditional financial institutions, without directly revealing the
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details of their value. The FinTech DU can then offer a loan product collateralised
by cryptocurrency, without relying on a trusted intermediary.

We also propose a natural expansion of the Open Finance infrastructure by
introducing a new type of Data Provider, whose honest behaviour is not en-
forced by law, but through cryptography. Our design allows P to establish a
“self-custodial” data source to independently provide data to DUs through the
blockchain. Although blockchain data is publicly accessible without authorisa-
tion, some care is needed to make sure that accounts or transactions associated
with P can be identified correctly and privately. Indeed, as blockchain transac-
tions are typically pseudonymous, it is in general not possible to associate a set
of transactions with the identity of the parties involved, unless they issue a proof
they control the relevant accounts.

In the next phase, our protocol provides an enhanced lending mechanism
that allows end-users to borrow Fiat money using cryptocurrencies as a form of
collateral. In particular, we enable the following agreement between parties P
and DU:

— P owns an amount ¢ of cryptocurrency (the collateral), and wishes to borrow
an amount p of Fiat currency (the principal) from DU.

— Having computed a risk score for P using the privacy-preserving protocol out-
lined above, DU decides on the contractual terms for the loan.

— DU and P agree to the loan terms by stipulating he following smart-contract:

e P locks a crypto-asset it controls, c, as collateral, to the smart contract

e A partial repayment in Fiat currency needs to be issued every A days from P
to the DU.

e If a repayment is not issued within the agreed timeline, or if the value of the
collateral drops beyond a minimum undercollateralisation threshold, then P
has defaulted, and the crypto-assets c is transferred to DU

o If after a sufficient amount of time P has repaid the loan and any additional
interest accrued as set out by the terms of the contract, P will be able to
unlock ¢ and regain control of this asset.

In conjunction with the above, DU and the borrower P would also stipulate a
more standard contract, that will be enforced by the standard legal mechanisms.

Clearly, one could just sell the crypto-asset and use the resulting liquidity to
reduce the amount of borrowed money, but in many cases, it is preferable not
to sell such assets, with the expectation that they will increase in value. Indeed,
from P’s perspective, there are opportunity costs, and interest rates play critical
factors in the liquidity decision, but there could be some scenarios where it could
be much better to maintain the crypto-assets, and use it to borrow Fiat money. In
the event where P has repaid the loan, on receiving the collateral back it is likely
to have further increased in value in the meantime. From the perspective of the
DU, using our protocol ensures that, besides the standard legal guarantees that
any lender currently receives through the loan contract, they will also receive an
amount of crypto-assets in the event of P’s default.

The specifics of which type and amount of crypto-assets should be considered
for such a contract given a certain principal and a user’s risk assessment are very
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much dependent on each FinTech’s business model and risk appetite. As such, we
design our protocol in a modular way, so as to allow the same security guarantees
for a number of lender strategies.

We show that our protocol implements an ideal collateralised lending func-
tionality in the Universal Composability (UC) framework [I5]. Since our goal
is to build a protocol that is agnostic of any specific cryptocurrency or Open
Finance standards, we use generic abstractions over the core technological com-
ponents to avoid commitment to a specific implementation that might not be
suitable for applying it to future deployments. In particular, our definitions rely
on new UC formalisations for both private and public ledger functionalities. This
allows us to capture the different Data Providers we consider (centralised and
custodial vs decentralised and self-custodial), which we combine with a definition
for secure channels with transmittable authentication as a common denominator
to conduct interactions between parties and functionalities. We believe provid-
ing protocols that are inherently composable (via the UC framework) is a must
for applications of this kind, making them suitable as building blocks for larger
Systems.

FHE Contribution. To evaluate P’s financial risk (i.e., P’s credit score) in a
secure way, our protocol relies on fully homomorphic encryption. Our setting is
quite typical: we have n parties that use the same FHE public-key to encrypt
some plaintexts (myq,...m, ), thus obtaining the ciphertexts (cty,...,ct,) (these
parties will be the DPs in our case). One or more parties perform the homo-
morphic evaluation of (cty, ..., ct,) over a certain function f (these parties will
then be the TSPs), and the obtained final ciphertext(s) ct will be sent to the
decryptor (the DU), who has the secret key and obtains the final result. This
folklore approach should guarantee that, as long as there is no collusion (and
the parties are semi-honest), the decryptor will only learn f(mq,...,my,).

We show that this is simply not true as a malicious (even semi-honest) de-
cryptor may be able to infer more than f(mg,...,m,). We present a coun-
terexample by constructing a pathological FHE scheme that is secure under the
standard definition, but leaks information beyond f(my1,...,m,) to the decryp-
tor. Interestingly, none of the recent notions of FHE enhanced with a decryption
oracle [44J10] are sufficient to prevent such leakage from a decryptor that has
the secret key. Hence, we provide a novel definition that captures this type of
security, Robust FHE, and propose a generic transform that takes as input a
standard FHE protocol and turns it into a new scheme satisfying our security
notion. We currently do not know whether there are FHE schemes that natively
satisfy our definition, and we leave this as an interesting open question.

1.3 Related work

Lending is an important application in DeF1i [38], with many peer-to-peer lending
protocols providing liquidity for other applications, using algorithmic techniques
based on demand and supply to set prices. These loans are generally collateralised
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by another crypto-assets of greater value than the principal, stored in a smart
contract [57]. Flash loans, a type of non-collateralised loan, are another lending
product that is unique to the DeFi ecosystem [55].

Advanced cryptographic primitives for computation on confidential data have
recently been proposed for a number of banking related-applications [36/37146].
Being able to jointly compute programs with competitors could allow banks
to satisfy regulations that require data sharing e.g. for anti-money laundering
purposes [31]. Various techniques have been considered to compute lending risk
without having access to consumer data [2I58], including Homomorphic Encryp-
tion [35]. In comparison, Open Banking and Open Finance have seen little inter-
est from the cryptographic research community, beyond some blockchain-based
protocols to improve the accountability of consent management in OB [56/50129].
A recent exception lies in the work presented at [I1], which applies advanced
cryptography to OF, in the setting of the Account Aggregation ecosystem in
India. An Account Aggregator in the OF ecosystem is a semi-trusted centralised
entity that supports the consent flow between users, Data Providers, and Data
Users, and forwards encrypted data between Data Providers and Data Users,
who are able to decrypt it. The proposed protocol replaces the combination of
Account Aggregator and Data User with an MPC protocol that maintains com-
patibility with the encryption scheme used by existing commercial providers. In
a similar way to our risk estimation phase protocol, the Data User is able to
compute a function over Data Providers’ stored user data, without learning its
inputs. While their techniques are generally applicable, the construction in the
whitepaper [41] is very specific to the existing Indian commercial ecosystem.

FHE in the presence of corrupted decryptor. A number of different security
properties for FHE have been proposed to capture different combinations of ad-
versarial capabilities. It is well known [9] that homomorphic encryption is not
CCA2-secure, given the malleability of ciphertexts through the evaluation pro-
cedure. Some homomorphic schemes have been proven to be CCAl-secure [4],
but practical attacks to such schemes exist when the adversary has access to a
ciphertext well-formedness oracle [45]. [47] proposes the notion of verified Cho-
sen Ciphertext Attack (vCCA) for exact homomorphic encryption schemes, a
stronger notion than CCA1 which gives the adversary a decryption oracle after
the encryption of the challenge ciphertexts in the game, but forbids decryption
of any ciphertext that resulted from evaluating a function over the challenge.
[14] extends vCCA to approximate schemes. [44] introduces the new notion of
IND-CPAP security to capture real-world key-recovery attacks against (approx-
imate) homomorphic encryption schemes that satisfy IND-CPA security. The
IND-CPAP adversary might now have information about the input messages
and function being evaluated; therefore the game equips the adversary with
encryption, evaluation and restricted decryption oracles, and permits multiple
challenge queries. [I0] provides a stronger notion of IND-CPAP that allows the
adversary to select the randomness used during encryption. However, none of
the above provide any guarantees once the adversary knows the secret key and
tries to infer what message originated the ciphertexts that decrypt to f ().
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2 Technical Overview

We now give a high-level overview of our collateralised lending protocol. A User
Party (P) wants to obtain a loan from lender DU. In order to decide whether to
grant the loan to P, DU computes a risk function using P’s financial data, cur-
rently held by multiple financial institutions (the data providers DPs). Without
loss of generality, in this section we assume that the data collected is limited to
bank transaction data and insurance data. The risk (or credit scoring) function,
fcs, will also consider the amount of cryptocurrency that P may have (for a
pictorial representation of the protocol, we refer to Fig. [1]). Because our goal is
not to give away this sensitive data to the DU, we let parties engage in a simple
multi-party computation protocol that works as follows. The DU generates an
FHE public-secret-key pair (pk, sk) and broadcasts pk to all the parties. The two
DPs (a bank and an insurance provider in our example) encrypt their data asso-
ciated with P, thus obtaining ctp and ct; (respectively). These ciphertexts are
then sent to a number of Technical Service Providers TSPs, whose role is to per-
form the homomorphic computation. At the same time, P encrypts the amount
of cryptocurrency he owns, obtaining cty and broadcasts it to the TSPs, along
with a proof 7, proving ownership of the amount of coins specified in CtB'

Each TSP, upon receiving the ciphertexts, checks if the proof 7 verifies and if
that is the case, performs a homomorphic evaluation for the credit score function
fcs on input (ct B,ctI,CtB), and sends the resulting ciphertext to DU. DU uses
the secret key to decrypt the ciphertexts received from the TSPs, and if the
majority of the ciphertexts decrypt to the same message, takes this value to be
the credit score of DU.

With this protocol, we aim to guarantee the following high-level properties:

1. As long as none of the TSP colludes with DU, the data of P are protected and
DU only learns the credit score of P.

2. As long as the majority of the TSPs are honest, then DU is guaranteed to get
the correct output.

Property 2 can simply be based on the correctness of FHE. Property 1 should
come from the CPA security and the correctness of FHE. We note that while
the correctness of FHE guarantees that the decryption would yield the correct
result, the final ciphertext may still carry information about the plaintexts of
ctp,ct; and CtB' Indeed, the standard definition of FHE allows a party that

knows the secret key to potentially retrieve the plaintexts (or part of them) for
ctg,cty, CtB’ having only access to the result of the ciphertext evaluation by TSP
(i.e., ct; EvaI(ctB,ctl,ctB,fcs) in Fig. .

To solve this issue, we first formally define a notion of FHE that guarantees
that a decryptor (who knows the secret key) can learn nothing more than the
result of evaluating the function. We call this notion Robust FHE. This notion
is formalised by requiring the existence of a simulator Sim, that on input (y, pk)
(where y represents the credit score of P in our example) returns a ciphertext
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indistinguishable form Eval( fcs, (ctp, ctr, CtB)) even in the eyes of a distinguisher
that knows the FHE secret key. This captures the fact that once an evaluation
is performed over a set of ciphertexts, a decryptor will learn nothing about the
original ciphertexts. Our formal definition accounts for the stronger adversarial
setting where the adversary can generate some of the ciphertexts involved in
the homomorphic computation (i.e., only cty is generated by a non-corrupted

party). We refer to Section [4] for more details.

Before describing how we realize such a notion, we argue that the standard
FHE security notion of CPA does not trivially imply our new definition. Con-
sider a CPA-secure encryption scheme FHE = (KeyGen, Enc, Dec, Eval). We now
construct a new scheme FHE* = (KeyGen*, Enc*, Dec*, Eval*) that works as fol-
lows:

KeyGen™ works exactly as KeyGen;

— Enc*, on input pk and a message m, returns (FHE.Enc(pk, m), FHE.Enc(pk, 0));

— Eval™, on input pk, ciphertext ct = (ctg, ct;) and function f, returns (FHE.Eval
(pk, f,cto), cto);

— Dec” in input (sk, (cto,cty)) returns Dec(sk, cto).

FHE* is CPA-secure, as the security of FHE is preserved for every message en-
cryption. But a party that knows the secret key, upon receiving the output of
an evaluation phase, will be able to retrieve the original message by decrypting
the second component of the ciphertexts that we denoted with ct;. A similar
counterexample can be used to argue that even the notion of IND-CPAP [44],
(or stronger variants such as [I0]) which equips the adversary with a decryption
oracle, does not satisfy Robust FHE. The reason is that a decryption oracle
would simply ignore the second component of the ciphertext, and never give it
to the adversary, whereas in our case, the adversary knows the secret key and
can decrypt the ciphertext without going through the oracle.

Our FHE construction. We now show a generic construction that can turn a
large class of CPA-secure FHE schemes into Robust FHE schemes. In particular,
our construction subsumes the existence of a Circuit-Private FHE scheme (CP-
FHE) scheme, which, as shown in [30J53] can be obtained from a large class of
standard CPA secure FHE schemes.

A Circuit Private FHE scheme hides from any malicious party (even the party
holding the secret key) the function that was used in the evaluation phase to
generate a certain ciphertexﬂ Let FHE = (KeyGen, Enc, Dec, Eval) be a CP-FHE
scheme. At a high level, our scheme works as follows.

— The key-generation phase corresponds KeyGen.
— To encrypt a message m, we sample one-time pad key k and return (Enc(pk, m®
k), k) as our ciphertext.

3 This can be seen as the dual of our definition, where the function instead of the
plaintext, needs to be protected
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— To homomorphically evaluate a ciphertext ct = (ctg, k) over a function f we
sample a fresh one time-pad key &’ and output (Eval(R/**" cty), k') where the
function R/**  on input ciphertext c, returns f(c @ k) @ k'.

The intuitive reason why our protocol is secure is that the encrypted message
is additionally protected by a one-time pad key, which is refreshed at every
evaluation. The decryptor will have access only to the last one-time pad key
used, and all prior keys are guaranteed to be protected due to circuit privacy.
The fact that all the prior keys are protected guarantees that even if the FHE
ciphertext does preserve information about the prior FHE plaintexts/ciphertexts
during the evaluation (like in our counterexample), these FHE ciphertexts carry
no useful information, as their content is encrypted using a one-time pad key
that the adversary will never get to see.

Back to our lending protocol. Now that we have a secure protocol for computing
the credit score, we are ready to show how the second phase of our protocol
works (see Fig. Phase 2 for a pictorial description). We want to give the
option to P to use part of his crypto-assets as collateral, so that in the case P
misses a payment, the crypto-asset (or part of it) will be given to the lender. To
do this, we require the lender, P, and the bank where P has an account (DP),
to create a smart contract where P locks collateral. Every month, the bank is
supposed to issue a certificate proving that P has performed a repayment toward
DU. When the loan has been fully repaid (the total amount is also a parameter
of the smart-contract), then P can prove to the smart contract (through DP’s
certificates) that it has fulfilled its obligation, and the collateral is returned. If
a payment is missing, DU can in its turn prove this through a certificate from
DP, and receives part (or all) of the collateral of P from the smart contract in
compensation. It is clear that a corrupted bank may receive the payment from
P and not issue the certificate to the smart contract, or forge a prove of non-
payment for DU’s benefit. While our ideal functionality capture such cases, we
do not believe these behaviours are problematic due to the pragmatic real-word
assumption most of us already make. In our case, a user has to trust a bank (or
other financial institution) sufficiently to register an account. There might be
complex sociological reasons behind this, or a belief that as a heavily regulated
industry the chances of misbehaviour are low. While this might not satisfy the
most ardent cryptoanarchists, they might not be willing to use our protocol in
the first place, and using banks as a source of truth has worked well enough for
a majority of people over the last few centuries.

3 Notation and Standard Notation

We assume familiarity with the Universal Composable model, notions of neg-
ligible functions, computational indistinguishability, and simulation-extractable
non-interactive zero-knowledge, and refer to the full version for additional def-
initions. if S is a set, |S| represents the number of elements in S. When z is
chosen randomly in S, we write z < S, to assign y to © we write x < y. An NP
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relation R is a relation for which membership of (z,w) w.r.t. R can be decided in
time polynomial in |z|. If (z,w) € R then we say that w is a witness for instance
x.

3.1 Fully Homomorphic Encryption (FHE)

Our work uses a public-key Fully Homomorphic Encryption scheme, comprising
of algorithms FHE = (KeyGen, Enc, Dec, Eval), such that:

— KeyGen(1%) takes in the security parameter (a string of length \) and generates
a pair of keys (pk, sk)

— Enc(pk, z) takes a public key and a message, and generates ciphertext ct

— Eval(pk, f,ct) takes a public key, a circuit representing a function f in the set
of all computable functions, and a vector of ¢ ciphertexts ct = (cty,...,cty),
and produce a new ciphertext ct’/

— Dec(sk, ct) takes a secret key and a ciphertext, and produce a new plaintext
value

A large number of Fully Homomorphic Encryption schemes have been pro-
posed in the last 15 years, based on different hardness problems and providing
a variety of guarantees [48]. We give short definitions for some of the properties
required by a homomorphic encryption scheme as preliminaries to our construc-
tion.

Definition 1 (Correctness (homomorphic evaluation)). A FHE scheme
as defined above is correct if, for any polynomial-size circuit f, any (pk,sk) +
FHE.KeyGen(1*), and any plaintexts (m1, . .., my), if we set ct; < FHE.Enc(pk, m;)
foralli € [£] and ct* < FHE.Eval(pk, f,ct), then FHE.Dec(sk, ct*) = f(ma, ..., my)

Definition 2 (Compactness). A FHE scheme is compact if the bit-length of
any evaluated ciphertext output by FHE.Eval(pk, f,cty,...,cty) is upper-bounded
by a polynomial in A (and the mazimum input ciphertezt length), and is inde-
pendent of the size of [ (beyond the supported parameterised class).

Definition 3 (Chosen-plaintext attack (CPA) security). A fully homo-
morphic encryption scheme FHE is IND-CPA-secure if it is correct (i.e., it sal-
isfies Def. and if for every probabilistic polynomial-time adversary A there
exists a negligible function negl(:) such that

(pk,sk) < FHE.KeyGen(1*)

b+ {0,1} 1
Pr | (mo,m1) < A(pk) b =0 — 3 < negl(A),
ct* « FHE.Enc(pk, my)
b A(cth)
where we require that |mo| = |mq]|.

Some FHE schemes satisfy an additional property of Circuit Privacy. Infor-
mally, a scheme with this property allows a party to run the Eval procedure
without learning which function f is being computed.



12 Martinico et al.

Definition 4 (Circuit Privacy). We say that a Fully Homomorphic Encryp-
tion scheme & is (maliciously) circuit-private (CP-FHE) [53] if, for all public
keys pk and vectors of ciphertexts ¢ = (c1,...,cn), there exists a vector of equiv-
alent messages T = (1, ...,%y,) and algorithms Sim and Ext such that

T «+ Ext(1%, pk, @), Sim(1%, pk, ¢, f(T)) ~ Eval(1*, pk, f,¢)

4 Robust Fully Homomorphic Encryption

In this section, we define our new security notion of FHE and provide a construc-
tion for it. At a high level, our definition requires the existence of a simulator

that, on input f(z1,...,x1), returns a ciphertext indistinguishable from what
the FHE evaluation algorithm would return on input FHE ciphertexts encrypt-
ing the plaintexts x1, ..., x, and the description of the function f. The existence

of such a simulator captures the fact that the output of the evaluation process
does not leak anything about (1, ...,x,). The definition we have just sketched,
however, does not take into account the fact that some of the ciphertexts in-
volved in the evaluation may be adversarially chosen (i.e., the adversary knows
the randomness and the plaintexts of some of the ciphertexts). To capture this
scenario, we allow the adversary to choose a subset of FHE ciphertexts along
with input-randomness pairs that explain these ciphertexts, and require indis-
tinguishability even when the evaluation procedure considers such adversarial
ciphertexts. To help the simulator, we provide the adversarial input-output pair
as an additional input. In this sense, our notion is very similar to the formaliza-
tion of semi-malicious multi-party computation, where the adversary provides
their input and randomness, and the simulator must simulate a transcript hav-
ing the final function evaluation and these adversarial inputs. Below, we provide
the formal definition.

Definition 5 (Robust FHE). A Fully Homomorphic Encryption scheme £ is
Robust if it is CPA secure according to definition[3 and the following holds : For
any vector of messages TX = (x1 ..., xy) and every partition of set {1,...,n} into
the two subsets I, H (potentially adversarially chosen), there exists an algorithm
Sim such that for any pk, sk in E’s key space, and any {x;,r;}icr the following
holds,

Slm(lk,pk, f, f(T*)v {l'iv ri}iEI) ~ Eval(lk’pkv f7 E*) where T = {Ci}ie(l,...,n);
andVi e H:¢; & E.Enc(1¥, pk,x;) and Vi € 1 : ¢; = £.Enc(1¥, pk, 2;;74).

We now show how to construct an FHE scheme that satisfies this property
from a circuit-private FHE scheme.

Definition 6. Given a circuit-private FHE scheme &£, and the one-time pad en-
cryption scheme e = (KeyGen, Enc, Dec), £’ is the set of algorithms (KeyGen, Enc, Dec, Eval)
defined as follows:

— &' KeyGen(1") = £.KeyGen(1?)
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— &'.Enc(pk,m) = (€.Enc(pk, e.Enc(k,m)), k), where k + e.KeyGen(1¥)
— &' .Eval(pk, f,¢)
o Parse the i-th element of T as the pair (¢, k;) for each i € [n].
o Setk=(ki,...,kyn)
o k' + e.KeyGen(1*)
e Define the function R{‘k () = e.Enc(k, f([e.Dec(k;, x;)|Vz; € T]))
o return (€.Eval(pk, Rf’k ,(e1y-ayen), k)
— &'.Dec(sk, c) = e.Dec(k’, E.Dec(sk,c’)) where ¢ = (¢, k')

Theorem 1. The FHE scheme of Deﬁnition@ is a Robust FHE scheme (as in
Definition @

Proof. The CPA security of the FHE scheme is immediately implied by the CPA
security of the circuit-private FHE scheme £ (note that CPA security does not
rely at all on the security of one-time pad as the one-time pad keys are part
of the ciphertexts). To complete the proof, we need to show the existence of a
simulator £’.Sim, such that the following holds for any any vector of messages
T = (z1...,x,) and every partition of set {1,...,n} into the two subsets I, H,
for any pk, sk in £”’s key space, and any {x;,r;};cr the following holds,

E'.Sim(1% pk, f, f(*), {xi, 7 Yie1) ~ & .Eval(1¥, pk, f,¢*) where ¢* = {eitien
and Vi € H: ¢; & &' Enc(1* pk,x;) and Vi € 1: ¢; = & .Enc(1¥, pk, 2;;7;).

We start by defining how £’.Sim works. Let £.Sim the circuit-private simula-
tor for the scheme £. £’.Sim on input (pk, f,y, {z:, 7 }ic(r}) does the following.

.....

— For each i € I, parse r; as r; = (r},r2,73) and run £.Enc(pk, m; r;) thus obtain-
ing ¢;, k;, where ¢; < (£.Enc(pk, e.Enc(k;,m;r});r2)) where k; + e.KeyGen(1*;73)
and where € is the one-time-pad encryption schemeﬂ

— For each i € H run £.Enc(pk, 0) thus obtaining ¢;, k;, where
¢; < (£.Enc(pk, e.Enc(k;,0))) and k; + e.KeyGen(1*),

— Set ¢ = (cy,...,c,), compute k < e.KeyGen(1*) and provide as the final output
(€.Sim(1*, pk, ¢, e.Enc(k, y)), k) (recall £.Sim is the circuit private simulator of

&, and that y « f(z%)).

Note that the simulator does not use any information related to the plaintextes or
the ciphertexts of the honest parties (these with indexes in H). To complete the
proof, we need to prove that £ .Eval(pk, f,¢) ~ (£.Sim(1*, pk, ¢, e.Enc(k,y)), k)
Let ¢ be as defined above by the simulator £.Sim, and let ¢ = (¢1,...,¢,)
be such that for each i € H ¢ < £.Enc(e.Enc(k;, z;)), and ¢; = ¢; for all i € T
(note that {x;};cn correspond to the honest parties’ inputs). From the semantic
security of the one-time-pad scheme ¢ we have that the following holds

(£.Sim(1*, pk, ¢, e.Enc(k,y)), k) = (£.Sim(1*, pk, &, e.Enc(k, y)), k)

We recall that in the evaluation phase of our scheme &£, we run the evalua-
tion procedure of the circuit private FHE scheme &£ for the function Ri’k(f) =

4 Without loss of generality, we assume that the randomness input of £.Enc is split in
three parts and used as we just described.
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e.Enc(k, f([e.Dec(k;, z;)|Vz; € T])), where k contains the one-time-pad keys which
the honest and corrupted parties used to generate the ciphertexts ¢ defined above.
From the circuit privacy of £, we can then claim the following. (£.Sim(1*, pk, ¢, e.Enc(k, y)), k) ~
(€.Eval(1*, pk, RI* &), k)
From how we have defined the evaluation algorithm of £ to work (definition|6])
we can claim the following
(€.Eval(1*, pk, R/ &), k) = &' Eval(1¥, pk, f, &)
where the i-th element of ¢* corresponds to (¢;,k;), where ¢ is the i-th
component of ¢, and k; is the one-time-pad key used to compute the inner-
ciphertext of ¢ for each ¢ € [n]. This concludes our proof.

5 Multiparty Computation in the single TSP Setting

Before diving into the details of our lending protocol, we show how it is possible
to design a secure multi-party computation protocol using our notion of robust
FHE in combination with NIZK. In particular, in this section, we consider
the simplified setting where there is only one, honest TSP. The goal
is to describe feasibility of generic MPC from robust FHE, i.e., in the
ideal world, let DU learning the evaluation of a function f over inputs
(z1,...,2n), where z; is the input provided by the i-th data provider
DP;. We stress that this section is unrelated to the lending protocol, but it should
help to give an ideal/real-world meaning of robust FHE notion.
To construct our protocol, we rely on the following tools:

— A Robust FHE scheme & (satisfing definition [5]).

— A NIZK scheme for the NP-Relation Ryg := {(pk, 7) : (pk,sk) < £.KeyGen(1*)},
and another NIZK scheme for the NP-relation Rgne := {((ct, pk), (z,7)) : ct
&.Enc(pk, z;7)} ]

— Secure channels: parties can communicate with each other via a secure, au-
thenticated channel. The adversary does not see nor can tamper with messages
exchanged between honest parties, but he is notified about the fact that a
message has been exchanged.

We call our protocol I, and we formally describe it below.

Setup phase. The protocol has a setup phase where the CRSs of the NIZK
schemes are generated: crsyg NIZK.Setup(1*, Rkg); CrSenc NIZK.Setup(1*, Rgnc)-
Then crsyg, Crsenc are distributed among the DU and all the DPs and the TSP.
This terminates the setup phase.

Phase 1. DU upon receiving the command INIT from the environment, it samples
r + {0,1}* and run £.KeyGen(1*;r) thus obtaining (pk,sk). Then DU computes
7 < NIZK[Ryg].Proves,, (pk, 7) and broadcast (pk,7) to the DPs.

® We use a notion of NIZK defined in the CRS model, but we could rely on any other
form of setup, as long as the NIZK is simulation extractable. In particular, we could
rely on the scheme proposed in [6I27] if one wants to rely only on the existence of a
global random oracle.
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Phase 2. DP; (with i € [n]), upon receiving the command (INPUT, X) from the
environment does the following.

1. If no message (pk, 7) has been received from DU or 0 = NIZK[R].Verify,(pk, 7)
then return L, else continue as follows.

2. Sample r < {0,1}*, compute ct; + E.Enc(pk,z;7) and m; < NIZK[Rgnc].
Provecs,, ((cti, pk), (z,7;)).

3. Send (ct;,m;) to TSP.

Phase 3 TSP upon receiving the command COMPUTE from the environment, col-
lects all the ciphertext-proof pairs received from the DPs ((ct;, m1), . . ., (7n, Ctn)),
and does the following

1. Initialize an empty list V. For each i € [n] if 1 = NIZK[Rgnc|. Verify_((ct;, pk), )
then add ct; to V.
2. Compute ct* + £.Eval(pk, f,V) and send ct* to DU.

Phase 4 The DU upon receiving the command (OUTPUT) from the environment,
if ct* is received from TSP then return £.(Dec)(sk, ct*), else return L.

In Fig. [2| we propose a formalization of the UC-functionality we want to
realize and below state our formal theorem.

Fig. 2. Functionality F¢

Upon receiving Init from (pid, sid):

: Initialise list V <« []
: Record registered parties DU and (DPq,...,DP,)

Upon receiving (INPUT, z) from party DP;:

if DP; has not sent input before then
if DU and TSP are both corrupted then
Send (INP-REC, DP;, z) to A
Append z to V
Send (Inp-REc, DP;) to A

PRIDHE > B T

10: Upon receiving CompuTE from DU:

11: y « f(V)

12: if TSP is corrupted then

13: Send (ALLow-COMPUTATION?) to A

14: Upon receiving the answer (b,y’) do the following

15: if b=0 and DU is honest then

16: Return L and stop accepting further commands

17: if b=1 and DU is honest then

18: Return y’ to DU and stop accepting further commands
19: if DU is corrupted then

20: Send (sET-0UT, y) to A and stop accepting further commands
21: else

22: Return y and stop accepting further commands

Theorem 2. Assuming that £ is a Robust FHE scheme (as in Definition @)
and that N1ZKis a secure simulation-extractable NIZK), then the protocol Il
UC-realize F; (Fig.[9) (under static corruption,).
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Before proving our theorem (we refer to section for the reader interested in
it), below we provide a high-level discussion on the type of security our protocol
offers and on nuances about the needs for Robust FHE.

5.1 Discussion on Different Corruption Patterns and Security

The ideal functionality and the protocol proposed above capture the setting
where there is a single honest TSP, but DU can collude with any of the DPs. In
the next section, we will propose a functionality and a protocol that captures
all the possible corruption scenarios, but in this section, we show at a high level
how the protocol ITf handles alternative corruption settings, starting from the
one captured by our ideal functionaltiy (Fig.[2)) in which the TSP is honest, but
any combination of the remaining parties may arbitrarily collude.

In addition, in Tab. |I|we summarize the security that I7; offers, and compare
it with the setting where II; would instead be constructed using a generic FHE
scheme instead of a Robust one. In a nutshell, the table shows that in all other
corruption settings, standard notions of FHE provide the same level of security
as Robust FHE. We will use this section to also discuss in detail how the table’s
entries are populated.

Table 1. Whether I1; realizes F; under different corruption settings when instantiated
using standard FHE versus Robust FHE.

Corrupted DU Cogﬁlslgted Standard FHE Robust FHE
No No v v
Yes No X v
No Yes v v
Yes Yes v v

1) Honest TSP, honest DU and corrupted DP; with i € I and I C [n]. This
corresponds to the first row in Tab. [1] .If DU is honest, then the adversary may
corrupt any subset of data providers DP;. In this case:

— The adversary learns the inputs of corrupted data providers.

— The adversary learns the output y = f(x1,...,2,) (formally, the output y is

given to the environment, hence it is part of the input of the distinguisher).

— The adversary learns the identities of the honest parties who provided inputs

(through leakage explicitly captured in the functionality).
However, the adversary learns nothing else about the inputs of honest data
providers beyond what can be inferred from f(V') and its own inputs.

2) Honest TSP, corrupted DU and corrupted DP; with i € I and I C [n].
This corresponds to the first row in Tab. [I|If DU is corrupted, then the adver-
sary receives y = f(x1,...,2,) from the functionality. In this case:
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— The adversary learns the output f(z1,...,z,).

— The adversary learns the inputs of corrupted data providers.

— The adversary may arbitrarily choose the output delivered to the environment.
Importantly, also in this case, the adversary does not learn anything beyond
what is implied by f(z1,...,z,) and the inputs it already controls, but infer-
ence attacks are not prevented. The functionality F¢ does not prevent inference
attacks that arise from the value of f(x1,...,x,) itself. Below, we provide a
few simple examples.

Simple Leakage Fxample. Consider two data providers DP; and DP5, where
DP; is honest and DPs is colluding with DU. Let the function be f(z1,22) =
7”1'57””2. If DU is corrupted, then the adversary learns y = £1%2  Since it already
knows x5, it can compute 1 = 2y — x2. Thus, the adversary fully recovers the
honest input x;. This is not a violation of the theorem, as this leakage is
inherent in the function f itself.

Ezample (Weighted credit scoring). Each DP; holds a private financial feature
z; of a client (e.g., income, debt level, repayment history), and a credit score
is computed as a weighted sum: f(z1,...,2,) = Y ., w;x;, where the weights
w; are public and reflect the importance of each feature. Suppose that DP;
is honest, while all other data providers are corrupted. The adversary learns
y = Z?:l w;x;, and since it knows all inputs except x;, it can recover the
honest feature as z; = w% (y > oy wimi). More generally, even if multiple
parties are honest, the adversary may still reduce the uncertainty on their
inputs. For example, if only two honest features remain, the adversary learns a
linear relation between them, significantly narrowing the set of possible values.
We recall, however, that the leakage arises from the linearity of the function
and is inherent to f, hence it is allowed by the security guarantees of Fs.

Where would our proof fail with alternative FHE notions? In Tab. [I] we claim
that our protocol realizes Ff only when instantiated with a Robust FHE scheme.
Indeed, a key step in proving theorem[2]is showing that the protocol securely re-
alizes JFy, i.e., that the DU learns nothing beyond the output y = f(z1,...,2,).
While this might appear to follow from the CPA security and correctness of
FHE, this is in fact not the case. Standard security notions for FHE (e.g., CPA
security or its variants) guarantee that ciphertexts do not reveal information
about the underlying plaintexts to an adversary that does not possess the se-
cret key. However, in our protocol, the DU is precisely the party that holds the
secret key and performs decryption.

Prior notions provide no guarantee about what a decryptor may learn from
the output of a homomorphic evaluation. In particular, they do not rule out
that the evaluated ciphertext ct* may encode additional information about the
input ciphertexts beyond the value f(z1,...,2,). Recall that F¢ guarantees
that the DU learns only f(z1,...,%,) and nothing else about the inputs of
honest parties. Indeed, as shown in section [2} it is possible to construct such an
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FHE CPA secure scheme that always leaks information about the inputs used
during the evaluation phase. Stronger notions such as IND-CPAP  [44] or its
variants consider adversaries with access to decryption oracles. However, these
models still assume that the adversary does not have direct access to the secret
key and that decryption is mediated through an oracle with restrictions. In our
setting, the DU is the legitimate holder of the secret key and can freely decrypt
any part of the evaluation output. This is the main reason why our notion is
very suitable for designing multi-party protocols that follow a blueprint similar
to the one considered in this paper.

3) Corrupted TSP and corrupted DP; with i € I and I C [n]. This corre-
sponds to the third row in Tab. [I]. In this setting the DU is honest, hence, be-
cause the FHE secret key is in the hands of an honest party, the CPA security
of the FHE scheme guarantees that the corrupted TSP, even if he is colluding
some corrupted DPs, will learn nothing form the FHE ciphertexts generated
from the the honest DPs. It should be noted that in this case, while there are
no privacy issues, there are correctness issues as the TSP may perform an FHE
evaluation for a function different from f. In the final protocol, we solve this
problem by either requiring the TSP to attach a zero-knowledge proof, proving
that the evaluation has been performed correctly, or relying on the existence
of multiple TSPs as highlighted in section

4)Corrupted TSP and corrupted DU. This corresponds to the fourth row in
Tab. [1] . In such a scenario, the inputs of the honest parties are fully leaked to
the adversary as the corrupted TSP can simply use the FHE secret key of the
DU to decrypt everything. We note that this is captuerd in the description of
our ideal functionality.

5.2 Proof of Theorem [2]

Proof. We start our proof by showing how the simulator works in Fig.

Fig. 3. Simulator S

: Upon receiving Init from (pid, sid):

: Initialize and empty set V.

Record session identifier sid as sidpain

Initialise set Z with the indices of the corrupted DPs.

Run A (the real-world adversary) internally and do the following.
I CrSenc < Sim.SSetup(lA, Renc)

L Crsgg <— Sim.SSetup(lA, Rig)

Give (crsenc, Crseg) to A

/* Key generation phase */

9: if DU is honest then

10: (pk, sk) + E.KeyGen(1*)

11: kg < SProve(crsig, pk)

12: Send (pk, myg) to all the parties controlled by A
13: else

14: Upon receiving (pk, mg) from A:

15: if NIZK([Ryg].Verify(pk, mg) = 0 then
16: Stop the simulation and return whatever A returns
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17: else
18: Record pk

19: Upon receiving (c;, 7;) on the behalf of a corrupted DP; do the following:

20: if NIZK[Renc].Verify((pk,z), ;) = 1 then

SProv
21: (zi, ;) + Ext? " e(crsenc)
22: Add ¢; to V and send (INPuT, z;) to Ff on the behalf of DP;

23: Upon receiving (Inp-REC, DP;) from Fi:

24: if TSP is honest then

25: Send an emtpy message using the private channel between DP; and TSP

26: /*Note that in this case the TSP is honest, hence, fully controlled by the
simulator who, in this case, emulates an honest party in the real world protocol
without knowing their inputs. As such, the interaction between the TSP and
the honest DP; is fully simulated. The only thing the real adversary would be
notified that a message has been sent over the private channel that connects
DP;) and TSP) */

27: if TSP is corrupted and DU is honest then

28: ct; < E.Enc(pk, 0)

29: Tenc <— SProve(crsenc, cti, pk)

30: Add ct; to V and Send (, ct;) to the corrupted TSP.

31: if TSP and DU are both corrupted then

32: Receive (INP-REC, DP;, z;) from Fs.

33: ct; < E.Enc(pk, z;)

34: Tenc <— SProve(crsenc, cti, pk)

35: Send (m,ct;) to the corrupted TSP.

36: Upon receiving CompUTE from Fi:

37: if DU is corrupted and TSP is honest then
38: Receive (seT-ouT, y) from F¢

39: ¢« Sim(1%, pk, f,y, {z:i, 7i }iez)

40: Send c* to A

41: if DU is honest and TSP is corrupted then

42: if TSP has not send a ciphertext ct* to the real-world DU then

43: upon receiving (ALLow-CoMPUTATION?) from F; return O to F; and stop

44: if TSP has not send a ciphertext ct* to the real-world DU, with ct* # £.Eval(pk, f, V)
then

45: y' «+ &.Dec(sk, ct*)

46: Send (SET-OuT, y’) to F¢ and stop

47: Whenever A stops, returns whatever A returns.

We argue that the output of the simulator is indistinguishable from the out-
put of the real-world adversary A. We proceeded via standard hybrid arguments.

We prove that for every PPT environment Z, the real execution of IIf with
adversary A is computationally indistinguishable from the ideal execution with
Fi and simulator S in Fig. |3 The proof proceeds via a sequence of hybrids, all
defined in the real world.

Hybrid H; (Real execution). This is the real-world execution of IIf with
adversary A and environment Z.

Hybrid H; (Simulated CRS and proofs). We modify the setup phase and
proof generation as follows:

— The CRS are generated independently as crsiz < Sim.SSetup(1*,Ryg) and.
CrSenc < Sim.SSetup(1*, Renc)

— All proofs generated by honest parties are replaced with simulated proofs using
SProve.
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We claim that Hy ~ H;. This follows from the simulation-extractability of
the NIZK, which guarantees that the joint distribution of simulated CRS and
simulated proofs is computationally indistinguishable from the real one, even in
the presence of an adversary interacting with the prover.

Hybrid H; (Extraction of corrupted inputs). We modify our handling
of corrupted data providers. Upon receiving (ct;, ;) from a corrupted DP;, if
NIZK[Rgnc]. Verify((ct;, pk), m;) = 1 then we extract a witness (z;,7;) using the
extractor guaranteed by simulation-extractability, and internally record z; as the
input of DP;. If the extraction fail (despite NIZK[Rgnc|. Verify((ct;, pk), m;) = 1)
the hybrid stops and returns 0.

We argue that H; ~ H,. Indeed, by simulation-extractability, for every ac-
cepting fresh proof, the extractor outputs a valid witness except with negligible
probability.

Hybrid Hs. In the event that TSP is honest we modify the computation per-
formed on behalf of TSP. Instead of computing ct* = £.Eval(pk, f, V'), (where
V represnets all the ciphertexts generated from honest and corrupted DPs), we
compute ct* « Sim(1*, pk, f,y, {xi, 7 }ier), where y = f(V) is computed using
the honest inputs (which the hybrid knows, as we are not yet considering the
case where we have the ideal functionality available) and the inputs extracted
from the corrupted parties, denoted by {z;};es.

We claim that Hy ~ Hs. This follows from the robustness property of £
(Definition , which guarantees that the output of Sim is computationally in-
distinguishable from a real homomorphic evaluation on honestly and adversar-
ially generated ciphertexts, and from the assumption that the honest DPs are
connected to the TSP via secure channels (hence, the potentially corrupted DU
does not have access to the FHE ciphertexts of the honest DPs). In more detail,
consider the case where the DU is corrupted (the case where DU is honest follows
trivially).

In this case, the adversary provides (pk, myg). The execution proceeds only if
the proof verifies. By soundness of the NIZK, any accepting proof implies that
pk is well-formed (i.e., it belongs to the domain of valid keys). Moreover, in
this hybrid, we are extracting the inputs and the randomness ({z;,r;};cz) that
the corrupted DUs have used to compute their FHE ciphertexts, which they
have sent to the TSP (controlled by the simulator). Hence, to run the simulator
for the Robust FHE scheme, we are only missing y, which represents the final
output of the computation. We can compute y by evaluating f using the input of
the honest parties and the extracted inputs {x;,7; }icz, and then we can finally
compute ct* < Sim(1*, pk, f,y, {x;,7; }iez) and send ct* to the adversary. The
indistinguishability between the previous and this hybrid, in this case, comes
from the Robustness of the FHE scheme.

In the event where instead the TSP is corrupted but the DU is honest, in this
hybrid we replace the FHE ciphertexts generated by the honest DPs with FHE
ciphertext of 0 (i.e., instead of encrypting the real input, the DPs encrypt 0).

The indistinguishability between the previous and this hybrid, in this case,
comes from the CPA security of the FHE scheme.
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From Hybrid Hj; to the ideal execution. The only difference between Hj
and the ideal execution is that in the ideal execution, every time a pair (z;,r;) is
extracted from a corrupted DP;, a message (INPUT, ;) is sent on the behalf of
the corrupted party DP; to the ideal functionality Ff. Moreover, the final output
y (which we need to run the Robust FHE simulator) will be received from F.
Hence, no knowledge of the honest party’s inputs is used. In summary:

— The inputs of corrupted DP; are extracted exactly as in S and provided to .

— Honest inputs are never revealed and are not needed for generating ct*.

— The value ct* is generated using Sim based only on y = f(V') and the extracted
inputs, exactly as in S.

— The interaction between honest DP; and TSP is fully simulated via dummy
communication, which leaks only the occurrence of a message, as in the real
protocol.

Therefore, the joint distribution of the environment’s view in Hybrid Hj is
identical to that in the ideal execution with S. Then, by transitivity of indis-
tinguishability, Hy ~ H; ~ Hs ~ Hs and Hybrid Hjs is identical to the ideal
execution. This concludes our proof.

6 Our Loan Functionality

We now design an ideal functionality that enables a lender to provide borrowers
with loans collateralised by digital assets.

The process of loan application proceeds through three main phases. The first
phase is risk estimation, where the lender obtains the result of a risk function
over the assets owned by the borrower. This determines the terms under which
the loan will be offered. Next, the lender and borrower agree to lock a collateral
asset for the duration of the loan agreement, after which the funds are transferred
between the lender and the borrower. In the repayment phase, the borrower will
conduct partial repayments to the lender. During this phase, the loan might end
either when the debt has been repaid, or if the lender can provide evidence of a
default, i.e. the borrower having broken the contractual terms.

The first phase of the protocol (starting with message COMPUTERISK from a
borrower party P) is used to compute, based on DU’s risk estimation algorithms
and on the total assets controlled by P across different financial accounts, the
probability of repayment of a loan for amount p (the “principal” of the loan).
DU’s risk estimation function, p, may contain sensitive proprietary information.
Therefore, it only reveals to P some partial information P(p), based on which
P (as instructed by the environment with the response to RISKPRED) decides
whether to go ahead with sharing its data. More concretely, this decision will be
based on what information p reveals about the user data, with a natural choice
for the partial information revealed by P() being the domain and range of p.

In the next phase (message COLLATERALISEDLOAN from the borrower), as-
suming lender DU is happy with risk factors from the previous phase, a loan for
principal p is agreed, along with the collateral (stored in an account with address
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BC), and contractual terms for the loan, encoded as functions fyefauit,funiock- The
functions take the current clock time and the state of the ledger, and specify
when the collateral can be released: fn0ck Specifies the conditions under which
the loan can be considered to be fully repaid by the borrower; fefauir determines
the conditions under which DU can claim the collateral, e.g. P fails to provide
one of the expected instalments after some predetermined amount of time A,
or a drop of the crypto-asset’s value makes the loan under-collateralised. These
terms are agreed between P and DU, out of bound from the ideal protocol,
and the functionality confirms with DU they still hold (CONFIRMTERMS). If
so, the collateral c is locked in a special new account, tied with the defaulting
and unlocking functions, and p is transferred from DU’s account to P’s (held
by financial institution DP*). After that, when P proceeds with partial loan re-
payments, it adds them to a special repayment account. If DU is not satisfied
with the repayment rate, it can attempt to default the account using the pre-
viously agreed-upon function fyefayir, which checks the repayment rate based on
the current clock time. If the default attempt fails, P is notified. Finally, once P
has finished repaying the loan, it can unlock the collateral, if it can prove that
function fynock is satisfied. DU can not stop the collateral from being unlocked
if the loan has been repaid, but is notified if P tries to unlock early.

Beyond the above description of the desired functionality behaviour, we also
capture how corrupted parties can diverge from this. Corrupted parties can break
some elements of confidentiality e.g. a corrupted TSP can leak the risk estimation
function, or collusion between one TSP and DU will cause all user data to be
revealed. Corrupted DP parties can also affect correctness, by tampering the
data they hold about P users. Similarly, if the majority of participating TSP
parties collude, they could replace the risk estimation function; or a corrupted
DP could collude with DU (or P respectively) to cause an incorrect loan default
(resp. unlock). The possible corruption scenarios are outlined in Table

We give a formal specification of the ideal functionality, along with invariants
for correctness and confidentiality below.

The functionality captures which assets are owned by each party through an
internal table Assets, which includes “virtual” accounts such as the money com-
mitted as collateral. Assets is a simple key-value store that records the current
asset balance for a certain account. The keys for each account are concatena-
tions that can include the identity of the account holder, the institution where
the money would be stored, or special keywords to denote that the asset is re-
served for a specific use by the functionality. Our functionality guarantees that
if the adversary aborts during setup, no party will lose any of its assets before
the loan is initialised, and after the loan is agreed, the only way to unlock the
collateral is by providing evidence of the contract being fulfilled or breached,
according to the relevant functions. The only exception to the latter is that the
DP can collude with the DU or the user P to force a loan defaulting or a collateral
unlock respectively, as they would be able to jointly tamper with the source of
transactions to trigger the unlocking.



Collateralised Loans in Open Finance via Robust FHE 23

Below the formal description. Note that we consider the functionality to be
parameterised by a set of Technical Service Providers TSP. While these parties
do not send any messages to the ideal functionality and are only used in the
protocol realisation, their corruption in the ideal has implication to what the
adversary learns. We refer to the fact that any member of this set is corrupted
by 3TSP, or that the majority of them are corrupted as %TSP.

Note that party DP does not have a top-level interface as it is not able to
initiate any phase of the protocol, but can only respond to messages initiated
from other parties. The TSP parties do not contribute any meaningful messages
to the ideal protocol; however, due to the UC emulation statement, they also
exist in the ideal world as a dummy party, whose corrupted status has security
implications as described.

Fig. 4. Functionality FrLoan

Data structures:
Assets[]: table of user assets

1: Upon receiving (COI\/IPUTERISK,W7 DU, p) from P:

: Send (RISKFUNCTIONREQ7 P, p,ﬁ) to DU (A if corrupted) and receive p

2
3: if ITSP is corrupted then

4 Send (RIskPRED, p) to A and wait for OK > A learns risk estimation function
5: else

6 Send (RiskPRED, P(p)) to A and wait for OK > A learns partial information
7: for Any corrupted party DP in DP do

8 send (RiskFUNCREQ, DP, P, Assets[DP|P]) to A and wait for x> A can change user data
9 if z # OK then Assets[DP|P] < x

10: 7 < list of Assets[DP||P] for each DP in DP

11: if both 3TSP and DU are corrupted then
12
13
14
15
16

\ can learn P’s data

send (ILLEGALDECRYPTION, ) to A
o if %TSP are corrupted then

Send (NEwWRISKFUNCTION, p) to A and wait for r
. else r « p(p,m)
: send (Risk, P, p,r) to DU (A if corrupted)

17: Upon receiving (CoLLATERALISEDLOAN, DU, DP*, BC, p, fefault s funlock) from P:

18: Let ¢ « Assets[BC] > BC 1s an address on the blockchain
19: Send (CoNFIRMTERMS, p, C, fdefault; funlock) to DU (A if corrupted) and wait for OK

20: if Assets[DU] < p then abort

21: Assets[Lock||DU||P] « c

22: Assets[BC] + 0

23: Assets[DP*||P] < p

24: Assets[DU] —=p

25: Record (Loana DU, DP*, P, p, ¢, faefautt s fun\ock)

26: send (LOANAGREED, P,DU, DP*) to A

27: Upon receiving (REPAYMENT, n, DU) from P:

28: if Assets[P] < n then return (INSUFFICIENTFUNDS, n, P)
29: Assets[P] —=n

30: Assets[Repayment||P||DU] +=n

31: if any of P, DU, DP* is corrupted then

32: send GETTIME to Fejock and receive t

33: send (PAYMENT, P,DU,n,t) to A

34: Upon receiving (DEFAULTLOAN, P) from DU:
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35: Find (Loan, DU, DP*, P, p, c, faefaults funlock )

36: if DU and DP* are corrupted then

37: send (DerauLTCLAIM, P, DU) to A and wait for f > A can force illegitimate default

38: send GETTIME to Fepoer and receive t

39: if fyeraure (t, Assets[Repayment||P||DU])) = 1V f = 1 then

40: Assets[DU||blockchain] += Assets[Lock||DU||P]

41: Assets[Lock||DU||P] < 0

42: return (DerauLTSUCCESS, P, DU) (send to A if any of P, DU, DP* is corrupted)

43: else return DEFAULTCLAIM to P (A if corrupted) > notification that claim has failed

44: Upon receiving (UNLockCOLLATERAL, DU, BC) from P:

45: Find (Loan, DU, DP*, P, p,C, fdefauh, funlock)

46: if P and DP* are corrupted then

47: send (UnLockCraim, P, DU) to A and wait for f > A can force illegitimate unlock

48: send GETTIME to Fejocr and receive t

49: if funock (t, Assets[Repayment||P||DU])) = 1V f = 1 then

50: Assets[BC] += Assets[Lock||DU||P]

51: Assets[Lock||DU||P] < 0

52: return (UnLockSuccess, P, DU, BC) (send to A if any of P, DU, DP* is corrupted)

53: else return UNLookCLAIM to DU (A if corrupted) > notification that claim has failed

54: Upon receiving (VIEWBALANCE, A) from (pid, sid):

55: if (pid,sid) € A then return Assets[A]

56: Upon receiving (Tx,DP, n) from (pid, sid):

57: Assets[DP|(pid,sid)] < n

58: if (pid,sid) orDP are corrupted then send (Tx,DP,n, (pid,sid)) to A

We now formulate the invariants required to ensure the correctness of the

protocol.

Definition 7 (Correctness). Fpoq, preserves correctness if

when executing COMPUTERISK, a corrupted magjority of TSPs does not over-

write the risk estimation function, and no corrupted DP tampers with user data
(i.e the branches in line and line [g are not executed, respectively)

when executing DEFAULTLOAN, colluding DP*, DU do not forcibly cause an

early default (i.e. the value of f in the check on line[39 is 0)

when executing UNLOCKCOLLATERAL, colluding DP* P do not forcibly cause

an early unlock (i.e. the value of f in the check on line is 0)

7 Loan Protocol and More

Due to space constraints, we present the protocol that realizes the loan func-
tionality, along with the security proof in the full version. We also show how this
result can be extended to the setting where the function evaluated takes input
from a ledger and includes a benchmark section where we empirically evaluate
how FHE performs when computing a simple function for credit scoring. For the
implementation, we relied on the TFHE-rs library [59] (version 1.5). We refer to
the full version for more detail.
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P|DU|DP |TSP|Outcome
1 |p is leaked
maj|p can be replaced

any| - |P data is altered
Y | - 1 [P data is leaked
Y [DP*| - |Force loan default
Y| - |DP*| - |Force collateral unlock

Table 2. Possible outcome for corruption scenarios in Fioqn. P,DU corruptions are
marked with Y. DP corruption are marked as “any” for DP parties during Phase 1, and
DP* for the supporting party chosen during Phase 2. The TSP column distinguishes
whether at least 1 party or the majority (“maj”) of TSP parties are corrupted.
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