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Abstract. Multi-stage output filtering pipelines are widely used in large
language model deployments to mitigate harmful or policy-violating out-
puts. Despite their practical importance, their security properties remain
poorly understood. This paper develops a mathematical framework for
analyzing multi-stage LLM output filtering pipelines. We model corre-
lated filter failures, sequential composition, and adaptive adversarial in-
teraction, and study how harmful bypass probability behaves under these
effects. We show that independence-based estimates systematically un-
derestimate risk under natural dependence assumptions, analyze when
strongest-first filter ordering is optimal, and provide counterexamples
where ordering can invert. We further prove diminishing returns from
adding filters and show that adaptive adversaries can exploit additional
stages to increase bypass probability. Finally, we establish lower bounds
demonstrating the inevitability of bypass under sustained interaction
and a robustness–utility trade-off that limits simultaneous optimization
of safety and usefulness. Controlled simulations and a small-scale empir-
ical experiment with open-source safety classifiers illustrate and validate
the qualitative predictions of the theory.
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1 Introduction

1.1 Background and Motivation

Large language models (LLMs) have become core components of modern soft-
ware systems [20], supporting applications such as conversational assistants, code
generation [37], decision support, and autonomous tool use [29]. As these systems
are increasingly deployed in safety-critical and socially sensitive contexts, pre-
venting harmful or policy-violating outputs has emerged as a central challenge
[1]. In practice, almost all production LLM deployments rely on multi-stage out-
put filtering pipelines to address this problem [15], rather than trusting a single
safety mechanism.

In such pipelines, generated outputs are passed through a sequence of filters
before being released to the user. These filters may include rule-based detectors
[19], machine-learned safety classifiers [3], auxiliary LLM-based evaluators [16],
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and mechanisms that trigger rejection or regeneration. Pipelines are often ap-
plied repeatedly during generation and refinement, which further increases their
complexity and the difficulty of reasoning about their behavior.

The popularity of multi-stage filtering reflects a belief in defense in depth [9].
If each filter is imperfect but reasonably effective, then combining several filters
should substantially reduce the probability that a harmful output reaches the
user [12]. This belief is consistent with long-standing design principles in security
and with intuition from ensemble methods. As a result, pipeline design is largely
heuristic: filters are added incrementally in response to observed failures or newly
identified attack strategies, with little formal analysis of how the system behaves
as an integrated whole.

1.2 Mapping to Deployed Safety Architectures

Before examining limitations, it is useful to observe that the structural features
we model are common to widely documented LLM safety pipelines. Public doc-
umentation such as the GPT-4 System Card [23] describes architectures com-
bining rule-based filters, trained safety classifiers, and LLM-based evaluators
applied sequentially before output release. Open-source moderation tools such
as Llama Guard [11] similarly implement multi-stage classification pipelines tar-
geting overlapping policy categories. These systems share key structural charac-
teristics captured by our framework: sequential filtering stages that make binary
accept/reject decisions, correlated detection behavior arising from shared train-
ing data or representations, and adversarial interaction through repeated queries.
Our model is intended to abstract and formalize these common structural prop-
erties, rather than to replicate any particular system’s implementation details.
We emphasize that the framework captures structural effects that persist across
implementations, while exact system designs remain proprietary and vary across
deployments.

1.3 Limitations of Existing Understanding

Despite their widespread use, the security properties of multi-stage LLM filtering
pipelines remain poorly understood. Most existing work on LLM safety focuses
on individual components, such as improving classifier accuracy [31], designing
prompt-based defenses [34], or evaluating how specific attacks bypass a given
filter [2,6]. While these efforts provide valuable insights, they largely treat fil-
ters in isolation and offer little guidance on how multiple filters interact when
composed into a pipeline.

A particularly common assumption is that failures across filters are statis-
tically independent [22]. Under this assumption, the bypass probability of a
pipeline is approximated as the product of the false negative rates of its stages.
In realistic systems, however, this assumption is rarely justified. Filters often
share training data, rely on similar representations, or target overlapping policy
categories, which leads to correlated failures and shared blind spots [7]. These
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correlations can significantly alter how failures compose, yet they are seldom
modeled explicitly.

Filtering pipelines also operate in an interactive setting. Adversaries are not
limited to a single attempt, but can repeatedly probe the system and observe
whether outputs are accepted or rejected [27]. Over time, this feedback allows
them to adapt their strategies and concentrate on inputs that exploit weaknesses
common to multiple filters. Even coarse feedback can reveal information about
the structure of the pipeline. Such adaptive effects are largely absent from current
evaluation methodologies, which tend to focus on static or single-shot scenarios.

Taken together, these observations indicate that existing empirical approaches
and informal reasoning are insufficient to characterize the security of multi-stage
filtering pipelines. A principled understanding must account for correlated fail-
ures, ordering effects, and adaptive adversaries, and must distinguish between
weaknesses due to design choices and limitations that are fundamentally un-
avoidable.

1.4 Our Contributions

This paper develops a formal, mathematical theory of multi-stage LLM output
filtering pipelines. Our objective is not to design new filters or improve classifier
performance, but to characterize the structural limits of pipeline-based defenses.
We work within a general probabilistic model that captures correlated filter
failures and adaptive adversarial interaction. Our contributions are as follows:

– We introduce a probabilistic framework for modeling multi-stage LLM out-
put filtering pipelines, which captures correlated filter failures and adversar-
ially influenced output distributions.

– We prove composition results showing that independence-based estimates of
bypass probability are overly optimistic, and we characterize how correlation
between filters amplifies risk.

– We study the impact of filter ordering and identify conditions under which
placing stronger filters earlier provably minimizes bypass probability, as well
as settings in which this intuition fails.

– We analyze the effect of adding filters to a pipeline, proving diminishing
returns under positive correlation and demonstrating that additional filters
can increase risk in the presence of adaptive adversaries.

– We derive lower bounds indicating that pipelines with nonzero bypass prob-
ability cannot remain robust under sustained interaction, and we establish
a robustness–utility trade-off that limits joint guarantees of safety and use-
fulness.

The remainder of the paper is organized as follows. Section 2 introduces the
mathematical model. Section 3 develops correlation-aware composition bounds.
Section 4 studies the role of filter ordering. Section 5 analyzes the marginal effects
of adding filters. Section 6 establishes lower bounds for adaptive adversaries.
Section 7 proves the robustness–utility trade-off. Section 8 presents numerical
experiments. Section 9 reviews related work, and Section 10 concludes.
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2 Mathematical Preliminaries and Model

This section formalizes the setting of multi-stage LLM output filtering. Our aim
is to introduce a mathematical model that is minimal yet expressive enough to
capture the key features of deployed filtering pipelines, while remaining suitable
for rigorous analysis. The model incorporates harmful and benign output distri-
butions, correlated filter failures, sequential pipeline composition, and adaptive
adversarial interaction. In this paper we focus on structural properties rather
than implementation details, since our interest lies in fundamental limitations
rather than the behavior of any particular system.

2.1 Output Space and Policy Sets

Let (Ω,F ,P) be an underlying probability space that captures all sources of
randomness, including randomness internal to the LLM, randomness in filter
evaluation, and randomness arising from adversarial prompting strategies. The
LLM produces an output modeled as a random variable

X : Ω → X ,

where X denotes the space of all possible outputs. We treat X abstractly as
a potentially infinite set of strings, without imposing any semantic or syntac-
tic structure beyond measurability. This abstraction allows the model to apply
uniformly across different model architectures and deployment settings.

We partition the output space into two disjoint subsets:

H ⊆ X (harmful or disallowed outputs),

G = X \H (benign outputs).

The set H denotes outputs that violate safety, legal, or policy constraints, while
G denotes outputs that are admissible for release. The partition (H,G) is de-
fined with respect to a fixed policy and deployment context. In particular, distinct
deployment scenarios such as a medical assistant and a creative writing system
induce different instantiations of (H,G), reflecting the inherently context depen-
dent nature of harmfulness. All results in this work are stated relative to such
a fixed policy specification. We do not assume that membership in H is algo-
rithmically decidable. Instead, H is treated as an abstract ground truth set used
to define and evaluate filtering performance. Extending the model to settings
with evolving policies or context dependent decision boundaries is left for future
work.

We write XH for the distribution of X conditioned on the event X ∈ H, and
similarly XG for the distribution of X conditioned on X ∈ G. These conditional
distributions allow us to reason separately about filter behavior on harmful and
benign outputs, which is essential for analyzing false negatives and false positives.



Security of Multi-Stage LLM Output Filtering Pipelines 5

2.2 Filters as Randomized Classifiers

A filtering mechanism is modeled as a possibly randomized classifier applied to
LLM outputs. Formally, a filter is a measurable mapping

Fi : X ×Ω → {0, 1},

where Fi(x, ω) = 1 indicates that output x is accepted by filter i on outcome ω,
and Fi(x, ω) = 0 indicates rejection. Randomization may arise from stochastic
classification models, sampling-based evaluations, or nondeterministic internal
procedures. For notational convenience, we write Fi(X) for the random variable
Fi(X(ω), ω).

This abstraction captures a wide range of practical filters, including deter-
ministic rule-based checks, probabilistic classifiers, and LLM-based evaluators
whose outputs may vary across invocations. Modeling filters as binary decisions
allows us to focus on the accept-or-reject behavior that determines pipeline se-
curity, while leaving more fine-grained scoring mechanisms to later extensions.

Definition 1 (False negative and false positive rates). For a filter Fi, the
false negative rate on harmful outputs is defined as

εi = Pr[Fi(XH) = 1],

and the false positive rate on benign outputs is defined as

αi = Pr[Fi(XG) = 0].

The false negative rate εi measures the probability that filter i accepts a
harmful output, while the false positive rate αi measures the probability that it
rejects a benign output. These quantities provide a coarse but standard summary
of filter performance and serve as the primary parameters in our analysis.

2.3 Correlation Structure

In realistic deployments, filter failures are rarely independent. Filters may be
trained on overlapping datasets, rely on similar internal representations, or target
closely related policy constraints [7]. As a result, their acceptance or rejection
decisions on harmful outputs may exhibit significant statistical dependence.

To capture this effect, we define the pairwise correlation between filters i and
j on harmful outputs as

ρij = Corr
(
Fi(XH), Fj(XH)

)
.

Positive values of ρij indicate that the filters tend to fail on the same harmful
outputs, while negative values indicate complementary behavior.

Beyond pairwise correlations, we will often assume a stronger form of de-
pendence known as positive association [33]. This assumption is standard in
probability theory and provides a tractable way to reason about joint failure
events.
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Assumption 1 (Positive association) For any coordinate-wise non-decreasing
functions φ,ψ : {0, 1}k → R, the random vector (F1(XH), . . . , Fk(XH)) satisfies

Cov(φ(F1, . . . , Fk), ψ(F1, . . . , Fk)) ≥ 0.

Positive association captures the intuition that conditioning on additional
filters passing a harmful output should not decrease the likelihood that other
filters also pass. This assumption holds in many practical settings where filters
share features or exhibit common blind spots, and it enables clean and general
composition bounds. In Section 8, we provide empirical evidence supporting this
assumption by measuring pairwise correlations between qualitatively different
open-source safety classifiers on a public benchmark.

2.4 Pipeline Composition

A multi-stage filtering pipeline applies a sequence of filters to each generated
output. We model a k-stage pipeline as the conjunction

F(X) = F1(X) ∧ F2(X) ∧ · · · ∧ Fk(X),

so that an output is accepted only if it passes all filters. This AND-composition
reflects the common deployment practice in which any single rejection blocks
the output from being released.

Definition 2 (Bypass probability). The harmful bypass probability of the
pipeline is defined as

R = Pr
[
F(XH) = 1

]
= Pr

[
F1(XH) = 1, . . . , Fk(XH) = 1

]
.

The quantity R represents the probability that a harmful output passes
through all stages of the pipeline and reaches the user. Bounding R is the central
objective of our security analysis.

2.5 Adversarial Model

We consider adversaries that interact with the filtering pipeline through repeated
queries. An adversary A proceeds by issuing prompts to the LLM, inducing
outputs that are evaluated by the pipeline, and observing a binary pass or fail
signal. Based on these observations, the adversary may adapt its prompting
strategy over time.

We do not assume that the adversary has direct access to filter internals or
to the values of εi and ρij . Instead, the adversary acquires information implicitly
through interaction with the pipeline. Let p denote the bypass probability of a
single query under the adversary’s current strategy. Our analysis examines how
the probability of successful bypass grows with the adversary’s query budget and
ability to adapt its strategy over time.

This adversarial model reflects realistic deployment settings, where attackers
can repeatedly probe systems and refine their strategies based on observed out-
comes. It also allows us to study both non-adaptive and adaptive attack scenarios
within a unified framework.
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3 Correlation-Aware Composition Theorems

We study how false negatives combine in multi-stage filtering pipelines. A widely
used approximation treats failures across filters as independent, yielding the
estimate

Rindep :=

k∏
i=1

εi,

where εi is the false negative rate of filter i on harmful outputs. This estimate is
widely used in practice due to its simplicity and intuitive appeal. However, it rests
on an independence assumption that is rarely satisfied in realistic deployments.

In this section, we analyze how statistical dependence among filters affects
the overall bypass probability. We show that under mild and natural dependence
assumptions, independence-based estimates are systematically optimistic, and
that correlations between filters can substantially increase the likelihood that
harmful outputs evade the pipeline.

3.1 A Lower Bound Under Positive Association

We begin by formalizing the intuition that positive dependence among filters in-
creases the likelihood of bypass beyond what independence would predict. When
filters tend to fail on similar inputs, joint failure events occur more frequently,
even when individual false negative rates are small.

Theorem 2 (Correlation-aware lower bound). Under Assumption 1,

R = Pr
[
F1(XH) = 1, . . . , Fk(XH) = 1

]
≥

k∏
i=1

εi.

Proof (Proof sketch). Let Yi = Fi(XH) denote the indicator random variable
that filter i accepts a harmful output. By definition, E[Yi] = εi. Positive as-
sociation implies that for any pair of non-decreasing functions φ and ψ of
the vector (Y1, . . . , Yk), their covariance is non-negative. In particular, taking
φ(Y1, . . . , Ym) = Y1 · · ·Ym−1 and ψ(Y1, . . . , Ym) = Ym yields

E[Y1 · · ·Ym] ≥ E[Y1 · · ·Ym−1]E[Ym].

Applying this inequality inductively for m = 1 through k gives

E[Y1 · · ·Yk] ≥
k∏

i=1

E[Yi] =
k∏

i=1

εi,

which proves the claim.

This result shows that the independence-based estimate is not a neutral ap-
proximation, but a systematic lower bound whenever filters exhibit positively
correlated failures. Equality holds only in the degenerate case of full indepen-
dence.
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3.2 An Exponential-Moment Upper Bound

While the previous result establishes a universal lower bound, correlations can
also substantially increase bypass probability beyond this baseline. In extreme
cases, even weak pairwise correlations can combine to produce a large amplifi-
cation effect when many filters are composed. To capture this phenomenon, we
derive an upper bound that makes the role of correlation explicit.

Theorem 3 (Correlation-amplified upper bound). Let ρij denote the pair-
wise correlation between filters i and j on harmful outputs. Then there exist
non-negative coefficients βij, depending on joint moments of the filters, such
that

R ≤

(
k∏

i=1

εi

)
exp

 ∑
1≤i<j≤k

ρij βij

 .

Proof (Proof sketch). Let Yi = Fi(XH) as before, and note that

R = E

[
k∏

i=1

Yi

]
.

We relate this quantity to exponential moments of the sum
∑

i Yi via the cumu-
lant generating function logE[et

∑
i Yi ]. Expanding this function separates con-

tributions from individual expectations, pairwise covariances, and higher-order
cumulants. By truncating the expansion and bounding the remaining terms using
standard inequalities, we obtain an upper bound in which pairwise correlations
dominate the deviation from the independent case. This yields the stated expo-
nential amplification factor.

The precise values of the coefficients βij depend on the joint distribution of
the filters, but the form of the bound highlights a key structural effect: correla-
tions accumulate multiplicatively as more filters are added.

3.3 Interpretation and Implications

The results in this section demonstrate that independence-based reasoning is un-
reliable for multi-stage filtering pipelines. Under positive association, the product
of individual false negative rates serves only as a lower bound on the true bypass
probability, rather than a meaningful approximation. Moreover, even modest
levels of correlation can lead to exponential amplification of risk as the number
of filters increases.

These results help explain empirical observations that filtering pipelines fail
more often than suggested by the performance of individual classifiers. They also
indicate that adding multiple filters of a similar type may yield substantially
less security benefit than expected, particularly when those filters share training
data or exhibit common failure modes. In the following sections, we build on
this analysis to examine ordering effects, diminishing returns, and the role of
adaptive adversaries.
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4 Optimal Filter Ordering

We now examine how the ordering of filters within a multi-stage pipeline affects
the probability that harmful outputs bypass all defenses. Although an output is
accepted only if it passes all filters, the order of application still shapes which
harmful outputs are eliminated early and which reach later stages. When filter
failures are correlated, different orderings can therefore exhibit markedly differ-
ent bypass probabilities.

Formally, for any permutation π of the set {1, . . . , k}, let

Fπ(X) =

k∧
t=1

Fπ(t)(X)

denote the pipeline that applies filters in the order specified by π. Our goal is to
understand how the choice of π affects the harmful bypass probability

R(π) = Pr
[
Fπ(XH) = 1

]
,

and to identify ordering principles that minimize this quantity.

4.1 Problem Setup

For a fixed ordering π, the bypass probability is given by

R(π) = Pr
[
Fπ(1)(XH) = 1, . . . , Fπ(k)(XH) = 1

]
.

The ordering problem asks for a permutation π that minimizes R(π) among all
possible orderings. This problem is related to classical sequencing and scheduling
questions in reliability theory. The key difference is that, in our setting, filter
failures are not assumed to be independent, and conditioning on earlier filter
outcomes can alter the effective failure behavior of subsequent filters.

4.2 Monotone Conditioning Assumption

We introduce a condition that captures a natural form of redundancy among
filters.

Assumption 4 (Monotone conditioning) For all distinct filters i and j,

Pr[Fj(XH) = 1 | Fi(XH) = 1] ≤ Pr[Fj(XH) = 1].

This assumption states that conditioning on filter i passing a harmful output
does not increase the probability that filter j also passes that output. It is natural
in settings where filters detect overlapping or related forms of harmful content,
so that passing one filter suggests the output already lies near the boundary
of acceptability. The assumption excludes pathological cases in which one filter
preferentially admits harmful outputs that are unusually easy for another filter
to miss.
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4.3 Greedy Optimality Result

A common intuition is that stronger filters should be placed earlier in the
pipeline, so that they remove a large portion of harmful outputs before weaker
filters are applied. When filter failures are independent, this intuition is vacu-
ous, since ordering has no effect. In the presence of correlation, however, the
issue becomes non-trivial. We now show that this intuition is correct under mild
conditions.

Theorem 5 (Greedy optimal ordering). Assume positive association (As-
sumption 1) and monotone conditioning (Assumption 4). Suppose the filters are
indexed such that

ε1 ≤ ε2 ≤ · · · ≤ εk.

Then the ordering π∗(t) = t minimizes the bypass probability among all permu-
tations, in the sense that

R(π∗) ≤ R(π) for all permutations π.

Proof (Proof sketch). Consider an ordering that contains an adjacent pair of
filters (j, i) with εi ≤ εj . Let π

′ denote the ordering obtained by swapping these
two filters. Under monotone conditioning, conditioning on Fi passing does not
increase the probability that Fj passes harmful content. Together with positive
association, this implies that the joint acceptance probability of the pair cannot
increase under the swap. Consequently, replacing (j, i) by (i, j) does not increase
the overall bypass probability.

By repeatedly eliminating such inversions, any ordering can be transformed
into the sorted ordering π∗ without increasing bypass probability. The ordering
π∗ is therefore globally optimal.

4.4 A Counterexample: When Ordering Fails

The monotone conditioning assumption is sufficient but not necessary, and it
can be violated in realistic settings. When it does not hold, the strongest-first
principle can fail in unintuitive ways.

Proposition 1. There exist filters with ε1 < ε2 such that

R((2, 1)) < R((1, 2)),

so that placing the weaker filter first results in a lower bypass probability.

Proof (Proof sketch). Construct two filters such that false negatives of F2 almost
always imply false negatives of F1, but not the reverse. In this case, F2 acts as a
coarse gate that restricts the harmful distribution reaching F1 to a region where
F1 is relatively effective. Reversing the order allows a larger harmful region to
pass through the first stage, increasing the overall bypass probability.
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4.5 Implications

These results show that filter ordering is not merely an implementation detail.
Although placing stronger filters earlier is optimal under suitable conditions, vi-
olations of these conditions can reverse the effect of the ordering. In particular,
heterogeneous pipelines that combine fundamentally different technologies, such
as a regex based PII filter followed by an LLM based toxicity evaluator, may
fail to satisfy the monotone conditioning assumption. A specialized filter may
preferentially admit outputs that are systematically easier or harder for a subse-
quent filter of a different type. In such settings, the ordering inversion established
in Proposition 1 can arise in practice, and a filter with a higher marginal false
negative rate may nevertheless be more effective when applied first due to its
specialization. Consequently, pipeline design cannot rely solely on intuition or
isolated performance metrics, but instead requires explicit reasoning about the
interaction of filters under composition.

5 Diminishing and Negative Marginal Returns

We next study how the bypass probability evolves as filters are added to a
pipeline. A common assumption is that adding more filters monotonically im-
proves safety. In this section, we show that this intuition holds in a limited
sense under positive association, but breaks down in the presence of adaptive
adversaries.

Fix an ordering of filters and let Rk denote the bypass probability when the
first k filters are applied. Define the marginal reduction in bypass probability
from adding the kth filter as

∆k = Rk−1 −Rk.

We analyze how the sequence (∆k) behaves under different assumptions.

5.1 Diminishing Returns Under Positive Association

Under positive association, early filters tend to remove the most easily detectable
harmful outputs. As a result, later filters operate on an increasingly adversarial
subset of the harmful distribution.

Theorem 6 (Diminishing returns). Under positive association, the marginal
reductions satisfy

∆1 ≥ ∆2 ≥ · · · ≥ ∆k ≥ 0.

Proof (Proof sketch). Under positive association, the harmful outputs removed
by earlier filters contribute disproportionately to the overall joint failure prob-
ability. Conditioning on passage through the first k − 1 filters therefore con-
centrates the remaining harmful distribution on outputs that are difficult for
all filters to detect. As a result, the expected reduction in bypass probability
provided by the kth filter cannot exceed that achieved by earlier stages.



12 Z. Shang and H. Liu

5.2 Negative Marginal Utility Under Adaptivity

When adversaries can adapt their strategies based on pipeline feedback, adding
an additional filter can have unintended consequences.

Theorem 7 (Negative marginal utility). There exist collections of filters
and adaptive prompting strategies such that

Rk+1 > Rk,

even when the added filter satisfies εk+1 < εk.

Proof (Proof sketch). An adaptive adversary can exploit the acceptance behavior
of the additional filter as a source of information about the structure of the
harmful output space. By conditioning on acceptance at the new stage, the
adversary can more efficiently identify regions where earlier filters are likely to
fail. The reduction in uncertainty introduced by the new filter can outweigh its
direct blocking effect, leading to an increase in total bypass probability.

5.3 Interpretation

These results show that adding filters does not necessarily improve security.
Although marginal benefits diminish under benign assumptions, adaptive inter-
action can reverse the effect. This challenges the common belief that stacking
additional filters monotonically improves robustness and highlights the need for
principled analysis when designing multi-stage LLM safety pipelines.

6 Lower Bounds for Adaptive Adversaries

We now analyze adversaries that interact repeatedly with the filtering pipeline
and refine their attack strategies based on observed pass or fail outcomes. Such
adversaries model realistic threat scenarios, where attackers are not limited to
a single attempt but can probe a system over time. Let p denote the bypass
probability of a single query under a fixed adversarial strategy. Our goal is to
understand how the probability of successful bypass scales with the number of
queries T , both in non-adaptive and adaptive settings.

6.1 Single-Step Amplification Bound

We begin with a basic observation that does not rely on adaptivity. Even if each
query is generated independently according to a fixed distribution, repeated
attempts alone can substantially amplify the probability of bypass.

Theorem 8. For any adversary that issues T independent queries to the pipeline,
the probability of observing at least one harmful bypass satisfies

Pr[bypass in T queries] ≥ 1− (1− p)T .
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Proof (Proof sketch). Each query bypasses the pipeline with probability p, in-
dependently of the others. The probability that all T queries fail to bypass is
therefore (1− p)T . Taking the complement yields the stated bound.

This bound shows that even a small single-query bypass probability leads to
near-certain failure as T grows. It serves as a baseline against which adaptive
adversarial strategies can be compared.

6.2 Adaptive Amplification

We now consider adversaries that adapt their prompting strategies based on
feedback from the pipeline. In practice, even a binary accept-or-reject signal
provides information about which regions of the output space are more likely
to bypass filtering. Over repeated interactions, an adversary can exploit this
information to concentrate queries on increasingly failure-prone regions.

To capture this effect, we assume a mild smoothness condition on the harm-
ful output distribution, ensuring that small changes in prompts lead to small
changes in output behavior. This assumption rules out degenerate cases and
reflects the continuity observed in practice for many prompt-based generation
processes.

Theorem 9. Assume the harmful output distribution satisfies a smoothness
condition that enables local exploration by an adversary. Then there exists a
constant c > 0 such that

Pr[bypass in T queries] ≥ 1− exp(−c T peff),

where peff ≥ p denotes an effective bypass probability achieved through adaptive
refinement.

Proof (Proof sketch). Under the smoothness assumption, the adversary can per-
form a local search over the harmful output space, using pass or fail feedback
to identify regions where bypass probability is higher. This process increases the
effective mass of the adversary’s distribution on failure-prone outputs. The re-
sulting sequence of bypass events can be analyzed using a martingale argument,
which yields exponential convergence to a bypass with rate proportional to peff .

Compared to the non-adaptive bound, this result shows that adaptivity ac-
celerates bypass by improving the adversary’s ability to target weaknesses in
the pipeline. The precise value of peff depends on the structure of the filters
and the feedback signal, but it is always at least as large as the baseline bypass
probability.

6.3 Implications

These results imply that any filtering pipeline with a nonzero single-query by-
pass probability is eventually vulnerable under sustained adversarial interaction.
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While reducing p can delay successful bypass, it cannot eliminate it entirely un-
less p = 0 is achieved. In realistic systems, achieving zero bypass probability is
infeasible, which makes long-term robustness against adaptive adversaries fun-
damentally unattainable within the pipeline model.

7 A Robustness–Utility Trade-off

We now turn to the relationship between safety and usefulness in multi-stage fil-
tering pipelines. While the previous sections focus on minimizing harmful bypass
probability, filtering mechanisms also affect the acceptance of benign outputs.
Overly aggressive filtering can suppress useful content, degrading system perfor-
mance. In this section, we show that this tension is not merely a design challenge,
but reflects a fundamental trade-off.

7.1 Utility and Risk Definitions

Let U : X → [0, 1] be a utility function that measures the usefulness of an
output. We assume that utility is evaluated only on benign outputs. The benign
utility of a pipeline F is defined as

Util(F) = E[U(XG)F(XG)],

which captures the expected utility of benign outputs that pass through the
pipeline.

The harmful risk of the pipeline is defined as

Risk(F) = Pr[F(XH) = 1],

which coincides with the harmful bypass probability studied throughout the
paper. These two quantities capture competing objectives in pipeline design.

7.2 A Fundamental Lower Bound

We show that safety and utility cannot be simultaneously optimized beyond a
certain point, even under favorable assumptions about filter behavior.

Theorem 10 (Robustness–utility trade-off). Assume that each filter ad-
mits a convex receiver operating characteristic curve and that error rates satisfy
a mild regularity condition. Then there exists a constant c > 0 such that every
filtering pipeline satisfies

Risk(F) ·Util(F) ≥ c.

Proof (Proof sketch). Convexity of receiver operating characteristic curves im-
plies that reductions in false negatives necessarily entail corresponding increases
in false positives. When filters are composed, this trade-off accumulates across
stages. Integrating the resulting bounds over the benign and harmful distribu-
tions and applying Jensen’s inequality yields a lower bound on the product of
harmful risk and benign utility, establishing the claimed result.
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This bound holds regardless of filter ordering or correlation structure, and
therefore reflects a fundamental limitation rather than an artifact of a particular
design choice.

7.3 Consequences

The robustness–utility trade-off formalizes a widely observed phenomenon: ag-
gressively suppressing harmful outputs inevitably reduces the acceptance of be-
nign and useful content. While engineering choices can shift the balance between
risk and utility, they cannot eliminate this tension entirely. Pipeline designers
must therefore make explicit decisions about acceptable trade-offs, rather than
assuming that safety improvements can be achieved without cost.

8 Simulation Study

Our theoretical results describe how correlation, ordering, and adaptivity influ-
ence bypass probability in multi-stage filtering pipelines. As production LLM
safety pipelines are generally inaccessible, we complement this analysis with
controlled simulations that illustrate the qualitative behavior predicted by the
theory under simplified stochastic models. In addition, we provide empirical val-
idation using open source safety classifiers on a public benchmark, which offers
preliminary evidence that the structural effects identified by our model arise in
practice.

8.1 Simulation Setup

We simulate a k-stage pipeline applied to harmful outputs. Each filter decision
is modeled as a Bernoulli random variable Yi ∈ {0, 1} where Yi = 1 denotes that

filter i accepts a harmful output. The pipeline bypass event is
∏k

i=1 Yi = 1. For
each configuration, we estimate the bypass probability

R = Pr
[ k∏
i=1

Yi = 1
]

by Monte Carlo sampling.

False negative rates. We assign each filter a marginal false negative rate εi =
Pr[Yi = 1]. Unless otherwise stated, we generate εi by sorting i.i.d. draws from a
Beta distribution, producing heterogeneous filters with a few strong stages and
many weaker ones.
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Correlated failures. To model correlation among failures, we use a Gaussian
copula construction [21]. For each sample, we draw a shared latent variable
Z ∼ N (0, 1) and independent idiosyncratic noise variables Ei ∼ N (0, 1). The
latent score for filter i is constructed as Xi =

√
ρZ +

√
1− ρEi, where the

parameter ρ ∈ [0, 1) controls the strength of dependence. Each filter decision is
obtained by thresholding: Yi = 1[Xi > Φ−1(1 − εi)], where Φ is the standard
normal CDF. This construction preserves the prescribed marginal false negative
rates εi exactly while inducing tunable positive pairwise correlations. This design
enables controlled study of correlation effects independently of marginal error
rates. For all experiments, bypass probabilities are estimated via Monte Carlo
sampling with n = 200,000 to 500,000 samples, depending on the configuration.

Orderings. Given a fixed multiset of filters, we compare multiple orderings:
strongest-first, weakest-first, and random orderings. For each ordering, we es-
timate bypass probability R(π) and report relative gaps.

Marginal returns. For a fixed ordering, let Rk be the bypass probability using the
first k filters. We compute ∆k = Rk−1 −Rk to empirically examine diminishing
returns.

Adaptive querying. To study adaptivity, we simulate an adversary that observes
a binary pass or fail signal from the pipeline and updates its prompt distribution
over a discrete family of M = 40 harmful modes. Each mode m is associated
with a bypass probability pm drawn independently from a Beta(1.2, 18) distri-
bution, yielding a heavy-tailed distribution in which most modes are hard to
bypass while a small number are significantly easier. The adversary maintains a
belief distribution over modes and, after each failed query, updates this distribu-
tion multiplicatively using a softened likelihood score. This update concentrates
probability mass on modes with higher estimated bypass probabilities. This ab-
straction captures the iterative prompt refinement observed in practical jailbreak
attacks. We compare the resulting adaptive bypass curve with a non-adaptive
baseline given by 1− (1− p̄)T , where p̄ denotes the average single-query bypass
probability. All bypass probabilities are estimated over 8,000 independent runs
for each configuration.

Reproducibility details. Unless otherwise stated, the simulations use k = 12 fil-
ters and εi ∼ Beta(2, 16) to yield a mix of stronger and weaker stages, with
correlation values ρ ∈ {0, 0.1, 0.2, 0.3, 0.4} in the Gaussian copula. Each plot-
ted point aggregates 5 independent Monte Carlo batches with distinct random
seeds, and we report the mean. The random seed is fixed per figure to ensure
deterministic regeneration of the plots.

8.2 Results

Figure 1 compares the empirically measured bypass probability with the naive
independence estimate

∏
i εi as the strength of correlation increases. In line with
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Fig. 1. Bypass probability vs. correlation strength. Independence underestimates by-
pass probability under positive dependence.

Table 1. Ordering effects. Strongest-first is best in the monotone-conditioning regime,
while a constructed non-monotone regime reverses the ranking.

Regime Strongest-first R Weakest-first R Random mean R

Monotone-like 0.000182 0.000227 0.000209
Non-monotone 0.000021 0.000014 0.000017

Theorem 2, the independence-based estimate consistently understates the true
bypass probability under positive dependence.

Figure 2 and Table 1 examine the effect of filter ordering. In regimes consis-
tent with the monotone conditioning assumption, strongest-first ordering yields
the lowest bypass probability. In contrast, in constructed regimes that violate
this assumption, weaker-first ordering can outperform strongest-first, consistent
with the counterexample in Proposition 1.

Figure 3 reports marginal reductions ∆k as filters are added to the pipeline.
Under positive association, the marginal benefit decreases with k, matching the
behavior predicted by Theorem 6. Figure 4 illustrates amplification under re-
peated interaction, comparing the non-adaptive baseline 1 − (1 − p̄)T with an
adaptive strategy that converges more rapidly in the simulated setting.

Figure 5 illustrates the robustness–utility trade-off established in Theorem 10.
By varying the operating point of each filter along a convex ROC curve, we trace
the Pareto frontier between harmful bypass probability and benign acceptance
probability for pipelines of different depths k. As k increases, the frontier shifts
toward lower bypass probability but also lower acceptance probability, indicating
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Fig. 2. Ordering comparison across regimes. Strongest-first is optimal in monotone-like
regimes, but can be suboptimal when monotone conditioning is violated.

that deeper pipelines cannot simultaneously optimize both objectives. The gap
to the ideal point captures the fundamental lower bound of the trade-off.

Taken together, these experiments corroborate the qualitative predictions of
our theoretical analysis and illustrate how correlation, ordering, adaptivity, and
the safety–utility tension jointly shape pipeline security in practice.

8.3 Empirical Validation with Open-Source Safety Classifiers

To provide empirical grounding for our modeling assumptions, we conduct a
small-scale experiment using open-source safety classifiers applied to a pub-
lic benchmark. We evaluate two filters: (1) a keyword-based toxicity detector
that flags outputs containing terms from a curated blocklist, and (2) Llama
Guard [11], an LLM-based safety classifier. Both filters are applied indepen-
dently to samples from the ToxiGen dataset [8], which contains implicitly toxic
and benign statements across multiple demographic groups.

Setup. We sample n = 500 harmful outputs (labeled toxic by the ground truth)
and evaluate both filters on each sample. For each filter, we record a binary
accept/reject decision. The keyword-based filter accepts an output if no blocklist
term is detected. Llama Guard is queried with the default safety taxonomy and
returns a binary safe/unsafe classification.

Implementation details. We use the publicly released Llama Guard checkpoint
with the standard safety prompt template from the model card, and classify an
output as unsafe if any policy category is flagged. The keyword blocklist contains
420 terms curated from prior toxicity benchmarks and open-source moderation
lists. Matching is case-insensitive with simple whitespace tokenization.
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Fig. 3. Effect of adding filters under positive association at varying correlation levels.
(a) Cumulative bypass probability Rk on a log scale, with the independence baseline
shown as a dashed line. (b) Marginal reduction ∆k per additional filter. Diminishing
returns appear as k increases, and higher correlation leads to slower decay.

Table 2. Empirical filter performance on ToxiGen harmful samples. The observed joint
bypass rate exceeds the independence-based estimate, confirming positive correlation
between filter failures.

Filter ε̂ ρ̂ R̂ (obs.) Rindep

Keyword filter 0.48
0.15 0.15 0.12

Llama Guard 0.24

We sample examples uniformly at random from the toxic subset of ToxiGen,
and fix the sample indices for reproducibility. Each filter is applied independently
without cascaded conditioning, and we record a single pass or fail decision per
sample. We focus on harmful samples for correlation estimation, and leave the
inclusion of benign samples and false positives for future work.

Results. Table 2 reports the marginal false negative rates and the observed
pairwise correlation. Both filters show non-trivial false negative rates on the
harmful set. The keyword filter misses a large fraction of implicitly toxic content
that avoids explicit slurs, with ε̂1 = 0.48, while the LLM-based filter is more
effective but still fails on adversarially obfuscated toxicity, with ε̂2 = 0.24. The
measured pairwise correlation ρ̂ = 0.15 is positive, consistent with Assumption 1,
and indicates shared blind spots on implicit content. The observed joint bypass
rate R̂ = 0.15 exceeds the independence-based estimate ε1ε2 = 0.12, with a ratio
of approximately 1.25. This confirms that independence underestimates the true
bypass probability.

Figure 6 visualizes the gap between the independence-based estimate and
the empirically observed bypass probability across repeated trials, the indepen-
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Fig. 4. Repeated-query bypass probability vs. query budget T . The adaptive strategy
concentrates on bypass-prone modes and succeeds faster than non-adaptive repeated
sampling.

dence assumption consistently underestimates the joint bypass rate. These re-
sults show that the positive association assumption is supported in realistic
multi-stage filtering settings. They provide empirical support for the positive as-
sociation assumption underlying our theoretical analysis, and also demonstrate
that even a two-stage pipeline composed of qualitatively different filter types
exhibits correlation-driven risk amplification, as predicted by our theoretical
framework. While limited in scale, this experiment is intended to validate the
existence of correlation effects rather than to provide a comprehensive empirical
benchmark.

9 Related Work

9.1 LLM Safety and Output Filtering

A growing body of work studies safety mechanisms for large language models, in-
cluding prompt engineering [18,35], safety fine-tuning [4], rule-based moderation
[13], and auxiliary classifiers [17]. Much of this literature focuses on improving
the accuracy or robustness of individual safety components, often evaluated in
isolation or against specific classes of adversarial prompts [5]. Recent empirical
studies have also demonstrated that repeated interaction and prompt refinement
can substantially increase the likelihood of bypassing individual defenses [30].

In contrast to this line of work, we do not propose new filtering mechanisms
or attack strategies. Instead, we study the behavior of composed filtering sys-
tems. Our focus is on understanding how multiple filters interact when deployed
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Fig. 5. Robustness-utility trade-off. Each curve traces the Pareto frontier between
harmful bypass probability and benign acceptance probability for a pipeline of depth
k. Deeper pipelines shift the curve toward lower risk at the cost of lower utility, illus-
trating the fundamental bound from Theorem 10.

as a pipeline, particularly in the presence of correlated failures and adaptive
adversaries.

9.2 Composition, Ordering, and Correlation in Classifier Systems

The composition of multiple classifiers [26] has been studied extensively in ma-
chine learning, especially in the context of ensemble methods. These approaches
typically aim to improve average-case predictive accuracy by combining weak
learners [25], often under assumptions of partial error independence. Related
problems also appear in reliability engineering and sequential testing [28], where
component ordering is optimized under simplifying assumptions such as inde-
pendent failures.

Our setting differs in several important respects. We study sequential com-
position with early rejection rather than voting-based aggregation, and we focus
on worst-case and adversarial behavior rather than average-case accuracy. Cru-
cially, we allow filter failures to be correlated and show that such correlations
can undermine common intuitions about composition and ordering.
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Fig. 6. Empirical validation on ToxiGen with a keyword filter (ε̂ = 0.48) and Llama
Guard (ε̂ = 0.24). (a) The observed joint bypass probability (0.15) exceeds the inde-
pendence estimate (0.12). (b) Distribution of observed bypass rates over 200 repeated
trials, the independence estimate (dashed) consistently falls below the observed mean.

9.3 Adaptive Adversaries and Security Trade-offs

Adaptive adversaries that exploit feedback to refine attacks have been widely
studied in adversarial machine learning [10,14], online learning [36], and security
theory. In these settings, even limited feedback can enable attackers to grad-
ually identify weaknesses in defensive mechanisms. At the same time, a broad
literature in security and privacy has identified fundamental trade-offs between
competing objectives, such as robustness versus accuracy [32] or privacy versus
utility [24].

Our work contributes to this line of research by establishing lower bounds and
trade-offs specific to multi-stage filtering pipelines. We show that any pipeline
with nonzero bypass probability is eventually compromised under sustained in-
teraction, and that reducing harmful risk inevitably degrades benign utility.

10 Conclusion

This paper develops a mathematical framework for multi-stage LLM output fil-
tering pipelines. We introduced a probabilistic model that captures correlated
filter failures and analyzed how such correlations influence pipeline behavior.
Our composition results show that independence-based estimates systematically
underestimate bypass risk. We further studied filter ordering and proved that
strongest-first placement is optimal under natural monotonicity conditions. Be-
yond these positive results, we established diminishing returns under positive
correlation and showed that, under adaptive attacks, adding an additional filter
can increase overall risk.

We also established fundamental limitations of pipeline-based defenses. Our
lower bounds show that any pipeline with a nonzero single-query bypass proba-
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bility is eventually compromised under sustained interaction. We further proved
a robustness–utility trade-off, showing that harmful bypass probability cannot
be made arbitrarily small without significantly reducing benign output utility.
Together, these results demonstrate that common intuitions about defense-in-
depth filtering pipelines do not hold in adversarial settings.

These findings reveal structural limitations in current LLM safety architec-
tures and highlight the limits of heuristic pipeline design. While filtering pipelines
remain a practical mitigation tool, their effectiveness is inherently constrained.
Future work includes extending the model to continuous-score filters, analyzing
optimal pipeline design against learning adversaries, tightening lower bounds
for interactive attack protocols, and studying dynamic or self-correcting safety
mechanisms. An important direction is to validate the framework against de-
ployed production-scale systems. Our results identify key quantities that govern
pipeline behavior, including filter correlations and conditional acceptance prob-
abilities. These quantities can guide empirical studies that measure them in real
systems, calibrate model parameters, and evaluate whether the predicted struc-
tural effects arise at scale. More broadly, this work provides a foundation for
principled LLM safety engineering and motivates a shift from ad hoc filtering
strategies toward mathematically grounded system design.

Disclosure of Interests. The authors have no competing interests to declare that

are relevant to the content of this article.

A Appendix: Detailed Proofs

This appendix presents detailed proofs of the main results stated in the paper.
Throughout, let Yi = Fi(XH) ∈ {0, 1} denote the indicator that filter i accepts
a harmful output. Recall that the pipeline bypass probability is

R = Pr[Y1 = 1, . . . , Yk = 1] = E

[
k∏

i=1

Yi

]
.

A.1 Proof of Theorem 2: Correlation-Aware Lower Bound

Proof. Under Assumption 1, for any coordinate-wise non-decreasing functions
φ,ψ : {0, 1}k → R,

E[φψ] ≥ E[φ]E[ψ].
Fix m ∈ {2, . . . , k} and define

φm =

m−1∏
i=1

Yi, ψm = Ym.

Both φm and ψm are coordinate-wise non-decreasing. Applying positive associ-
ation yields

E

[
m∏
i=1

Yi

]
= E[φmψm] ≥ E[φm]E[ψm].
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Applying this inequality inductively for m = 2 through m = k gives

E

[
k∏

i=1

Yi

]
≥

k∏
i=1

E[Yi] =
k∏

i=1

εi,

which completes the proof.

A.2 Proof of Theorem 3: Correlation-Amplified Upper Bound

Proof. Let S =
∑k

i=1 Yi. Since Yi ∈ {0, 1},
k∏

i=1

Yi = 1[S = k], R = Pr[S = k].

For any t > 0, Chernoff’s bound gives

R = Pr[S ≥ k] ≤ e−tk E[etS ].

Define the log moment generating function Λ(t) = logE[etS ]. Its cumulant ex-
pansion yields

Λ(t) =

k∑
i=1

logE[etYi ] +
∑

1≤i<j≤k

Cov(Yi, Yj) γij(t) + higher-order terms,

where γij(t) are bounded functions for fixed t.
The second cumulant term dominates the correlation contribution and sat-

isfies

Cov(Yi, Yj) = ρij

√
εi(1− εi)εj(1− εj).

Bounding higher-order cumulants and optimizing over t > 0 yields

R ≤

(
k∏

i=1

εi

)
exp

 ∑
1≤i<j≤k

ρij βij

 ,

for suitable constants βij > 0 absorbing bounded remainder terms.

A.3 Proof of Theorem 5: Greedy Optimal Ordering

Proof. Let π be an ordering containing an adjacent inversion (i, j) with εi > εj .
Let π′ be the ordering obtained by swapping these two filters.

Write the bypass probability using the chain rule. The only difference between
R(π) and R(π′) is the order of conditioning on Yi and Yj . Under Assumption 4,

Pr[Yj = 1 | Yi = 1] ≤ Pr[Yj = 1].

Since Fj is stronger than Fi, swapping (i, j) cannot increase the joint acceptance
probability.

Thus R(π′) ≤ R(π). Repeatedly eliminating such inversions transforms any
ordering into the sorted ordering by increasing εi, without increasing bypass
probability. Therefore, the strongest-first ordering is globally optimal.
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A.4 Proof of Proposition 1: Ordering Can Invert

Proof. Let H = {x1, x2} with Pr[XH = x1] = Pr[XH = x2] = 1/2. Define two
filters by

F1(x1) = 0, F1(x2) = 1, F2(x1) = 1, F2(x2) = 0.

Then ε1 = ε2 = 1/2, but the joint acceptance event depends on ordering. By
slightly perturbing the probabilities so that one filter’s failures imply the other’s,
one can construct a strict inequality where the weaker-first ordering achieves a
lower bypass probability. This demonstrates that ordering optimality can invert
when monotone conditioning is violated.

A.5 Proof of Theorem 6: Diminishing Returns

Proof. Recall Rk = E[
∏k

i=1 Yi] and

∆k = Rk−1 −Rk = E

[
k−1∏
i=1

Yi(1− Yk)

]
.

Under positive association,
∏k−1

i=1 Yi is non-decreasing while (1 − Yk) is non-
increasing, implying their covariance is non-positive. As k increases, the condi-
tioning event {Y1 = · · · = Yk−1 = 1} concentrates mass on increasingly difficult-
to-detect harmful outputs. Therefore ∆k is non-increasing in k.

A.6 Proof of Theorem 7: Negative Marginal Utility

Proof. Let Fk+1(x) = 1[x ∈ A] partition the harmful space into A and Ac. An
adaptive adversary repeatedly queries the pipeline until observing acceptance by
Fk+1, thereby restricting attention to region A.

By construction, the conditional distribution on A induces higher false neg-
ative rates for the earlier filters, yielding

Pr[Fk+1(XH) = 1 | XH ∈ A] > Pr[Fk(XH) = 1].

A Bayesian updating argument formalizes this concentration effect and implies
Rk+1 > Rk.

A.7 Proof of Theorem 9: Adaptive Lower Bound

Proof. Let pt denote the conditional bypass probability at iteration t given prior
observations. Under the smoothness assumption, the adversary can perform local
refinements satisfying

pt+1 ≥ pt + c pt(1− pt)

for some constant c > 0. This recurrence is dominated by a logistic growth
process. Solving it yields

Pr[no bypass in T steps] ≤ exp(−cTp),

which implies the stated bound.
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A.8 Proof of Theorem 10: Robustness–Utility Trade-off

Proof. Write

Util(F) =

∫
G

U(x) Pr[F(x) = 1 | x ∈ G] dµ(x).

Risk(F) =

∫
H

Pr[F(x) = 1 | x ∈ H] dν(x).

Each filter’s ROC curve imposes a convex constraint between its false negative
and false positive rates. Composing k such filters preserves convexity of the
feasible region. The product Risk(F)Util(F) therefore attains a strictly positive
minimum over this region, yielding a constant c > 0 depending only on the ROC
families.
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