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Abstract. Deep learning models for tabular classification remain sus-
ceptible to adversarial perturbations—small, structured changes to input
features that can induce incorrect predictions. While various defenses
have been proposed, randomized smoothing has emerged as a certifiable
and theoretically grounded technique for building robust classifiers. How-
ever, standard randomized smoothing can increase false positives and
degrade accuracy on clean, non-perturbed inputs, limiting practical util-
ity in real-world applications. To address this limitation, we introduce
a novel methodology that integrates entropy-scaled smoothing during
training and margin-confidence proxy-based resampling during certifica-
tion. This enhanced framework produces a certifiably robust classifier
that retains resilience to adversarial perturbations while substantially
lowering false positive rates. We empirically evaluate our adaptive ran-
domized smoothing method on eight attacks, two classifiers (a deep neu-
ral network and TabNet) and across three benchmark datasets. We vali-
date the effectiveness of our approach in both binary and multi-class clas-
sification settings, demonstrating its applicability across different task
complexities. In addition to standard adversarial settings, we rigorously
test our defense against constrained, realistic attack scenarios to ensure
practical robustness. Our results demonstrate improved resilience and re-
duced false positives, while maintaining reasonable operational efficiency
with a controllable efficiency-accuracy tradeoff; fewer samples accelerate
certification but may slightly reduce accuracy.

Keywords: Randomized smoothing · Model robustness · Adversarial
attacks · Tabular learning

1 Introduction

Tabular data is central to many real-world decision systems arising across diverse
domains such as finance, healthcare, e-commerce, and others. This has motivated
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the use of Machine Learning (ML) and Deep Learning (DL) models that can learn
complex feature interactions beyond traditional rule-based methods. Recently,
specialized DL architectures for tabular learning have demonstrated strong per-
formance while retaining interpretability and practical deployment appeal [6].
One security-critical instance of tabular classification is the Network Intrusion
Detection System (NIDS), where ML/DL models trained on network-flow fea-
tures have been widely studied and demonstrated advantages over signature-
based approaches in detecting complex attack patterns [23, 34, 8, 20].

Despite their empirical success, ML/DL models are vulnerable to adversarial
attacks [35, 18, 24]. In tabular settings, adversarial manipulation often corre-
sponds to small, carefully crafted changes to a subset of input features that can
flip a model’s prediction while remaining feasible under domain constraints (e.g.,
value ranges and feature dependencies) [10, 14, 3]. This concern is also reflected
in the network security literature, where ML/DL-based intrusion detectors have
been shown to be vulnerable to adversarial perturbations in network-flow records
[40, 2]. Such vulnerabilities are particularly problematic in high-stakes deploy-
ments, where even subtle feature manipulations can lead to downstream harm.

A variety of defenses have been proposed to mitigate adversarial attacks [38,
43, 15, 30, 1, 4]. Key considerations include computational overhead, accuracy on
clean non-perturbed inputs, perturbation assumptions or cross-domain applica-
bility, and whether the defense provides formal robustness guarantees. Consid-
ering these aspects, randomized smoothing has emerged as a scalable method
that transforms any base classifier into a smoothed classifier with certified ro-
bustness under the L2 norm [15]. It works by injecting Gaussian noise into the
inputs and predicting via a majority vote across multiple noisy instances. Recent
certified defenses such as BARS and MARS extend randomized smoothing by
redesigning the noise distribution through learned feature-space transformations
and NIDS-focused mechanisms [39, 21]. Yet, even with these advances, a central
challenge remains for general tabular learning methods; how to allocate noise
and sampling based on prediction certainty without sacrificing clean accuracy.

In particular, applying standard randomized smoothing to tabular data raises
challenges because tabular inputs are often mixed-type, structured, and constraint-
driven; indiscriminate noise injection can distort sample realism and reduce clean
accuracy. In operational tabular deployments, this clean accuracy degradation
can result in increased Type 1 errors, increasing the burden of downstream re-
views and reducing trust in the model [7, 16]. A key driver of these issues is that
standard randomized smoothing uses a fixed noise level and a constant number
of Monte Carlo samples for all inputs [15], regardless of model confidence or
sample complexity.

To address these limitations, we propose a framework with two key inno-
vations. First, we adaptively modulate the level of noise based on model un-
certainty, quantified using entropy: we apply less noise to high-entropy (uncer-
tain) samples and more noise to low-entropy (confident) samples. This helps
preserve clean-input accuracy while enhancing robustness where it is needed.
Second, we introduce a margin-confidence proxy metric—derived from the top-2
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softmax probabilities; when the model’s prediction confidence is low (i.e., the
margin between the top two classes is small), our defense dynamically increases
the number of sampled predictions to improve decision reliability. This adap-
tive sampling reduces unnecessary computation for confident predictions while
maintaining robustness where it matters most. Overall, our method improves
adversarial robustness, retains high accuracy on clean data, and achieves com-
putational efficiency by allocating resources where they have the most impact.
While intrusion detection serves as a motivating example in this work, our fo-
cus is on improving the robustness of tabular classifiers, across both binary and
multi-class settings, independent of any specific classification domain.

Our primary contributions include:

– A novel Adaptive Randomized Smoothing (ARS) algorithm that leverages
entropy-based adaptive noise and margin–confidence proxy certification to
improve model robustness against a range of adversarial attacks.

– A theoretical justification showing that our adaptive sampling strategy is a
variance-targeted allocation mechanism, preserving the statistical validity of
certification while improving robustness guarantees.

– A comprehensive evaluation of our adaptive randomized smoothing approach
against eight state-of-the-art adversarial attacks under two distinct threat
models (six white-box and two black-box), tested on both a conventional
Deep Neural Network (DNN) and an attention-based architecture (TabNet).

Overall, adaptive smoothing improves certified accuracy over the original
randomized smoothing baseline in most scenarios without sacrificing clean-data
accuracy, incurs only moderate dataset-dependent overhead, and offers a promis-
ing path toward accurate, provably robust tabular ML/DL systems against di-
verse adversarial attacks. The remainder of this paper is structured as follows:
Section 2 reviews the related work in this domain. Section 3 outlines the attacker
threat model used to evaluate our defense. Section 4 presents our novel defense
framework. Section 5 discusses the details of our experiment design. Section 6
reports the results and analysis. Lastly, we state our conclusions and discuss
future work in Section 7. To ensure the reproducibility of our results, we have
made our implementation publicly available.4

2 Related Work

We review the commonly used defense techniques for improving the robustness
of ML/DL classifiers on tabular data against adversarial attacks. Additionally,
we highlight representative results from the NIDS literature as a security-critical
tabular application where adversarial robustness and false positives are particu-
larly consequential.

Adversarial training is a widely used defense mechanism that has been ex-
tensively studied, often specific to NIDS settings [30, 37, 1]. The approach was

4 https://github.com/Nour-Alhussien/AdaptiveRandomizedSmoothing.git
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formalized in [24] as a min-max optimization problem, where strong adversarial
examples are generated via projected gradient descent and incorporated during
training. Similarly, [32] combines adversarial training with Gaussian data aug-
mentation and high-confidence prediction mechanisms to defend against real-
time adversarial manipulation of packet-flow features. While adversarial train-
ing can improve robustness, it typically increases computational cost and can
reduce accuracy on clean inputs; moreover, it does not inherently provide for-
mal robustness guarantees. This limitation is reinforced in [9], which shows that
many defenses could be bypassed by adaptive adversaries. An alternative line
of defense involves adversarial purification through reconstruction. For example,
AdvPurRec leverages diffusion denoising probabilistic models to remove adver-
sarial perturbations by projecting adversarial inputs onto a distribution that
better aligns with the decision boundary of the original model [4].

Certified defenses are another class of methods that aims to provide provable
robustness guarantees against adversarial perturbations within specified bounds.
Exact verification methods have used techniques such as mixed integer linear pro-
gramming [36] or satisfiability modulo theories [22] to certify invariance within
a radius around a given input. Certified training methods incorporate robust-
ness guarantees directly into the training process; for example, [41] proposes
a method based on convex relations, while [31] uses semi-definite relaxations
to provide theoretical robustness guarantees. Despite their strong formal prop-
erties, these approaches often face scalability challenges for large models and
complex tabular tasks due to restrictive constraints on model architectures and
the computational burden of certification during training.

Recent work has adapted smoothing to heterogeneous tabular features, par-
ticularly in network traffic analysis where feature scales and semantics vary
widely. BARS (Boundary-Adaptive Randomized Smoothing) [39] proposes a
distribution transformer that learns a noise distribution tailored to heteroge-
neous tabular features via gradient-based optimization, and reports improved
certified robustness on intrusion detection benchmarks such as Kitsune [25],
CADE [42], and ACID [17] [39]. In contrast to BARS, our method focuses on
a tabular-general mechanism that adaptively modulates the effective training-
time noise based on model uncertainty, aiming to improve certified robustness
while preserving model accuracy across different tabular domains, including
NIDS datasets and URL phishing detection. MARS (Multi-order Adaptive Ran-
domized Smoothing) [21] further explores adaptive noise design for intrusion
detection by incorporating feature sensitivity and multi-order transformations,
and reports robustness improvements under both adversarial and natural per-
turbations in the NIDS setting. Overall, these studies highlight the promise
of smoothing-based certification for security-critical tasks in specific domain
(NIDS), while motivating tabular-general methods that improve the robustness–
accuracy trade-off under formal guarantees. Table 1 provides an overview of the
recent defense strategies adopted in ML/DL-based deployments.
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Table 1. Defense Techniques for ML/DL-based Deployments Against Adversarial At-
tacks

Defense
Category

Approach Key Features Limitations

Adversarial
Training

Min-max
optimization [24]

Projected gradient descent for
strong adversarial examples

Computational overhead,
reduced clean accuracy

Gaussian
augmentation
[32]

High confidence prediction
mechanisms for real-time
defense

Limited formal robustness
guarantees

AdvPurRec [4] Diffusion denoising
probabilistic models for
purification

Can be bypassed by
adaptive adversaries [9]

Certified
Defense

Exact
verification [36]

Mixed integer linear
programming [22]

Does not scale to complex
network sizes

Certified
training [31]

Convex relations [41],
semidefinite relaxations

Significant constraints on
architecture and training

BARS [39] Boundary-adaptive
randomized smoothing with
distribution transformer

Learns a global transformed
noise distribution, limited
near decision boundaries

MARS [21] Multi-order adaptive
randomized smoothing for
heterogeneous features

portability beyond NIDS
may require re-engineering

3 Attacker Threat Model

We consider untargeted evasion attacks against tabular deep learning classifiers
enhanced with randomized smoothing. Each record is represented as a tabular
feature vector x = (xcont, xcat), where continuous features xcont ∈ Rd may be
perturbed within feature-specific ranges, while categorical and binary features
xcat ∈ {0, 1}m remain fixed. For a correctly labeled instance (x, y), the adversary
produces a perturbed sample x̂ such that x̂ ∈ A(x) and h(x̂) ̸= y, where h
denotes the victim model. The admissible perturbation set is defined as

A(x) = { x̂ : x̂cat = xcat, ∥x̂cont − xcont∥2 ≤ δ, x̂cont ∈ [l, u] }, (1)

with [l, u] denoting valid ranges and δ the attack perturbation budget. We instan-
tiate a range of constrained-aware adversarial attacks, including gradient-based
(FGSM, PGD, DeepFool, CW), saliency-based (JSMA), a tabular-specific (Low-
ProFool), and query-based attacks (ZOO, HopSkipJump), all adapted to enforce
δcat = 0 for categorical and binary features. The adversary in the white-box set-
ting has full access to model parameters and defense mechanism, whereas in the
black-box setting only query access to outputs is assumed. We do not consider
training-time poisoning, backdoor insertion, or denial-of-service threats.
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4 Certified Robustness via Adaptive Randomized
Smoothing for Tabular Models

We propose a proactive defense mechanism that offers certified robustness guar-
antees for neural classifiers within a provable radius R around an input x. The
method builds upon original randomized smoothing (ORS) [15], but introduces
two contributions specifically motivated by the characteristics of tabular data.
Unlike images, where features share a common pixel-value domain, tabular in-
puts comprise heterogeneous features with varying scales, strict value bound-
aries, and mixed types (continuous, categorical, and binary). Applying a fixed,
uniform noise level across all samples disproportionately distorts features near
their valid boundaries, degrading clean accuracy. Our first contribution, entropy-
guided adaptive noise injection, addresses this by modulating noise magnitude
according to the predictive certainty of each sample, reducing unnecessary dis-
tortion on uncertain, boundary-proximate inputs while reinforcing robustness
on confident predictions. Our second contribution, margin-confidence adaptive
certification sampling, targets the variable confidence levels that heterogeneous
feature types produce. Mixed-type inputs yield a wider spread of prediction
margins than homogeneous image inputs, making a fixed sampling budget inef-
ficient. Together, these mechanisms are not a direct transplant from the vision
domain but are new design choices tailored to the structural characteristics of
tabular classification. Table 2 presents the formal notations used in our defense
approach.

4.1 Randomized Smoothing Preliminaries

Randomized smoothing constructs a smoothed classifier g from a base classifier
f by assigning to an input x the class most likely to be predicted when x is
perturbed by Gaussian noise:

g(x) = argmax
c

P(f(x+ ϵ) = c), ϵ ∼ N (0, σ2I). (2)

To certify a prediction, n noisy samples are drawn, the base classifier f is evalu-
ated, and the empirical counts are computed for the most frequent (cA) and sec-
ond most frequent (cB) classes. A statistical hypothesis test determines whether
cA is significantly more likely than cB , based on a Clopper–Pearson (Beta) con-
fidence interval:

pA = BetaInv(1− α, nA, n− nA + 1), (3)

where α is the significance level, n is the total number of samples, and nA is the
number of samples classified as cA. The lower bound pA represents the minimum
proportion of times f is expected to predict cA under noise with confidence level
1− α.

The certified radius is then computed as

R =
σ

2

(
Φ−1(pA)− Φ−1(pB)

)
, (4)
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Table 2. Notations

Notation Description

x, x̂, x̃, y Original, adversarial, noisy example, class

xcont, xcat Continuous, categorical/binary features

δ Adversarial perturbation

f, g Base classifier, smoothed classifier

σ Noise hyperparameter

pA, pB Probability of the most frequent class and the runner-up class

pA Lower bound of pA estimated via Monte Carlo sampling

Φ−1(·) Inverse Gaussian CDF

ϵ Gaussian noise

α Significance level (failure probability) of the confidence interval

λ Consistency regularization weight

γ Adaptive sampling scaling parameter

CE,CI Cross-entropy, confidence interval

R Certified radius

H(x) Entropy

n0 Number of noisy samples used to select the top class

nbase Number of noisy samples used to estimate class probabilities and com-
pute the robustness certificate

where σ is the noise standard deviation, pA is the probability that the smoothed
classifier predicts the most likely class A, pB is the probability of the runner-up
class, and Φ−1(·) is the inverse Gaussian CDF. If pA ≤ 0.5, the classifier abstains
from prediction to preserve correctness guarantees.

If a classifier consistently predicts the same label under Gaussian pertur-
bations, then any adversarial perturbation bounded within radius R cannot
change the prediction. This implies invariance under perturbations satisfying
∥x− x̂∥ ≤ R, where x̂ is an adversarial example.

4.2 Entropy-Guided Adaptive Noise Injection

Standard randomized smoothing applies a fixed noise level σ to all training
samples, regardless of model uncertainty. We instead propose entropy-guided
noise scaling, where noise magnitude is modulated according to the Shannon
entropy of the predictive distribution:

H(p(x)) = −
k∑

i=1

pi(x) log pi(x), 0 ≤ H(p) ≤ log k, (5)

with pi(x) the softmax probability for class i, and k the number of classes. Low
entropy indicates high model confidence, while high entropy indicates uncer-
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tainty. The adaptive scaling factor is

scale(x) = 1− H(p(x))

log k
. (6)

The perturbed input during training is then

x̃ = x+ σ · scale(x) · ϵ, ϵ ∼ N (0, I). (7)

Here, σ controls the base noise magnitude and ϵ is the sampled Gaussian
noise. Together, Equations 5–7 define the complete quantitative rule governing
per-sample noise adjustment. The Shannon entropy of the predictive distribu-
tion (Eq. 5) is normalized to yield a continuous scaling factor in (0, 1] (Eq. 6),
which modulates the base noise level σ to produce the per-sample perturbation
(Eq. 7). Concretely, a fully confident prediction (H = 0) yields scale(x) = 1,
applying the full noise magnitude σ, whereas a maximally uncertain prediction
(H = log k) yields a reduced but non-zero scaling factor due to the imposed
noise floor, preventing noise from being completely suppressed. Intermediate en-
tropy values produce proportionally scaled noise. Since 0 < scale(x) ≤ 1, we
guarantee that ∥σ · scale(x)∥ ≤ σ, ensuring that injected noise never exceeds
that of standard smoothing and that certification guarantees remain valid. This
strategy assigns stronger perturbations to low-entropy (high-confidence) inputs
to enhance robustness, while reducing noise for high-entropy (borderline) inputs,
thereby preserving clean accuracy.

We note that, consistent with ORS [15], ARS does not correct samples that
the base classifier already misclassifies with high confidence. For such samples,
the low entropy of the (incorrect) prediction produces a high scaling factor,
meaning ARS applies a large noise magnitude. Despite this, if the base clas-
sifier consistently predicts the wrong class under repeated noise perturbations,
the smoothed classifier may still certify the incorrect label. However, the certi-
fication procedure provides a partial safeguard. A sample is certified only if the
smoothed classifier predicts the same class with statistical confidence 1 − α. If
the noisy predictions are sufficiently split between classes, the lower bound pA
falls below 0.5, and the certifier abstains rather than issuing a certificate for an
incorrect label. This limitation is inherent to randomized smoothing; certifica-
tion guarantees robustness of the predicted class, not its correctness. Therefore,
if a model is consistently misclassified under noise, ORS may certify an incorrect
label.

4.3 Confidence and Margin-Based Adaptive Certification Sampling

In standard randomized smoothing [15], the number of Monte Carlo samples n
during certification is fixed across all inputs, regardless of classifier confidence.
This is inefficient; inputs far from the decision boundary require fewer samples,
while borderline cases require more.
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We introduce a proxy difficulty metric based on the top-2 softmax probabil-
ities. Let

m(x) = p(1)(x)− p(2)(x), (8)
c(x) = p(1)(x), (9)

where p(1) and p(2) are the top-1 and top-2 predicted probabilities. The margin
m(x) measures separation between the best two classes; small margins indicate
proximity to the decision boundary. The confidence c(x) captures absolute cer-
tainty in the top class. Using margin alone can be misleading, since two samples
may share the same margin but differ in absolute confidence. Thus, we com-
bine both signals: low m(x) and low c(x) indicate harder inputs that require
additional sampling, whereas high values retain the base sampling budget.

We define a continuous scaling factor:

scalen(x) = max (1.0, (1−m(x)) · (1− c(x)) · γ) , (10)

where γ > 1 expands the range of the difficulty score beyond 1 for uncertain
inputs, and the floor 1.0 ensures that every input receives at least nbase samples.
The total sampling budget per input is then

n(x) = ⌈nbase · scalen(x)⌉ . (11)

This policy allocates more samples to inputs with small margins and low
confidence, which—by Lemma 1—correspond to higher variance in the estimate
of pA(x), while confident inputs retain the baseline sampling budget.

Theoretical Justification

Lemma 1. For a fixed total sampling budget, the allocation that minimizes
the average half-width of binomial confidence intervals is proportional to the
Bernoulli variance pA(1 − pA). Since pA(1 − pA) is maximized when pA ≈ 0.5,
more samples should be allocated to inputs with smaller margins and lower con-
fidence.

Proof. Under the normal approximation to the binomial proportion, the half-
width of a (1− α) CI is

HW(x) ≈ z1−α/2

√
pA(x)(1− pA(x))

n(x)
, (12)

so minimizing average half-width under a budget constraint yields n(x) ∝ pA(x)(1−
pA(x)) by the method of Lagrange multipliers.

Suppose we estimate the probability of predicting class A on input x by
sampling from the randomized smoothing distribution. Let pA(x) denote the true
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probability and n(x) the number of allocated samples. For m inputs {x1, . . . , xm}
and total budget N , we solve

min
n(x1),...,n(xm)

1

m

m∑
i=1

HW(xi), (13)

subject to
m∑
i=1

n(xi) = N, n(xi) ≥ 0 ∀i. (14)

The optimal allocation is

n(xi) ∝ pA(xi)
(
1− pA(xi)

)
, (15)

so inputs with higher variance receive proportionally more samples.
The ARS method is inherently multi-class, as both the entropy-based noise

scaling and certification procedure operate over general k-class distributions. We
focus on binary settings to isolate robustness behavior in security-critical scenar-
ios, where adversarial robustness and false positives are most critical. To further
validate generality, we include additional experiments on multi-class settings in
Appendix A.

5 Evaluation Details

Datasets and pre-processing. To provide a comprehensive evaluation of the
performance of our ARS algorithm, we selected three benchmark tabular datasets
spanning multiple application contexts. Specifically, we evaluated our approach
on two intrusion-detection benchmarks, UNSW-NB15 [27], CSE-CIC-IDS2018
(CICIDS2018) [33], and the web page phishing detection dataset (URL) [19].
The UNSW-NB15 and CICIDS2018 datasets provide a comprehensive coverage
of network-based attacks including DoS, DDoS, botnet traffic, and attempts at
network infiltration. The URL dataset complements this evaluation by providing
a non-intrusion detection tabular setting focused on phishing detection, where
inputs are derived from URL and website characteristics. Evaluating across these
three datasets enables a broader assessment of our method across different tabu-
lar domains and feature distributions. To prepare the datasets for model training,
we preprocessed the data by applying min-max normalization to the numerical
features and one-hot encoding to the categorical features. We then split the
datasets into training and testing sets where 80% of the data was used for train-
ing and the remaining 20% was used for testing.
Initial model training and evaluation. Using the preprocessed data, we
trained both a Tabular Neural Network (TabNet) [6] and a Vanilla DNN. Both
models were trained to perform binary classification on each dataset such that
they can distinguish between Benign and Attack traffic. We additionally evalu-
ate ARS in a multi-class setting using the original ten-class UNSW-NB15 label
structure in Appendix A. We selected TabNet for its specialized architecture
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designed specifically for handling tabular data. The DNN serves as a baseline
model to evaluate the effectiveness of our algorithm in different deployment con-
texts, and has shown a strong performance on intrusion detection benchmarks
[5, 14].

Both models were trained using cross-entropy loss and the Adam optimizer
with an initial learning rate of 0.001 to ensure consistent training conditions
across both model architectures. We trained the TabNet model for 10 epochs,
whereas the DNN was trained over 30 epochs. The DNN architecture consisted
of three hidden layers with 128, 64, and 32 neurons, respectively. After each
layer, we applied batch normalization and ReLU activation functions. Addition-
ally, we applied dropout regularization with a rate of 0.25 after the first hidden
layer to prevent overfitting of the model. Both models were trained to achieve
high classification accuracy on non-perturbed datasets, yielding three pre-trained
TabNet models and three pre-trained DNNs. This step is essential as it estab-
lishes a baseline performance, ensuring that our initial classifiers achieve strong
discriminative ability between Benign and Attack traffic prior to evaluating their
robustness against various adversarial perturbations.
Randomized smoothing setup. To fairly compare ORS and ARS methods,
we used the same base classifier (DNN/TabNet) and optimizer hyperparameter
settings 5 in both methods, except the noise augmentation magnitude. During
the training, ORS injects fixed-σ Gaussian noise, while ARS uses entropy-guided
noise σ(x) = σ · scale(x), where scale(x) is an entropy-based scaling factor nor-
malized by the number of classes, lower-bounded by a noise floor of 0.2, and
modulated by a ramp schedule. Noise injection is activated after half of the
training epochs and increased linearly over 5 ramp epochs. To stabilize learning
under noisy inputs, we included a consistency regularization λ that penalizes
differences between the model’s predictions on clean and noisy inputs that pe-
nalizes differences between the model’s predictions on clean and noisy inputs
weighted by λ = 0.1× ramp. A sensitivity analysis of these hyperparameters is
provided in Appendix B.

During certification, both methods use the same fixed noise level σ, pilot
samples n0, and nominal estimation budget nbase at significance level α. However,
they differ in how the estimation samples are allocated: ORS uses a fixed number
of Monte Carlo samples (n = nbase) to estimate class probabilities and compute
confidence bounds, whereas ARS dynamically scales the estimation sample size
on a per-input basis (n ≥ nbase) according to a confidence and margin proxy,
allocating more samples to uncertain points and fewer to confident ones. See
Table 3 for detailed smoothing/training hyperparameter settings.
Experimental environment. Experiments were conducted on a workstation
running Windows 11, equipped with an Intel Core Ultra 9 285K processor, 64GB
of RAM, and an NVIDIA RTX 5090 GPU. The implementation was developed
in Python using PyTorch, with adversarial examples generated using the Adver-
sarial Robustness Toolbox (ART) [28].

5 We used a StepLR scheduler that halves the learning rate every 10 epochs to stabilize
convergence.
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Table 3. Experimental Hyperparameters: Smoothing/Training (Left) and Adversarial
Attack Settings (Right).

Smoothing / Training Adversarial Attacks

Hyperparameter ORS. |ARS. Atk Param Value

Optimizer AdamW PGD eps 0.15
Learning rate 10−3 PGD eps_step 0.01
Weight decay 10−4 DF max_iter 10
Scheduler StepLR(10,γ=0.5) FGSM eps 0.15
Batch size 64 LPF lambd 0.5
Epochs 30 ZOO conf 0.8
Training noise fixed σ |σ(x) HSJ max_iter 64
Cert. noise σ 0.3 CW max_halving 5
Pilot samples n0 200 CW max_doubling 5
Samples n 1000 |≥ 1000 JSMA θ 0.1
Significance α 0.001 JSMA γs 1.0
λ, noise floor, ramp epoch 0.1, 0.2, 5

Adversarial attacks. We generated eight attack-dataset combinations using
the Adversarial Robustness Toolbox (ART) [28], a commonly used Python li-
brary for ML security. We evaluated each of the pre-trained model-dataset com-
binations using different threat models, including six white-box attacks and two
black-box attacks, to demonstrate their effectiveness and adaptability. We pre-
sented the adversarial attack hyperparameter used to generate adversarial ex-
amples (AEs) for each attack in Table 3. All unlisted parameters with respect
to each attack were initialized using the default ART values. We selected these
attacks due to their widespread use in adversarial machine learning research [5,
14, 43, 32].

Projected Gradient Descent (PGD): A white-box attack that maximizes the
model’s loss while keeping perturbations close to the original example, con-
strained within lp norm [24]. PGD starts with a sample, applies a random per-
turbation within the lp ball, and iteratively takes gradient steps to increase loss,
projecting back to the lp ball after each step until convergence.

Fast Gradient Sign Method (FGSM): A white-box attack that finds minimal
perturbations for misclassification [18]. FGSM computes the loss gradient with
respect to input data, then takes the sign of this gradient, multiplied by a small
value (ϵ) to determine the direction of perturbation. Using the gradient sign
instead of the full gradient makes FGSM a fast attack.

Jacobian-based Saliency Map (JSMA): A white-box attack that targets salient
features to misclassify towards a target class [29]. JSMA initializes a Jacobian
matrix of partial derivatives of output class probabilities with respect to input
features. Using a saliency map, JSMA identifies and modifies the most influential
features iteratively until the target class probability becomes sufficiently high or
a maximum number of features is modified.
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Carlini and Wagner (CW): A white-box optimization-based attack seeking
minimal perturbations for maximal misclassification [11]. CW iteratively refines
AEs to enhance misclassification confidence while maintaining imperceptibility.
The high transferability of CW AEs allows them to deceive models with different
architectures.

LowProFool (LPF): A white-box attack developed to generate AEs for tab-
ular data by iteratively applying perturbations to an original sample until the
perturbed sample is misclassified by the classifier [10]. The algorithm also in-
corporates feature importance to guide the perturbation process, prioritizing
features based on their significance to the classifier. Feature importance is cal-
culated using Pearson correlation, where greater perturbations are applied to
less important features and smaller perturbations to more important ones. This
approach ensures that the AEs are both effective and minimally distorted.

DeepFool (DF): A white-box attack that iteratively finds minimal perturba-
tions required to cross the decision boundary and induce misclassifcation [26].
At each iteration, it applies the calculated perturbation and repeats the pro-
cess until the sample crosses the decision boundary with the goal of adaptively
minimizing the final perturbation.

Zeroth Order Optimization (ZOO): A black-box attack that approximates
gradients when they are unavailable or expensive [13]. ZOO uses output proba-
bilities to estimate gradients via finite differences, iteratively creating adversarial
examples until success or a maximum iteration count is reached.

HopSkipJump (HSJ): A black-box decision-based attack that begins with
an original sample and perform a binary search to find the decision boundary
[12]. HSJ attacks estimate gradient direction and perturb samples accordingly.
This process is facilitated by geometric progression, which adjusts the step size
during the search: larger steps are used when the perturbed point is far from
the boundary, and smaller steps when it is close. This approach enhances query
efficiency by avoiding unnecessary computational resource expenditure.

For each attack-dataset combination, we measure the classification accuracy
of both the DNN and TabNet models before and after implementing any evasion
attack with respect to each model and source dataset. In Table 4, we present
the results which serve as a baseline to evaluate, on one hand, the model’s
vulnerability to different attack categories, and, on the other hand, the extent
to which our defense enhances model robustness against each attack scenario.
In addition to reporting the baseline model performance, we also provide the
dataset statistics, including the number of features before and after applying
one-hot encoding to the categorical features as well as the total number of records
for each of the datasets.
Evaluation metrics. we used three metrics to evaluate our adaptive random-
ized smoothing technique.
Certified Accuracy (CertAcc) measures the proportion of inputs for which the
smoothed classifier is both correct and provably robust within a certified radius.
A sample contributes to CertAcc only if all of the following conditions are met:
1) The smoothed prediction is correct, i.e., g(xi) = yi; 2) The certified radius is
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Table 4. Dataset Statistics and Baseline Model Accuracy.

Model UNSW-NB15 CICIDS2018 URL
DNN 99.7% 99.9% 95.0%
TabNet 99.5% 99.9% 92.6%
Features (pre) 43 69 63
Features (post) 204 71 63
Records 235,050 1,156,152 11,358

“Features (pre)” denotes the original number of features in the dataset. “Features
(post)” denotes the number of features after preprocessing; one-hot encoding of
categorical features.

strictly positive, R(xi) > 0; 3) The Monte Carlo hypothesis test confirms, with
confidence level 1−α, that the top class is statistically dominant over the other
class. Therefore, CertAcc measures prediction correctness together with a formal
robustness guarantee.
Accuracy (Acc) measures the accuracy of the base classifier f on adversarial
samples, i.e., the proportion of inputs for which the clean (unsmoothed) model
predicts the correct label. This metric reflects standard predictive performance
without any smoothing or certification.
Average Certification Time (Avg_cert_time) measures the computational cost
of randomized smoothing. For each fold and each attack, we recorded the total
wall-clock time Tcert (in seconds) required to certify all samples, and computed
the per-sample certification time in milliseconds according to the following equa-
tion:

cert_ms_per_sample = 1000× Tcert

Ntest
, (16)

where Ntest is the number of test samples in that fold. We report Avg_cert_time
as the mean of these per-sample certification times across the (K = 5) cross-
validation folds.

6 Results and Analysis

The following experiments were designed to evaluate the robustness of our ARS
algorithm through answering the following Research Questions (RQs):
RQ1: To what extent does the proposed ARS defense improve model accuracy
across different evasion attack types compared to undefended models?
RQ2: How does the proposed ARS technique compare to the ORS in terms of
model accuracy under different adversarial attacks?
RQ3: To what extent does the ARS defense preserve model accuracy on clean
examples compared to the ORS method?
RQ4: What is the overhead introduced by the ARS technique compared to the
ORS method with respect to training time?
RQ5: How does ARS compare with the state-of-the-art randomized smoothing
techniques in terms of robustness across diverse evasion attacks?
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Fig. 1. Certified Accuracy for DNN Model Before and After Defense Across Each
Attack Method
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Fig. 2. Certified Accuracy for TabNet Model Before and After Defense Across Each
Attack Method

RQ1. Improvement in model accuracy against various evasion attack
scenarios. To answer RQ1, we implemented our defense on both the TabNet and
DNN architectures and evaluated their resilience against eight state-of-the-art
evasion attacks across three benchmark datasets. Fig. 1 and Fig. 2 present the
results for the DNN and TabNet models, respectively, comparing model accuracy
before and after applying ARS. Both figures clearly demonstrate substantial
improvements in adversarial accuracy, which confirms the effectiveness of our
approach in mitigating diverse attack strategies.

The results further reveal that, for our DNN model, different attack algo-
rithms exploit model vulnerabilities in distinct ways, leading to varying levels of
success in reducing accuracy. Gradient-based white-box attacks such as PGD,
FGSM, CW, JSMA and DF are particularly aggressive because they directly
leverage gradient information to maximize the misclassification probability. Con-
sequently, these attacks tend to craft highly optimized perturbations that effec-
tively degrade model performance. Nonetheless, our defense successfully coun-
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tered these attacks, recovering model certified accuracy by an average of 68%,
65%, 41%, 67%, and 49% for PGD, FGSM, CW, JSMA, and DF respectively
across the three datasets.

In contrast, black-box query-based attacks such as ZOO or decision-based
methods like HSJ are generally less aggressive. Since they cannot access gradi-
ents, these attacks rely on repeated model queries to approximate the decision
boundary and optimize surrogate objectives. This approximation process typi-
cally produces weaker perturbations compared to white-box methods, making
such attacks less effective in practice. As a result, ARS maintains high adver-
sarial accuracy under black-box settings, which demonstrates robustness even
when the attacker adapts to realistic query-based constraints.

When evaluating these attacks on our TabNet model, we found that ARS
primarily improved the certified accuracy in cases where the baseline model fails
most severely, while occasionally introducing small drops for attacks where the
baseline was already strong. On the UNSW-NB15 dataset, the baseline is already
high for ZOO/DF/FGSM (89%-97%), but it collapses for HSJ/JSMA (0-2%)
and CW/LPF/PGD (30-45%). After applying the defense, accuracy becomes
consistently high across all attacks (86-90%), with only minor decreases on a
couple of the already-strong baseline cases. On CICIDS2018, the baseline was
particularly vulnerable to CW, JSMA, and HSJ where we observed the accuracy
drop below 40%. However, after retraining the model with ARS we observed
near perfect certified accuracy (99%) for HSJ, ZOO, DF, FGSM, and PGD. The
main remaining weakness is LPF, which had moderate improvement after ARS
with accuracy improving by 13%. Finally, on the URL datasets, ARS raised the
accuracy of the weakest baseline cases (HSJ/JSMA at 7% and CW/LPF/PGD at
roughly 35-45%) up to a consistent 84-85%, while slightly reducing performance
for attacks where the baseline was already high (ZOO/FGSM).

RQ2. Comparison between our ARS technique and ORS. To inves-
tigate RQ2, we evaluated the robustness of our proposed ARS technique against
the ORS. Both defenses are tested under eight evasion attack algorithms, each
implemented in two distinct scenarios: (i) non-constrained attacks, where ad-
versarial perturbations are generated without respecting dataset-specific feature
constraints, and (ii) constrained-aware attacks, where categorical and binary
features are preserved via masking, and only continuous features are perturbed.
This scenario preserves feature semantics and validity, ensuring that perturba-
tions remain realistic. Testing under these conditions provides a more faithful
assessment of our defense’s robustness in real world scenarios.

We reported four key evaluation metrics; Acc-NC and Acc-C, where they
denoted model accuracy under non-constrained and constraint-aware adversarial
attacks, respectively, both measured before applying any defense. CertAcc-ARS
and CertAcc-ORS denoted the certified accuracy after applying our ARS and
the ORS defense, respectively.

Table 5 reports the experimental results for the DNN architecture. We ob-
served in some attack cases that Acc-C is consistently higher than Acc-NC. This
outcome stems from the constrained-aware setting, where the adversarial per-



Title Suppressed Due to Excessive Length 17

Table 5. DNN Adversarial Accuracy (%) Comparison Across Each Dataset and Attack

Dataset Metric PGD FGSM CW JSMA DF LPF ZOO HSJ

UNSW-NB15

Acc-NC 0 27 45 44 60 49 99.7 65

Acc-C 0 46 82 58 89 50 99.7 99.7

CertAcc-ARS 96 99 72 99 99 50 99 99

CertAcc-ORS 96 99 79 99 99 54 99 99

CICIDS2018

Acc-NC 30 0 19 11 28 47 99.9 99.8

Acc-C 46 41 36 28 74 50 99.9 50

CertAcc-ARS 90 90 81 93 94 43 96 96

CertAcc-ORS 81 81 81 81 81 30 82 82

URL

Acc-NC 43 59 51 22 44 26 94 72

Acc-C 40 56 47 26 45 28 95 73

CertAcc-ARS 90 91 85 87 87 87 89 88

CertAcc-ORS 90 90 85 87 86 87 87 87

turbations that violate the original tabular data constraints are discarded and
replaced with the original values. As a result, the effective perturbation space
is reduced, making constrained-aware adversarial examples less aggressive but
more realistic [3].

Our ARS defense consistently outperforms or performs equally to the ORS
across nearly all attack types and datasets, with the exception of CW and LPF on
UNSW-NB15. In these cases, the ORS slightly outperforms the adaptive variant
when defending against these attacks by 7% and 4%, respectively. LPF, being a
targeted and highly effective tabular attack, requires training with substantially
higher levels of injected noise to mitigate its impact. However, such aggressive
noise injection is not incorporated into the adaptive smoothing method, as it
comes with the major drawback of significantly degrading model accuracy on
clean, unperturbed examples.

Across all three datasets, ARS records substantial improvements particu-
larly on CICIDS2018. Specifically, JSMA, DF, LPF, HSJ, and ZOO achieve
12%, 13%, 13%, 14%, and 14% accuracy improvements, respectively, when com-
pared to ORS, the ARS method demonstrates model accuracy improvement by
9% on gradient descent attacks, PGD and FGSM. We also note that black-box
query-based attacks ZOO and HSJ were largely ineffective against the DNN on
CICIDS2018 datasets. Despite this, the ORS method incurred a significant re-
duction in model accuracy by 17%, thus compromising robustness in the absence
of strong adversarial threat. In contrast, our ARS approach preserved model ac-
curacy while maintaining comparable robustness which underscores its ability to
balance defense strength and clean model accuracy.

In Table 6, we report the experimental results for the TabNet architecture.
When examining the comparative performance under the non-constrained (Acc-
NC) and the constraint-aware (Acc-C) attack settings, we found similar results



18 N. Alhussien et al.

Table 6. TabNet Adversarial Accuracy (%) Comparison Across Each Dataset and
Attack

Dataset Metric PGD FGSM CW JSMA DF LPF ZOO HSJ

UNSW-NB15

Acc-NC 30 93 43 0.1 89 33 96 2

Acc-C 99 99.3 44 82 99.5 68 99.5 99.5

CertAcc-ARS 90 90 89 90 90 86 90 90

CertAcc-ORS 90 90 89 89 90 89 89 89

CICIDS2018

Acc-NC 50 50 12 21 73 41 93 35

Acc-C 50 50 12 30 73 41 93 39

CertAcc-ARS 99.7 99.7 89 93 99.6 54 99.5 99.5

CertAcc-ORS 94 94 89 94 94 93 94 94

URL

Acc-NC 45 85 35 7 66 43 92 7

Acc-C 45 85 35 7 66 43 92 7

CertAcc-ARS 85 85 85 85 85 84 85 85

CertAcc-ORS 85 85 85 84 84 84 85 85

to the DNN model, where the constraint-aware attacks generally yielded higher
or equal accuracy across each of the datasets. When assessing the certified ac-
curacies of the original smoothing and our method, we observe that ARS gen-
erally outperforms ORS across most of the datasets and attack types, with
some exceptions. On UNSW-NB15, ARS achieved comparative performance on
all attacks except for LPF where we observed a reduction in accuracy of 3%.
On CICIDS2018, ARS outperformed ORS for PGD, FGSM, DF, ZOO, and
HSJ with accuracy improvements ranging between 5.5%-5.7%. However, ARS
underperformed when defending against the JSMA and LPF attacks where we
observe an accuracy reduction of 1% and 39%, respectively, compared to ORS.
The 39% drop under LPF is specific to the TabNet–CICIDS2018 combination
and does not generalize across datasets. On UNSW-NB15 the gap is only 3%,
on URL it is less than 1%, and for the DNN the maximum reduction is 7%
across all three datasets (Tables 5–6). LPF concentrates perturbations on low-
importance features, producing adversarial examples that fall in high-entropy
regions of the feature space, where our entropy-guided scaling reduces noise mag-
nitude. TabNet’s attention mechanism amplifies this effect on CICIDS2018 by
assigning soft, distributed attention weights across features, which increases pre-
dictive entropy on LPF-perturbed inputs and consequently reduces the effective
noise applied during smoothing. Regarding CW, the slight underperformance of
ARS on UNSW-NB15 (7% below ORS for the DNN) arises because CW pro-
duces minimal, tightly optimized perturbations that remain close to the decision
boundary. These perturbations yield moderate entropy values that receive inter-
mediate noise scaling, which is insufficient to shift predictions back across the
boundary. Lastly, on the URL dataset, we see comparable performance overall
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when compared to the ORS with accuracies ranging within 1% between meth-
ods.
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Fig. 3. DNN Model Accuracy on Clean Data for ARS and ORS Across Different σ.
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Fig. 4. TabNet Model Accuracy on Clean Data for ARS and ORS Across Different σ.

RQ3. Defense impact on clean examples. To answer RQ3, we imple-
mented a comparative analysis between our ARS and the ORS technique with
respect to their ability to accurately classify clean non-perturbed examples.
Maintaining high model accuracy on clean examples is a crucial requirement
for any defense technique. Some defense methods, while attempting to purify
adversarial examples, inadvertently degrade the accuracy of clean inputs. This
issue is particularly critical in real-world tabular deployments, where even a slight
increase in the false positive rate can impose substantial downstream costs such
as additional manual review, delayed decisions, and reduced trust in the model.

Fig. 3 and 4 present the performance of both defense techniques in preserv-
ing accuracy on clean examples for the DNN and TabNet models. We reported
model accuracy on clean examples while varying the noise magnitude used for
training and certification, with σ ∈ {0.15, 0.30, 0.50}. Across all datasets, ARS
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consistently preserves high clean accuracy as σ increases, remaining close to the
non-smoothed baseline.

For the URL and CICIDS2018 datasets, ARS substantially outperforms
ORS. In particular, ORS exhibits a pronounced degradation in clean accuracy
as σ increases, with drops of up to 5–10% on URL and 17–20% on CICIDS2018 at
σ = 0.30 and σ = 0.50. In contrast, ARS maintains near-baseline performance
across all noise levels (see Table 4 for the baseline accuracy), demonstrating
strong robustness to training time noise injection. In UNSW-NB15, both meth-
ods achieve similar clean accuracy in all σ values, indicating that this dataset
is less sensitive to noise augmentation. Overall, these results show that entropy-
guided adaptive noise injection effectively mitigates the accuracy degradation
commonly observed with ORS. Notably, the clean accuracy drops exhibited by
ORS in Figures 3 and 4 directly correspond to increased false positive rates.
Samples that the unsmoothed model correctly classifies as benign are misclassi-
fied as attacks after ORS is applied, constituting Type I errors. For example, on
CICIDS2018 at σ = 0.5, ORS reduces clean accuracy by up to 20% relative to
the unsmoothed baseline (Table 4), indicating that a substantial proportion of
benign inputs are incorrectly flagged. In contrast, ARS maintains near-baseline
clean accuracy across all noise levels and datasets, thereby preserving low false
positive rates while still providing certified robustness guarantees. We further
validate this finding in the multi-class setting in Appendix C.

RQ4. Efficiency of our adaptive defense method. To answer RQ4, we
further compared the computational efficiency of ARS and ORS by measuring
the average Avg_cert_time reported in Fig. 5. For the DNN results on UNSW-
NB15, CICIDS2018, and URL, ARS consistently achieves lower certification
latency than ORS across all datasets. Specifically, ARS reduces the average
certification time from 9.87 ms to 8.20 ms on UNSW-NB15, from 9.87 ms to 7.69
ms on CICIDS2018, and from 10.25 ms to 8.11 ms on URL. This corresponds to
relative speedups6 of approximately 17%, 22%, and 21%, respectively.

In contrast, the TabNet results show a dataset-dependent overhead trend: on
UNSW-NB15 and CICIDS2018 ARS requires higher average certification time
than ORS (33.5ms vs. 27.7ms and 32.6ms vs. 28.23ms, respectively), while on
URL the two methods are nearly identical (51.7ms vs. 52.5ms). This is due to
ARS increasing the sampling budget n(x) for inputs with small margin m(x)
and low confidence c(x) (Eqs. 10–11), whereas ORS uses a fixed sampling bud-
get. TabNet’s sequential attention mechanism produces softer probability distri-
butions than the DNN, particularly on UNSW-NB15 and CICIDS2018, where
the heterogeneous feature distributions cause attention weights to spread across
multiple features rather than concentrating on a few discriminative ones. This
results in a higher proportion of inputs with small margins and low confidence
scores, which triggers additional resampling under ARS and increases the av-
erage certification time (33.5ms vs. 27.7ms on UNSW-NB15 and 32.6ms vs.
28.23 ms on CICIDS2018). In contrast, on the URL dataset, TabNet’s predic-

6 We reported certification speedup as the relative reduction in the average certifica-
tion time Avg_cert_time compared to ORS.
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tions are well-separated with consistently high margins, so ARS allocates close
to the base budget and its certification time matches ORS more closely (51.7 ms
vs. 52.5ms). This confirms that the overhead introduced by adaptive sampling is
not a fixed cost but arises only when the model’s predictive uncertainty warrants
additional samples, representing a trade-off between certification reliability and
computational efficiency.
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Fig. 5. Average Certification Time per Sample (ms) for ARS and ORS.

RQ5. Comparison with other approaches.7 We compared the certified
accuracy of four defense strategies—ARS, ORS, ORS with clean training (ORS-
Z)8, and BARS—under eight evasion attacks across three datasets using DNN
model, see Fig. 6. To ensure a controlled comparison, we evaluate all methods
using the same base architecture, data splits, and adversarial loaders, and we
align the certification budget by using the same (σ, n0, nbase, α) across defenses;
for BARS, we integrate its noise-transformation module into our pipeline while
replacing BARS’ original IDS-specific backbone with our tabular DNN to en-
sure a controlled comparison. While existing certification techniques primarily
emphasize maximizing the certified radius, our objective is to improve model ro-
bustness with formal guarantees, as reflected by certified accuracy under attack.
ARS consistently achieves the highest certified accuracy across most attacks and
datasets, indicating stronger robustness in practice. In contrast, ORS-Z, which
applies randomized smoothing without noise augmented training, exhibits sub-
stantial performance degradation under stronger attacks, highlighting the im-
portance of noise aware training when robustness is the primary goal. Although
ORS improves robustness relative to ORS-Z, it still suffers noticeable accuracy
7 We restrict this experiment to the DNN to keep the comparison focused on random-

ized smoothing variants rather than the effects of changing the model architecture.
8 ORS-Z corresponds to the standard randomized smoothing evaluation: the base clas-

sifier is trained on clean data, and smoothing is applied only at certification time.
Noise augmented training is optional and not required by the original randomized
smoothing formulation.



22 N. Alhussien et al.

Fig. 6. Certified Accuracy Comparison of Four Defense Strategies Under 8 Evasion
Attacks

drops compared to ARS, particularly on feature-sensitive attacks such as FGSM,
JSMA, and PGD in UNSW-NB15 and CICIDS2018, and also degrades clean
accuracy. BARS and ORS-Z generally preserve clean accuracy but fail to main-
tain robustness under stronger adversarial perturbations. Overall, these results
demonstrate that ARS best preserves the trade-off between certified robustness
and clean predictive accuracy among existing randomized smoothing baselines.
We extend this comparison to the multi-class setting in Appendix D.

7 Conclusion and Future Work

In this paper, we advance randomized smoothing for tabular classification by
introducing an adaptive variant that accounts for model uncertainty and data
characteristics. Our method combines entropy-guided noise injection with mar-
gin–confidence–based adaptive sampling, leading to improved robustness against
a wide range of adversarial attacks while preserving accuracy on clean inputs.

Although our primary analysis focuses on binary classification, we further
validate the effectiveness of our approach in multi-class settings, demonstrating
its applicability across tasks of varying complexity. The proposed framework is
model-agnostic and compatible with different architectures, including standard
deep neural networks and tabular-specific models such as TabNet. This flexi-
bility is particularly important for real-world tabular data, which often exhibit
heterogeneous feature types and complex dependencies.

Looking forward, an important direction for future work is extending adap-
tive randomized smoothing to account for both adversarial perturbations and
distribution shifts. In many real-world tabular applications, such as network traf-
fic analysis, data distributions evolve over time due to concept drift. Existing
certification methods typically assume static distributions and may fail to pro-
vide reliable guarantees under such conditions. Developing certification frame-
works that jointly address adversarial robustness and distributional changes is
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therefore a key step toward building trustworthy and deployable tabular ML/DL
systems.
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A ARS Adaptation to Multi-class Classification

To evaluate the generalizability of ARS beyond binary classification, we extended
our evaluation to the multiclass setting using the UNSW-NB15 dataset with its
original ten-class label structure, as detailed in Table 7. For this experiment, we
adopted a stronger DNN architecture to better handle the increased complex-
ity of the ten-class task. Specifically, the DNN classifier consists of three fully
connected hidden layers with 256, 128, and 64 neurons, respectively, followed
by a ten-class output layer; ReLU activations are used after each hidden layer,
and dropout with rate 0.2 is applied after the first two hidden layers to improve
generalization. Using this architecture, we evaluated ARS and ORS against all
eight evasion attacks. Table 8 reports the results.

On seven of the eight attacks, ARS and ORS achieve certified accuracy within
3 percentage points of each other: ARS holds a slight advantage on PGD and DF
(+1 percentage point each), ORS leads on FGSM, JSMA, and HSJ (+3, +2, and
+1 percentage points, respectively), and the two methods are tied on ZOO and
CW. The cases where ORS slightly outperforms ARS reflect the increased diffi-
culty of entropy-based noise scaling in the multi-class setting, where the wider
entropy range causes the scaling factor to distribute noise more conservatively.
The most notable difference appears on LPF, where ARS outperforms ORS by
17 percentage points (47% vs. 30%). This contrasts with the binary setting,
where ORS generally held an advantage on LPF, and suggests that the wider
entropy range in the multi-class setting may better differentiate LPF-perturbed
inputs from clean ones, allowing entropy-guided noise scaling to allocate noise
more effectively. These results confirm that ARS generalizes to multi-class tasks
without architectural modification.

Table 7. Dataset Statistics for UNSW-NB15 in Multi-class Setting

Attack Category Training Testing Total

Analysis 2,000 677 2,677

Backdoor 1,746 583 2,329

DoS 12,264 4,089 16,353

Exploits 33,393 11,132 44,525

Fuzzers 18,184 6,062 24,246

Generic 40,000 18,871 58,871

Normal 56,000 37,000 93,000

Reconnaissance 10,491 3,496 13,987

Shellcode 1,133 378 1,511

Worms 130 44 174

Total 175,341 82,332 257,673
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Table 8. DNN Adversarial Accuracy (%) Comparison on Multi-Class UNSW-NB15

Dataset Metric PGD FGSM JSMA DF ZOO CW LPF HSJ

UNSW-NB15

Acc-NC 34 35 33 55 74 59.5 16 58

Acc-C 61 62 54 63 60 15.5 63 63

CertAcc-ARS 64 60 57 64 64 60 47 63

CertAcc-ORS 63 63 59 63 64 60 30 64

B Additional Experimental Setup Details

We performed a sensitivity analysis over λ ∈ {0.05, 0.1, 0.2}, noise floor ∈ {0.1,
0.2, 0.3}, and ramp epochs ∈ {3, 5, 7}. As shown in Fig. 7, certified accuracy
varies by at most 1.8 percentage points across all tested configurations, confirm-
ing that ARS is robust to hyperparameter selection. The chosen configuration
(λ=0.1, noise floor=0.2, ramp=3) provides the best trade-off between robustness
and certified accuracy. These experiments were conducted on the URL dataset.
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Fig. 7. Sensitivity Analysis of Key ARS Hyperparameters for URL.

C Clean Accuracy and Adaptive Noise Behavior in the
Multi-class Setting

To complement the binary classification results for RQ3, we evaluate the impact
of ARS and ORS on clean accuracy in the multi-class UNSW-NB15 setting. We
first observe that the DNN achieves an accuracy of 76% in the multi-class setting,
compared to 99.7% in the binary setting. This performance gap is primarily at-
tributable to differences in data distribution. In the binary setting, the dataset is
balanced, which simplifies the classification task and enables the model to learn
more stable decision boundaries. In contrast, the multi-class setting exhibits sig-
nificant class imbalance, with several attack categories being underrepresented,
thereby increasing task difficulty and reducing overall accuracy. This highlights
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Fig. 8. ARS vs. ORS Clean Accuracy Under Different σ Values on UNSW-NB15.

that performance in the multi-class setting reflects a more challenging and realis-
tic scenario rather than a limitation of the model. Figure 8 shows clean accuracy
under varying noise magnitudes σ ∈ {0.15, 0.30, 0.50}. ARS maintains stable
clean accuracy at approximately 75% across all noise levels, whereas ORS de-
grades from approximately 67% at σ = 0.15 to approximately 63% at σ = 0.50.
This confirms that the clean accuracy preservation observed in the binary setting
(Figures 3–4) generalizes to multi-class classification, and that the accuracy gap
between ARS and ORS widens as noise increases, demonstrating the robustness
of ARS under more challenging and imbalanced conditions.

To further analyze the behavior of entropy-guided noise injection, we log
the effective training-time noise σ(x) across epochs for the DNN model. Fig-
ure 9 illustrates the evolution of σ(x) in ARS using grouped box plots over
non-overlapping 5-epoch windows. During the ramp phase (epochs 15–19), the
distribution of σ(x) gradually expands, rising from approximately 0.03 at epoch
15 to approximately 0.34 at epoch 19. This reflects a controlled introduction of
noise that avoids strong perturbations early in training.

In subsequent epochs (20–24), σ(x) spans a wide range across samples, with
minimum values near the noise floor (0.1) in this experiment for uncertain inputs
and maximum values approaching the global σ(x) (0.5) for confident predictions.
This behavior indicates that the model selectively applies stronger smoothing
where it is most appropriate, while remaining conservative for fragile examples.

In the final training stage (epochs 25–29), the distribution of σ(x) stabi-
lizes, suggesting that the adaptive mechanism converges to a steady allocation
of noise across samples. This adaptive behavior helps explain the improved clean
accuracy observed with ARS; the model avoids excessive noise on fragile inputs
during training while still enforcing smoothness in confident regions. We further
observe that the variance of σ(x) increases from a small value early in training
(0.006) to a non-trivial level at convergence (0.11), confirming that the model
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does not collapse to fixed-noise augmentation as in ORS, but instead consis-
tently allocates noise based on prediction confidence.

Fig. 9. Grouped Distribution of Adaptive σ over Training for DNN Model.

D Comparison with Other Defense Approaches on
Multi-Class Setting for UNSW-NB15

Fig. 10. Certified Accuracy Comparison of Four Defense Approaches Under 5 Evasion
Attacks in Multi-Class Setting
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To extend the RQ5 analysis to multi-class classification, we compare ARS, ORS,
ORS-Z, and BARS under all eight evasion attacks on the multi-class UNSW-
NB15 dataset using the DNN model. Figure 10 reports the results alongside
clean accuracy. ARS and ORS achieve comparable certified accuracy on most
attacks, with both methods reaching approximately 64–65% on ZOO, DF, PGD,
and CW, and differences of at most 4 percentage points on FGSM, JSMA, and
HSJ. The most notable divergence is on LPF, where ARS outperforms ORS by
17 percentage points (47% vs. 30%). However, ORS achieves this adversarial
performance at a significant cost to clean accuracy: ORS degrades clean accu-
racy to approximately 67%, whereas ARS preserves it at approximately 76%,
matching ORS-Z and BARS. Both ORS-Z and BARS suffer substantial robust-
ness degradation under adversarial attacks, with BARS falling below 53% in
every case and ORS-Z below 20% on six of eight attacks, with the exception of
HSJ (approximately 58%) and ZOO (approximately 19%). These results con-
firm that, consistent with the binary setting, ARS provides the most favorable
trade-off between adversarial robustness and clean accuracy preservation among
the evaluated defenses, and that this property generalizes to multi-class tabular
classification.


