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Abstract. Quantum Key Distribution (QKD) promises information-
theoretic secrecy by leveraging quantum physics, yet practical deploy-
ments depend heavily on a classical, packet-switched control channel for
timing, synchronization, and key management. Surprisingly, this crit-
ical classical component has been largely overlooked from a network-
and system-security perspective. In this paper, we present a comprehen-
sive security evaluation of the classical channel in a commercial-grade
entangled-photon BBM92 QKD deployment. We introduce Pickle-TCP,
a transparent, QKD-protocol-aware fault-injection proxy that manip-
ulates control-plane messages. Using only intercepted network traffic,
we reverse-engineer the proprietary QKD protocol and uncover zero-
day exploitable vulnerabilities in authentication, synchronization, and
control-message handling. Leveraging this understanding, we demon-
strate three concrete and repeatable attacks that disrupt authentica-
tion, silently desynchronize key pools, and halt key generation in our
deployment without triggering operator-visible alarms. As a practical
countermeasure, we evaluated a post-quantum-secure tunnel for the clas-
sical channel using WireGuard and Rosenpass and measured an approx-
imately 6.6% key generation throughput overhead. While our evalua-
tion examines a single commercial BBM92 implementation, it shows that
under-specified classical-channel design choices can create exploitable se-
curity failures in production QKD systems. More broadly, our findings
highlight the gap between quantum-security theory and the engineering
realities of networked control planes, and establish a network-security
case study for entanglement-based QKD systems.

Keywords: Symmetric-key Cryptography · Quantum Key Distribution
· Network Security · BBM92 · QKD Key Pool Attacks · ETSI · Remote
Code Execution

1 Introduction

As quantum computing advances threaten to break conventional public-key cryp-
tography within the next decade, governments and industries worldwide are rac-
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ing to secure critical communications infrastructure [5]. Quantum Key Distribu-
tion (QKD) has emerged as a promising solution: unlike classical cryptography
that relies on computational hardness assumptions, QKD leverages fundamental
quantum mechanics principles, the no-cloning theorem and observer effect [3,38],
to provide information-theoretic secrecy. Any eavesdropping attempt inherently
disturbs quantum states, guaranteeing detection of adversaries. Charles H. Ben-
nett and Gilles Brassard were awarded the 2025 ACM Turing Award for their
foundational contributions that include QKD [1].

From 2020 to 2025, the QKD ecosystem has expanded dramatically: at least
34 distinct testbeds, commercial networks, and projects are now active glob-
ally, 21 in Europe, 7 in the United States, and 6 across Asia (China, India,
Japan, Singapore, and South Korea) [45]. At least 16 vendors now offer QKD
systems targeting defense, financial services, telecommunications, critical infras-
tructure, healthcare, and data centers, with approximately five specializing in
entanglement-based BBM92 implementations [45]. This growth is fueled by sub-
stantial public funding initiatives: the European Quantum Communication In-
frastructure (EuroQCI) project aims to build quantum communication infras-
tructure with 90 million Euros in investment [17], while the US National Science
Foundation has allocated $231.15 million for quantum information science re-
search in 2026 [34]. Recognizing this maturation, standardization bodies have
entered the field: ISO published ISO/IEC 23837:2023 for QKD component and
security requirements [21], and ETSI has developed comprehensive QKD pro-
files [16,19], signaling that integration and interoperability are now central con-
cerns for mainstream cryptographic systems.

In entanglement-based protocols like BBM92 (see Figure 1), pairs of entan-
gled photons are generated, and their quantum correlations: established through
polarization and basis measurements; allow two parties (Alice and Bob) to cre-
ate shared cryptographic keys. Any attempt at eavesdropping disturbs these
correlations, providing guaranteed detection of adversaries [3,42]. The quantum
channel exclusively carries photons used to establish correlated measurement
outcomes, while the classical channel transmits necessary control information
for clock synchronization, basis selection announcements, error correction, and
key distillation processes [9]. Hence, the security guarantees of QKD rely crit-
ically not only on quantum principles but also on the classical control plane’s
robustness.

While extensive research has probed the quantum-optical vulnerabilities in
QKD systems, considerably less attention has been directed toward securing
the classical communication channel, despite its familiarity to network adver-
saries. A comprehensive security review by the German Federal Office for In-
formation Security (BSI) [20] highlights 49 distinct attack paths across diverse
categories, including Calibration [31], Detector-blinding [28,30], Photon-number
splitting [26, 29], and Trojan-horse attacks [22], among others. Yet, nearly all
documented vulnerabilities target quantum hardware directly. The remaining
attacks involve (cache) side-channels on QKD systems [2,6,24,36] requiring the
attacker to have physical access to the systems.
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In contrast, the classical channel, though crucial for protocol operation, re-
mains underexplored in QKD security research. Existing work has investigated
aspects of the classical-quantum interplay [32,33], authentication weaknesses [23,
35], reconciliation side-channels [25], and denial-of-service conditions [7]. How-
ever, no comprehensive network-centric security evaluation targeting the classical
control plane has been conducted to date.

This gap is particularly concerning given that established protocols such as
BB84, BBM92, and ETSI standards explicitly indicate that the classical chan-
nel may remain unencrypted and sometimes unauthenticated [16]. Furthermore,
QKD systems face a fundamental bootstrapping challenge: they require authen-
ticated classical channels to maintain information-theoretic security, yet gen-
erating the initial authentication keys presents a circular dependency. While
post-quantum cryptography (PQC) offers a practical solution to this cold-start
problem, the integration of PQC-based authentication with QKD systems re-
mains largely unexplored in practice.

This paper presents the first rigorous network-security evaluation focused
solely on the TCP communication of the classical channel of a commercial
entangled-photon QKD system. By reverse-engineering the TCP communication,
we identified that the TCP payload used Python Pickle for binary (de)serialization.
To systematically analyze the TCP communication of our QKD system, we
decided to develop Pickle-TCP, a transparent, application-aware proxy for
intercepting and manipulating Python-Pickle-serialized TCP control streams.
Pickle-TCP enables precise manipulation of classical-channel messages with-
out affecting the quantum channel. Leveraging this capability, we identified and
empirically demonstrated three concrete attacks: (a) Authentication compro-
mise: exploiting a flaw in the HMAC-based authentication protocol to obtain
oracle-signed messages, and in conjunction with Pickle to obtain remote code
execution on both QKD servers that hosted the QKD generated key and the key
used to sign the classical channel (Fig. 2); (b) Silent desynchronization: sup-
pressing key-identifier frames to disrupt synchronization and create mismatched
key pools, with Bob’s attack-window key-generation rate dropping by a mean
99.3% across ten runs (Table. 2); and (c) Stalling key generation: delaying
classical exchanges of measurement-related data, where 250 ms was the smallest
sustained delay that collapsed key generation on both sides in our setup (Fig. 5
and Table 2).

Our empirical evidence comes from one commercial BBM92 entanglement-
photon based QKD vendor, out of five worldwide commercial vendors. Accord-
ingly, our claim is not that all QKD implementations are vulnerable in the same
way, but that security-critical classical-channel choices remain under-specified
in current practice and can create exploitable failures. In particular, ETSI GS
QKD 014 standardizes the northbound key-delivery API between KMEs and
applications, ETSI GS QKD 08 specifies the QKD Module Security, while ETSI
GS QKD 016 defines a protection profile for QKD modules from the physical
implementation to the output of final secret keys; neither document prescribes a
concrete peer-to-peer control-plane protocol, authentication handshake, or key-
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identifier synchronization mechanism for the proprietary classical channel we
analyze [13,16].

As a practical countermeasure, we integrated WireGuard [8] with Rosen-
pass [39] to provide post-quantum-secure tunneling for the classical channel.
Across ten runs, the tunneled setup achieved a mean run-average key-generation
rate of 0.808 keys/s while preserving the 2 keys/s peak rate, and it eliminates
content-aware manipulation and injection by an on-path adversary, but does not
by itself prevent pure delay/drop availability attacks. To the best of our knowl-
edge, this is the first empirical validation of PQC+QKD integration for securing
the classical control plane.
This paper makes the following contributions.

1. Reverse-engineering and traffic analysis of a commercial BBM92 classical
control protocol

2. Development of Pickle-TCP, an open-source transparent fault-injection
proxy available at: https://github.com/MaxHTu/tcp_proxy

3. Demonstration of three attack vectors compromising authentication, syn-
chronization, and availability

4. First empirical evaluation of PQC+QKD integration (using Rosenpass),
measuring approximately 6.6% overhead in key generation throughput

5. Identification of critical gaps in ETSI QKD standards and broader lessons
for classical-channel security in QKD deployments

Ethical Disclosure. Experiments were performed on hardware we own in an
isolated laboratory environment. No production networks, public optical fibres,
or third-party services were probed or disrupted. We informed our QKD ven-
dor about our findings confidentially and they immediately acknowledged and
patched their codebase.
Paper Structure. The paper proceeds as follows: Section 2 provides necessary
context, Section 3 details our threat model, Section 4 explains classical channel
interception methods, and Section 5 introduces Pickle-TCP. Sections 6 and 7
discuss our attacks, Section 8 proposes a secure classical channel solution, and
Sections 9, 10, and 11 provide discussions, related work, and concluding remarks,
respectively.

2 What Is QKD? And How Does It Work?

The BBM92 protocol, proposed by Bennett, Brassard, and Mermin in 1992, is
an entanglement-based quantum key distribution scheme that leverages the non-
local correlations of entangled photon pairs to establish symmetric cryptographic
keys between two nodes, Alice and Bob [3]. Unlike prepare-and-measure schemes
such as BB84, BBM92 eliminates the need for trusted state preparation by gen-
erating entangled photon pairs at a central (laser-based) source and distributes
one photon from each pair to Alice and the other to Bob via an optical chan-
nel that is typically termed the quantum channel. Both parties independently



Cracking QKD BBM92 via The Internet 5

and randomly choose measurement bases (e.g., rectilinear or diagonal) and per-
form polarization measurements. When their basis choices are compatible, their
outcomes are perfectly (or anti-) correlated due to quantum entanglement [42].

In the post-processing phase, the correlated outcomes are then sifted through
a general purpose computer on Alice and Bob. They then compare their basis
choices over a classical channel (e.g., public network such as the Internet) and
retain only those bits where their bases matched. Note that the actual mea-
surement information is not exchanged between them. This process forms the
raw symmetric key. However, due to noise and potential eavesdropping, dis-
crepancies may exist between Alice’s and Bob’s keys. Therefore, they engage in
error correction (reconciliation) to align their bit strings, followed by privacy
amplification to reduce Eve’s potential knowledge [27]. Throughout these post-
processing steps, authentication protocols (typically using pre-shared short keys
and message authentication codes, MACs) are used to ensure message integrity
and prevent man-in-the-middle attacks over the classical channel [38].

Concretely, the classical channel in a BBM92 deployment is not a mere side
channel for logging or coordination. It carries the protocol-critical exchanges
that let Alice and Bob sift detections, maintain timing alignment, reconcile mea-
surement outcomes, trigger privacy amplification, and agree on which distilled
keys are ready for downstream use. If these exchanges are forged, suppressed, or
delayed, the quantum layer may still deliver photon correlations while the end-
to-end key-establishment process silently fails, diverges, or becomes attacker-
controlled.

The final output is a symmetric key of reduced length, depending on the
initial raw key rate, quantum bit error rate (QBER), and efficiency of post-
processing. For example, starting from a 1,000 bit raw key with a QBER of 3
percent, the final secure key might be 256–700 bits long after error correction
and privacy amplification [27, 37]. The link between the quantum and classical
channels is thus critical: while entanglement enables secure key generation, the
classical channel is essential for coordination, sifting, reconciliation, authentica-
tion, and final key distillation [37,42]. This observation is not specific to BBM92
alone; any QKD deployment that relies on classical coordination for synchro-
nization, reconciliation, and key management can inherit similar control-plane
risks.

ETSI QKD Standards

The European Telecommunications Standards Institute (ETSI) Industry Speci-
fication Group on QKD specifies in ETSI GS QKD 014 [13] that a deployment
comprises distinct entities: Quantum Key Distribution Modules (QKDMs), Key
Management Entities (KMEs), and Secure Application Entities (SAEs). QKDMs
interface with quantum-optical hardware to generate raw keys; after classical
post-processing (error correction, privacy amplification), keys are transferred to
KMEs over an internal interface. KMEs maintain key stores/buffers and enforce
key-lifetime policies. The classical control channel, often implemented over Eth-
ernet/IP, handles timing, reconciliation of measurements, orchestration of key
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transfer, and authenticated message exchange. ETSI defines an Application In-
terface in GS QKD 004 [14] and a REST key-delivery API in GS QKD 014 [13]
between KMEs and applications (SAEs).

Once raw keys have been distilled, they are moved from QKDMs to KMEs
over an internal interface. KMEs store them and apply policy. Applications ob-
tain keys via standardized interfaces: GS QKD 004 specifies a technology-neutral
set of service operations and parameters for requesting and acknowledging keys
from KMEs, while GS QKD 014 defines HTTP/JSON endpoints for key deliv-
ery; deployments are expected to protect this interface (e.g., via TLS/HTTPS).
These interfaces enable interoperable delivery of keys to SAEs such as VPN
endpoints, TLS libraries, or databases.

ETSI also provides supplementary specifications for deployment and assur-
ance in GS QKD 012 [12] and GS QKD 016 [16] offers a Common-Criteria
protection profile for a pair of prepare-and-measure QKDMs connected by a
point-to-point link. Security-proofs are described in GS QKD 005 [10] and mod-
ule/component specs in GS QKD 008 [9] and 011 [11].

3 Attacker Model

We assume two honest QKD nodes, Alice and Bob who are connected via
the quantum (optical) and classical channels respectively as shown in Figure 1
and described in Section 2. Eve the adversary cannot tamper with or measure
individual photons without perturbing the entanglement resulting in no-keys
being agreed upon. Instead, we assume Eve, is present on the Internet path
between Alice and Bob, e.g., a malicious employee at an Internet Service Provider
(ISP), making Eve an on-path attacker.

Eve’s ultimate objective is to get access to the keys being generated by the
QKD system, however, degrading or subverting final key correctness, confiden-
tiality and availability while remaining undetected by built-in monitoring are
other objectives too. Eve has no physical access to Alice or Bob’s hardware, does
not have access to the keys used to authenticate the classical channel communi-
cation, and cannot break modern (quantum or classical) cryptography. However,
Eve does understand the public elements of the control protocol by reversing the
state machine from TCP/UDP streams and can deploy commodity middleboxes
at any point between the peers (typical for a malicious ISP who can redirect
specific network flows for further analysis). For example, Eve can: (a) read all
packets (passive eavesdropping); (b) delay, drop, duplicate or reorder packets;
(c) inject or modify payload bytes in-flight; and (d) open new transport socket
connections to its peers.

4 Decoding the Workings of the Network Traffic

We obtained a commercial entangled-photon BB92-based QKD system as part
of a government research project to evaluate potential side-channels in such sys-
tems. After we had the technicians install the system, we had several questions
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Fig. 1: Topology of our QKD security testing network.

on how the entire system works. Given, our background in network systems se-
curity, we were interested in the classical channel communication. Therefore, we
analyzed and dissected the network traffic several times. In the following we pro-
vide a distilled analysis from a ten minute packet capture of the network traffic
from a fresh start of the QKD nodes to stable key generation. We examine the
classical channel’s message types, sequencing, authentication mechanisms, and
timing dependencies, insights we subsequently exploit in our attacks (Sections 6
and 7).

4.1 TCP Streams & Authentication

On the classical channel, using Wireshark we first observed that Alice and Bob
initiate two separate TCP connections: one where Alice connects to Bob on port
5000 and another where Bob connects to Alice on port 5000. So each node uses
a dedicated one-way TCP connection to send data, note that the other end of
each TCP connection merely sends ACKs back, no data is sent. Immediately
after the three-way TCP handshake we observed the authentication protocol
which is shown in Figure 2.

After Alice and Bob complete their 3-way TCP handshake (with Bob be-
ing the server in this case as he is listening on port 5000), Bob sends Alice
a CHALLENGE and RANDOM_BYTES. Alice uses her pre-shared key (K) to sign
RANDOM_BYTES and sends BOB HMAC(RANDOM_BYTES). If HMAC(RANDOM_BYTES)
matches Bob’s HMAC(RANDOM_BYTES), then Bob responds back with WELCOME.
Next, Alice repeats the steps that Bob took starting with the CHALLENGE and
RANDOM_BYTES and ending with the WELCOME. This completes the authentication.

In multiple observations of the authentication protocol, we noticed that a
successful authentication ends with Alice sending Bob a fixed 32-byte field, after
which Bob sends the Welcome message. Observing a constant 32-byte suffix,
typical for SHA-256’s length and confirming it on sample messages, we concluded
the message is HMACSHA-256(K,RANDOM_BYTES).

A Hash-based Message Authentication Code (HMAC) is a keyed integrity
check:

HMACK(m) = H
(
(K ⊕ opad) ∥H((K ⊕ ipad) ∥m)

)
where H is a cryptographic hash, in this case SHA-256. It lets the receiver check
that the tag was produced by someone who knows K and that the message m
was not modified in transit.
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Fig. 2: Left: Message sequence pattern illustrating the QKD authentication pro-
tocol. Each node independently challenges its peer with random bytes, expecting
a valid HMAC signature in response. Right: Step-by-step exploitation of the au-
thentication vulnerability, where the attacker (Eve) tricks Alice into signing a
malicious payload.

4.2 Decoding Pickled QKD messages

Despite the ability to transmit messages in plain-text (recall Section 2), we
observed the TCP payload after the authentication to be encoded, e.g., there
were no clear-text JSON objects. After researching best possibilities to decode
the payload stream, we identified the payload to be encoded as length-prefixed
Python Pickle objects over persistent TCP sockets. Each object encoded a
high-level action from the source service to the target service. From the ten
minute capture, we observed three identical services to be running on Alice
and Bob namely: synchronization, remote-connection management and error-
correction each of which accounted for 60%, 22% and 1% for Alice and 72%,
27% and 1% for Bob. The ETSI QKD GS 0014 orchestration and key manage-
ment interface [13] was present only on Alice and accounted for the remaining
17% for Alice. The synchronization service included three actions to synchronize
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Fig. 3: Distribution of messages starting from synchronization (first 25 s) process
up to nearly ten minutes of key generation.

system clocks and the detector clocks. However, one of the actions was also used
to piggy-back the detector basis measurements throughout the communication.
The error-correction service included three actions and the orchestration merely
one action.

4.3 Traffic Analysis

Once we could interpret the message types and message content, we created a
time-series of the messages exchanged to observe the phases of the actions ex-
changed during the synchronization, error-correction and orchestration plotted in
Figure 3. From the time-series plot we can discern that the actions performed are
highly periodic which indicates that the protocol exhibits highly regular, cyclic
message patterns with predictable sequencing, making it vulnerable to targeted
manipulation. Alice in this case, has one more action than Bob which involves
sending the OKMS message that is used between Alice and Bob to agree upon a
key_id that links an identifier with the generated key after post-processing. For
traffic flowing from Alice → Bob, we observed a peak bandwidth of 35.83 Mbps
and an average bandwidth of 0.56 Mbps. The mean packets per second (pps) was
9.47 and the peak pps was 11. A total of 41.8 MB was sent with a total of 5646
application layer messages. For traffic flowing from Bob → Alice, we observed
a peak bandwidth of 5.37 Mbps and an average bandwidth of 5.35 Mbps . The
average pps was 7.95 and the peak pps was 9. A total of 39.8 MB was sent with a
total of 4733 application layer messages. From these network statistics, we note
that Alice sends 85% of its data at the very start of the synchronization, and
sends the remaining 15% over the ten minutes. Bob on the other hand has its
39.8 MB roughly evenly distributed over the ten minutes.
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Table 1: Specifications of the tested QKD system and Pickle-TCP fault-injection
proxy.

System (Pickle-TCP) QKD Stack

Param Value Param Value

CPU AMD EPYC 8024P (8-Core, 3.0 GHz) CPU Intel Xeon D-1718T (8-Core, 2.6GHz)
RAM 64 GB RAM 8 GB
NIC 2×Solarflare SFC9220 10/40G NIC 1 GbE Intel I219 (Alice & Bob)
OS Ubuntu 24.04 LTS OS Debian GNU/Linux 11
Kernel 6.8.0-58-generic Kernel 5.10.0-26-amd64
Python v3.12.3 Wavelength 810 nm (Alice), 1550 nm (Bob)
Tproxy Linux kernel module PAM Auto-Polarization Control

Channels Standard SMF (wavelength dep.)
Length 30 km (100 km max)
Link Loss Sum of channel losses

Experimental Setup

Figure 1 depicts our security testing infrastructure. We used a research-grade
BBM92 ELVIS 1550 QKD system from Quantum Optics Jena that comprise
of an entangled-photon pair source that splits the entangled-photon pair into
810 nm and 1550 nm wavelengths that are sent to Alice and Bob respectively.
Eve the eavesdropper is shown by the server that connects the classical net-
work between Alice and Bob. Eve uses the tcp-based fault-injection proxy we
developed Pickle-TCP to intercept and tamper with the TCP-based traffic
that is exchanged between Alice and Bob. The QKD system specification and
Pickle-TCP aka Eve are tabulated in Table 1.

5 Pickle-TCP Fault Injection

We now leverage our traffic analysis insights of how the QKD systems work from
the previous section, to think like an attacker and attempt to compromise the
QKD systems as outlined in our attacker model (Section 3). Assuming to be an
on-path adversary, our first challenge is to be able to introduce faults into the
TCP streams. By faults, we mean, a message could be blocked, delayed or re-
ordered; it also means a new message could be injected into the stream. However,
since every TCP message is enticated by a HMAC, tampering with the packets
will merely be ignored by the receiver. Second, even if we were able to tamper
with the TCP payload and the signature, and the size of the message changes,
we’d have to redo the checksum and sequence numbers which complicates our
attack. To overcome this challenge, we leveraged the Linux kernel’s Transparent
proxy support (TPROXY) to develop our custom Pickle-TCP fault-injection proxy
with the following design goals.
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5.1 Design Goals

We had the following design goals for PICKLE-TCP. Transparent in-band
operation: The fault-injector must see every byte that the classical channel
sees while remaining invisible to both QKD peers. Protocol-aware: Rather
than working with raw TCP segments, the proxy decodes each length-prefixed
Pickle object, allowing us to delay, drop, or inject at the level of protocol actions,
e.g., drop key_id messages. Modular design: As new attacks are developed,
they can be easily integrated into our system

5.2 Implementation

As shown in Figure 1, we set-up a server between Alice and Bob that can ei-
ther operate as a software switch or as Pickle-TCP fault-injection proxy.
When fault-injection is enabled, Linux TPROXY transparently diverts the
traffic through the proxy. TPROXY is a Linux Netfilter that diverts selected
TCP/UDP traffic to a local user-space socket while preserving the packets’ orig-
inal destination and source addresses and ports as observed by applications.
Unlike DNAT/REDIRECT, no L3/L4 header rewriting is performed on the receive
path: the kernel delivers the packet to the proxy as if it were addressed to the
original 5-tuple. When combined with the IP_TRANSPARENT socket option and
appropriate policy routing, the proxy can also originate connections using the
client’s source address, making the server perceive the original client IP. For TCP,
the proxy terminates the client connection and initiates a separate server-facing
connection; therefore, sequence numbers, window scaling, selective acknowledg-
ments, and negotiated TCP options are established independently on each socket
rather than preserved end-to-end. This arrangement enables user-space software
to intercept and control flows transparently.

The user first provides a yaml configuration file that describes the properties
and composition of actions of the attack. When the decoder receives the TCP
segment, it decodes the TCP payload and then sends it to the payload handler.
Depending on the type of message and the attack configuration, the payload
handler then dispatches the payload to the respective attack. If no attack is
configured, the messages is encoded-back and forwarded to TPROXY which
then takes care of sending out the appropriate socket. This works bi-directionally.
Attacks can be composed to target multiple actions, e.g., drop one type of action
and then delay another type of action. Attacks can be started or stopped by
updating the configuration file at run-time. In the current version which is open-
source, we have implemented the following attacks:

– Block: In this attack, actions specified in the configuration file will be
blocked.

– Delay: In this attack, actions specified in the configuration file will be de-
layed by the specified delay-time.

– Inject: In this attack, the attacker can inject messages into the stream. If
at the Pickle-TCP layer, then this would also require the message authenti-
cation code to be appended to the message.
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5.3 Fault-Injection Methodology

Armed with our protocol analysis revealing predictable message sequences (Sec-
tion 4) and our Pickle-TCP fault-injection proxy, we scrutinized the authen-
tication protocol, service interactions, and timing dependencies to identify the
corresponding messages or sequence of messages that could be potentially ex-
ploited by an attacker. We identified the following services and actions for the
following reasons:

– Authentication protocol is a sequence of messages that is used by Alice
and Bob to authenticate each other as shown in Figure 2. Could Eve obtain
legitimate signatures of her messages that she could inject into the channel?

– Synchronization messages are needed to keep the system in sync. What
happens if TCP segments are delayed or dropped? Would the systems con-
tinue to generate keys? What is the maximum tolerable delay?

– Orchestration and key management are defined by the ETSI GS QKD
014 standard and involves sending a message with a key_id. What happens
if this message is blocked or delayed? Would it impact the keys generated?

– Error-correction are messages needed for post-processing based on the
BB92 protocol. What happens if this message is blocked or delayed? Would
it impact the keys generated?

Based on the potential services to target, we implemented configuration files
for the aforementioned attacks using Pickle-TCP. We captured the TCP streams
from 0-100 synchronization and then stable key generation (QBER of less than
11%), injected the fault, and continued to capture the traffic. Each experiment
was run for four minutes from the first moment that the nodes were 100% % syn-
chronized unless otherwise stated. We capture network traffic at the respective
egress interfaces of our proxy for Alice→Bob and Bob→Alice traffic.

In the following, we report on three exploitable vulnerabilities from our se-
curity tests. We validated all three attacks in 10 independent runs each, where
an independent run denotes a fresh reboot of the QKD nodes followed by a
new session establishment. For the authentication attack, the success crite-
rion was: we obtain a remote shell on the compromised system. For the silent-
desynchronization attack, the success criterion was observing a drop in the
update_key_distribution in the Alice→Bob traffic and a divergence in the
number of keys stored by Alice and Bob during the attack interval, which we ver-
ified directly from the keypool traces. For the delay attack, the success criterion
was observing changes in the update_key_distribution and synchronization
state of Alice and Bob and that no new keys were generated during the attack
interval, again verified from the keypool traces. Unless otherwise stated, a repre-
sentative trace is shown in Figure 5 and 2. The interested reader can review the
Appendix 11 for visualizations from all the runs. For the two synchronization at-
tacks, we injected faults only after stable operation was reached and sustained the
attack for 60 s in the plotted runs; the silent-desynchronization attack dropped
Alice-to-Bob OKMS/key_id also referred to as update_key_distribution mes-
sages, while the delay attack delayed Alice-to-Bob update_tt_remote messages.
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The 250 ms setting was selected because the delay sweep showed no sustained
disruption for 50–200 ms, whereas 250 ms was the smallest delay that consis-
tently stalled the system in our setup (see Figure 8 in the Appendix 11 for the
data).

6 Authentication Protocol Vulnerability: Signing Oracle
Exploitation

A critical result from our security testing was the discovery of a vulnerability in
the authentication mechanism. While the use of Python pickle for serialization
exacerbated the impact (allowing remote code execution), the root cause is a
non-trivial logical flaw in the authentication protocol design itself. This vulnera-
bility allows an on-path attacker to treat the legitimate QKD node as a "signing
oracle," injecting attacker-controlled data into the classical channel that the sys-
tem validates as authentic. This is particularly dangerous because QKD systems
effectively trust the classical channel implicitly once authentication is deemed
successful.

Root Cause: Protocol-Level Signing Oracle

The authentication vulnerability we discovered stems from a fundamental flaw in
the challenge-response protocol design, independent of any serialization mecha-
nism. While Python Pickle exacerbated the impact (enabling remote code execu-
tion), the core security failure lies in treating the legitimate peer as an unwitting
signing oracle.

The Protocol Weakness. HMAC is a symmetric message authentication
code: both parties share the same secret key K and can generate valid tags on
arbitrary messages. The protocol’s vulnerability arises from a subtle but critical
flaw: it allows an adversary to choose the input that gets authenticated without
binding that input to a legitimate protocol context.

As shown in Figure 2, Bob sends Alice a CHALLENGE containing RANDOM_BYTES,
and Alice responds with HMACK(RANDOM_BYTES). However, an on-path
attacker Eve can intercept Bob’s challenge and replace RANDOM_BYTES with
attacker-controlled data mmalicious before forwarding to Alice. Alice, believing
she is authenticating to Bob, computes HMACK(mmalicious) and returns it. Eve
now possesses a valid authentication tag for arbitrary attacker-chosen data, is-
sued by a legitimate node. The key generation of Alice and Bob are not impacted
by this attack as shown in Table 2.

Impact Independent of Serialization. Even without Pickle’s remote code
execution capabilities, this signing oracle enables several attacks:

– Message injection: Eve can inject (mmalicious,HMACK(mmalicious)) into
the classical channel, bypassing authentication.

– Replay attacks: Authenticated attacker-chosen messages can be replayed
at strategic protocol phases.
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– Protocol manipulation: Forged control messages (e.g., repeated key iden-
tifiers, modified synchronization parameters) can desynchronize nodes or cor-
rupt key pools.

Why Pickle Made It Worse. The use of Python Pickle for serialization
transformed a message-injection vulnerability into remote code execution. Pickle
deserializes arbitrary Python objects, including those that execute code during
unpickling (via __reduce__ methods). By obtaining a valid HMAC for a mali-
cious Pickle payload, Eve could inject executable code that passes authentication
checks, achieving complete system compromise.

Proper Protocol Design. Secure challenge-response protocols prevent sign-
ing oracle attacks through:

– Context binding: HMACs must include protocol-specific context (session
identifiers, role markers, sequence numbers).

– Mutual authentication structure: The responder should prove knowl-
edge of K without producing MACs over challenger-chosen data.

– Freshness guarantees: Nonces or counters prevent replay attacks.
– Transcript authentication: MACs should cover the entire handshake his-

tory, not isolated challenges.

The authentication vulnerability underscores the danger of bespoke security
protocols, and the unspoken truth about QKD: the absence of standardized,
peer-reviewed authentication schemes. ETSI GS QKD 008 on the QKD Modulel
Security Specification [9] provides no concrete guidance on authentication pro-
tocol selection, forcing each vendor to navigate these challenges independently.

Exploiting The Authentication Handshake.

Figure 2 depicts the message-sequence pattern of Eve exploiting the authentica-
tion vulnerability over three phases. In phase 1, Eve wants to get her payload
signed. She waits for the TCP connections to be established. In the figure, Alice
has initiated the three-way TCP handshake with Bob which has been inter-
cepted by Eve with our Pickle-TCP Fault Injection to replace RANDOM_BYTES
with her own data and forwards it to Alice. Untrusted deserialization of pickled
data could spawn a reverse bash shell, which allows an attacker to access both
servers remotely. Alice then uses her pre-shared key (with Bob) to sign the pay-
load and returns HMAC(RANDOM_BYTES), which Eve gets access to along the path.
This successfully completes phase one. Eve then resets the TCP connection with
Alice using a TCP-RST flag. In phase two, Eve re-establishes a TCP connection
with Alice and forwards Bob’s initial CHALLENGE and RANDOM_BYTES to Alice.
Eve then lets the handshake complete by only forwarding the TCP segments.
After Alice and Bob have authenticated each other in both directions, phase
three begins. In phase three Eve, injects the malicious Pickle payload to Alice
and Bob which is executed by both of them and gives the attacker a shell from
which she can read out the QKD-generated keys. We validated this exploit in
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ten independent runs and obtained a remote shell on both QKD servers in every
run.

Identifying this flaw required deep protocol awareness: to a standard firewall
or intrusion detection system, these messages appear as valid, authenticated
traffic. This highlights the immense difficulty of designing bespoke authentica-
tion protocols for QKD, where the assumption of a "pre-authenticated" classical
channel often leads vendors to implement ad-hoc, insecure solutions.

7 State-Synchrony Failure

In QKD, state synchrony ensures that nodes remain coordinated through classi-
cal channel exchanges used for basis state announcements, clock synchronization,
error correction, and key distillation. Proper synchrony ensures nodes maintain
coordinated protocol execution through predictable message sequencing. Here,
we evaluate vulnerabilities where an on-path attacker manipulates specific clas-
sical channel messages, either to desynchronize the nodes or stall the key gener-
ation process, impacting availability and potentially causing data loss.

Silent Desynchronization

The classical channel exchanges key-synchronization messages known as OKMS
messages. In our deployment, these messages carry the key_id values used by
Alice and Bob to keep their key pools aligned. Using Pickle-TCP, we silently
dropped OKMS messages from Alice to Bob for 60 s. This attack resulted in
Bob’s key-generation rate dropping to zero while Alice continued generating
keys normally, as depicted in Figure 4.

In the representative run of Figure 4, Alice generated 54 keys during the 62 s
attack window, corresponding to 0.870968 keys/s and thus remaining essentially
at her 0.874172 keys/s baseline. Bob, in contrast, generated no keys at all during
the same interval. Over the full 265 s trace, Alice accumulated 209 keys whereas
Bob accumulated only 154, leaving a final 55-key mismatch between the two key
pools.

The keypool data in Table 2 verifies that this attack succeeded for one rep-
resentative run. Across all ten runs, Bob is the victim in 10/10 cases, with a
mean 99.3% attack-window key-rate drop and zero-key streaks lasting 61–63 s.
Alice remained largely unaffected, with a mean drop of 4.5% and longest zero-
key streaks of only 1 s. Thus, the attack silently creates persistent key-pool
divergence while the non-targeted side continues to operate near baseline.

In Section 4 of ETSI GS QKD 014 [13], paragraph three states the following:
“Keys are generated and shared securely with QKD technology by KMEs. Key
management methods used by KMEs and how KMEs relay keys securely in a
QKD network is outside the scope of the present document.” It does not stan-
dardize how peer QKD nodes internally synchronize key_id values over their
proprietary control channel. In our testbed, these identifiers were exchanged
over the same channel as synchronization and error-correction messages. Thus,
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Fig. 4: Effect of selectively blocking OKMS messages containing key identifiers
(key_id). The annotated time-series show the precise moment the packets are
dropped by our proxy for Alice→Bob traffic.

silently dropping OKMS messages led directly to out-of-sync key pools and cre-
ated a reliability failure for subsequent encryption/decryption operations.

Stalled Key Generation

The second attack demonstrates classical-channel sensitivity to network-induced
latency. The update_tt_remote message in our QKD system serves dual pur-
poses: it synchronizes clocks and carries measurement-related information needed
for subsequent post-processing. We evaluated multiple induced delays and ob-
served a threshold effect in our setup:

For 50, 100, 150, and 200 ms, the largest observed update_key_distribution
gaps were 1.51 s, 1.03 s, 10.01 s, and 1.02 s respectively (see the Appendix 11 for
all the runs). We assumed a 20 s sustained-disruption threshold to account for
more than a “network glitch”, so these settings did not trigger the same failure
mode. Sustained disruption first appears at 250 ms. In the representative 250 ms
run, both Alice and Bob fall from a 0.933 keys/s baseline to 0.016 keys/s during
the 61 s attack window, each producing only one key and exhibiting a 60 s zero-
key streak. The same collapse persists at 300 and 400 ms, while at 500 ms the
zero-key streak extends to 78–79 s and Bob’s attack-window drop reaches 100%.
We therefore report 250 ms as the smallest delay that consistently stalled our sys-
tem in these experiments. By delaying these messages using Pickle-TCP, the
attacker forces the nodes into a continuous synchronization state without pro-
ducing keys. This denial-of-service (DoS) attack persisted throughout our attack
interval, as illustrated in Figure 5. From the QKD vendor’s web-based GUI mon-
itoring interface, synchronization status misleadingly remained at 100%, with no
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Fig. 5: Impact of a 250 ms induced delay in synchronization mes-
sages (update_tt_remote). We can see that key generation halts as the
update_key_distribution is not sent despite Alice being synchronized with
Bob.

indication of issues, despite the total absence of key generation in the key pool
files.

This attack highlights the ease and stealthiness with which subtle manipu-
lation of classical-channel traffic can disrupt critical QKD processes. Without
robust detection mechanisms for minor network delays, such attacks are difficult
for defenders to diagnose and can easily be misattributed to benign network
fluctuations.

8 QKD Authentication Bootstrapping Problem and
PQC-Enabled WireGuard Tunnels As A Practical
Solution

Our attacks demonstrate that practical QKD security depends critically on en-
crypting and authenticating the classical control channel, yet this creates a fun-
damental bootstrapping paradox. QKD’s information-theoretic security guaran-
tees assume an authenticated classical channel exists, but generating the initial
authentication keys presents a circular dependency: we cannot establish authen-
ticated communication without pre-shared keys, yet we cannot generate QKD
keys without authenticated communication which we term as the “authentica-
tion bootstrapping problem”. This is where post quantum cryptography plays a
key role.

Post-quantum cryptography (PQC) and QKD address complementary as-
pects of long-term security, and neither alone suffices for robust QKD deploy-
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Table 2: Representative keypool generation metrics for the authentication, block,
and delay attacks, and for a representative Rosenpass run.

Case Side Window Duration
(s)

Keys
Generated

Avg. Rate
(keys/s)

SD
(keys/s)

Peak Rate
(keys/s)

Zero
Seconds

Longest Zero
Streak (s)

Authentication attack
(Run 3) Alice Full 253 234 0.925 0.364 2 27 4

Authentication attack
(Run 3) Bob Full 253 234 0.925 0.364 2 27 4

Block update_key_distribution
(Run 2) Alice Full 265 209 0.789 0.492 2 66 23

Block update_key_distribution
(Run 2) Alice Baseline 151 132 0.874 0.479 2 28 10

Block update_key_distribution
(Run 2) Alice Attack 62 54 0.871 0.380 2 9 1

Block update_key_distribution
(Run 2) Alice Recovery 31 23 0.742 0.438 1 8 1

Block update_key_distribution
(Run 2) Bob Full 265 154 0.581 0.558 2 120 61

Block update_key_distribution
(Run 2) Bob Baseline 151 132 0.874 0.479 2 28 10

Block update_key_distribution
(Run 2) Bob Attack 62 0 0.000 0.000 0 62 62

Block update_key_distribution
(Run 2) Bob Recovery 31 22 0.710 0.454 1 9 2

Delay update_tt_remote
(250 ms) Alice Full 314 170 0.541 0.529 2 149 73

Delay update_tt_remote
(250 ms) Alice Baseline 151 141 0.934 0.339 2 14 1

Delay update_tt_remote
(250 ms) Alice Attack 61 1 0.016 0.127 1 60 60

Delay update_tt_remote
(250 ms) Alice Recovery 31 28 0.903 0.390 2 4 1

Delay update_tt_remote
(250 ms) Bob Full 314 169 0.538 0.530 2 150 73

Delay update_tt_remote
(250 ms) Bob Baseline 151 141 0.934 0.339 2 14 1

Delay update_tt_remote
(250 ms) Bob Attack 61 1 0.016 0.127 1 60 60

Delay update_tt_remote
(250 ms) Bob Recovery 31 27 0.871 0.421 2 5 1

Rosenpass
(Run 5) Alice Full 225 180 0.800 0.499 2 55 9

Rosenpass
(Run 5) Bob Full 225 179 0.796 0.493 2 55 9

ment. PQC provides computationally-hard authentication and key exchange re-
sistant to quantum attacks, solving the bootstrapping problem by establish-
ing initial authenticated channels. However, PQC cannot prove an adversary
has not learned secret keys, security relies on mathematical assumptions (e.g.,
lattice problem hardness) that, while believed quantum-resistant, remain vul-
nerable to “Store Now Decrypt Later” attacks through future algorithmic ad-
vances or implementation flaws. Conversely, QKD generates symmetric keys
with information-theoretic security through the no-cloning theorem in quantum
mechanics, provably preventing adversaries from learning keys through channel
eavesdropping without detection. Yet QKD fundamentally requires pre-existing
authenticated channels to function securely; without authentication, man-in-
the-middle attacks trivially compromise QKD. The combination leverages PQC
for bootstrapping initial authentication credentials while QKD-generated keys
refresh and sustain long-term security with information-theoretic guarantees.
This strategy combines computational security for cold-start authentication with
information-theoretic security for sustained operation, ensuring ongoing key gen-
eration remains secure even if PQC assumptions are eventually broken.
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Fig. 6: Rosenpass/WireGuard tunneling overhead across ten runs. The mean run-
average key-generation rate is 0.808 keys/s.

PQC+QKD Integration for Classical Channel Security

While the theoretical benefits of combining PQC and QKD have been dis-
cussed [7], no prior work has empirically validated this integration for pro-
tecting QKD classical control channels. Our contribution is demonstrating that
PQC-tunneled QKD is practically viable using WireGuard [8], a modern VPN
protocol, that supports third-party modules like Rosenpass [39], enabling the
establishment of PQC-secured tunnels. To the best of our knowledge, this is
the first application of such a scheme to protect QKD control-plane traffic. We
implemented a drop-in Rosenpass WireGuard tunnel to encapsulate the entire
classical communication path between QKD sites by replacing our Pickle-TCP
fault-injection proxy with WireGuard. This approach ensures confidentiality and
integrity against both passive eavesdropping and active manipulation, closing a
critical systems-security gap.

Across ten Rosenpass runs, the mean run-average key-generation rate was
0.808 keys/s with a standard deviation of 0.136 keys/s, and individual runs
ranged from 0.455 to 0.918 keys/s, as shown in Figure 6. In the representative
run in Table 2, Alice and Bob generated 180 and 179 keys over 225 s, corre-
sponding to 0.800 and 0.795556 keys/s respectively. The peak key rate remained
unchanged at 2 keys/s on both sides. This overhead of approximately 6.6% is
worthwhile because the tunnel prevents the content-aware injection and tamper-
ing exploited by Pickle-TCP. However, as with any network tunnel, it does not
by itself eliminate pure delay/drop availability attacks by an on-path adversary.

Our implementation is compatible with existing QKD software stacks and
requires no invasive code changes, supporting practical deployment. A robust
production implementation should ideally terminate the tunnel directly at the
KME servers, aligning with zero-trust principles. We recommend configuring
WireGuard for perfect forward secrecy (PFS), potentially by seeding the ini-
tial handshake with PQ-resistant key exchange (via Rosenpass) and periodically
refreshing with QKD-derived keys, thus segmenting key pools for distinct secu-



20 K. Thimmaraju et al.

rity purposes PQC for initial authentication, QKD for sustained information-
theoretic security.

9 From Cryptographic Optimism to Systems Realism

From a Single-Vendor Study to Broader Lessons. Our empirical eval-
uation examined one commercial BBM92 deployment, so we do not claim that
every QKD implementation exhibits the same flaws. Rather, our results show
how security-relevant choices on the classical control plane can create exploitable
failures in practice. In our deployment, the authentication flaw (Section 6) arose
from a bespoke challenge-response design combined with unsafe serialization;
the synchronization attacks (Section 7) exploited assumptions about reliable and
timely network delivery. These specific failures are implementation-dependent,
but they also illustrate a broader lesson: when authentication, peer synchroniza-
tion, and resilience behavior are left to proprietary control-plane designs, the
resulting attack surface can be substantial. Given the high cost of BBM92 sys-
tems (exceeding $300,000 for hardware alone) and the small vendor ecosystem,
we view this paper as a baseline empirical case study rather than a universal
claim about all QKD products.
Call for Standardization. ETSI documents cover important parts of the QKD
stack, but their scope should be read carefully. ETSI GS QKD 014 standardizes
the northbound key-delivery interface between KMEs and applications, while
ETSI GS QKD 016 defines a protection profile for QKD modules from physical
implementation to the output of final secret keys [13,16]. In contrast, our evalu-
ation targets the proprietary peer-to-peer classical control channel between the
QKD nodes. For this channel, critical design choices remain open in practice:
concrete authentication handshakes, bootstrap-key establishment, peer key_id
synchronization, and resilience to delay/drop faults. We therefore advocate: (1)
standardized and peer-reviewed authentication mechanisms for internal classi-
cal control traffic; (2) explicit control-plane specifications with defined message
flows, state transitions, and corner-case handling; and (3) reference architec-
tures for synchronization, observability, and availability resilience in QKD-SDN
environments [15].
Inherited Internet Threats. Our evaluation shows that QKD deployments
inherit familiar Internet threats because their control planes run over general-
purpose packet networks. The observed key-pool divergence and synchronization
attacks stem from protocol designs that implicitly trust the network or fail to
provide robust synchronization and visibility. Moving to out-of-band, time-based
one-time passwords for key synchronization would mitigate these risks by elimi-
nating the need for sensitive state to cross the classical channel.
Fragility and the Need for Robust Systems Design. Our analysis exposes
a gap between QKD’s cryptographic promises and its real-world software and
network implementation. Fragility arises from weak state machines, unauthen-
ticated control traffic, insecure serialization (e.g., pickle), and protocol designs
that cannot handle packet loss, reordering, or adversarial interference. Integrat-
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ing network metrics into quantum models and segmenting key management could
harden QKD against such systemic threats, but only if paired with rigorous sys-
tems engineering.

10 Related Work

Prior research on QKD security has predominantly focused on quantum-optical
vulnerabilities, formal security analyses, and performance aspects of deployed
systems. In contrast, fewer studies have systematically examined the classical
control channel from a network-security perspective.
Quantum-optical and physical-layer attacks. Sajeed et al. [41] introduced
a hierarchical framework primarily targeting quantum-optical vulnerabilities in
quantum communication systems, but did not address network-layer manipula-
tions or protocol-level attacks on classical channels. Sushchev et al. [43], Jain et
al. [22], and Biswas et al. [4] experimentally studied optical or device-level side
channels in practical QKD systems. These works target the quantum or physical
layer, whereas we exclusively analyze the classical control plane.
Classical-channel performance, key management, and DoS. Mehic et
al. conducted multiple analyses [32, 33] on classical/quantum channel interac-
tions. Their 2017 study [32] showed that increased quantum bit error rates do
not necessarily increase public-channel traffic, underscoring the importance of
classical-channel performance. Their 2022 study [33] addressed denial-of-service
(DoS) vulnerabilities in QKD key management for software-defined networks
using centralized SDN-based detection. Tankovic et al. [44] analyzed the per-
formance of ETSI GS QKD 014 in multi-user scenarios. Our work complements
these studies by actively exploiting weaknesses in the classical message protocols
themselves rather than focusing on throughput, monitoring, or resource manage-
ment.
Authentication and reconciliation security. Pacher et al. [35] discussed
man-in-the-middle attacks against authentication schemes that are not information-
theoretically secure, primarily in a theoretical model with stronger cryptanalytic
capabilities than ours. Kiktenko et al. [23] proposed lightweight authentication
mechanisms for resource-constrained QKD systems. Lamas-Linares et al. [25]
and Kim et al. [24] studied leakage during reconciliation and parity computa-
tion. In contrast, we show how an on-path adversary can exploit authentication
and synchronization behavior over the deployed control channel itself.
Protecting the classical channel with PQC/TLS and standardization.
Das et al. [7] secured ETSI-compliant key APIs with post-quantum crypto-
graphic proxies at the application interface. Garcia et al. [40] proposed quantum-
resistant TLS mechanisms for classical channels. The ETSI ISG QKD Activity
Report 2023 [18] summarized ongoing standardization work. Our paper differs in
two ways: we first empirically characterize exploitable vulnerabilities in a propri-
etary QKD control plane, and then evaluate a practical PQC tunnel (WireGuard
+ Rosenpass) as a deployment-oriented mitigation for that control plane.



22 K. Thimmaraju et al.

11 Conclusion

This paper presents a system-security evaluation of the classical control channel
in a commercial BBM92 QKD deployment. By developing Pickle-TCP, a trans-
parent fault-injection proxy, we reverse-engineered the undocumented control
protocol and demonstrated that practical QKD systems can face severe network-
layer vulnerabilities despite the security properties of the quantum channel.

Our analysis shows that while the quantum layer may resist eavesdropping,
the classical layer can remain fragile. In the evaluated deployment, we exploited
an authentication flaw that, together with unsafe Pickle deserialization, yielded
remote code execution. We also demonstrated that the state machine is suscep-
tible to timing and message-suppression attacks that silently desynchronize key
pools or halt key generation without triggering alarms.

These findings highlight a gap between cryptographic theory and engineer-
ing reality. More precisely, they show that under-specified classical-control-plane
decisions can create exploitable failures in deployed QKD systems. Proxying
the TCP traffic and exploiting the authentication protocol worked 10/10 times
without disrupting the key generation rate on Alice and Bob. Keypool analy-
sis confirms that blocking update_key_distribution makes Bob the victim
in 10/10 runs with a mean 99.3% attack-window rate drop, while delaying
update_tt_remote reveals a sharp threshold at 250 ms, where both sides collapse
by more than 98%. To mitigate content-aware tampering and injection on this
channel, we implemented and evaluated a PQC-secured tunnel using Rosenpass
(which integrates PQC with WireGuard), which achieved a mean run-average of
0.808 keys/s across ten runs translating to around a 6.6% overhead. This pro-
tection is practical and has been adopted by the vendor, but it should be paired
with stronger availability resilience against pure delay/drop attacks.

Our broader contribution is to argue for a system-security perspective on
QKD deployment: robust authentication mechanisms, well-specified synchro-
nization behavior, safer serialization choices, standardized software interfaces,
and zero-trust network assumptions for the classical channel. Looking ahead,
the quantum-networking community should treat the classical control plane as
a first-class security boundary if quantum advantage is to remain meaningful in
realistic adversarial environments.
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Appendix

The data from ten runs of dropping the update_key_distribution message is
shown in Figure 7. The attack outcome is consistent, but the pre-attack timing is
not: the attack window begins only after the nodes have reached stable operation,
and this occurs anywhere between 169.6 s and 345.4 s after trace start. Thus
some runs settle quickly, whereas others spend substantially longer synchronizing
after a fresh reboot. Run 2, which we use as the representative trace in the main
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paper, reaches the attack only after 173.6 s and then shows the cleanest victim-
side collapse: Alice remains at 0.870968 keys/s during the 62 s attack window
while Bob drops to 0 keys/s, yielding a 55-key final mismatch over the full
trace (209 keys on Alice versus 154 on Bob). Across the sweep, Runs 6 and 7
exhibit brief spikes on Alice during the attack window, and Runs 1, 7, and 10
even show slightly higher Alice attack-window rates than their baselines. This
variance indicates that the non-targeted side can continue producing keys with
small burstiness differences, but the attack effect on Bob is stable in every run.
The keypool traces confirm this: Bob generated either zero or one key during the
attack window in all 10 runs, corresponding to a mean 99.3% drop and 61–63 s
zero-key streaks.
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Fig. 7: Ten independent runs of selectively blocking OKMS messages containing key
identifiers (key_id). The pre-attack synchronization period varies substantially
across runs, but once the drop phase starts, Bob’s key generation consistently
collapses for about one minute while Alice continues near baseline, sometimes
with brief spikes.



28 K. Thimmaraju et al.

The data from sweeping delays of the update_tt_remote message from 50 ms
up to 500 ms in 50 ms steps is shown in Figure 8. The sweep reveals a clear thresh-
old effect. For 50, 100, and 200 ms, the largest observed update_key_distribution
gaps are only 1.51 s, 1.03 s, and 1.02 s, respectively, so the attack does not work
in a sustained way. The 150 ms case is the closest near-miss: it produces a
visible 10.01 s interruption and 10 s zero-key streaks on both sides, but still
remains below the 20 s sustained-disruption threshold. At 250 ms the behav-
ior changes sharply. From that point onward the attack works reliably: at 250,
300, and 400 ms both nodes drop from roughly 0.91–0.93 keys/s baseline to
about 0.016 keys/s during the attack window, with 60–61 s zero-key streaks
and only one residual key generated per side. The 500 ms case is more se-
vere still: the disruption expands to 78 s, Bob drops to 0 keys/s, and both
sides take about 10 s after the attack ends to produce the first new key again.
Consistent with the timelines, once the threshold is crossed the error-correction
related messages (update_ecv_remote and update_ecv_faults_remote) and
update_key_distribution disappear; at 500 ms, update_parities_remote also
stops and the nodes fall back into synchronization.
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Fig. 8: Delay sweep for update_tt_remote. Delays of 50–200 ms cause only tran-
sient disturbances, with 150 ms producing the largest near-miss. Sustained failure
first appears at 250 ms and remains stable through 400 ms, while 500 ms further
suppresses protocol activity and pushes the nodes back into synchronization.
The key-generation collapse was verified from the Alice and Bob keypool traces.


