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Abstract. Industrial Control Systems (ICS) play a vital role in man-
aging critical infrastructure like power grids and nuclear facilities. As
ICS increase in complexity, the integration of Third-Party Components
(TPCs) supporting advanced functionality into ICS firmware becomes
inevitable. Unfortunately, this rapid expansion of the software supply
chain introduces new attack surfaces in the ICS ecosystem. While prod-
ucts in the IT domain also regularly include TPCs, constraints specific
to the ICS domain like stringent uptime requirements, force ICS vendors
to incorporate TPCs with chaotic patching practices.

In this paper, we present evidence that traditional TPC version-based
vulnerability scanners fail to adequately characterize risks in modern ICS
firmware due to non-standard integration practices, such as backporting
official fixes and deploying custom patches. These unconventional inte-
gration methods, combined with the closed-source nature of hardened
embedded systems, make accurate ICS supply chain vulnerability as-
sessment exceedingly challenging. We address this issue by developing
the first end-to-end framework, ICSBoM, to identify firmware vulner-
abilities hidden in unconventionally imported TPCs. Our experiments
using real-world ICS firmware show that ICSBoM achieves 100% accu-
racy with TPC version identification, 96% accuracy in locating impacted
functions, and 86% accuracy with security patch detection. Our solution
directly aids in critical infrastructure security by enabling end-users, for
the first time, to accurately assess the security posture of their own de-
vices without vendor cooperation or source code disclosure.

Keywords: Industrial Control System - Software Supply Chain - Vul-
nerability Analysis.
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1 Introduction

Industrial Control Systems (ICS) are a collection of hardware and software that
collaboratively monitor and control industrial processes such as manufactur-
ing, transportation, power generation, and other critical infrastructure sectors.
ICS devices range from foundational Programmable Logic Controllers (PLCs),
which process sensor data and issue actuator commands, to emerging Indus-
trial ToT (IIoT) gateways, which communicate between physical systems and
cloud platforms, collectively supporting industrial automation and monitoring.
As ICS evolve in complexity, advanced Information Technology (IT) capabilities
such as network communication and data analytics are increasingly incorpo-
rated into traditional Operational Technology (OT) devices. This integration of
Third-Party Components (TPCs) into ICS devices reduces the cost of in-house
development and maintenance of these capabilities while improving the overall
service quality of the devices.

Despite these benefits, this integration practice introduces a spectrum of
software supply chain security risks to the ICS domain, which can compromise
ICS devices, sabotage physical processes, and even threaten national security,
considering the widespread deployment of these devices in critical infrastruc-
ture. An example is the Log4Shell vulnerability (CVE-2021-44228) found in the
Apache Log/j logging library, which attackers can exploit to gain unauthorized
control over affected systems [19]. Because Log/j is used by a variety of ICS ven-
dors, Siemens listed more than 100 affected products, while other vendors such
as Rockwell Automation and Schneider Electric also announced that multiple
products were impacted [30]. Another recent research demonstrates that web
services incorporated in PLCs facilitate malicious JavaScript injection attacks,
thereby allowing manipulation of physical processes, and all major ICS vendors
are vulnerable to this new attack targeting ICS software supply chain [39].

To mitigate software supply chain security risks, the U.S. government issued
Executive Order 14028, promoting the release of a Software Bill of Materials
(SBoM) [48]. An SBoM is an inventory of all software components that consti-
tute a software application, along with detailed information such as component
versions and dependencies. This encourages the development of commercial tools
such as [12,34,43] that generate SBoM documents during the creation of soft-
ware artifacts. However, these commercial tools rely on proprietary techniques
and closed implementations, which limit transparency and hinder a clear under-
standing of their underlying methodologies. Meanwhile, the research community
has proposed numerous supply chain vulnerability scanners that focus on identi-
fying TPC versions and reporting version-associated vulnerabilities in domains
such as Android applications and IoT devices. These studies identify TPC ver-
sions by leveraging semantic and structural features [72, 73,75, 76], as well as
multi-level matching across application classes, methods, and call graphs [63].
Recent work further improves robustness by addressing challenges introduced by
code optimization [64] and shrinking [74]. These approaches then report supply
chain vulnerabilities by mapping identified TPC versions to known vulnerabil-
ities, as TPC vulnerability statuses align with upstream software versions. Un-



ICSBoM: Uncovering Hidden Supply Chain Vulnerabilities in ICS Firmware 3

fortunately, this assumption does not hold in the ICS domain, rendering these
vulnerability scanners inapplicable to ICS firmware.

Due to uninterrupted operation requirements of ICS [44], shutting down sys-
tems to update TPCs to their latest versions and perform mandatory time-
consuming testing is often impractical. Instead, ICS vendors mitigate disclosed
vulnerabilities through backporting, a practice in which security fixes from newer
software versions are applied to older, stable versions without performing full
upgrades. However, this patching practice results in a chaotic ICS ecosystem
from a supply chain vulnerability analysis perspective, as TPC versions are no
longer trustworthy to determine whether version-associated vulnerabilities are
present in ICS firmware. Furthermore, there is often a delay between the release
of patches from TPC developers and their adoption by ICS vendors to devices,
resulting in some vulnerabilities being patched by vendors while others remain
unaddressed. Consequently, existing TPC version-based vulnerability scanners
are insufficient for this domain. These characteristics call for an end-to-end so-
lution that can accurately analyze ICS supply chain vulnerabilities, and enable
end-users to assess the security posture of their devices independently without
relying on vendor cooperation or source code access.

In this paper, we first demonstrate the unique and chaotic ICS ecosystem. We
then propose ICSBOM?, the first end-to-end solution that accurately analyzes
supply chain vulnerabilities for ICS firmware within such ecosystem. ICSBoM
currently focus on analyzing dynamically linked TPCs, while statically linked
ICS firmware is outside the scope of this paper. We break down the compre-
hensive and challenging task into the following major steps. (1) Given an ICS
firmware, ICSBOM preprocesses the firmware by discovering all executable files
and collecting file metadata. (2) ICSBOM identifies integrated TPCs as well
as their versions. (3) ICSBOM looks up Common Vulnerabilities and Exposures
(CVEs) affecting each TPC of the identified version in a prebuilt enriched vulner-
ability database. (4) ICSBOM locates the target function(s) associated with each
vulnerability within stripped TPC-related executables. (5) Finally, ICSBOM de-
termines whether each vulnerability remains unaddressed or has been fixed by
backporting the security patch to the target function(s). Our contributions are
summarized as follows:

— We discover the unique and chaotic ICS ecosystem in supply chain vulnera-
bility assessment, highlighting the mismatch between TPC version-associated
vulnerabilities and backported security patches.

— We propose an end-to-end framework, ICSBoOM, for automated ICS firmware
vulnerability analysis by identifying TPCs and their versions, looking up
CVEs, locating target functions, and detecting security patches.

— We evaluate the performance of ICSBOM on a large-scale patch dataset
and through detailed firmware case studies. Based on a total of 1646 CVE
analyses, ICSBOM achieves an overall accuracy of 100%, 96%, and 86% on

4 The code for ICSBoM is available at the anonymous GitHub repository https:
//github.com /unaxiee /ICSBoM.
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TPC identification, target function locating, and security patch detection,
respectively.

— We observe a substantial number of ICS vendor custom patches applied to
integrated TPCs, and characterize their nature and impact on ICS devices.
This study spans across 1213 unique patches from 111 different TPCs.

2 Problem Statement

In this section, we first demonstrate the presence of outdated TPCs integrated
in ICS devices, and then illustrate the problematic patching practices adopted
by ICS vendors to mitigate disclosed vulnerabilities, which directly result in the
chaotic ICS ecosystem.

2.1 Owutdated TPC Integration

The unique constraints facing ICS such as uninterrupted operations and costly
mandatory testing, often force ICS vendors to push back TPC module updates
and continue using outdated TPCs [21]. To underline the staleness of TPCs
integrated in ICS firmware, we investigate multiple firmware versions from four
PLC products covering two ICS vendors, i.e., Siemens and WAGO. Fig. 1 depicts
the Cumulative Distribution Function (CDF) of the time difference between the
release dates of ICS firmware-integrated TPCs and the release dates of the most
recently available TPCs prior to firmware release, following the definition:

Fx(z) = P(X <) (1)

where the variable X is the day difference and P shows the TPC percentage
where X is less than or equal to a given time period x. By calculating the
expected value of X as:

E[X] :/ x- fx(x)dx (2)
the average time difference is 1384 days across 300 TPCs for Siemens and 494
days across 70 TPCs for WAGOQO. This indicates that, despite the availability of
much newer versions, ICS vendors continue using outdated TPCs that were even
released a few years ago. Additionally, WAGO releases firmware updates every
110 days on average while Siemens publishes updates every 134 days. Compared
to the firmware update frequency, the integrated TPCs are apparently outdated
in ICS firmware.

Even more concerning is that some TPCs are used in ICS firmware beyond
their End-of-Life (EoL), after which TPC developers typically stop addressing
security issues. We take OpenSSL [5], an open-source cryptography library, as
an example because it is commonly used by a variety of ICS vendors. In Fig. 2,
each sub-figure represents a major release of OpenSSL (i.e., 0.9.8, 1.0.2, 1.1.0,
and 1.1.1), where the solid line shows the development cycle, and the vertical
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Fig. 1: Cumulative distribution function of the release time difference between
ICS firmware-integrated TPCs and the most recently available TPCs prior to
firmware release. Siemens shows an average delay of 1384 days across 300 TPCs,
and WAGO reports a 494-day delay across 70 TPCs.

line marks the EoL date. The dashed lines indicate the versions of OpenSSL
integrated in different PLC series. As Fig. 2 shows, Siemens S7-1200 (the first
sub-figure from the top) used OpenSSL 0.9.8 for four years after the EoL date.
Similarly, WAGO PFC100/200 (the second sub-figure) relied on OpenSSL 1.0.2
beyond the EoL for two years. Moreover, Fig. 2 shows that the versions of ICS
firmware-integrated OpenSSL are several releases behind the development cycle,
further exemplifying the staleness of integrated TPCs.

2.2 Chaotic Patching Practices

We next present several real-world examples that demonstrate the chaotic patch-
ing practices that ICS vendors adopt to mitigate vulnerabilities in outdated
TPCs. These practices result in the chaotic ICS ecosystem where TPC versions
are no more reliable to report supply chain vulnerabilities.

Incomplete and Unnecessary Security Patch. Siemens SIMATIC I0OT-
2000 version 3.1.17 was released in July 2022 [42], with curl [3] as one of the inte-
grated TPCs supporting data transfer. But the integrated curl version 7.69.1 was
released two years earlier, in March 2020, and by May 2022, curl had published 21
CVEs affecting version 7.69.1 [4]. To address these vulnerabilities, Siemens back-
ported 16 official security patches [67]. However, after carefully reviewing these
backported patches, we discover that (1) three security patches for vulnerabil-
ities (CVE-2021-22922, CVE-2021-22923, and CVE-2022-27774) present in the
firmware-integrated curl version are missing, and (2) three backported patches
(for CVE-2020-8286, CVE-2021-22898, and CVE-2021-22925) are unnecessary,
as the impacted functionality e.g., the Telnet communication protocol, is not
enabled on the device.

ICS Vendor Custom Patch. Similarly, a recent WAGO PFC200-G2 firm-
ware, released in November 2024 [54], integrated an extremely outdated version
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Fig.2: Comparison of ICS firmware-integrated OpenSSL versions with the de-
velopment cycle and the EoL date of major OpenSSL releases. Siemens S7-1200
used OpenSSL 0.9.8 for four years beyond the EoL, and WAGO PFC 100/200
used OpenSSL 1.0.2 for two years after the EoL.

of libmodbus [40], a communication protocol, which was released 13 years ago,
in 2013. The vendor continues using this outdated version because they have
developed a total of 41 custom patches to expand a variety of vendor-specific
features for libmodbus [53]. Upon studying the 41 custom patches, we find that
the security fixes for two vulnerabilities (CVE-2019-14462 and CVE-2019-14463)
are combined into one of the custom patches, further complicating the security
patch detection. This complication arises because the impacted functions are not
only altered by security fixes but also modified with vendor-specific features. In
contrast, the security fix for another vulnerability (CVE-2022-0367) found in
libmodbus does not appear in any of the custom patches. This finding reinforces
our discovery that TPC versions are no longer trustworthy, as some version-
associated vulnerabilities are fixed while others remain unaddressed.
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3 ICSBoOM Design

We first provide an overview of ICSBOM design as depicted in Fig. 3, and
describe each component in detail, highlighting the challenges encountered and
solutions developed.

=

Vulnerability
lookup
:||||||: N
3 JE—> |00 > @m
hiund 1010
Firmware TPC and version ~ Target function Security patch
preprocessing identification locating detection

Fig. 3: Overview of ICSBOM. The major steps include firmware preprocessing,
TPC and version identification, vulnerability lookup, target function locating,
and security patch detection.

3.1 Design Overview

Firmware Preprocessing. Given an ICS firmware, the first step is to dissect
the firmware and discover all files that are possibly compiled from any TPCs.
The files of interest include executable binaries and shared libraries, which are
two major file types that contain executable code. These executable files play a
critical role in identifying integrated TPCs and their versions, as well as deter-
mining whether TPC-introduced vulnerabilities are still present or corresponding
security patches have been backported in subsequent steps.

TPC and Version Identification. We develop a two-layer approach to as-
sociate each executable file with a version number. (1) The first layer signature-
based version matching leverages the fact that version numbers of some com-
monly seen executables are embedded in their binary strings. Thus, we cre-
ate “version signatures”, implemented as regular expressions, to capture version
numbers from these binary strings. (2) The second layer repository-based ver-
sion querying is designed for the remaining executables that do not have version
signatures. We look up their file names in some online package maintaining repos-
itories, and generate similar version patterns based on version formats observed
in the repositories. For TPC identification, we further rely on the package repos-
itories that list all files produced by every package/TPC. We use the relationship
between a TPC and its generated files to match each executable file to a proper
TPC (e.g., library libcrypto to TPC OpenSSL).
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CVE Database Construction and Lookup. We prebuild an enriched
vulnerability database (referred to as the CVE database) by collecting specific
CVE information that cannot be directly obtained from existing CVE databases.
Each CVE entry in the database includes (1) the fixed version, indicating the
software release in which the vulnerability is patched, and (2) the function(s)
modified by the associated security patch, referred to as patch-altered functions.
We query the database using identified TPCs and their versions, and retrieve the
fixed version and patch-altered functions for each TPC-introduced vulnerability.

Target Function Locating. To locate patch-altered functions within strip-
ped executable files extracted from firmware, we first build a reference TPC that
matches the identified TPC version. This same-version reference TPC, referred
to as the vulnerable reference TPC, contains vulnerabilities associated with that
version. Additionally, we build several patched reference TPCs corresponding
to the fixed versions. The process of locating patch-altered (target) functions
begins by retrieving their counterpart reference functions from the vulnerable
reference TPC. We then develop a two-layer hashing-based algorithm. (1) The
first layer fuzzy hashing selects several function candidates exhibiting compre-
hensive similarity to the reference function. (2) The second layer crypto hashing
determines the final target function by checking basic block-level identicalness.

Security Patch Detection. For each located target function, we perform
a comparative analysis against two reference functions, one from the vulner-
able reference TPC and the other from the patched reference TPC. For each
target-reference function pair, we first identify the differing basic blocks within
the pair, and then quantify the similarity of the pair by analyzing the assembly
instructions contained in these differing basic blocks. Finally, by comparing the
quantified similarity values of the two pairs, we determine whether the target
function more closely resembles the vulnerable or the patched reference function,
further deciding whether the vulnerability persists or has been patched.

3.2 Firmware Preprocessing

Firmware Extraction. We observe that ICS firmware can be delivered in a
variety of formats ranging from simple archives to filesystem images and other
obscure schemes. Processing firmware of various formats and extracting all files
from an input firmware are fundamental to subsequent supply chain vulnerability
analysis. To that end, we first arm our approach with binary analysis tools like
binwalk [1] to recursively extract all files within the firmware.

Executable Discovery. Not all files extracted from firmware are relevant
to our target. For instance, images, HTML files, PDF files, and text-based user
documents are less important in identifying supply chain vulnerabilities and
detecting security patches. Therefore, we filter and select files that contain exe-
cutable code. We identify such executable files using libmagic [49] which infers
the Multipurpose Internet Mail Extension (MIME) [62] type of a file. We also
collect metadata from selected executable files including not only basic infor-
mation such as file name, size, and path, but also less obvious data such as the
MIME type and other attributes identified by libmagic.
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3.3 TPC and Version Identification

Signature-based Version Matching. We first associate each executable file
with a version number using a two-layer version identification approach. Based
on our preliminary investigation of commonly observed executable files in ICS
firmware across multiple vendors, such as shared libraries from OpenSSL, curl,
and libmodbus (these TPCs are briefly discussed in Section 2), we observe that
their version numbers are embedded in printable strings within the executa-
bles following consistent patterns. Consequently, we develop regular expressions,
referred to as version signatures, for a total of 121 commonly encountered ex-
ecutable files. Their precise version numbers can be obtained by matching the
version signatures against the output of the strings [26] utility. This version
signature development is a one-time offline effort.

Repository-based Version Querying. For executable files whose version
signatures cannot be determined, or for previously unseen executables for which
we do not have the chance to create version signatures, we develop a second
layer repository-based version querying approach. We download, parse, and or-
ganize package information from the official Arch Linux repository [51] and Arch
User Repository (AUR) [11] into a local MongoDB [35] database instance. This
database contains information for more than 12,000 packages. For each exe-
cutable file without a predefined version signature, we extract several version
number candidates from its printable strings, such as strings in x.y or x.y.z for-
mats. We then query the package database using the executable file name to find
the entry with the most similar package name, and retrieve its version number.
Finally, the retrieved version number is used as a matching pattern to determine
the closest version number among all candidates.

Executable to TPC Pairing. Now we are able to identify the versions of
executable files. However, an executable file is not equivalent to a TPC, as a
single TPC can produce multiple executables. For example, OpenSSL includes
the binary tool openssl as well as libraries libcrypto and libssl. Thus, to match
each executable file to the appropriate TPC, we reuse the package database,
where each package record contains not only the package name and version
number, but also the list of files generated by the package. Therefore, we query
the database using the executable file name, and search for the entry whose file
list contains the most similar file name. Consequently, the package name in the
retrieved entry is assigned as the TPC to the executable file.

3.4 CVE Database Construction and Lookup

Publicly accessible CVE databases such as the National Vulnerability Database
(NVD) [36], the CVE Program [46], and Bugzilla [2] provide general CVE in-
formation. However, these databases do not directly supply the specific data
required by our solution. In particular, for each CVE, we need (1) the fixed
version in which the vulnerability is patched, and (2) the functions that are
altered by the corresponding security patch, referred to as patch-altered func-
tions. Additionally, existing CVE data scrapers, such as cve-search [18] and
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Algorithm 1 CVE Data Scraping

1: Input: TPC_name, git_repo_name

2: Output: CVEs_info_ list

3: CVEs_info_list <+ &

4: CVEs_NVD _list + NVD.search(TPC_name)
5: for cve in CVEs_NVD _list do

6 commit_url < None
7 for link in cve.references do
8 if link.tag == “Patch” and git repo_name in link.url then
9: if “commit” in link.url then
10: commit_url < link.url
11: else if “pull” in link.url then
12: commit_url <- get commit_from_ pull(link.url)
13: else
14: add exception handling for special cases
15: continue
16: end if
17: break
18: end if
19: end for
20: if commit url then
21: if excluding _version in cve.metadata then
22: fixed version < excluding version
23: else
24: fixed version <— get version from commit(commit url)
25: end if
26: function names_list <— get function names list(commit url)
27: CVEs_info_list +~ CVEs_info list U
{(cve.id, fixed _version, function names_list)}
28: else
29: add exception handling for special cases
30: continue
31: end if
32: end for

33: return CVEs_info_list

OpenCVE [7], mainly reorganize the CVE database contents without extracting
this fine-grained information. Consequently, we develop a custom scraper (out-
lined in Algorithm 1) tailored to extract the fixed versions and patch-altered
functions from NVD as well as various version control systems.

Each CVE entry in NVD consists of a brief description, a reference sec-
tion listing external resource links with tags (e.g., “Patch”, “Vendor Advisory”,
“Third Party Advisory”, etc.), and information on affected software versions.
During CVE database construction, the scraper processes each CVE entry by
identifying all reference links tagged as “Patch”, and selecting the links pointing
to commits in version control systems (lines 8-18). The scraper then navigates
to the corresponding repository, and uses regular expressions to extract the ear-
liest version tag associated with this commit (line 24), to handle cases where
the affected version information is incomplete or missing in NVD (i.e., when line
22 fails). Finally, the scraper extracts the names of modified functions in the
commit (line 26). Although the construction process may seem straightforward,
it must overcome several practical challenges: (1) Not all CVE entries in NVD
include links to external patch details. (2) Even listed in NVD, many patch
links are broken. (3) Different TPCs use diverse version control platforms such
as GitHub, GitLab, and GNU Savannah. (4) The Git protocol implemented in
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these platforms only displays text changes, rather than directly providing re-
quired patch-altered function names. We address these challenges by extending
scraper functionality, implementing exception handling, and applying necessary
corrections.

Through this process, we collect 487 CVE entries and confirm the correctness
of their fixed versions and patch-altered functions. The CVE database construc-
tion is a one-time effort. While running the scraper to enlarge the database
is easy, manual verification and correction of CVE information remain time-
intensive. Therefore, we select 21 TPCs that are widely used in ICS firmware
across multiple vendors, balancing the database coverage and evaluation scale
with the manual verification workload. If a new TPC becomes relevant, the
scraper can be rerun to automatically extract CVE data, and information veri-
fication is again a one-time effort.

3.5 Target Function Locating

Reference TPC Building. Unlike traditional TPC version-based vulnerability
scanners, we perform a deeper analysis to determine whether a TPC-introduced
vulnerability has been patched. This patch detection focuses on patch-altered
functions. The first step is to locate these functions (target functions) within
stripped executable files. To this end, we build a reference TPC matching the
identified TPC version, referred to as the vulnerable reference TPC, and addi-
tional patched reference TPCs corresponding to the fixed versions retrieved from
the CVE database. During the build process, all optional features specified in the
TPC build script are enabled to ensure the coverage of all potential patch-altered
functions. Mutually exclusive features remain at default settings. When a build
error occurs, we automatically revert to the default configuration. The target
architecture is aligned with the input ICS firmware. For outdated TPC versions,
we create historical software environments using snapshots of older Linux distri-
butions to mitigate dependency conflicts and deprecated package issues. After
compilation, the entire build directory is scanned, and regular expressions are
used to find counterpart executable files in the built reference TPCs.
Assembly Sanitization. We refer to the executable file extracted from
firmware as the target binary and assume it contains no debugging informa-
tion. The counterpart executable file extracted from the vulnerable reference
TPC is denoted as the reference binary. Next, we disassemble both the target
and reference binaries to obtain their assembly code. To mitigate inconsistencies
introduced by differing build environments, such as unknown or unavailable com-
pilers used to generate firmware, which prevent rebuilding the reference TPCs
with identical toolchains, we design an assembly sanitization algorithm. The
algorithm performs three “specific-to-general” conversions to normalize the as-
sembly code: (1) All immediate values, regardless of base or format, are replaced
with the same string “imm”. (2) All specific memory addresses are replaced with
string “addr”. (3) All specific function names are replaced with string “func”.
This normalization reduces build environment-induced variations, improving the
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robustness of target function locating. The effectiveness of the sanitization algo-
rithm is demonstrated in the ablation study presented in Section 4.

Fuzzy Hashing Selection. Our preliminary analysis shows that a security
patch is likely to alter only a subset of all basic blocks contained in a target func-
tion, while the remaining basic blocks stay unchanged. Therefore, the function-
level similarity between the target and reference functions should be preserved
to some extent. Meanwhile, they are expected to share several identical basic
blocks. Therefore, we first employ TLSH [37], a fuzzy hashing algorithm that
generates similar hash values for similar inputs. We apply the algorithm to cal-
culate fuzzy hash values for the reference functions and all functions in the target
binary, using the sanitized function-level assembly code as input. For each refer-
ence function, we select a predefined number (proportional to the total number
of functions in the target binary) of function candidates from the target binary
whose hash values are closest to that of the counterpart reference function.

Crypto Hashing Locating. We do not rely solely on the fuzzy hashing
algorithm because certain security patches may significantly modify a target
function, causing unrelated functions in the target binary to exhibit closer fuzzy
hash values than the true match. To address this, we calculate MD5 [60] hash
values for all basic blocks within the reference function and each function candi-
date selected by the fuzzy hashing algorithm. This crypto hash algorithm takes as
input the basic block-level sanitized assembly code, and only generates identical
hash values for exactly matching inputs. The final target function is determined
as the candidate with the highest number of matching crypto hash values com-
pared to those within the reference function. The two-layer hashing-based target
function locating algorithm jointly considers function-level similarity and basic
block-level identicalness. Notably, the algorithm remains effective when the cor-
responding security patch has not been applied, as unpatched target functions
exhibit greater similarity to their counterpart reference functions and therefore
are easier to locate.

3.6 Security Patch Detection

The final step takes as input a triplet consisting of a target function, a vulner-
able function, and a patched function. The target function is located from the
target binary, and the latter two are extracted from the vulnerable and patched
reference TPCs. The key idea is to measure if the target function more closely
resembles the vulnerable or patched function by analyzing both function-level
structural changes and basic block-level assembly differences. We collect basic
block-level information, including assembly code and control flow relationships
(i.e., parent and child blocks) for all input functions. Actually, this is completed
during the previous step, as they share the same assembly code extraction and
sanitization processes, requiring only to store additional basic block relationships
for each function.

Different Basic Blocks Discovery. The next two steps are inspired by [66],
which detects vulnerabilities across different versions in general software, but
overlooks the chaotic patching practices specific to the ICS domain. Therefore,
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we improve and design ICSBOM to address the chaotic ICS ecosystem. We
first identify differing basic blocks between the target function and the reference
function by removing identical basic blocks. This process is conducted twice,
once for target-vulnerable pair and once for target-patched pair. In cases where a
function contains duplicated basic blocks, we further compare their surrounding
contexts, i.e., the assembly of their parent and child basic blocks, to accurately
locate the true match. The remaining unmatched blocks consequently represent
the different basic blocks that distinguish the function pair.

Similarity Measuring. We then model the relationships of these differing
blocks using directed graphs, where nodes represent basic blocks and edges cap-
ture their parent—child relationships. For each target-reference pair, two graphs
are constructed, one for the target function and one for the reference function,
as unmatched basic blocks remain on both sides. For each directed graph, we
collect all simple paths that start from a root node and end at a leaf node, rep-
resenting all possible execution paths, thereby capturing as many control flows
among these blocks as possible. Each path is then converted into an instruction
stream by concatenating the sanitized assembly code from all basic blocks along
the path. Finally, for a pair of target and reference functions, we generate two
instruction stream sets. The similarity between the function pair is quantified
by computing the average Levenshtein edit distance [61] between instruction
streams from the two sets. We justify the choice of Levenshtein distance through
an ablation study in Section 4.

Detection Principles. Since a vulnerability may impact multiple target
functions and different target-reference function pairs may yield conflicting sim-
ilarity results, we design three high-level principles, as described in Algorithm 2,
to more efficiently and accurately determine whether a security patch has been
backported. (1) Structural Change. If a security patch introduces new functions
or removes existing ones, the algorithm directly returns the final decision by
checking for the presence or absence of these functions across the target, vulner-
able, and patched binary triplet (lines 9-15). (2) Majority Voting. If a security
patch alters multiple functions, and these functions produce conflicting decisions
on whether the target function is closer to the vulnerable function (“V”) or the
patched one (“P”), the algorithm counts the occurrences of “V” and “P” deci-
sions (lines 20-24), and choose the final decision that has the larger number of
votes (lines 30-34). (3) Confidence Mazimization. If the numbers of “V” and “P”
decisions are equal, the algorithm returns the decision that reports the largest
absolute difference between the target-vulnerable and target-patched similarity
values (lines 25-28), reflecting the most confident decision.

4 Evaluation

We first evaluate the performance of ICSBOM on a large-scale patch dataset
constructed by backporting incomplete security patches to TPCs, thereby re-
flecting the chaotic ICS ecosystem. Next, we conduct end-to-end ICS firmware
case studies spanning across multiple vendors and widely used devices in the in-
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Algorithm 2 Security Patch Detection Principles

1: Input: CVE_ number
2: Output: final _decision
3: function_triplet list + CVE_database.search(CVE_number)
4: vulnerable num < 0
5: patched num < 0
6: decision _list < &
7: max_sim_ diff «+- 0
8: for function _triplet in function triplet_list do
: if function triplet.target and function triplet.vulnerable and
not function triplet.patched then

10: final _decision < “V”

11: return final _decision

12: else if function_triplet.target and function_triplet.patched and
not function triplet.vulnerable then

13: final decision - “P”

14: return final _decision

15: end if

16: decision <— patch_detection(function triplet.target,

function triplet.vulnerable, function triplet.patched)

17: decision _list <— decision _list U {decision}

18: end for

19: for decision in decision _list do

20: if decision.result == “V” then

21: vulnerable num = vulnerable num + 1

22: else if decision.result == “P” then

23: patched num = patched num + 1

24: end if

25: if decision.sim_diff > max_sim_ diff then

26: max_sim_ diff = decision.sim _diff

27: final _decision = decision.result

28: end if

29: end for

30: if vulnerable num > patched num then

31: final decision = “V”

32: else if vulnerable_num < patched_num then
33: final _decision = “P”

34: end if

35: return final decision

dustry. Finally, we conclude the section by analyzing ICS vendor custom patches
and characterizing their nature and impact, which supplements the discussion
in Section 2.

4.1 Patch Dataset Evaluation

Facing the challenge of limited availability of open-source ICS firmware build
tools and closed-source downloadable firmware images, in order to perform a
large-scale analysis, we collect a patch dataset based on the widely used Yocto
Poky project [68], which provides a prepackaged build environment for cus-
tom embedded device images for the industry. The Poky maintainers actively
backport security patches for disclosed vulnerabilities. However, it is inevitable
that some newly discovered vulnerabilities remain unpatched when certain Poky
project releases are published. Therefore, by building firmware images sourced
from different versions of the Poky project, our dataset finally contains 168 back-
ported (BP) and 300 non-backported (NB) security patches involving more than
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Table 1: Accuracy of target function locating and security patch detection.

Function Locating‘ Patch Detection

ICSBoM ICSBoM
Tolgr, Corrpr Corrgp Corrng

1132 1097 | 168 300 | 126 271 | 70 160
Accrr,  0.969 | Accep | 0.750 0.903 | 0.417 0.533

BinXray
COI‘I‘BP COI‘I‘NB

TOpr TOINB

1100 patch-altered functions. For preprocessing, we use IDA Pro [27] to disas-
semble binaries and collect basic block-level information (e.g., assembly code)
for each function.

Accuracy. As shown in the first two columns in Table 1, the patch dataset
includes a total of 1132 patch-altered functions (Tolgy,), of which ICSBOM cor-
rectly locates 1097 (Corrpy,), achieving an accuracy of around 97%. This result
demonstrates the effectiveness of the two-layer hashing-based algorithm and pro-
vides a solid foundation for the subsequent security patch detection step. The
third and fourth columns summarize the total numbers of BP (Tolgp) and NB
(Tolyg) security patches in the patch dataset. The next two columns list the
total numbers of correctly detected NB (Corrng) and BP (Corrgp) patches by
ICSBoM. The overall detection accuracies achieve above 90% and 75%, re-
spectively. It is reasonable that NB patch detection accuracy is higher than
that of BP patches, as a patched reference function contains not only security
fixes but also potential new features or other functional changes. Finally, we
reimplement the state-of-the-art patch detection algorithm BinXray [66] and
evaluate it on our patch dataset. BinXray extracts find-grained code differences
between vulnerable and patched functions as signatures, and detects patch pres-
ence by matching these signatures against target functions. This design assumes
that patch-induced changes remain stable and localized, such that signatures ex-
tracted from reference functions can generalize to target functions. However, as
shown in the last two columns in Table 1, BinXray performs poorly in the chaotic
ICS ecosystem, while ICSBOM improves the overall accuracy by nearly 30%.
This is because chaotic patching practices often introduce additional changes be-
yond the original security fix, causing the extracted signatures to deviate from
actual patch patterns in ICS firmware.

Efficiency. We summarize the execution time of ICSBOM and BinXray in
Table 2, and visualize the results as Fig. 4. Both solutions utilize control flow
graphs generated based on basic blocks, which significantly affect the running
efficiency. Therefore, the maximum number of basic blocks that the solution can
handle must be carefully chosen, to guarantee the solution not only achieves
desired detection accuracy but also completes the execution within a reasonable
time frame. For ICSBOM, we set the threshold to 100 basic blocks, and the
resulting execution time is on average 0.393 seconds. The authors of BinXray
choose 40 basic blocks as the threshold, reporting shorter execution time than
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Table 2: Efficiency of security patch detection.

. Max # of .
Solution Basic Blocks Avg,; o (s) Skippp Accpp
40 0.156 0.597 0.491
BinXra 50 2.419 0.561 0.517
Y 60 4.939 0.525 0.538
70 136.259 0.482 0.551
ICSBoM| 100 | 0.393 - 0.848
5 ” 1.0
/I : BinXray Overtime
% 4 7 -0.8
= /
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Fig. 4: Execution time and detection accuracy of ICSBOM and BinXray as basic
block threshold increases. The lines stop for BinXray when the threshold equals
60, because it takes more than 24 hours to finish the experiments when the
threshold is larger than 60.

ICSBoM. However, this threshold causes their solution to skip nearly 60% of
the located target functions (Skippp) that contain more than 40 basic blocks,
thereby making no contribution to patch detection. Consequently, we increase
the threshold to allow their solution to detect more target functions. However,
as Table 2 shows, increasing the threshold only slightly decreases Skippp, with
execution time increasing rapidly and detection accuracy improving marginally.
This limitation stems from the mismatch between extracted patch signatures and
actual patch patterns, which significantly increases the number of basic blocks
involved in matching while fundamentally limiting the detection accuracy. In
comparison, ICSBOM is able to handle functions containing a large number
of basic blocks. Meanwhile, the execution time does not change much as the
threshold increases, and the accuracy remains high even with low thresholds as
Fig. 4 shows.

Ablation Studies. Since both target function locating and security patch
detection are conducted at binary level, the effect of the compiler must be con-
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Table 3: Ablation studies on effect of compiler and edit distance algorithm.
ICSBoM Variation ‘ACCFL‘ACCPD Avg,io(s)

Baseline (x86_64-poky-gcc

+ Levenshtein distance) 0.969)0.848 ~ 0.393

Replaced by gcc 0.93710.825 0.235
Replaced by Jaro distance - 10.814 0.799
Replaced by Jaro-Winkler distance| — [0.797  0.809

sidered. The TPCs integrated in firmware images are compiled using the Poky-
provided cross-compiler [69], and each firmware image is built with a unique
compiler version. We first build the reference TPCs using the latest version
of [69] as our baseline, achieving function locating and patch detection accura-
cies of 96.9% and 84.8%, respectively; this demonstrates that ICSBOM is robust
against different compiler versions. We then recompile all reference TPCs using
the built-in gcec 11.4.0 on Linux Ubuntu 22.04 and repeat the experiments. As
Table 3 shows, when the target and reference TPCs are built with different
compilers, the performance of ICSBOM only drops by approximately 2.5% on
average, confirming the effectiveness of the assembly sanitization algorithm in
mitigating compiler-induced influences.

We also justify the choice of Levenshtein distance as the metric for quantify-
ing assembly differences. The baseline utilizes Levenshtein distance [61], which
counts the minimum number of insertion, deletion, and substitution operations
to convert one string to another. For comparison, we implement two alternative
metrics, i.e., Jaro distance and its variant Jaro-Winkler distance [59], both of
which rely solely on transposition operations. Table 3 shows Levenshtein distance
outperforms the other two in terms of accuracy and efficiency. This is because
assembly-level changes introduced by security patches are more effectively cap-
tured by string insertions and deletions rather than by character transpositions
within strings.

4.2 Detailed Firmware Case Studies

Next, we conduct end-to-end case studies on 14 firmware covering various ICS
vendors and devices. In the first two analyses, the vendors release the source
code of firmware build tools, allowing us to compare to the ground truth. The
subsequent case studies are performed in a black-box manner, as the firmware
are completely closed-source. We focus on TPCs contained in our CVE database
and these case studies encompass a total of 680 CVE analyses and involve more
than 1100 patch-altered functions.

Siemens. We first test ICSBOM on three Siemens I0T2000 firmware as
listed in Table 4. All firmware images are built using the IOT2000 build tool
with source code available in the Siemens GitHub repository [42]. Thus, we have
full knowledge of their TPC usage such as TPC versions and patch statuses.
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Table 4: Analysis of multiple versions of Siemens 10T2000.
Third-party| 3.1.17 | 3.1.1 | 2.6.0

AchL‘AchB Acch‘Vchpc TFVI‘ACCFL‘ACCNB Accpp
40/43|28/30 2/3
11/11| 6/6 0/0
6/7 | 3/3 0/0
25/27(16/22 0/0
16/16|11/13 0/0
10/10| 4/4 0/0
1/1 | 1/1 0/0

Component ‘Vchpc TFVI‘ACCFL‘ACC]\‘B Accnp‘Vchpc TFvr
curl 7.69.1 V' |40/43|16/17 9/13|7.69.1 V' |42/43]28/30 0/0 | 7.61.0
dbus 1.12.20 4/4 | 3/3  0/0 |1.12.16 10/10| 5/5 0/0 | 1.2.10
e2fsprogs 1.45.7 3/3 | 1/1  1/1 | 1.44.3

AN NN NN

v y v
v ol 2/2|1/1 0/0|1454 V
expat 229 vV |21/22| 1/4 12/15| 229 v |23/23|16/19 0/0 | 2.2.6
libarchive | 3.4.2 v | 6/6 | 4/4 1/1 | 342 V | 6/6 | 4/5 0/0 | 3.3.3
v v
libpcap 191 Vv - - - 191 Vv - - - 1.8.1
libtirpc 1.26 v | 1/1|1/1 0/0 | 125 v |[1/1| 1/1 0/0
v v
v v
v v
v v
v v
v v

libgerypt | 1.8.5 9/10 | 1/1  3/3 | 1.8.5 9/10 | 3/3 1/1 | 1.84
46/47/16/16 1/2 | 2.9.8

libxml2 | 2.9.10 42/46| 9/9  7/9 | 2.9.10 v |49/50|18/19 1/2
ncurses 6.2 14/14| 2/2 2/2 6.2 14/14| 4/4 0/0 6.1 v |14/14| 4/4 0/0
openssh 8.2pl 29/29| 6/6 1/2 | 8.2pl 29/29| 8/8 0/0 | 7.8pl v/ |35/35| 8/10 0/0
openssl 1.1.10 10/11| 7/8 0/0 | 1.1.1g 19/22|14/17 0/0 | 1.1.1b v |31/32 19/21 1/1
utillinux | 2.35.1 3/3 | 0/0 2/3 |235.1 3/303/3 0/0 2321 v | 1/1]1/1 0/0
2lib 1.2.11 9/9 | 0/1 1/1 |1211 9/9 | 1/2 0/0 1211 v | 89 | 12 0/0

Sum/Acc 14 1.000/0.950|0.895 0.776| 14 1.000/0.973]0.912 0.750| 13  1.000|0.965 | 0.882 0.667

As listed in the first column in Table 4, we focus on 14 TPCs. For each
firmware version, the first two columns (Verrpc and TFyy) present the TPC
versions identified by ICSBOM as well as whether the results are correct or
not. The next column (Accpr,) reports the accuracy of target function locat-
ing. Specifically, the numbers before and after the forward slash represent the
correctly located functions and the total functions, respectively. The final two
columns (Accnp and Accgp) list the accuracy of patch detection for NB and BP
security patches in a similar format. Overall, ICSBOM achieves 96% accuracy on
target function locating, and patch detection accuracies of 90% for NB patches
and 76% for BP patches. Additionally, the dash symbol in Table 4 indicates
either the TPC version is new enough so that there is no CVEs associated with
the TPC, or the TPC is not integrated into the firmware.

WAGO. We next evaluate ICSBOM on multiple WAGO devices. All firmware
showcased in Table 5 and Table 6 are downloaded from the WAGO GitHub repos-
itory [56] where the source code of firmware build tools is available, providing
us a full understanding of their TPC usage.

Table 5 follows the same structure as Table 4, listing three different WAGO
PLC product lines, namely CC, TP, and PFC. All firmware are built from a re-
cent release (FW-26). Notably, different PLC series actually integrate identical
versions of TPCs except that libmodbus uniquely appears in the PFC product.
Although TPC versions remain the same across different PLC series, the specific
firmware build environment varies, resulting in slight differences in the perfor-
mance of ICSBOM. As Table 5 shows, the accuracy of target function locating
achieves around 93% across all three PLC series. The accuracy of security patch
detection is 93% for the CC and TP products. However, for the PFC device, the
patch detection accuracy decreases to 88% because ICSBOM fails to detect two
backported patches in libmodbus.

Table 6 serves as a longitudinal supplement to Table 5 with each sub-table
presenting a specific version of WAGO PFC firmware and providing detailed
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Table 5: Analysis of multiple devices of WAGO.

Thlrd-party\wmc TFVI\ cc | TP | PFC
Component‘ ‘ACCFL ACCPD‘ACCFL ACCPD‘ACCFL Accpp
curl 8.0.1 19/20 6/7 |19/20 6/7 |18/20 6/7
dbus 1.12.20 5/5 4/4 | 5/5 4/4 | 5/5 4/4
e2fsprogs 1.45.6 /2 1/1 | 1/2 1/1 | 2/2 1/1

v

v

v

expat 250 v |77 22|77 22 | 1T 2/2
libarchive | 3.6.1 v | 2/2 1)1 |2/2 1/1 |2/2 1/1
libmodbus | 3.0.5 vV - - - - /1 1/3
libssh2 190 v |1/3 3/3|1/3 3/3|1/3 3/3
libxml2 2103 v | 7/7 3/4 | 7/7 3/4 | 7/7  3/4
ncurses 6.2 v | 6/6 4/4 | 6/6 4/4 | 6/6 4/4
openssl 1.1.lu v | 1/1 2/2 | 1/t 2/2 | 1/1 2/2
utillinux | 2.36 v | 3/3  2/2 | 3/3 2/2 | 3/3 2/2

Sum/Acc | 11  1.000[0.929 0.933]0.929 0.933]0.930 0.879

results on TPCs whose versions differ from those in the immediately subsequent
firmware release. Taking the sub-table 6(a) as an example, FW-25 integrates
an older version of OpenSSL compared to the subsequent release FW-26, while
the rest 10 TPCs listed in Table 5 share the same versions and patch statuses
with those in FW-26 (summarized as “Non-changed TPCs" row in Table 6(a)).
Across different firmware versions, the accuracy of target function locating re-
mains stable at around 93%, and the security patch detection accuracy ranges
from 82% to 90%. Note that FW-23 is excluded from Table 6 due to the absence
of downloadable firmware image in the WAGO GitHub repository.

ABB. In the following case studies, all firmware are analyzed in a black-
box manner, as they are closed-source flahsable images downloaded from vendor
repositories without any build information. We first test two AC500 firmware
from ABB [6], and summarize key testing statistics in Table 7. ICSBoOM iden-
tifies the versions for 47 executable files. After matching these executable files
to their corresponding TPCs, a total of 41 TPCs are identified. For target func-
tion locating, we focus on patch-altered functions that have identifiable names
after disassembling the stripped binaries, enabling both accuracy reporting and
subsequent patch detection. Among 40 target functions with identifiable names,
ICSBOM correctly locates 37 of them. Finally, ICSBOM determines the patch
status for 18 CVEs, and discovers one possible backported security patch (for
CVE-2021-37600) in both firmware.

Eaton. We also test two firmware from Eaton [22], a vendor specializing
in providing industrial solutions to power systems, and present the results in
Table 7. Similarly, ICSBOM identifies version information for 52 executable files,
which are subsequently matched to 32 TPCs. ICSBOM successfully locates all
target functions with identifiable names, achieving an overall target function
locating accuracy of 93% across the two vendors. It is worth noting that many
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Table 6: Analysis of multiple versions of WAGO PFC.

(a) WAGO PFC FW-25. (b) WAGO PFC FW-24.
TPC ‘Veerc TFVI‘ACCFL ACCpD TPC ‘VGI“TPC TFVI‘ACCFL ACCPD
openssl | L1t v | 6/6 4/5 curl ‘7.87.0 v ‘24/25 13/14
Non-changed TPCs| — - |52/56 27/31  °Penss! Llla v [9/11 8/9
Sum/Acc | 11 1.000[0.935 0861 Non-changed TPCs| |34/36 21/24
Sum/Acc | 11 1.000/0.931 0.894
(¢) WAGO PFC FW-22. (d) WAGO PFC FW-21.
TPC ‘Veerc TFVI‘ACCFL Accpp TPC ‘Veerc TFVI‘ACCFL Accpp
curl 7.81.0 v |30/33 20/23  expat 229 vV |19/22 14/19
dnsmasq 2.83 Vv |12/12 1/1 libpcap 181 Vv | 1/1 1/1
expat 247 V| 9/9 2/4 libxml2 2.9.10 V' |45/46 14/18
libarchive 333 Vv |14/15 10/12 openssl 1111 v | 9/12 7/10
libxml2 29.13 Vv [28/30 7/8 7 ~ -
openss] i v |81 o/ Non-changed TPCs| |83/89 48/55
zlib 1.211 vV | 9/9 2/2 Sum/Acc | 14 1.000/0.924 0.816
Non-changed TPCs| - - |18/20 15/17
Sum/Acc | 13 1.000]/0.921 0.868

Table 7: Analysis on ABB and Eaton firmware.
ICS ‘TPC and Version Identification Function Locating‘Patch Detection
Vendor ‘# of Executables # of TPCs ‘TOIFL Corrgy, ‘Tolcase Tolpp

ABB 47 41 40 37 40 18
Eaton 52 32 4 4 6 6
Sum/Acc| 99 73 \ 0.932 | 46 24

target functions have non-inferable names, preventing subsequent security patch
detection, and therefore are excluded from these case studies. Based on detection
on located target functions, ICSBOM does not discover any backported security
patches in Eaton firmware.

4.3 ICS Vendor Custom Patch Study

Finally, we perform a large-scale study spanning across 111 different TPCs and
1213 unique patches from WAGO PFC devices [52,55] to provide insights into
vendor custom patch characteristics.

Platform, Configuration, and Building. A large number of patches are
created to configure TPCs used in firmware to adjust their respective build pro-
cesses. These patches vary in scope, from minor adjustments, such as acl’s 0001-
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builddefs-save-C-and-CPPFLAGS-from-configure-and-use.patch, which merely
adds some compiler flags, to more extensive modifications, such as php’s 0001-Fix
-dl-cross-compiling-issue.patch and 0002-Fix-strcasestr-cross-compiling-issue.patch,
which add libraries and accommodate for cross-compilation. Platform-specific
configuration patches are also present. Notably, several hundred such patches
are applied while building the Linux kernel and the Bareboxr boot loader for
firmware images.

Feature-adding and Functionality-altering. Another significant portion
of patches focus on expanding the features of TPCs, or specializing their func-
tionality for PLCs. For instance, as discussed in Section 2, libmodbus is exten-
sively patched to introduce additional capabilities, such as UDP support (0001-
udp-extension.patch), multi-connection test for clients (0002-multi-connection-
client-test.patch), and extended function support (0035-add-extended-function-
support.patch). Functionality-altering patches are also common. For example,
pure-ftpd’s ftp_change_anonymous .patch modifies the handling of anonymous
users, treating them as normal users to align with vendor default settings. Addi-
tionally, patches that bring back functionality that is disabled by TPC develop-
ers, have been spotted, as is the case with busyboz’s 0200-reactivate-check-for-
tty.patch that restores a previously disabled testing condition.

Bug-fixing and Maintenance. Patches for bug fixes are also prevalent
across many TPCs, addressing issues of varying complexity. These range from
simple one-line fixes, such us fakeroot’s 0003-zattr-increase-MAX IPC BUFFER
_ SIZE-to-1024.patch, which increases a buffer size, to more complex patches,
such as addressing a memory leak in Azure’sIoT C SDK (0002 _fir_ memory leak
_of github_issue_ 190.patch). Some patches address rare issues, like the loss
of synchronization in libModbus, resolved by 0012-fix-rare-case-of-out-of-sync-
parser.patch through buffer flushing. Maintenance patches are also present. For
example, disable_deprecated ulog  extension.diff in ebtables disables the dep-
recated ULog extension, which is a file format used for logging messages.

Logging, Debugging, and Error-handling. There are also numerous
patches that add or modify the logging capabilities of TPCs. For instance,
OpenVPN’s 0001-always-append-to-logfile.patch changes the log output to ap-
pend mode, ensuring compatiblility with logrotate’s copytruncate option, which
manages the size of log files. Similarly, Ipwatchd’s extend-action-script.patch in-
troduces a new log file type, while both net-snmp and libModbus have patches
that modify their logging mechanisms. Patches aiming at enhancing debug-
ging are also present, as is the case with busybox’s 0203-scripts-trylink-honour-
SKIP_STRIP-and-don-t-strip-if.patch which skips symbol stripping during the
compilation process, aiding in degugging. Additionally, patches that add error
handling code can be found in TPCs like libmodbus and mosquitto.

5 Discussion

Putting it All Together and Takeaways. Integrating TPCs to extend func-
tionality and enhance service quality is common across different domains. How-
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ever, this integration inevitably introduces supply chain vulnerabilities into the
respective domains. In general software ecosystems, these vulnerabilities can be
mitigated by promptly updating TPCs to their latest versions, as services are
interruptible and updates are easy to perform. Even in practical the updates can-
not be performed timely, the TPC versions are reliable indicators to associate
supply chain vulnerabilities, which inspire a lot of TPC version-based vulnera-
bility scanners.

In contrast, ICS face stringent uptime requirements where conducting manda-
tory and time-consuming testing after regular updates is impractical. Therefore,
the seemingly optimal backporting practice is adopted by vendors to mitigate
disclosed vulnerabilities. Unfortunately, this backporting practice creates a fun-
damental mismatch between TPC versions and version-associated vulnerabili-
ties, leading to the chaotic ICS ecosystem. This situation is further exacerbated
by the selective nature of patching, such as released patches may not be back-
ported promptly, or may fail to apply due to compatibility issues. Such chaotic
patching patterns that some vulnerabilities are patched while others remain un-
addressed, are observed across many TPCs in various devices from well-known
vendors, highlighting the chaos in the ICS firmware supply chain.

Therefore, we develop ICSBOM to improve supply chain transparency. As
the first solution of its kind, ICSBOM enables end-users to independently evalu-
ate the security posture of their devices, thereby establishing trust from critical
infrastructure down to devices without requiring vendor cooperation or intellec-
tual property disclosure. Moreover, the detected vulnerabilities and correspond-
ing threats can proactively alert vendors to issue timely updates and strengthen
their security maintenance practices.

Limitations and Future Directions. ICSBOM also has several limita-
tions. First, it follows a pipeline structure in which each step relies on the output
of the preceding step. Consequently, if any early step produces incorrect results,
subsequent steps are unable to perform accurate assessments. This cascading
effect can propagate a single error throughout the pipeline, potentially com-
promising the final outcome. For this reason, we exclude patch-altered functions
with non-inferable names in our black-box firmware case studies, as their correct-
ness cannot be verified. Moreover, the current implementation of ICSBOM only
supports firmware that incorporate TPCs as shared objects within an operating
system. This structured organization allows us to streamline the extraction of
TPC-related information. In contrast, for statically linked monolithic firmware,
gathering such information remains challenging because a single executable file
often embeds multiple heterogeneous TPCs. As future work, we plan to extend
ICSBOM to support a broader range of firmware architectures, including those
employing static linking or custom runtime environments.

6 Related Work

Commercial SBoM Tools. Existing commercial SBoM tools can be broadly
categorized into source-based, artifact-based, and asset visibility platforms. Source-
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based tools, such as Black Duck [12], Snyk Open Source [43]. and Mend.io [34],
analyze dependency manifests, build configurations, or source code to construct
dependency graphs and map components to known vulnerabilities. These tools
are effective when software dependencies are explicitly declared and vulnerability
statuses align with upstream versions. Artifact-based tools, including Anchore [8]
and JFrog Xray [28], extend to handle compiled artifacts such as container images
by extracting files and applying signature-based matching to identify embedded
components. While they relax the requirement for source code, their analysis
still relies on recognizable file structures and known signatures. In industrial
environments, asset visibility platforms such as Claroty xDome [16] and Armis
Centrix [10] provide SBoM functionality by inferring software components from
network traffic and device fingerprints, enabling large-scale asset discovery, vul-
nerability detection, and risk management. As commercial solutions, these tools
rely on proprietary techniques that are not publicly disclosed.

Firmware Analysis. Firmware emulation has been studied along several di-
rections. Automated emulation systems, such as Avatar [71], FIRMADYNE [15]
and FirmAE [29], aim to execute firmware images by reconstructing runnable
environments. To address the lack of hardware support, a second line of work fo-
cuses on peripheral modeling, including P2IM [24], pEmu [79], and the specification-
guided approach [80]. Rehosting-based approaches execute firmware components
without fully emulating hardware by adapting them to generic environments.
HALuciator [17] replaces hardware abstraction layer functions. Greenhouse [45]
targets user-space services, while FirmSolo [9] focuses on kernel modules. Over-
all, these emulation-based approaches primarily enhance emulation capacities
such as functionality, scalability, and compatibility, while treating vulnerability
analysis as a downstream application rather than a central objective. In parallel,
fuzzing is an important approach to triggering runtime faults and uncovering se-
curity violations in firmware. Early representative work FIRM-AFL [78] enables
high-throughput fuzzing by augmenting process emulation. Subsequent studies
improve fuzzing fidelity. For example, Fuzzware [41] models memory-mapped
I/O, while Pryu [13] generates network protocol-aware inputs. ICS-specific
fuzzing approaches, including ICSFuzz [47], FieldFuzz [14], and ICSQuartz [50],
further incorporate domain-specific features such as I/O behaviors, network in-
terfaces, and scan cycle semantics. Nevertheless, these approaches target spe-
cific processes, applications, or components, and are not designed to identify
integrated TPCs and detect supply chain vulnerabilities.

TPC Detection Framework. On the other hand, identifying TPCs and
reporting associated vulnerabilities within software ecosystems have been the
focus of several recent studies. In the Android ecosystem, LibID [73] extracts
obfuscation-resilient semantic features to identify TPCs and their versions. ATV-
HynTrr [72] focuses on precisely pinpointing TPC versions by using fine-grained
features to distinguish between similar versions. LibScan [63] improves detection
precision through multi-level matching based on class, method, and call-chain
features. Recent work considers the impact of modern build processes. For ex-
ample, LibHunter [64] studies and mitigates the effects of code optimization,
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while LibSleuth [74] designs a method-level detection strategy which is robust
to code shrinking. Similar efforts have been made to uncover IoT firmware sup-
ply chain security risks. For instance, FirmSgc [75,76] identifies TPCs at version
level and links them to known vulnerabilities. UVgcan [77] studies IoT firmware
supply chain vulnerabilities through a different angle, by detecting TPC usage
violations. However, these approaches mainly rely on aligning identified TPC
versions with known vulnerabilities and do not perform a deeper function-level
vulnerability analysis. As a result, they cannot apply to the ICS domain, where
backporting is a common practice and TPC version numbers are no longer reli-
able indicators of vulnerability statuses.

Binary Function Similarity. DiscovRE [23]| uses graph matching algo-
rithms based on Control Flow Graphs (CFGs), enabling similar binary function
search but with high computational cost. To improve scalability, Genius [25]
converts CFGs to high-level feature vectors using a codebook, while Gemini [65]
further leverages neural networks to learn embeddings from CFGs. GMN [31] de-
velops a graph matching network that directly computes the function similarity
score for two input CFGs. OrderMatters [70] enhances CFG-based embeddings
by modeling node ordering information. Asm2Vec [20] focuses on assembly code
and learns function embeddings in an unsupervised manner. To enhance learn-
ing ability, SAFE [33] incorporates a self-attention mechanism over instruction
sequences, while jTrans [58] leverages a transformer-based language model with
control flow-aware design. Trex [38] introduces a dynamic module and incor-
porates function micro-traces. For better transferability, VulHawk [32] converts
binaries to a known compiling environment, while CLAP [57] learns binary em-
beddings with the help of aligned neural language descriptions. Compared to the
learning-based methods, our non-learning solution does not rely on training and
can indicate the code change associated with a backported patch, which helps
explain how the patch is detected.

7 Conclusion

Our study reveals the unique and chaotic ICS ecosystem in the context of sup-
ply chain vulnerability analysis, where TPC versions are no longer trustworthy
to associate vulnerabilities due to the backporting practice. To address this, we
propose ICSBOM, an end-to-end solution for ICS firmware supply chain vulner-
ability analysis. ICSBOM takes as input an ICS firmware, identifies integrated
TPCs and their versions, collects TPC-introduced vulnerabilities, locates im-
pacted functions, and finally determines whether vulnerabilities persist or have
been addressed by backporting security patches. ICSBOM achieves an overall
accuracy of 100%, 96%, and 86% on TPC identification, function locating, and
patch detection, respectively. Furthermore, through the analysis of 1213 unique
vendor custom patches across 111 TPCs, we provide insights into the character-
istics and impact of ICS vendor custom patches.
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