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Abstract. This work presents a practical protocol for fully encrypted
machine learning using one-time (OT) function-hiding (FH) multi-input
functional encryption (MIFE). Prior works employing functional encryp-
tion for privacy-preserving machine learning typically protect interme-
diate results using differential privacy (DP) techniques, which requires
a large privacy budget and a predefined number of model training it-
erations. Our protocol overcomes these limitations by ensuring that all
intermediate results remain encrypted throughout the training process,
revealing only the final model, which can be further protected using DP
if desired. This allows for more flexibility in the number of training it-
erations and improves the utility and robustness of the trained model,
especially in the high privacy regime.

We demonstrate the practicality of our protocol by training logistic re-
gression models on real-world datasets. To do this, we present the first
OT FH-MIFE scheme that ensures correctness over Z, and supports
a flexible number of decryption keys. This is also the first FH-(MI)FE
schemes for affine functions based on lattices. Furthermore, we adapt this
construction to efficiently handle affine average functions for horizontally
partitioned data.

Keywords: Function-Hiding Functional Encryption - Multi-Input Functional
Encryption - Lattices - Privacy-Preserving Machine Learning.

1 Introduction

Functional encryption (FE) is a powerful cryptographic primitive overcoming the
all-or-nothing nature of traditional encryption schemes. Specifically, it enables
the generation of decryption keys associated with a function f, so that decrypting
a ciphertext of x reveals only f(z), without disclosing any additional information
about z.

Recently, FE schemes have been employed in privacy-preserving machine

learning (PPML) [36, 48] instead of established cryptographic methods such
as multi-party computation (MPC) and homomorphic encryption (HE) due to
some unique advantages [15,39,47]. Specifically multi-input functional encryp-

tion (MIFE) schemes are of interest, which allow the evaluation of multivariate
functions f(x1,...,xx) on multiple ciphertexts. These ciphertexts may come



from multiple clients, which allows the data to be distributed (possibly arbi-
trary) across multiple data sources.

However, the training of machine learning (ML) models typically requires the
evaluation of complex functions. Although there exist FE schemes supporting
the circuit class P/Poly [8, 10, 24], i.e. arbitrary functions, these schemes are
far from being used in practice, which is why there has been a related line of
works focusing on schemes for specific function families such as inner-product
(IP) [2,7,34] or quadratic functions [6,12,41]. A common approach is to use
FE only for the first linear part of the model and then continue the rest of the
training on the plain results [20,35,46]. However, by disclosing these intermediate
results in plaintext, they inadvertently reveal more information about the private
data than necessary. In the worst case, this allows to reconstruct the whole
database [14,26].

One way to protect these intermediate results is to apply differential privacy
(DP) [21]. DP is a widely used technique to provide privacy guarantees when
analyzing sensitive data. The idea of DP is that given the output of a computa-
tion, an analyst cannot decide whether a specific individual’s data was included
in the considered database or not. This is usually achieved by adding some well
chosen noise to the output of the computation, i.e. the intermediate results in
the case of PPML.

Zalonis et al. [48] recently proposed a noisy MIFE scheme that can be used
to train linearizable ML algorithms such as linear and logistic regression with
gradient descent (GD). A noisy MIFE allows the input of multiple ciphertexts to
evaluate f(x1,...,2xN)+v, where v is a noise value hidden in the decryption key.
They consider a setup that is motivated by practical requirements that typically
occur in real-world scenarios, for instance in the medical field. It consists of
a set of clients, each holding private data, an analyst who wants to train an
ML model on the clients’ data, and a trusted authority®, for example an ethics
committee, which might have limited resources. It is natural to assume that the
clients might be willing to provide their data for analyses under the restriction
that their privacy remains protected, but do not want to actively participate
in a complex cryptographic protocol. Using noisy MIFE, this is possible as the
analyst can train their model iteratively by only interacting with the authority,
who chooses DP noise values for each gradient update to ensure that the overall
training process is DP. All the clients have to do is to encrypt their data and
hand it to the analyst, who builds a static database using these ciphertexts. This
naturally imposes a bound on the number of required ciphertexts per client and
allows to focus on one-time (OT) schemes.

Although this mitigates the privacy leakage there are still some major draw-
backs, which are also present in other approaches using DP. To ensure DP for
the overall protocol, the number of iterations must be fixed in advance, as the
privacy budget is spread over all iterations. In other words, convergence may
not be reached if this predetermined number is too small, however setting it

! This trusted party is common in all solutions discussing (MI)FE for PPML. But
even solutions based on MPC and HE require at least one trusted party.



too large can degrade utility as well due to smaller privacy budget per iteration
and thus increased noise. Without prior knowledge of the data distribution, it
is hard to predict how many iterations are required to reach convergence. This
issue is particularly pronounced for small privacy parameters, where the added
noise tends to be large, substantially affecting the accuracy of the final model.
Indeed, especially if the privacy budget is low, i.e. in the high privacy regime,
this approach is not robust, which is undesirable if training is only conducted
once in a real world scenario, unless the privacy budget is split even further.

Our Approach. At a high level, we avoid this problem by replacing the DP noise
in each iteration with truly random noise added to the intermediate results. In
each iteration, the analyst requests a decryption key based on the GD update
function. Instead of receiving the decryption key associated with the update
function, it receives one associated with a perturbed update function, that adds
random noise to the true output, where the random values are freshly sampled
for each iteration. As the authority has chosen the random noise, for the next
iteration they can cancel out the randomness and hand out the decryption key for
the next update, whose result will again be concealed by another truly random
noise. Since each randomness is only used once, it prevents any potential leakage
of the clients’ data as it serves as a random pad encryption.

After several iterations, for example when a certain level of convergence is
reached, the authority may release the randomness used in the final iteration. In
this case, the analyst can recover the true final model. Alternatively, if the goal
is to train a DP ML model, the released value consists of the final randomness
combined with DP noise. This ensures that the underlying DP noise remains
hidden and the analyst only learns the DP model.

This approach requires an MIFE scheme, that

1) is function-hiding (FH), which means that the decryption key does not reveal
anything about the underlying function, so that the analyst does not learn
the random values and thus the true intermediate results;

2) operates over the complete finite group Z, for some integer p to support
random pads on the output.

However, so far no such scheme is known. On the one hand, the only known
efficient FH-FE schemes existing so far are based on bilinear pairings [13, 413],
which, by design, need the output to be in some bounded range to solve the
discrete logarithm. Hence, they do not support requirement 2).

On the other hand, the only existing FE schemes supporting evaluations over
the complete finite group Z,, which are based either on the security of random
pads [3,39] or lattices [7], are not FH, therefore they violate requirement 1).
There even exists an impossibility result stating that one cannot construct an
FH-FE scheme solely based on lattices, which allows an unbounded number of
decryption key queries [44]. However, as we will show, it is possible to construct
an affine FH-FE scheme for a bounded number of decryption keys.

Using the fact that in an affine FH-FE scheme the decryption key generation
and encryption algorithm can be swapped, we directly obtain a scheme support-



ing a bounded number of ciphertexts and an unbounded number of decryption
keys. This scheme can be further lifted to an FH-MIFE scheme.

Although this scheme is interesting on its own, it is not yet efficient enough
for our considered use case of PPML. Nevertheless, it remains of theoretical
interest and may find applications in other domains, such as biometric authen-
tication 23], which is why we include it here for completeness.

To achieve a better efficiency, we further tailor the scheme to our use case.
Specifically, we note that the GD update function can be interpreted as an
averaging operation with an additional constant term. This insight enables us
to employ, e.g. secret-sharing techniques to optimize the decryption process and
reduce the number of ciphertexts required. A more technical overview on how
our scheme is constructed can be found in Section 4.1.

1.1 Owur Contribution
Our contribution can be summarized as follows.

— We propose a protocol to train linearizable ML models, e.g. a logistic regres-
sion, without any leakage of intermediate results and show its applicability
on real-world data. In contrast to previous protocols, the training is not
terminated after a predetermined number of iterations, but can continue un-
til convergence is reached. By adding DP noise only to the final model, we
achieve better utility and robustness, especially in the high privacy regime.

— We present the first affine FH-MIFE scheme from lattices, which allows for
one ciphertext per client and an unbounded number of decryption keys?.
This is the first FH scheme from lattices and the first to ensure correctness
over the whole domain Z, for some prime p, which is also interesting from
a theoretical point of view. Using standard techniques, this scheme can be
lifted to support a bounded number of ciphertexts per client.

— We further adapt this scheme to an OT FH-MIFE scheme for affine aver-
age functions, dubbed HIFEL (HIdden Functional Encryption from Lattices).
HIFEL supports affine function where all data records are evaluated by the
same function and each client only submits one ciphertext.

— Finally we train a logistic regression model on real-world data using the
proposed protocol and HIFEL. This is the first PPML training based on FE
that remains fully encrypted throughout the training process and does not
require the promise of DP to cover the intermediate results. Only the final
model is revealed, which can be further protected using DP if desired.

1.2 Related Work

In the following we recall related papers that consider FE for PPML or provide
FH-FE constructions.

2 Or respectively an unbounded number of ciphertexts and one decryption key.



Machine Learning using Functional Encryption. Although a lot of works com-
bining ML and FE simply focus on prediction [14, 20,30, 38], some also include
training. Xu et al. [46] proposed a 5-layer neural network, where the first layer
is computed using an inner-product functional encryption (IPFE) scheme, while
all subsequent computations are performed in the clear. The performance was
improved by Panzade et al. [35], who used an additional FH-IPFE scheme. How-
ever, the leakage of intermediate results makes them insecure [20].

Recently, Zalonis et al. [48] proposed a protocol to train an ML model using
GD by employing a noisy quadratic MIFE scheme, where the data can be ar-
bitrarily distributed among all clients. They address the leakage by adding DP
noise to each function evaluation, making the whole training DP. In a similar
manner, Scheu-Hachtel and Zalonis [39] showed how to use an IPFE scheme to
train a logistic regression if the data is horizontally distributed. However, both
of these approaches require a predetermined number of iterations to divide the
privacy budget over all iterations, whereas our approach enables to train over a
horizontally split dataset until convergence is reached and allows to spend the
whole privacy budget on the final model only. In addition, the framework of [39]
considers multiple analysis requests on the same data, which further splits the
privacy budget.

Hong et al. [25] also proposed a fully encrypted ML protocol using FE. Their
idea is to chain their quadratic FE scheme such that their function evaluation
has the same form as their ciphertext. This way, they can create evaluations
of higher order and present runtimes for the classification of a 2-layer model.
Although their idea could potentially be used to train a ML model as it allows
for higher degree functions, they do not support multiple data holder and their
runtimes indicate that the training even with one data holder might not be
feasible in reasonable time.

Function-Hiding Multi-Input Functional Encryption. Over the years, there have
been many constructions considering FH-FE for specific function families, or

more precisely IP [5,17,28,42]. Some of this schemes have been directly extended
to support multiple inputs [3, 18]. There exists also a generic construction that
transforms any weak FH single input scheme into an MIFE scheme [10]. However,

all of these schemes are based on pairings, which are not suitable for our proposed
protocol, since we require unbounded output over a finite field.

1.3 Organization

The paper is organized as follows. In Section 2, we review the necessary prelimi-
naries on ML and MIFE. In Section 3, we present our protocol for fully encrypted
PPML, followed by a description of the underlying cryptographic technique, the
OT FH-MIFE scheme dubbed HIFEL, in Section 4. Implementation details and
results from training logistic regression models on various datasets are provided
in Section 5.



2 Preliminaries

Due to the limited space, we only provide background on GD and MIFE here.
For an overview of DP, we refer to [22] and for an overview of lattice-based

cryptography to [37].

2.1 Notation

Let A define the security parameter. Denote by [n] the set {1,...,n} and [n1, ng)
the set {n1,...,ns} for any n,ni,ny € N, where N defines the set of all positive
integers and Z the set of all integers. For any ¢ € Z, the term Z, refers to the
residue class ring of size q.

In this work, we always consider row vectors. Vectors and matrices are de-
noted by bold letters, i.e. & denotes a vector, where x[j] is the jt" element of
x. For vectors @, x1, 2 of the same length, |||, = (3, |x[i ]\p) denotes the ¢,
norm and (x1, 332> > 1[i]xa[i] their scalar product. For a matrix A, s;(A)
denotes its spectral norm. We always denote by 1{ the one hot vector of length
j with a 1 at position i.

For a distribution D over some set A, x + D(A) denotes that x is sam-
pled according to the distribution D. If D is clear from the context, we simply

write 7 « A,z & A represents the process of uniformly sampling an element
x € A. For two distributions Dy, Dy, we write Dy = Dy, if they are identically dis-
tributed. The discrete Gaussian distribution over Z" is denoted by Dy ,, where
o > 0 is the standard deviation.

We use the abbreviation PPT to mean probabilistic polynomial time. A func-
tion negl : N — R is said to be negligible if for every ¢ € N, there exists a 7 € N
such that for all z € N with « > 7, it holds that negl(z) < l/x

2.2 Gradient Descent for Logistic Regression

One common approach to train an ML model, or more precisely its parameters 6,
is to use the GD algorithm [1]. Let X = {(x:,:)}ic[n) be a dataset, where each
record (x;,y;) consists of a constant x;[0] := 1, a certain number of attributes
M and the dependent variable y € {0,1}. The goal of GD is to minimize the
loss function

,C Z l wwyz (1>

zG[N]

of the model by iteratively updating the model weight using the gradient V.,
where [ is the loss for a single observation. More precisely, in each iteration ¢ the
parameters are updated by computing

0 = (1—a- MW + < sz 00, (i, ), (2)



where « is the learning rate and A is the regularization parameter to avoid
over-fitting the model. This update step can be captured as a function
R (X) = 040

In case of a logistic regression model, the gradient of the single loss function
is given as VI(O, (zi,1:)) = (yi — o(x;0"))x;, where o(z) = m is the
sigmoid function. Using a Taylor approximation of degree 1, the sigmoid function
can be approximated by ¢’(x) = 0.5 4+ 0.25z, i.e. VI is a quadratic function in
the data records. Like [39], in order to use an affine functionality to calculate the
updated weights, one can precompute the needed monomials and encrypt them,
i.e. in this case ((x,y) ® (x,y)), which contains all monomials up to degree 2.

Using symmetry, as each monomial is only needed once, this increases the
vector length to be encrypted from M +1 to 0.5(5- M + M?) + 1. The same idea
can also be used for approximation of higher degree or loss functions of other
models, such as linear regression.

2.3 Multi-Input Functional Encryption
Let us recall the standard notion of MIFE.

Definition 1 (MIFE). Let F = {Fnx}nNen be an ensemble where each Fy » is
a family of N -ary functions, i.e. f € Fn r is defined as f : Xy x---xXn — Y and
7 an additional set of parameters. A multi-input functional encryption (MIFE)
scheme for F is a tuple of algorithms MIFE = (Setup, Enc, KeyGen, Dec) defined
as follows:

Setup(1*, Fn») — (MSK, {EKi}ie[n, PP): Takes as input a security parameter
A and a description of Fy . € F. It outputs a master secret key MSK, en-
cryption keys {EK;}iciny and the public parameters PP, which are implicitly
taken by all other algorithms.

Enc(EK;,4,2;) — CT; : Takes as input the encryption key EK; for slot i € [N]
and a message x; € X;. It outputs a ciphertext CT;.

KeyGen(MSK, f) — DKj: Takes as input the master secret key MSK and a func-
tion f € Fn . It outputs a decryption key DKy.

Dec(DKy,CTq,...,CTN) — y: Takes as input a decryption key DKy and N ci-
phertexts. It outputs a valuey € Y.

A scheme MIFE as defined above is called correct if for all N € N, f € Fn
and all x; € X;, 1 € [N], it holds that

Pr (Dec(DK,CTy,...,CTy) = f(z1,...,2n)) > 1 — negl(A),

where (MSK, {EKi}’ie[N]a PP) — Setup(l)‘,]—'Nm), CT; « EnC(EK,‘,’L’,CEZ‘)Vi S [N],
DK < KeyGen(MSK, f) and the probability is taken over the coins of Setup,
Enc and KeyGen.

If N = 1, this is the standard definition of a secret-key single-input FE
scheme with possible bounds. To obtain a public key (PK) single-input scheme,
EK = PP. Whenever we talk about a PK-FE scheme, we implicitly assume it is
single-input.



Security. Let us recall the security definition of FH-MIFE, which we restrict to
a single ciphertext per client, i.e. OT security.

fh-INDY'PE(\, N, A)

1: (MSK, {EK;};cny, PP) ¢ Setup(1*, Fi,x)
2: MS = {(a,2},1) }ien) — A, Fur)
3: CT; + Enc(EK,,i,27) Vi € [N]

41 AZKYENCI (PP LCT hieiny)

5 : if adm(A) =0 then

6: return «

7:return o & {0,1}

Fig. 1: Security game fh—INDg”FE()\, N, A).

Definition 2 (Security of OT FH-MIFE). Let MIFE be an MIFE scheme
for the function family Fn .. For 8 € {0,1}, we define the experiment fh-INDE,/”FE
as in Fig. 1, where O.KeyGen is an oracle that outputs KeyGen(MSK, f5) on input
(f° f1) and O.Enc an oracle returning Enc(EKi,i,x?) for input (29, 2},1). The
adversary A is admissible, denoted by adm(A) = 0, if the following conditions
hold. Otherwise, we say that A is not admissible and write adm(A) = 1.

— For all (29,2} ,i) € MS, for any query (f°, f!) to O.KeyGen, we require that
f0($?7...,$9v)=f1<.%‘%,...,a'}}v), (3>
i.e. A cannot distinguish both games through the evaluation of the function.

Define the advantage of an adversary A as
Adttoa(\, N) = | Pr[fh-INDE" (X, N, A) = 1] — Pr[fh-INDY"FE(X, NV, A) = 1]].

We say that MIFE is semi-adaptive ot-fh-IND-secure if for any number of clients
N and any PPT adversary A it holds that Advm[lF'\é'?A(/\, N) < negl()).

Function Families. In this work, we focus on the function class F f\;’f(ﬂ o of affine
function evaluations modulo p and two special cases, namely the function class
of inner-product ]:JI\? .0) and average functions }';}"g(p’ 0 where /£ is the length of
each input vector. In F 18\;,f(p, 0 functions can be identified with a vector y, which
can be split into NV fragments of size ¢ and some constant c¢. More precisely, we
obtain f(x1,...,xN) = Zie[N] (x;,y,;)+c mod p. For IP ¢ is always set to zero.



In contrast, for F'0 ) it needs to hold that y; = y; forall i, j € [N], i.e. each
function f can be seen as a single vector y of length ¢, where f(x1,...,xn) =
Zie[N] (x;,y) + ¢ mod p. We call this the average function class, as the sum

can be seen as an average assuming some scaling inside y. Note that for N =1,

Filot) = Fiipo):

2.4 Inner-Product Functional Encryption Modulo p

In order to construct our FH-MIFE scheme for affine functions with unbounded
output range over Z,, we require an IPFE scheme supporting the same output
range. This essentially limits ourselves to the scheme provided by Agrawal et.
al [7], to which we refer to as ALS®.

Construction 1 (IPFE modulo a prime p). Let m,n be positive integers,
o >0 and 7 a distribution of dimension { x m.

nxm
q

and Z < 1. Compute U = AZ € Zg””. Output the pudblic and master secret
keys PP := (A, U),MSK := Z.

Enc(PP,x): Sample s & Ly, eo < D, €1 < Dé)a, Compute ¢y = sA + eg
and ¢; = sU 4+ e, + pF~1 - x. Output the ciphertext CT = (co,c1)-

KeyGen(MSK, y): Parse MSK = Z. Set z,, = yZ". Output DK := (y,zy).

Dec(DK, CT): Parse DK = (y,2,) and CT = (co,c1). Compute ' = c1y’ —

coz;— mod q. Output p € Z, that minimizes [p*=1 - u — p'|.

Setup(1*, ]-'{P(p E)): Set parameter ¢ = p* for some integer k. Sample A &z

Construction 1 is adaptively IND-secure assuming the hardness of multi-hint
Learning with Errors (LWE), a version of LWE which additionally provides
some "hints" about the error of the LWE instance. One can instead rely on
plain LWE by leveraging the rerandomization technique as in [15]. This gives us
more freedom on how 7 can be chosen. We omit the concrete security parameters
here, as Appendix A proves the security of a slightly modified version tailored
to our use case together with its corresponding parameters.

3 Fully Encrypted Machine Learning

Before we present our concrete protocol, let us briefly recall the use cases de-
scribed in Section 1, based on [15,47,48|. This also yields some immediate design
requirements and features for our protocol.

Although we restrict ourselves to linearizable ML models, the protocol itself is
generic, provided that an FH-MIFE scheme exists which supports the respective
function family of the update function.

3 Technically, there also exist other versions, but all of them have ALS at their core.



3.1 Overview

We assume multiple clients holding sensitive data, collectively creating a hori-
zontally partitioned database. They are willing to provide their data for research,
as long as their privacy remains intact and they are not involved in any ongoing
or heavy computations. In this case, clients only have to submit their data once,
naturally imposing a bound on the number of required ciphertexts. On the other
hand, an untrusted analyst wants to train some ML model on this data, e.g.
a logistic regression model. Additionally, we assume the presence of a trusted
authority that oversees the training process and manages the FE scheme, i.e.
sets up the scheme and answers the decryption key queries posed by the analyst.
Note that a trusted party is always needed when the clients themselves do not
want to be involved in the training process.

The protocol proposed in [48] allows to train linearizable ML models over
an iteration-based GD algorithm (Section 2.2) by using a noisy MIFE scheme
to update the model weights. As the MIFE scheme only outputs one value per
decryption key, the analyst requests one decryption key per entry of the model
weight vector @ in each iteration. This yields a total of M + 1 decryption key
requests per iteration, where M is the number of attributes in the dataset. By
evaluating the decryption key per entry, the analyst is able to compute 0+ in
iteration t.

To mitigate information leakage from those intermediate values, [18] use a
noisy MIFE scheme, where the decryption key outputs perturbed functions. That
is, instead of computing 6% [j] the j'* decryption key evaluates to 0" [7] +
v®[j], where v®) is drawn from a distribution that ensures DP and is not
leaked by the decryption key. However, to achieve overall DP, their approach
requires the number of training iterations to be known in advance, as the privacy
budget must be allocated across all iterations. Inherently, they encounter a trade-
off between number of iterations, directly connected with runtime, utility and
privacy. Training a small number of iterations would mean less noise added to
the decryption, however could also limit utility. More importantly, it is hard
to determine how many iterations need to be trained, without having insights
about the underlying data itself.

We propose two main changes to the protocol to circumvent these problems.

— First, instead of protecting the intermediate values with small DP noise,
we protect the decryption results through random values over a finite field,
ensuring no leakage from these results. Only the final model is protected by
DP noise, allowing to spend all of the privacy budget in a single iteration,
which improves utility and robustness in the high privacy regime.

— Second, instead of training a predefined number of iterations, our protocol
assumes a minimal and maximal iteration number as well as a convergence
bound. The training process terminates once convergence is achieved after
at least a minimum number of iterations, or when the maximum number of
iterations has been reached. The latter one can be arbitrarily high without
influencing the security or correctness of our protocol. It simply considers
the trade-off between utility and training time.

10



In the following we want to explain our changes and the challenges that come
with them in greater detail.

Protection of Intermediate Values. In contrast to previous protocols, where the
intermediate values are either leaked directly or are protected only by DP noise,
we do not want any leakage from those decryption results. The idea is to en-
crypt these intermediate results using random noise instead of DP noise. More
precisely, instead of evaluating to f(X) or f(X) + v for some small value v,
the decryption algorithm outputs f(X) + ¢ mod p, where ¢ is random over Z,
and hidden inside the decryption key. As our use case only considers one ci-
phertext per client, this suffices as a random pad and therefore ensures that no
information is leaked.

This poses two immediate requirements on the MIFE scheme used. First, the
decryption algorithm needs to work over the whole group Z, to enable random
pad encryptions. Second, to train the parameters of the ML model over multiple
iterations using GD, we need to be able to cancel out this randomness during the
next iteration step to obtain convergence in the end. More specific, if we consider
Eq. (2) as the requested function, the j*" decryption key for the (t — 1) round
will not output 8“[j] but some

r®[j] = 0[] + 6P [j] mod p. (4)

In the next iteration, i.e. iteration ¢, the analyst requests an GD update function
with weight (). As the authority knows the randomness ¢(t), they can instead
create M + 1 decryption keys for the following function:

FiD 0 (X) = (1= ad)(r® - sz (r® — ), (@:,9:)), (5)

By Eq. (4), Fﬁf:i)q&(t) (X) = Féfj;l)(X), i.e. this is exactly the update step
of the GD algorithm as in Eq. (2). To protect these new intermediate results, a
fresh random value is embedded into the decryption keys again.

Cancelling out the randomness inside the function values requires an FH-
MIFE scheme, because otherwise the decryption key would leak the coefficients
of the encoded function, which would enable the analyst to reconstruct oM.

In Section 4.2 we present a tailored FH-MIFE construction that meets these
requirements. Note that previously no scheme existed that is both FH and works
over Z, as all concrete FH-MIFE schemes operate over bilinear groups, which
by design need to bound the output.

Convergence. Instead of training the model for a predefined number of iter-
ations, a more intuitive approach is to train until a convergence threshold is
reached. To this end, we introduce a convergence check after a minimum num-
ber of iterations, which does not leak information to the analyst. More specific,

11



to check the convergence, the analyst computes the vector of differences between
the intermediate results of two iterations ¢t + 1 and ¢:

A =ptHD _pl) ¢ ZMHL

Since the intermediate values are protected by random noise, this also ensures
no leakage from A. The authority however can compute the overall difference
between 81 and 8 by computing Ag = | A — ¢V + ¢ mod p|1, where
PP B e {0, 1}, is the randomness used in the respective iteration. By com-
paring Ay to the given convergence threshold, they can either terminate the
training earlier if convergence is reached, or continue with the next iteration.

3.2 Protocol

In the following, we present our concrete protocol including all modifications as
described above. The protocol is divided into two phases. First, a data gathering
phase, where the analyst obtains all the ciphertexts from the clients. Second, the
actual training phase, which solely involves the authority and the analyst.

Data Gathering. Analogue to [48], we first start with a data gathering phase.
This requires an authority, which provides a connection platform between the
analyst and the data holders. The authority first generates the keys MSK and
{EKi}icn) and distributes the encryption keys EK; to each data holder i. To
ensure that their privacy requirements are met, each data holder provides their
privacy budget (¢;, ;) to the authority. After receiving the encryption keys, the
data holders encrypt their data and send the ciphertext CT; to the analyst.

Training. The next step is the training of the ML model, which is depicted in
Fig. 2. In each iteration the analyst requests a vector of decryption keys for
Eq. (5). The authority generates the decryption keys, including fresh random
noise over Z, as a constant value per key. Since each round cancels out the
random noise of the previous round, this is coherent with the GD algorithm
presented in Section 2.2.

As the exact number of iterations does not need to be predetermined, we
include convergence checks after a minimal number of iterations and stop the
training after convergence is reached (or after a predefined maximal number
of iterations). These convergence checks take place in each iteration after the
minimal number of iterations ityi, is reached (see the second loop in Fig. 2) and
work as follows. The analyst computes the difference A between the perturbed
model weights of two iterations ¢t and ¢t 4+ 1 and sends it to the authority. The
authority can then compute the absolute distance between the model weights
and verify whether it is below the convergence threshold. If this is the case, the
training algorithm can stop early, if not, the analyst requests the next decryption
key for the next iteration. After convergence is reached or the maximal number
of iterations is trained, the analyst can request the release of the model weights,
say in iteration 7. In this case, the authority samples noise v from a distribution
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D, which provides DP with respect to the minimal received privacy budget (¢, 9)
and the loss function, if desired. Then they hand out the final randomness minus
v to the analyst, which allows the analyst to compute 0" 4+ v by extracting

this value.

Authority

Analyst
Initialize 8© = 7(©
Set ((itnin, itmax), T)

((itmin, itnax), 7T) |

|
I
I
I
:
loop [t = 0..itmin — 1]

I
I
I
(F{0)} ;
I
¢(t+1) & Zgﬂl |
I
5= Fﬁi%,d,m Ul |
() () p(t+1)1s !
DK + KeyGen(MSK, (f\”, ¢+ [j])) (DK} |
! I
I
| P[] ¢ Dec(DK'Y, CTy,...,CTw)
. ;
(100p [t = 1tasn..itnex — 1] (FO)} )
. I
(t+1) ﬁ Z}y{+1 |
5 RO }
5= (8 —gp() 7] |
DK+ KeyGen(MSK, (£, ¢“+1[4])) (DK
I
I
I
| r*D[j] ¢+ Dec(DK{”,CTy,...,CTx)
I
! A = (rHD — )
| A |
| |
I
A = A=+ + ¢ mod ply |
if Ap < 7: conv = true; }
else conv = false; |
: conv :
I I
} if conv == true
| itpay =t+1;
i break;
L
: disclose |
| I
I
vED i
— p(itnax) |
pP=¢ v
‘ p |
I

0+v= r(itmax) —-p

Fig. 2: Fully encrypted training phase using FH-MIFE, where (]5(0) = 0.

3.3 Threat Model and Privacy Analysis

The privacy goal of our modified protocol is to leak no intermediate results and
provide DP guarantee for the participating clients with respect to their privacy
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budgets. We assume honest-but-curious data holder, that are inactive after the
setup, which aligns with the real world where data holder do not want to be
actively involved. The analyst can behave maliciously in the sense, that they can
request functions that are not limited to the training update function. However,
doing so would not yield a correct training evaluation, since the randomness
would not cancel out correctly. The authority needs to be trusted in the sense
that they do not collude with the analyst and follow the protocol correctly.

Using an FH-MIFE scheme ensures that the ciphertexts and decryption keys
do not leak any information about the underlying encoded data, beyond the out-
put of the decryption algorithm, which can be protected by DP noise. Since only
one ciphertext per client exists, no mix-and-match attacks® are possible. More-
over, by working over Z, and including random pads in the decryption keys, our
scheme ensures that the training process stays fully encrypted, thereby eliminat-
ing leakage from intermediate values. Only the last decryption is disclosed by
the authority, guaranteeing that only the final model itself, possibly protected
by DP, is known to the analyst.

4 Function-Hiding Multi-Input Functional Encryption
from Lattices

As we have established in the previous sections, our protocol requires an FH-
MIFE scheme that works over Z,, which did not yet exist.

If we want to support arbitrary splits of the data among the clients, our FH-
MIFE would at least have to support quadratic functions. However, all quadratic
MIFE schemes known to date operate over bilinear groups and so far, it remains
an open question how they can be transformed to FH. More crucially, by design,
bilinear groups cannot operate over the whole group Z,, since the output needs
to be bounded to ensure decryption is possible in polynomial time.

However, if we consider the natural use case that each client is in possession
of their entire record, i.e. the data is horizontally distributed, it suffices to have
an FH-MIFE scheme that can evaluate affine functions. In fact, as each function
coefficient is the same for each client, we can focus on building a scheme for
average functions. In the following we present HIFEL, a semi-adaptive FH-MIFE
scheme for average functions, supporting one encryption per client.

We will first provide a high level overview of the main ideas used to construct
HIFEL, before presenting the scheme itself.

4.1 Technical Overview

Let us start by providing a technique to turn any IPFE scheme into an FH-IPFE
scheme, which is bounded in either the ciphertexts or decryption keys. That is,
using an IPFE scheme operating over all of Zj,, e.g. the scheme ALS from [7]

4 Mix-and-match attacks describe attacks, where an attacker exploits different combi-
nation of ciphertexts and decryption keys.
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(Section 2.4), yields an OT FH-IPFE scheme covering all of Z,. In a second
step, we show how this construction can be leveraged to build HIFEL, an OT
FH-MIFE scheme that supports average functions, operating all over Z,.

Let iFE = (iSetup, iEnc, iKeyGen, iDec) be an arbitrary IPFE scheme over Z,,.
We show how this scheme can be transformed to an OT FH scheme by leveraging
a masking technique.

Instead of using the key vector y directly in the key generation algorithm,
we mask it with some randomness ¢ and generate a key for y + ¢ mod p. Ad-
ditionally we restrict us to one key requests. This can be easily extended to @
queries using standard techniques.

To ensure correctness and get rid of the value (x, ) for a message x, we
extend both the ciphertext and the key vector by one coordinate. In particular,
we compute

CT « iEnc((x, —(x,¢) mod p)), (6)
DK + iKeyGen((y + ¢ mod p,1)). (7)

If iFE is correct, then decryption yields (z,y). To ensure security, we utilize the
security of iFE and the fact, that if we restrict the number of key queries to one,
we can use ¢ once as random pad.

To construct an OT scheme that supports an unbounded number of key
queries, we can exploit the symmetry of affine FH-FE schemes operating in the
secret key setting. From now on, we will always assume a bound in the ciphertexts
instead of the decryption keys, i.e. iKeyGen is called for encryption and iEnc for
the generation of the decryption keys.

In the next step, we want to transform the scheme to an FE scheme sup-
porting multiple inputs for the function family of average functions. The most
straightforward approach, analogous to [18], would be to execute the scheme N
times and embed a zero-share into the decryption keys, ensuring that correct de-
cryption is only possible when all ciphertexts are evaluated together with their
corresponding decryption keys. This construction would directly yield an FH-
MIFE scheme for arbitrary inner-products. For completeness and as it might be
of its own interest, we include this variant in Appendix B, together with a full
security proof.

Unfortunately, this approach requires setting up the scheme N times and
running the key generation algorithm N times, which in the case of ALS intro-
duces a substantial overhead. Therefore, we now consider solution strategies that
directly exploit the fact that we do not need to compute an arbitrary IP, but
only an average function.

A natural way to achieve this using the OT FH scheme described above,
would be to allow N ciphertexts in the following sense: For each client i € [IV]
build the ciphertext

CT; + iKeyGen((x + ¢; mod p,1))
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using a different ¢; for all ¢ € [N]. As a decryption key generate

DK « iEnc((y,—~N"'( Y _ (¢»y) — ) mod p), (8)
1€[N]

where c¢ is a constant coefficient of the function. The decryption algorithm now
evaluates DK on each CT; and sums up over all intermediate results. However,
building this variant using ALS, leads to big parameters to ensure security, yield-
ing a scheme that is again not efficient enough for PPML. One reason is that
the modified message vectors ( + ¢, mod p, 1), which are given to iKeyGen, are
likely not linearly independent, e.g. because it is likely that the number of clients
is larger than the vector length of x. This can be circumvented by encoding a
one-hot vector with length N into the ciphertexts. More specifically, one can
change the ciphertexts to

CT; + iKeyGen((z + ¢, mod p,1)) (9)

and use
(y7 _<<1vy> + Wi, _<€N7y> +UJN) € Z}‘)ZJH*N

as the key vector, where the w;’s are randomly chosen such that e[ Wi = C
This would automatically ensure linear independence, but also increase the vec-
tor length by N, which in turn increases all parameters of the scheme. Although
this is already an improvement of the parameters, it still lacks the efficiency we
are looking for.

Instead, we use a secret sharing technique to generate a master ciphertext
mCT by leveraging that the sum of ALS decryption keys remains an ALS de-
cryption key for an appropriate choice of parameters. Recall, that the iKeyGen
algorithm of ALS outputs a tuple («,z,). To build a ciphertext, each client
computes

(z;,c;) < iKeyGen(x = (x; + ¢; mod p, 1)),
CTZ = (%717(31' —+ pl mod q),

where p, is part of the encryption key and Zie[N] p; = 0. By computing mCT =
Zie[N] CT;, we obtain one valid ALS decryption key. The decryption key for
HIFEL is build as described in Eq. (8) and evaluated on mCT. This circumvents
the problem of linear dependent requests, while still ensuring a small vector
length.

Through this linear independence, it suffices to sample the coefficients of the
master secret key, i.e. Z, from {—1, 1} instead of a complex and potentially large
distribution to maintain a high enough min-entropy during the security proof.
This significantly improves our parameters as larger coefficients of Z increase
the overall parameters quite fast. More details on the parameter choices, as well
as the corresponding security proof for the modified ALS variant, dubbed 1-ALS,
can be found in Appendix A.
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4.2 OT FH-MIFE for Average Functions

In the following we present HIFEL, an OT FH-MIFE scheme for average func-
tions, which can be used to train a linearizable model according to our presented
protocol.

Construction 2 (HIFEL). Let m,n be positive integers and q = p* for some
integer k and a prime p such that N < p.

Setup(l)‘,ff\x%p,z),l): Sample A & VN / & {—1,1}mxE+D) e & 7, and

p; € Ly for alli € [N] such that 3. vy p; =0 mod q. Set

U=AZez>"*.

Return PP := A, {EK; := (Z,;, p;) }ieiv) and MSK = ({¢; }ien, U).
Enc(EK;,i,x € Zf,): Parse EK; = (Z,¢,, p;), set

T = (xi + ;1) € Z,, (10)
compute
c;, = %lZT +p; € Z;n
and return CT; = (Z;,¢;).
KeyGen(MSK, (y,¢)): Sample s & Ly, €0 < Dy, e1 Dét,l. Set
U= (y,-N""(D_ ¢y —o)ZE, (11)

j€[N]
where N~ is the inverse of N in Z,. Calculate
ko =sA +ey €2, k1 =sU+e; +pFly e Zf;“.

Return DK = (ko, k7).
Dec(DK,CTy,...,CTy): Compute the master ciphertext as

mCT = Z CTi:(Z Z;, Z ci).
€[N 1€[N] 1€E[N]
Parse DK = (kg,k1) and mCT = (x,c). Compute 1/ = (x, k1) — (c, ko)
mod q. Return min,, [p*~1pu — /|

As the construction requires the computation of the inverse of N, i.e. the
number of clients, in Z,, we require that p does not divide N. To simplify the
parameter restrictions, we assume that N < p, i.e. the inverse of N in Z,, exists.

Parameters. The security of the scheme relies directly on the security of 1-ALS
with improved parameters (see Appendix A), therefore we can choose the follow-

ing parameters: n = poly(\), m = max{2nlogq,2¢ + kn + ”‘%glgge}, o = 2aqT,

T=VIF+1+m+V\ q>4p?aqrN(¢+1)(1+m) for 4 < nk and £ > 4.

More details on the restrictions of the parameters and their role in the security
proof can be found in Appendix A. Note that these are the same parameters as
those of 1-ALS if we set B = Np in the modulus ¢, where B is a bound imposed
on the size of the 1-ALS function coefficients to ensure correctness.
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Correctness. Let DK be a decryption key for the function (y,c¢) and CT; =
(z;,c;) an encryption of x; for all i € [N]. By the design of ¢;, it holds that

Yien € = Cieiw Z;)Z" in Z,. Hence, mCT = O ieiv Tir (Xiermy T)Z")
and (<Zie[N] zi, ki) — <Zie[N] ci, ko)) = pk’1(<ZiE[N] T, Y) + ¢) + epec in Zyg,
where epec = )iy zT.e] — €0 (X_ien] x)Z". As | 2 e z;e] | < I{Nop and
leo(Xicqny )2 | < {Nopm, it holds that |epec| < 5p* 7", yielding correctness.

Security. The structure of the presented Construction 2 is similar to Construc-
tion 3, i.e. 1-ALS, which is secure assuming the hardness of LWE and appropriate
parameters. This enables us to prove the security of 2 by using Construction 3
as a black box. The crucial part is that the encryption and key generation algo-
rithms are basically swapped.

Theorem 1. Assuming that Construction 3 is adaptively IND-secure for one
decryption key, then Construction 2 is ot-fh-IND-secure according to Definition 2.

In order to prove Theorem 1, we define a sequence of hybrid games Gg to
G5 and show that the advantage of an adversary distinguishing between two
consecutive games is negligible. Denote by {(m?,w})}iew] the messages chosen
by A per client during the challenge phase and 5:5 = (:cf +¢;,1).

The sequence of games is as follows.

Go: This game corresponds to the original game for g = 0.

Gi: This game is the same as Go, except that ¢1 = (3 ¢y #)Z" + p, and
¢, = p,; for all i € [2, N].

Gao: This game is the same as Gy, except that during KeyGen, y € Zf;‘” is set as

Jli] = {0, 1 €[4,
Y N je(@dy®) + )i =4+ 1.
Gs: This game is the same as Gz, except that for all ¢ € [V], ill is used instead
of ¥ in c;.
Gy: This game is the same as Gg, except that during KeyGen, y € Zf;“ is set as

o Syl i€,
ulil = {_N_l(zje[N]<Cj7y1> —ct),i=0+1.

Gs: This game corresponds to the original game for 8 = 1.

Proof. Note that the sequence of games depicts the advantage of an adversary in
distinguishing between ot-fh-INDY'FE(X, N, A) and ot-fh-INDY'FE(X N, A). The
advantage of an adversary in distinguishing between Gy and G4 can be bounded
using Lemma 1 to 4, which is negligible assuming the security of Construction 3
and thus LWE, ,, o. Lastly, the advantage to distinguish between G4 and Gj is
the same as going in reverse from G4 to Gp, which is negligible by the reasoning
above. Thus, the theorem is concluded.

18



Lemma 1. For any PPT adversary A, it holds that AdijHGI(A) = 0.

Proof. The difference between both games is the generation of the c; values. An
adversary has to distinguish between

(#,Z" +p, modgq,...,ZNZ" +py mod q) (12)
and
((Z T,)Z" +p, modq,p,,....pN) (13)
i€[N]

However, both (12) and (13) are uniformly distributed over Z™" as the p;’s are
sampled uniformly at random over Zj".

Lemma 2. For any PPT adversary A distinguishing Gy and G, there exists a
PPT adversary B such that Advy ™ *(\) < Advg™">()), where ALS has function
coefficient bound B = Np.

Proof. Let B be an adversary against 1-ALS for the family ]:{')D(p) 0 with function
coefficient bound B = Np. B simulates A’s view as follows.

Upon receiving the public parameters (A, U) from their own oracle and
{(z° x')} from A, B samples p; & Zy* such that 3, vy p; = 0, C; & Zf;
for all ¢ € [N].

To generate the ciphertext for client 1, B computes as &, = (x0 + ¢;,1)
mod p and ZiE[N] #.. They query their own KeyGen oracle for ZiE[N] Z. to

. ~0 ~0 ~0 ~0
obtain (3 ;cnvy Zis (Xiev x)Z"). They set CT, = (z, (Xiemv z,)Z" + py)
and CT; = (27, p;) for all i > 2. The set of ciphertexts {CT}ieqn is given to A.

Whenever A poses a decryption key query ((y°,c%), (yt,cl)), B sets 7° ac-
cording to (11) and ' € Z5 as

. 0, i€,
56 = {1 7)1

They query their own encryption oracle for (170, 371) and submit the result to A.

In the end, they output the same guess as A. As B perfectly simulates A’s
view and is admissible due to A’s admissibility and the fact that they can per-
fectly simulate all CT;,i # 1, the theorem is concluded.

Lemma 3. For any PPT adversary A, it holds that AvaGfHG3 (A =0.

Proof. This lemma can be proven using a straightforward statistical argument.
By the previous game, it holds that the first £ slots of &; are multiplied by zero
during decryption and thus do not contribute to the final result. As ¢; & Zﬁ is
independent and uniform over Zf; for all ¢ € [N], it holds that @; is statistically
indistinguishable from a vector where the first ¢ slots are uniform over ZI‘;. More
precisely, for all i € [N], we have that ¥ + ¢, = {; = =} + ¢; over Z!, i.e. the

p7
adversary has no advantage in distinguishing between the two games.
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Table 1: Number of trained iterations T, with itg.x = 50, and runtime for a
logistic regression training on different datasets consisting of N records and M
attributes, together with used LWE parameters.

Dataset| N | M | T | n m q o Time (min)
LBW [189| 8 |34 [1728]414720[10000019°]118130195237.6527 48.77
PCS |380| 7 |27 |1760(422400/10000019°| 70796420456.999 36.78
UIS |575| 7 |34 |1760/422400(10000019°| 46787199606.3646 47.07

Lemma 4. For any PPT adversary A distinguishing Gs and Gy, there ezists a
PPT adversary B such that AvaGfHG“()\) < Advg™ ().

Proof. Note that this is basically the reverse of Lemma 1 and thus the proof
follows analogue.

5 Implementation and Results

To show the feasibility of our approach we evaluate it regarding efficiency and
utility on three different standard datasets for PPML: Low birth weight (LBW)
study [31], prostate cancer study (PCS) [32] and umaru impact study (UIS) [33].
The training was conducted on a virtual machine with access to 425 GB of DDR-
5 memory and 22 CPU threads. The security parameter used for each dataset
can be found in Table 1, yielding a security level of at least 80 bits as estimated
by [9].

We train the logistic regression model using our proposed protocol (Sec.
3) setting the minimal training iterations to 25 and the maximal to 50. The
training terminates after convergence of Ay < 1072 is reached and the final
result is perturbed using the Gaussian mechanism [11], i.e. noise drawn from a

Gaussian distribution using the sensitivity %Il, which is the sensitivity of the
loss function for logistic regression with respect to the domain of @ [16]. This
is enough to achieve DP for a given privacy budget (e,d). Table 1 shows the
number of trained iterations 7' until convergence and the resulting runtime of
the training phase per dataset. For all datasets the setup took about 15 minutes,
encrypting all existing records including generating the master ciphertext mCT,
i.e. summing up all ciphertexts, which took between 2-6 min, depending on
the number of records N in the dataset. As mCT is the same throughout all
decryptions, this step needs to be conducted only once.

The utility of our approach is shown in 3b, in dependency of the privacy
budget.

Although our approach is based on [18], who have a comparable runtime
to us (48-150 min), they allow for an arbitrarily split data set, whereas we
require a horizontally split data set. Therefore, we compare ourselves to [39],
who have the same framework but also assume horizontally split data. Even
though they surpass our runtime as their training takes under a minute for each
dataset, Fig. 3a shows that their approach has a very high variance for small
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Fig. 3: Accuracy of logistic regression model trained on different datasets with
varying privacy budget € starting with € = 0.01 and fixed 6 = % Blank spaces
mean that the model did not converge.

€. As training is only conducted once, it is unsure beforehand whether a good
model is obtained or not. If the training is repeated to obtain a more stable
model, the privacy budget needs to be split even further, which impacts the
accuracy again. In contrast, as shown in Fig. 3b, our approach using HIFEL only
has a high variance for ¢ = 0.01 and can be seen as robust for € > 0.1. In other
words, with our approach it is possible to obtain high privacy guarantees while
still achieving good and robust model utility.

6 Conclusion

In this work, we present a fully encrypted PPML protocol to train linearizable
ML models using GD. To show the applicability of our protocol, we present
HIFEL, an OT FH-MIFE scheme for average functions, which can be extended
to a scheme for affine functions. This is the first lattice based FH-MIFE scheme
for average functions and the first with an unbounded output range over Z,,.

Our protocol can also be used to train more complex model, provided that one
designs more expressive FH-MIFE schemes. In order to enhance the efficiency,
one could use further optimizations for the matrix multiplications or design
a scheme based on ring LWE instead of plain LWE. This requires to develop
new insights on rings to lift ALS for Z, to a ring version, especially if we want
to maintain semi-adaptive security. One major problem is that the decisional
version of ring LWE requires a prime ¢, whereas we need g = p* for some k > 1.
We leave these points open for future research.

Disclosure of Interests. The authors have no competing interests to declare that
are relevant to the content of this article.
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A 1-ALS

In this section we will provide some insight on 1-ALS, which supports one de-
cryption key request and is used in our OT FH-MIFE scheme. This variant will
also be used in the more general construction of FH-MIFE for IP, which is why
we prove a more general version than needed for Construction 2. In contrast to
the standard ALS over Z,, we will rely on the rerandomization technique [27]
during the security proof, which gives a broader variety on how Z is chosen. In

fact, we can choose Z & {—1,1}™**  which suffices to obtain a high enough
min-entropy.

To support the generation of mCT in our final construction, we need to ensure
that mCT is a valid decryption key for 1-ALS. In other words, we need to ensure
that Zie[ ~] i is a valid input for the ALS decryption key algorithm. As each
coefficient x; is smaller than p, each coefficient of Zie[ N x; is smaller than Np
and a valid function vector request for the underlying 1-ALS scheme if it allows
decryption keys for function vectors whose coefficients are not greater than Np.
More generally, in our ALS variant, we bound the coefficients of the key vector
with a bound B, i.e. for our Construction 2 it needs to hold that Np < B. To
facilitate the min-entropy requirement, we further assume B < p2. This does not
influence our use case as p > N to obtain meaningful results.

Finally, we will also require that the function key vector contains at least
one non-zero element. Note that our plaintexts and function vector are all of
size { + 1 to be directly coherent with our OT FH-MIFE construction for the
parameter selection.

Before we present 1-ALS, let us first state a lemma regarding the rerandom-
ization technique.

Lemma 5 (Noise Rerandomization [4,27]). Let V € Z*™ and 7 > s1(V).
Then there exists a procedure NoiseGen(V,T) such that the distributions eV +
e’ with e < Dy, ,, €' « NoiseGen(V,T) and e < D7y, are statistically close.
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Construction 3 (1-ALS). Let m,n be positive integers, st .=, o > 0 and B
a bound on the coefficients of the key vector.

Setup(1*, FIP ): Set parameter ¢ = p* for some integer k. Sample A &

1,(p,e+1)

Zp=™ and Z & {—1,1}"%(HD - Compute U = AZ € ZST™*™ . Output the
public and master secret keys PP := (A, U),MSK = Z.

Enc(PP,x): Parse PP = (A,U). Sample s & Ly, ey < Dy, e1 Dé‘j‘gl.
Compute co = sA +eq and c; = sU +e; +p* 1 - .
Output the ciphertext CT = (co,c1).

KeyGen(MSK, y): Parse MSK = Z and set z,, = yZ'.
Output DK = (y, zy).

Dec(DK, CT): takes as input the decryption key DK and ciphertext CT, Compute

W=cy — coz; mod q. Output p € Z, that minimizes [p*=1 - p — p//|.

Parameters Setting. To guarantee both correctness and security, the parameters
must satisfy the following constraints:

1. The final magnitude of decryption error must be less than %pk_l for the
correctness, i.e. ¢ > 2poB(¢ + 1)(1 +m)

2. To ensure the hardness of LWE, ,, ., where ¢ is the modulus, n is the size of
the secret vector and « the standard deviation of the error distribution, we
require ag > 2(y/n) [37].

3. We require 7 > s1(Z) for Lemma 5. By [19], the spectral norm s1(Z) is
bounded by vZ+ 1+ /m + V.

4. To ensure a high enough min-entropy, m > max{2nloggq, 4(+kn+
and 4 <nk and ¢ > 4

22+2 logZ}
logp

Our parameters could be chosen as: n = poly(A), m = max{2nlogq,2¢ + kn +
2)‘%;;“}, T =VI{+1+ym+V\ o =2aqr, ¢ > 4pagrB(L + 1)(1 + m) for
4 <nk and ¢ > 4.

Correctness. For y, we have that p/ = p*~!((x,y) mod p) + (e1y' — eoz,)
mod ¢. This yields the correct result if |e;y | — eoz;—| < %pkil, which is given
by our choice of parameters.

Security. Construction 3 is adaptively IND-secure for one decryption key query
under the LWE, ;, o assumption. The difference between this security notion and
Definition 2 is that the adversary can call on O.KeyGen at any time during the
game, but only once. As the encryption algorithm only requires knowledge of
PP, it suffices to show indistinguishability for one challenge message to conclude
the same for multiple messages.

Theorem 2. Assuming the hardness of the LWE, , o assumption, Construc-
tion 3 is adaptively IND-secure for one decryption key query for the parameters
above.
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We prove the theorem by a sequence of games.

Gy: This is the original security game.

Go: This game is the same as Gy, except that the challenge ciphertext is gener-
ated as follows. Sample e <- D', and set ¢ = sA +e. Set V = (I,,||Z) €
77> (M) - where I, is the identity matrix of size m. Calculate ¢/ =
¢V + NoiseGen(V, 7) and split it into two parts ¢o € Z" and ¢; € Z{™.
Return CT = (cg, ¢} = c; + pF~1zh).

G3: This game is the same as Go, except that during the generation of the
challenge ciphertext, c is sampled uniformly at random from Zg".

The following lemmas bound the advantage of a PPT adversary A in distin-
guishing between two consecutive games from G; to Gs. In G3, we argue that the
probability of an adversary winning this game is close to % As the advantage
is negligible in each step for the given parameters and assuming the hardness of

LWE, 1 «, the overall advantage of A is also negligible and the theorem follows.
Lemma 6. For all PPT adversaries A, Advy E1C2()) < negl(\).

Proof. The claim holds due to the indistinguishability provided by Lemma 5
and the choice of parameters. Sample e < D7 g Compute ¢ = sA + e and
set V.= (I,]|Z) € Zm*(m++1) | where 1, is the identity matrix of size m.

By [19], it holds that s,(Z) < vZ+ 1 + /m + VA with probability at least

1-— m, as Z is a subgaussian matrix with parameter /2. Thus, s1(V) <

V/(VEF T+ /i + VA)? + 1, meaning that 7 > s1(V) with high probability.
By computing ¢/ = ¢V + NoiseGen(V,7) and splitting it into two parts

Co € Zy' and ¢ € Zf;“‘l, the distribution of (cg, cy) is statistically close to the

Dyl

distribution of (sA +eg, su+e;) by Lemma 5, where eg <~ D}’ and e;
for 0 = 2aqt. Therefore, to simulate the challenge ciphertext correctly, all that
remains is to add pF—! 0 to cq.

Lemma 7. For all PPT adversaries A, there exists an adversary B against
LWE, .o such that Ad GQHGS( \) < AdV;WEq,n,a.

Proof. Changing ¢ = sA + e for e «- D', to a uniformly random ¢ < Z" i
exactly the LWE, ,, o assumption and thus the claim follows.

Lemma 8. For all PPT adversaries A, Advi?’(/\) < negl(\).

Proof. Denote by G} the selective version of Gg, where the adversary has to pose
the key queries before the challenge ciphertext is generatied. Using a complexity
leveraging (CL) argument, it suffices to prove that Advi{i (A\) < B ¢ negl()\). In
the following, we will use that B < p? by assumption.

Let y be the key query posed by A* and define the matrix Yo, =y € Zf;“.
As Yy, contains at least one non-zero element, Yy, has rank 1. Hence, we can

find an orthogonal matrix Ypo € Z,(,HI)XZ such that
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- Ytovabot = 07
— Yot has rank ¢ over Zg,
— Yot # 0 for challenge difference vector = 2° — ! mod p.

Define the full rank matrix Y = (Yiop||Ybot) € Z;S,HI)X(”U, which is invertible
over Zg.

Consider now ¢1Y. As Y can be seen as a bijective mapping, if ¢c; Y reveals
almost nothing about 3, then also c¢; reveals almost nothing about 3.

By the admissibility of A*, for all key queries vy, it holds that Y, = 0
mod p, i.e. the first part is independent of 8. We will show that ZY}, has a
high enough min-entropy give (A, AZ, Yiop, ZY pot) to argue that (u;, u; ZY pot)

is statistically close to uniform for seeds u; & Zg',j € [¢] using a variant of the
Leftover Hash Lemma (LHL) as in [7]. In fact, we show that

Hoo(ZY bot|A, AZ, Yiop, Yiop) > 2log(f) + 4€log(p) + nlogq + 2. (14)

Note that 2log(¢) is required as we apply the LHL ¢ times, 4¢log(p) is needed
for our CL argument and the rest of the term is a given through the LHL.

As the coefficients of Z are sampled independent, we can analyze each row
of ZY ot separately. For each z;, conditioned on z;Yep, the distribution of z;
is uniform over an affine space of size 2¢. As 2 Yot is a linear mapping of z;
and Yyt is basis of orthogonal lattice to Yiop, the map from the orthogonal
lattice to Zf; is injective for each fixed z; Yiop. This means that z; Yo can take
at most 2¢ values and each value has the same probability, i.e. the min-entropy
per columns is > £. As all the columns of ZY,, are independent, the overall
min-entropy is at least m¢ given (Yiop, ZYtop)-

Conditioning further on (A, AZ) is the same as conditioning on (A, AZY pet)
as Y is a bijection and we already know A and ZY,. Thus, we have an addi-
tional entropy loss of at most nlog g bits, yielding

Hoo(ZYbot|A»AZaYtop;Ytop) Z mf - nlog q. (15)

If m > 2nloggq, 4 < nk and £ > 4, it holds that Eq. (15) implies Eq. (14).
Further, to be statistically close to uniform by the LHL through the CL ar-
gument, we require m > 40+ kn+ 22 +2logt g, we set m = max{2n log g, 4¢+

log p
kn + 2/\%51;’“} and conclude the proof.

B Function-Hiding Multi-Input Functional Encryption
for Affine Functions

Let us present the more generic version of Construction 2 supporting the broader
family ‘F?\/ff(p,é)' The construction follows the idea of Datta et al. [18], where
FH-MIFE is achieved by running N independent instances of the same FH-
IPFE scheme and force to combine the independent results by incorporating a
secret sharing of zero. To use this idea, we do not consider 1-ALS directly in
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the security proof, but view our Construction 2 as a single-input FH scheme, i.e.
N =1, which means it supports the function family ff_v(gp ¢)- To allow for smaller
keys, the matrix A is shared among all clients, which is why we do not directly

instantiate N independent copies of Construction 2.

Construction 4. Let m,n be positive integers and q¢ = p* for some integer k

and a prime p.

Setup(l’\}';}’g(p )i Sample A & Zy<™, L & {—1,1}mxE+D) gnd ¢, & 7, for
all i € [N]. Set U; = AZ; € 72,
Return PP := A, EK; = (Z;,¢;) and MSK = ({{;, Ui}iciny)-

Enc(EK;,i,x; € Zf)): Parse EK; = (Z;,¢;), set ¢; = (x; + ¢;, 1), compute c; =
x;Z; and return CT; = (Z;, ¢;).

KeyGen(MSK;, (y, ¢)): Foralli € [N], sample s; & Ly, eo; < Dy, e Déﬁf}

and w; & Z, such that Zie[N] w; = c. Set

gi = (yz[]]7_<Czayz> +wl) (16>
and compute
ko; =8 A+egp; € Z:In7 ki;=sU;+e; +pk711~/¢ S Zgﬂ.

Return DK = ({ko,iakl,i}ie[N])-
Dec(DK, CTy,..,CTy): Parse DK = ({ko,, k1,i}ic[ny) and conduct the following
steps for all i € [N].
— Parse CT; = (x;,¢;).
— Calculate p; = (x;, k1 ;) — (¢, ko,;) mod gq.
— Compute r; = min,, [p*'p — uj|.
Return 3 ey mod p.

The construction can be lifted to ) messages per client using the same idea as
in (9), where the one-hot vector indicates the number of the ciphertext generated.
To determine this number, the encryption algorithm needs to be stateful. This
can be circumvented by using cover-free sets [29] at the cost of a blow up in the
vector length.

Correctness. The correctness follows immediately as r; = (x;,y,) + w; for all
i € [N] by the same argument as the correctness for Construction 2. Summing
up all r; yields the desired result.

Security. Overall, the security follows from the security of Construction 2.

Theorem 3. Assuming that Construction 2 is ot-fh-IND-secure for the function
family }'fvé 0 the MIFE scheme from Construction 4 is also ot-fh-IND-secure.

Proof. Let iFE = (iSetup, iEnc, iKeyGen, iDec) be Construction 2 for the function
family ff"(gp 0" Consider the following sequence of games.
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Go: This is the original security game Expty "= (A, 1*).

Gyt For k € [N], this game is the same as Gy ,,_; with G; o = Go, except for
the following changes. First, client x € N encrypts x> instead of 2. Second,
during KeyGen the decryption key ki , is generated for y. instead of y% and,
W= w, + (x99 — (xL,yl) is added in g, instead of w,.

Gy: This is the original security game Expt"'FE(A, 1).

The advantage of any adversary between G ,, and Gy ,_1 for all kK € [N] can be

bounded by relying on the security of iFE. Details are given in Lemma 9.

The only difference between Gy and Gy is that w} is added instead of w;.

However, as the w; values are sampled uniformly at random, the distribution of

the w! values is also uniform at random. By the admissibility of the adversary,

> wh= 3 (it (el — () =

i€[N] i€[N]

This is exactly how the random values in the keys are sampled and thereby, both
are indistinguishable.

Lemma 9. LetiFE = (iSetup, iEnc,iKeyGen,iDec) be Construction 2 for }'fv(gp 0
For any PPT adversary A distinguishing G,—1 and G, for all & € [N], there
exists a PPT adversary B such that Advi"‘lHG" N < Advatéf,’g'ND()\).

Proof. Let B be an adversary against the ot-fh-IND-security of iFE, then B can
simulate A’s view as follows. Upon receiving MS, B extracts (2, !, k) and
submits (22, xl) as their message set to their oracle to receive iPP, = A and
CT..

Let iSetup(-, -, ; A) denote the setup algorithm of iFE that takes as input the
matrix A, but calculates everything else as before. For all i € [N]\ {x}, B gener-
ates (iPP;,iEK;,iMSK;) < iSetup(1*, F:'¢ ,.:A) and computes the ciphertexts

L,(p,0)’
for i # K as
T — iEnc(iEK;, z}) i < &,
"7 | iEnc(iEK;, z) i > k.
B hands ({iPP}ie[N]; {CTi}ie[N]) to A.
Whenever A poses a decryption key query ((y°,c%), (y',c')), B parses y® =
(ys,...,y%), b € {0,1}, and samples w; & Zy, such that Zie[N] w; = . For all
i < K, they set w! = w; + (2?,9y?) — (x},y}) and compute

DK, — iKeyGen(iMSK;, (y},w!)) i < &,
' 7 | iKeyGen(iMSK;, (39, w)) i > k.

In addition, they query their own oracle for (y° = (y%,w,.),y! = (y},w’)) to

receive DK,;. Then, B returns DK = {DK; };cn} to A.
Finally, B outputs the same bit as A. Note that B perfectly simulates A’s
view and is admissible by the admissibility of .A.
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