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Abstract. Behavioral authentication offers a convenient solution for
client–server applications. To address the inherent privacy concerns asso-
ciated with sending behavioral data to the server, current work proposes
analysis based on homomorphic encryption (HE). However, existing ap-
proaches remain limited: they only support low-complexity analysis and
rely on assumptions that rarely hold in real-world settings. We present
PPMLAuth, which addresses these shortcomings by integrating machine
learning (ML) with HE-based encrypted analysis in a secure architec-
ture. Client devices encrypt behavioral data before transmission, and the
server performs ML-based inference on the encrypted data, enabling the
fusion of multiple data sources without exposing sensitive information.
To securely reveal the encrypted authentication decision to the server,
we employ a zero-knowledge proof. Additionally, a key rollover strat-
egy addresses cryptographic vulnerabilities. In a detailed evaluation, we
show that PPMLAuth provides strong security and privacy guarantees,
matches or exceeds the performance of existing methods, and ensures
practical authentication latency and network overhead.

Keywords: Homomorphic Encryption · Machine Learning · Zero-Knowledge
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1 Introduction

Mobile online services, such as social media platforms and e-commerce applica-
tions, are part of most people’s daily lives. Typically, such services are structured
as client–server applications, where the server must ensure robust authentica-
tion of the clients. In this context, behavioral authentication [40] has emerged
as an alternative to traditional multi-factor authentication [1]. It relies on ana-
lyzing information about the user’s behavior, which can be reflected in various
data sources available on modern smartphones (e.g., accelerometer and touch-
screen interactions) [1]. The main advantage is that users can be authenticated
continuously without disrupting their interaction with the service [1].

To enable behavioral authentication in remote settings, the server needs to
collect and analyze behavioral information of the client. However, this raises se-
rious privacy concerns, as such data can reveal sensitive details. For instance,
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motion data from accelerometers and gyroscopes can be used to infer physical ac-
tivities, gait patterns, or even individual identity [23]. In response to this, current
approaches adopt homomorphic encryption (HE), which enables computations
on encrypted data [23,46]. More specifically, the client encrypts behavioral data
using HE before sending it to the server. The server then analyzes the data in
encrypted form without accessing the underlying information.

However, HE-based approaches for behavioral authentication face several
problems. First, the high computational effort of HE limits the complexity of
the behavioral analysis. As a result, the fusion of multiple behavioral data
sources, which can enhance authentication performance, becomes challenging,
as it typically relies on machine learning (ML) techniques [1]. Another problem
is that the analysis result remains encrypted and a secure procedure is re-
quired for disclosing it to the server. In particular, the server needs to learn
the result without risking manipulation or leaking behavioral information. Fi-
nally, recent cryptographic vulnerabilities of HE schemes endanger security
and privacy, as attackers may reconstruct secret keys [8,11].

Existing approaches that address these problems can be divided into three
categories. The first category uses HE schemes that limit the behavioral analy-
sis to distance metrics [5,6,17,18,36,46]. The second category applies modern HE
schemes to enable ML-based analysis on the server-side [30,31,41]. The third cat-
egory of approaches relies on methods other than HE [9,15,22,23,37,38]. Across
these categories, existing solutions either restrict analysis expressiveness, rely on
strong trust assumptions, lack joint analysis of multiple behavioral data sources,
or employ vulnerable cryptographic constructions.

To tackle the shortcomings of existing work, we present the PPMLAuth
(Privacy-Preserving and ML-based Authentication) framework. Our approach
combines two state-of-the-art HE schemes [12,13] to perform an ML-based anal-
ysis of encrypted behavioral information that effectively fuses multiple data
sources. Further, we employ an innovative disclosure process in which the client
informs the server about the decrypted authentication result along with a zero-
knowledge proof that demonstrates correct decryption. Overall, PPMLAuth en-
sures strong security and privacy guarantees under realistic assumptions, sup-
porting broad practical applicability. Ultimately, PPMLAuth incorporates a key
rollover strategy to mitigate vulnerabilities of HE schemes [8,11].

In summary, the key contributions of our approach are:

– Realizing an ML-based, server-side analysis of encrypted behavioral informa-
tion that supports the recognition of complex patterns across data sources
to improve authentication effectiveness and robustness against adversaries.

– Establishing a secure and privacy-preserving architecture that fits real-world
constraints. To this end, we develop an efficient ZKP-based mechanism that
allows the server to obtain the decrypted analysis result while offering strong
privacy guarantees and preventing result manipulation.

– Introducing a seamless key rollover strategy that integrates directly into
the authentication workflow, mitigating cryptographic vulnerabilities while
eliminating disruptions associated with key renewal.
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To evaluate PPMLAuth, we combine a formal analysis with an evaluation
based on two real-world datasets [39,33]. We show that the proposed approach
provides strong security and privacy guarantees, outperforms prior work in rel-
evant scenarios, and matches or exceeds the performance of approaches without
privacy protection. In particular, the results demonstrate that our framework im-
proves authentication effectiveness by fusing multiple behavioral data sources,
while maintaining reasonable latency, network traffic, key rollover overhead, and
scalability characteristics.

The paper is organized as follows. Section 2 covers underlying concepts. In
Section 3, we describe our framework and delve into its building blocks. Section 4
includes an analysis of the security and privacy characteristics. The evaluation
setup and results are presented in Section 5. Lastly, Section 6 summarizes related
work and Section 7 discusses key findings.

2 Foundations

This section outlines the key concepts underlying our framework.

2.1 Homomorphic Encryption

Homomorphic encryption (HE) allows performing computations on encrypted
data without the need for decryption [28], but introduces significant computa-
tional overhead. There are several HE schemes that vary in supported operations
and efficiency. For example, the Cheon-Kim-Kim-Song (CKKS) scheme [12] sup-
ports real number arithmetic, while Fast Fully Homomorphic Encryption over
the Torus (TFHE) and related approaches enable boolean circuit evaluation [13].
CKKS and TFHE are currently the most practical schemes, as they enable effi-
cient execution of complex computations, such as neural network inference [28].

CKKS uses a public key for encryption and a secret key for decryption, while
relying on additional public key material to enable operations on encrypted
data [12]. Encrypted data is organized into ciphertexts with a certain amount of
slots, where each slot holds a real number. Further, CKKS performs approximate
arithmetic, meaning that ciphertexts represent values with a small error that
grows with certain operations [12]. In terms of HE operations, multiplications
and additions are supported. Some operations that are not supported by CKKS
(e.g., comparisons) can be realized through scheme switching, which converts
CKKS ciphertexts to a TFHE-style evaluation regime (hereafter also referred
to as TFHE for simplicity) [3]. Scheme switching requires the generation of a
transformation key, which is derived from the CKKS secret key. During the
conversion, CKKS slots are mapped into the boolean domain [3].

Based on the CKKS scheme, there are approaches that facilitate ML model
inferences on encrypted data [2]. Training on encrypted data is only possible
to a very limited extent according to the current state of research [28]. Despite
numerous advantages, ML model inference with HE has several limitations. First,
the computational effort of HE can increase inference duration by orders of
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magnitude [28]. In addition, common activation functions of neural networks
(e.g., ReLU [32]) cannot be calculated efficiently with HE and have to be replaced
by polynomial approximations such as f(x) = ax2 + bx [32].

Recent research uncovered vulnerabilities affecting HE schemes like CKKS
and TFHE [8,11]. Of relevance are key recovery attacks, where an attacker with
knowledge of ciphertexts and their corresponding plaintexts can derive details
about the secret key. In the context of behavioral authentication, such a situa-
tion arises when the server learns the decrypted outcome of an authentication.
However, attacks typically require access to a large number of ciphertexts and
the knowledge of their exact decrypted values. In practice, periodic renewal of
cryptographic key material provides an effective and sustainable defense [8].

2.2 Zero-Knowledge Proofs

Zero-knowledge proofs (ZKPs) allow a prover to demonstrate the validity of a
statement without disclosing additional information [34]. Modern ZKP systems
employ non-interactive constructions, where the prover produces a standalone
proof that the verifier can check without further communication. To enable such
proofs, the underlying computation is represented as a circuit that specifies all
constraints a valid input must satisfy [34]. The prover produces a proof showing
that their secret inputs satisfy the circuit’s constraints, and the verifier can
confirm this from the proof alone, without seeing private inputs.

Among current proof systems, zk-SNARKs are widely used in practice, par-
ticularly in applications requiring private data processing [34]. Most zk-SNARK
constructions achieve small proof sizes and fast verification times, but rely on a
trusted setup that produces a proving key and a verification key.

Groth16 is a popular zk-SNARK construction that supports efficient proof
generation and verification with constant proof size [20]. It requires a circuit-
specific trusted setup, where a structured reference string (SRS) must be gen-
erated [20]. If the secret randomness used in this setup is not securely removed,
an adversary with the SRS could forge proofs for false statements.

3 Authentication Framework

In this section, we describe PPMLAuth (Privacy-Preserving and ML-based Au-
thentication), which enables behavioral authentication for client–server applica-
tions with mobile clients. We first provide an overview of our framework and
then explain the core components that make up our contributions. To keep the
setting clear, we equate the client with the actual user below.

3.1 Framework Overview

Our framework operates in the following three phases.
Initialization: At first start of the application, each client initializes crypto-

graphic material by generating a key pair for the CKKS HE scheme consisting of
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a public key pkc, and a secret key skc. Next, the client derives a transformation
key tk, which enables the transition from CKKS to TFHE. In this process, the
client also obtains the public key pkt and the secret key skt for TFHE evalua-
tion. For simplicity, we always refer to a single public key that represents the
entire public key material, since HE typically uses multiple key components. The
transformation key tk, as well as the public keys pkc and pkt are transferred to
the server. Furthermore, a hash commitment comsk of the secret key skt is sent
to the server to support the ZKP described later in Section 3.4.

Enrollment phase: Initially, no user-specific behavioral information is avail-
able for ML-based analysis. During enrollment, the server builds a behavioral
baseline consisting of reference samples, while relying on conventional authenti-
cation factors (e.g., multi-factor authentication) [40]. In case an authentication
is successful, the server stores the encrypted behavioral data received (behavioral
encoding). The enrollment phase ends once sufficient reference encodings have
been collected to enable behavioral analysis (see Section 3.3).

Authentication phase: Figure 1 outlines the main tasks of PPMLAuth’s
behavioral authentication process, which is triggered according to an application-
defined policy (e.g., upon relevant context changes or periodically during interac-
tion). In the first step, the client preprocesses behavioral signals using a pipeline
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Fig. 1: Overview of the PPMLAuth behavioral authentication process

(1) that includes an ML-based compression stage employing transformer neu-
ral networks [44]. The pipeline output is encrypted with the CKKS HE scheme
to produce a behavioral encoding. Details about the pipeline are introduced in
Section 3.2. The client then transmits the behavioral encoding to the server
(2). Along with the user’s reference encodings collected during the enrollment
phase, the current behavioral encoding is fed into a composite neural network.
It merges data source-specific characteristics and uses scheme switching to de-
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rive a TFHE ciphertext that encodes a binary authentication decision (3). The
ML-based analysis and the scheme conversion are described in Section 3.3, while
Section 3.6 introduces the strategy for training the neural networks.

To disclose the encrypted authentication decision, the server sends the cor-
responding ciphertext to the client, which decrypts it and generates a ZKP that
attests an honest decryption. Subsequently, the client returns the decrypted re-
sult together with the corresponding ZKP to the server. In this way, PPMLAuth
prevents a malicious client from manipulating the authentication outcome. This
secure disclosure mechanism is explained in Section 3.4. To mitigate the risk
posed by vulnerabilities in the HE schemes used, our framework includes an
efficient strategy for periodic key rollovers. These are prepared during regular
authentication, and ensure that key transitions occur without substantial inter-
ruptions. Details on key rollovers are provided in Section 3.5.

In the upcoming sections, we denote variables by a, parameters by A, vectors
by a and matrices by A. Encryption and decryption are written as Enc(pkc, ·)
and Dec(sk, ·).

3.2 ML-based Preprocessing Pipeline

Once authentication is required, the client uses monitored behavioral data as
input for a preprocessing pipeline. The input data is arranged as a sequence of
matrices X1 . . .XD, with each matrix containing information on one data source
and D being the number of data sources considered. For example, accelerometer
data contains the device’s acceleration along the x-, y- and z-axes over time. In
general, PPMLAuth is flexible regarding the number and type of data sources.
The preprocessing pipeline executes four transformations in sequence:
1. Feature Extraction: First, the matrices X1 . . .XD are transformed sep-

arately for each data source into feature matrices F1 . . .FD by extracting
characteristic behavioral patterns [40].

2. Normalization: F1 . . .FD are standardized to produce S1 . . .SD, which re-
tain the same dimensions and structure but contain normalized values, facil-
itating stable and effective training of ML models.

3. ML-based Compression: Next, S1 . . .SD are fed into one neural network
each which compresses the matrix to a vector of fixed-length. We employ a
transformer-based neural network architecture, which is well suited for sup-
porting different input sizes and capturing long-range temporal dependencies
in behavioral data [44]. This architecture aligns with strategies used in prior
work [24,40]. The architecture comprises three convolutional layers, followed
by a multi-head attention layer, a maximum pooling layer and a final dense
layer. The result forms a fixed-length embedding with 128 entries, yielding
vectors e1 . . . eD for the different data sources.

4. Encryption: The vectors e1 . . . eD are concatenated to form a vector ec,
which is encrypted into a single ciphertext Enc(pkc, ec). The CKKS config-
uration must ensure that there are enough slots to store ec (see Section 5.1).

The output of the pipeline consists of a single ciphertext Enc(pkc, ec) (be-
havioral encoding), which is transmitted to the server.
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3.3 ML-based Behavioral Analysis

Upon receiving the behavioral encoding from the client, the server performs an
ML-based analysis to determine whether a legitimate user is present, with the
design summarized on the right-hand side of Figure 1.

The encoding Enc(pkc, ec) represents the currently observed behavior of
the client. Additionally, the server retrieves N reference encodings, denoted
as Enc(pkc,h1) . . .Enc(pkc,hN ), from its local database. To ensure that N en-
codings are available, we employ the enrollment phase outlined in Section 3.1.
Next, the current behavioral encoding Enc(pkc, ec) and the encodings from pre-
vious sessions Enc(pkc,h1) . . .Enc(pkc,hN ) are used as input for a composite
ML model. This model consists of one sub-network per data source included in
the behavioral encoding and a subsequent part for deriving the final result.

To this end, we first split each encoding into sub-encodings that represent
individual data sources. As each sub-encoding spans a specific subset of the
CKKS ciphertext’s slots, we isolate them by multiplying with binary masks
that contain ones in the desired slots and zeros elsewhere. Each sub-encoding
is then processed by one of D sub-networks, all sharing the same architecture.
They start with two convolutional layers, each followed by an average pooling
layer. The result of the second average pooling layer is fed into a dense layer.
Finally, the encrypted outputs of all sub-networks Enc(pkc,p1) . . .Enc(pkc,pD)
are concatenated and analyzed by two consecutive dense layers. The output of
the final dense layer Enc(pkc, s) contains the calculated score s, which indicates
whether the encodings are consistent in terms of user behavior.

We selected this architecture after exploring different model designs, aiming
to strike the best balance between inference time, accuracy and flexibility. Except
for the last layer, we use f(x) = ax2+bx as activation function because it can be
efficiently realized on encrypted data (see Section 2.1). The last layer applies the
sigmoid activation σ(x) = 1

1+e−x . However, e−x cannot be computed efficiently
with HE [32]. Therefore, we disregard this activation function during encrypted
inference and apply an adjusted decision threshold t′ instead. This is possible
since σ is strictly increasing, implying σ(s) > t ⇐⇒ s > σ−1(t) =: t′ for any
original threshold t and output value s.

The neural network layers required for the analysis of the behavioral encod-
ings and the subsequent aggregation are trained together on plain data, which is
explained in Section 3.6. The main advantage of using a composite neural net-
work is its ability to learn how to combine information from different data sources
and its modularity, which allows the system to handle missing data sources. In
contrast, existing work often relies on predefined linear combinations of analysis
results from different data sources [40,39]. As we show in Appendix B, this is
error-prone and prevents the incorporation of more complex dependencies.

After executing the neural network inference, the server uses the HE prop-
erties to subtract the threshold t′ from the encrypted result Enc(pkc, s). The re-
sulting ciphertext ct is converted from CKKS to TFHE using the transformation
key tk that was initially sent to the server (see Section 3.1). The transformation
maps the slot that contains the calculated score s to a TFHE ciphertext cts0. As
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TFHE supports boolean arithmetic, we then evaluate whether the underlying
value is greater than or equal to zero. Finally, we obtain a ciphertext ctb with a
value of 0 (accept) if the calculated score s is lower than the threshold t′.

However, the server cannot decrypt the ciphertext ctb that contains the bi-
nary analysis result, as it lacks access to the secret key skt. For this reason, we
employ a disclosure mechanism that securely reveals the result to the server.

3.4 Secure Disclosure

The secure disclosure procedure pursues two fundamental objectives:

1. Classifier Decision Integrity: The server learns the binary analysis result
without the risk of manipulation by the client.

2. Confidentiality: Neither the client nor the server obtains behavioral infor-
mation other than the binary analysis result.

To address these objectives, the server first transfers the encrypted anal-
ysis result ctb to the client, which decrypts it to obtain the binary value bc.
Additionally, it generates a ZKP attesting that the decryption of ctb yields bc.
The structure of the corresponding ZKP circuit is designed to confirm that (i)
hash(skt) = comsk (Secret key commitment) and that (ii) Dec(ctb, skt) = bc
(Decryption correctness). Here, the variables used are defined as follows:

– skt: TFHE secret key of the client (private input)
– comsk: commitment of the secret key as described in Section 3.1 (public input)
– ctb: ciphertext encoding the binary result of the analysis (public input)
– bc: claimed decryption result of ctb (public input)

The use of the commitment comsk is crucial to prevent manipulation by the
client. Without this binding, a dishonest client can craft a specific secret key sk′t
that decrypts ctb to a desired b′c. By enforcing that the hash matches the initial
commitment, the system ensures that the secret key is fixed during enrollment.
We use the Poseidon hash function [19], which is optimized for ZKPs. This
is important because the proof must be generated by the mobile client, which
typically operates under limited computational resources (e.g., a smartphone).

Once generated, the proof is sent to the server together with bc, the decryp-
tion of ctb. The server verifies the ZKP and uses bc to make an authentication
decision if verification succeeds, rejecting the client otherwise. It is important to
note that HE operations with CKKS and the scheme switching to TFHE intro-
duce small error terms [28,46]. In principle, these errors could lead to a flipped
binary value for bc. However, with careful configuration and error management,
such cases are very rare, as we show in our evaluation in Section 5.

To implement the ZKP, we employ the efficient Groth16 zk-SNARK system
instantiated over the BN254 elliptic curve [20]. Since Groth16 requires a circuit-
specific setup, the server generates the SRS once and derives the proving and
verification keys. The server has a strong incentive to perform this setup honestly,
as any leakage of the secret randomness would allow malicious clients to forge
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proofs. If the server is not trusted to carry out this procedure alone, the setup
can be realized via a multi-party computation in which multiple independent
participants (e.g., server and client representatives) collaboratively generate the
SRS, ensuring security as long as at least one participant behaves honestly [20].

3.5 Key Rollover Strategy

In a HE-based authentication setting, the server obtains one ciphertext and its
corresponding plaintext during each result disclosure. Over time, this would allow
the server to accumulate such pairs under the same keys, which could enable the
exploitation of vulnerabilities in CKKS and TFHE (see Section 2.1). To prevent
this, the client needs to periodically renew the cryptographic keys to ensure that
only a limited number of these pairs are associated with a single key set. A naive
key replacement would require re-establishing the user’s behavioral baseline and
cause noticeable disruption. Instead, we employ a key rollover strategy that
gradually establishes new key material during regular authentication.

When a key rollover is initiated, the client generates a new CKKS key pair
(pk′c,sk′c), and a transformation key tk′ that results in a new TFHE key pair
(pk′t,sk′t). The secret key sk′t is used to derive the commitment com′

sk. Then, the
client starts to send an additional behavioral encoding Enc(pk′c, ec) and the new
commitment com′

sk to the server during each upcoming authentication.
The server constructs a baseline of reference encodings for the new key pair

if Rcount successful authentications occur consecutively with an unchanged com-
mitment. Any failed authentication or inconsistent commitment invalidates the
current run of successes. Here, Rcount ≥ N is a configurable system parameter
that must be chosen to be at least as large as the number of behavioral encod-
ings required for analysis (see Section 3.3). If Rcount > N , an application-defined
policy determines how the required N reference encodings are derived. Further,
Rcount must be adapted to the effectiveness of the ML-based analysis to ensure
that an attacker cannot override the baseline. We discuss the security implica-
tions of the key rollover and its parameterization in Section 4 and Section 5.

To finalize the rollover, the client sends the public key material (pk′c, pk′t, tk′)
to the server. This transmission may also occur earlier when a stable network
connection (e.g., WiFi) is available to avoid interruptions. After completion, the
client sends behavioral encodings only under the new key pair and deletes the
old cryptographic keys (pkc, skc, tk, pkt, skt).

PPMLAuth initiates a key rollover after Rstart authentication attempts with
the same key set. If the rollover is not completed by the Rmax-th attempt, the
client destroys the current keys and triggers re-enrollment with a new key set,
which is identical to the initial enrollment phase (see Section 3.1). Therefore, the
sequence of authentications starting after the Rstart-th attempt and ending with
the Rmax-th attempt forms the rollover window. The server processes rollover-
related data only within this window. In this way, both the client and the server
can enforce timing and length of the rollover. The upper bound of Rmax prevents
the server from accumulating a critical number of ciphertext–plaintext pairs
when a key rollover does not complete within the rollover window. Accordingly,
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Rmax should reflect the current state-of-the-art in cryptanalysis [8]. To avoid
disruptive re-enrollments, Rstart should be chosen to make rollover completion
highly likely before reaching Rmax. In Section 5, we propose concrete values for
the parameters and examine their impact on security and usability.

3.6 ML Model Training and Configuration

Our framework uses ML models in preprocessing (see Section 3.2) and for be-
havioral analysis (see Section 3.3), each of which requires proper training.

The training requires access to datasets containing behavioral information
associated with user identities. Furthermore, as the training of ML models on en-
crypted data is not yet feasible [46], the data needs to be available in unencrypted
form. Here, it is possible to make use of various recent datasets [39,33,38,40]. In
practice, this does not pose a significant limitation, as the generalizability of be-
havioral authentication methods is demonstrated in our evaluation in Section 5.3
and further substantiated in recent research [27,24]. Note that the inability to ef-
ficiently train ML models on encrypted data also prevents the use of user-specific
models, which would require training on each user’s behavioral data.

First, we consider each data source individually and train the preprocessing
neural network. To this end, we employ contrastive learning based on triplet
loss [35], which we found to be particularly effective in our scenario. By explicitly
enforcing intra-user similarity and inter-user separation in the embedding space,
triplet loss produces representations suitable for behavioral analysis [1,40].

Subsequently, we train the composite model that analyzes embeddings from
multiple data sources (see Section 3.3). The preprocessing models are applied to
generate embeddings for behavioral information captured during user sessions.
Training samples for the composite model are then constructed either from two
sessions of the same user, which the model should classify as consistent, or from
sessions of different users, which the model should classify as inconsistent. In
this way, the composite model learns to compare embeddings and merge analysis
results across data sources. To enable modularity, embeddings from individual
data sources are randomly omitted in some training samples, allowing the model
to learn to operate with missing inputs [40].

After training the composite model, it is used to determine the threshold t′

(see Section 3.3), which maximizes separation between legitimate and illegitimate
use. Authentication is successful when a score falls below this threshold.

4 Security and Privacy Analysis

In this section, we define the threat model and provide a summary of the achieved
security guarantees of PPMLAuth, together with a proof sketch. Formal speci-
fications and the corresponding proofs are presented in Appendix A.

4.1 Adversary and Trust Assumptions

We analyze PPMLAuth under the following adversarial model.
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Definition 1 (Adversary Model). We consider a probabilistic polynomial-
time adversary A that may statically corrupt either the client or the server, in
which case the corrupted party is malicious and may arbitrarily deviate from the
protocol in each protocol invocation [16].

If the client is corrupted, A controls the behavioral authentication input and
all client-side protocol actions. If the server is corrupted, A observes all protocol
messages and local state and controls all server-side protocol actions.

Enrollment assumption. Enrollment and re-enrollment are gated by conven-
tional authentication mechanisms (e.g., multi-factor authentication) that are se-
cure against impersonation, even if the client device is compromised.

Setup assumption. The initial trusted setup of the ZKP (see Section 3.4)
includes at least one honest participant, ensuring that no adversary learns the
SRS trapdoor and can break zk-SNARK soundness.

Scope. We focus on threats originating from participants in the authentication
process via protocol messages and explicit outputs, excluding denial-of-service, se-
lective abort, side-channel leakage, and external threats such as network attacks,
which must be mitigated by standard security mechanisms [16].

4.2 Security Properties

The security properties that PPMLAuth aims to achieve concern the integrity
of the authentication decision, the secure transition to new key material, the
mitigation of HE vulnerabilities, and the confidentiality of behavioral data.

Definition 2 (Classifier Decision Integrity). The decision bit learned by the
server coincides, except with negligible probability, with the result of the ML-based
analysis (classifier). Note that integrity is defined with respect to the classifier
output, not the biometric ground truth.

Definition 3 (Key-Exposure Boundedness). The rollover policy establishes
a limit on the number of ciphertext–plaintext pairs that can be observed by the
server under the same cryptographic key material.

Definition 4 (Profile Update Security). Within a rollover window span-
ning T authentication attempts, a malicious client cannot cause a profile up-
date whose determining inputs are adversary-submitted, except with probability
at most T ∗pRcount , where p upper-bounds per-attempt acceptance of any malicious
client.

Definition 5 (Restricted Confidentiality). PPMLAuth protects the confi-
dentiality of behavioral data, up to the minimum leakage unavoidable in the set-
ting considered. Confidentiality is restricted in the following sense:

(i) The client inevitably learns the authentication decision, and
(ii) A malicious server can, in each attempt, force the disclosure of at most a

single bit of information via the result–decryption step.

Given the considered scenario, these bounds are optimal, as discussed in Ap-
pendix A.2, where we separate client-side and server-side notions for clarity.
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4.3 Realization Argument

We briefly outline the proof intuition why PPMLAuth realizes the security prop-
erties defined in Section 4.2, with the proofs given in Appendix A.3.

Theorem 1. Under the semantic security of the HE schemes used, the sound-
ness and zero-knowledge properties of the zk-SNARK, and the enforced rollover
policy, PPMLAuth satisfies Classifier Decision Integrity, Key-Exposure Bound-
edness, Profile Update Security, and Restricted Confidentiality.

Proof (Intuition). Classifier Decision Integrity follows from secure disclosure
via zk-SNARKs. Key-Exposure Boundedness follows from the rollover mecha-
nism that limits the lifetime of any key material. Profile Update Security follows
from the rollover design, which requires Rcount consecutive successful authenti-
cations before updating the baseline. Restricted Confidentiality follows from the
semantic security of the HE schemes together with the inherent leakage bounds.

4.4 Limitations

Our guarantees hold under the adversary and trust assumptions of our model.
We highlight the following limitations:

(i) Restricted confidentiality: in case of a malicious server, information of
up to a single bit per authentication attempt can be revealed. While the
per-attempt leakage is strictly bounded, its long-term accumulation can be
critical, as it grows linearly with the number of authentication attempts.
For example, with an authentication frequency of one attempt every 60 sec-
onds, this corresponds to a leakage rate of one bit per minute. However, in
the same time interval, high-dimensional behavioral embeddings on the or-
der of tens of kilobytes are transmitted, which renders the relative leakage of
PPMLAuth minimal. Moreover, most existing approaches either expose sub-
stantially richer information or rely on the strong assumption of an honest
server (see Section 6).

(ii) Authenticated enrollment: enrollment and re-enrollment rely on conven-
tional authentication mechanisms that are secure against impersonation. If
an adversary can successfully bypass these mechanisms, no protocol-level
guarantees can prevent corruption of the reference profile, as compromised
enrollment is a fundamental limitation of authentication in general [1,40].

(iii) Classifier error: PPMLAuth preserves the integrity of the classifier deci-
sion but does not reduce inherent misclassifications. Such errors need to be
addressed at the level of ML model design, training and optimization.

(iv) Acceptance bound: The security guarantee of Definition 4 depends heavily
on the per-attempt acceptance bound p, which should account for repeated
and adaptive attack strategies to ensure a sound practical interpretation.

(v) Parameter dependence: while the above properties hold under our model,
their practical security margins depend on choosing Rmax and Rcount in
accordance with classifier effectiveness and the current state of cryptanalysis.
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5 Evaluation

In this section, we first describe the evaluation design (Section 5.1) and the con-
sidered scenario (Section 5.2). We subsequently present results on authentication
effectiveness (Section 5.3) and efficiency (Section 5.4).

5.1 Evaluation Design

We first present the metrics and datasets used in our evaluation.

Evaluation Metrics. We rely on three groups of metrics. First, we use common
measures such as overall accuracy (ACC) and the area under the receiver op-
erating characteristic curve (AUC) [40] to quantify authentication quality. The
receiver operating characteristic curve is obtained by plotting the true positive
rate against the false positive rate at different decision thresholds, where a higher
AUC indicates better classification performance.

Second, we use authentication-specific metrics. The false acceptance rate
(FAR) measures how often illegitimate users are incorrectly authenticated, while
the false rejection rate (FRR) captures how often legitimate users are not suc-
cessfully authenticated. The equal error rate (EER) is obtained at the threshold
where FAR and FRR are equal, with lower values indicating better authentica-
tion effectiveness. Since AUC and EER require access to continuous score dis-
tributions, we temporarily decrypt the aggregated behavioral scores to compute
these metrics, enabling threshold-independent comparisons with prior work.

Third, to interpret latency and network traffic, we rely on statistical mea-
sures like minimum (min), maximum (max), arithmetic mean (average, µ), and
standard deviation (σ).

Evaluation Datasets. Our evaluation relies on two datasets that incorporate
multiple data sources for benchmarking behavioral authentication systems.

BehavePassDB: The BehavePassDB dataset [39] was collected in a con-
trolled scenario with 81 users, who were requested to perform different tasks
on a mobile device. The dataset includes touchscreen inputs as well as read-
ings from the accelerometer, gyroscope, linear accelerometer, magnetometer, and
gravity sensor. Furthermore, BehavePassDB is split into three subsets: training
set (51 users), validation set (10 users) and test set (21 users).

A key feature of the dataset is the inclusion of two attack scenarios: random
attackers who use a different device without knowledge of the user’s behavior,
and skilled attackers who use the same device and have behavioral informa-
tion. This allows us to test the ability of the authentication to prevent mimicry
attacks.

BrainRun: The BrainRun dataset [33] was collected through a public mobile
gaming application. It includes touchscreen gestures and sensor data, such as
accelerometer, gyroscope and magnetometer readings. A key characteristic of
this dataset is that it was collected from 2218 users under real-world conditions.
However, only 420 users have at least three gameplay sessions with sufficient
data to conduct behavioral analysis.
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5.2 Evaluation Scenario

Based on the datasets introduced in Section 5.1, we emulate a realistic scenario to
evaluate the entire authentication process of PPMLAuth. We first train the ML
models according to the procedure from Section 3.6. Here, we use the predefined
dataset split for BehavePassDB and a 70/10/20 user-level split for BrainRun
(training/validation/testing). The validation set is used to tune hyperparameters
(e.g. learning rate), while the test set is used to collect the final results. Since
BrainRun lacks a dedicated test split, prior work has also adopted user-specific
models [25,24] that raise concerns regarding scalability and computational effort
(see Section 3.6) [40,25]. Therefore, we compare PPMLAuth only with methods
that follow the same user-independent approach.

Each usage session is divided into 40-second slices, and authentication is per-
formed by comparing a query slice against a single reference slice that represents
enrollment data (corresponding to N = 1, see Section 3.3). Legitimate and il-
legitimate samples are generated by pairing slices: for BehavePassDB, we use
the provided pairs, while for BrainRun, slices are paired either from the same
user (legitimate) or from different users (illegitimate), ensuring that pairs do
not originate from the same session and that the dataset remains balanced. This
pairing strategy reflects real-world usage and aligns with existing work [1].

We parameterize the key rollover mechanism with Rstart = 4500, Rmax =
5000, and Rcount = 12, chosen conservatively given that current attacks on
CKKS and TFHE require more than 104 ciphertext–plaintext pairs to have high
success probability [8,11]. Due to the limited number of sessions per user in both
datasets, a natural rollover at Rstart authentications cannot be observed. There-
fore, we explicitly initiate rollover processes for 10 % of the users, while keeping
all other parameters unchanged. This allows us to assess overhead, convenience,
and security implications of the rollover mechanism.

For the execution of neural network inferences on encrypted data, we use
OpenFHE [3] with CKKS as a leveled HE scheme to avoid costly bootstrap-
ping [28]. We use a CKKS ring dimension of N = 214, corresponding to 8192
slots, and enable scheme switching to TFHE for non-linear operations. The cho-
sen parameterization targets 128-bit security, with TFHE ciphertext modulus
logQccLWE = 16. For secure disclosure, the ZKP proof and verification system
is built on gnark [10], and the resulting circuit consists of 128,317 constraints.

To obtain reliable results, the experiment is run 20 times. Subsequently, we
consider the median for individual metrics (e.g., accuracy) and analyze the total-
ity of measurements otherwise (e.g., latencies). The setup uses a virtual machine
with 4 vCPUs and 8GB of RAM to emulate clients, while the server runs on a
system with two AMD EPYC 7F32 8-core processors and 128GB of RAM. Data
transferred over the network is compressed using Zstandard to reduce size.

5.3 Authentication Effectiveness

We first outline key differences between ML-based and traditional distance-based
methods and then assess the authentication effectiveness of PPMLAuth in detail.
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ML-based vs Distance-based Approaches. While distance-based classifiers of-
fer fast and interpretable assessments, they are limited to simple comparisons,
whereas ML-based methods can learn complex patterns across multiple data
sources. We conducted a comparison of both approaches, with details provided
in Appendix B. To keep the focus of the evaluation on our framework, we sum-
marize only key observations here. Taken together, ML models achieve higher
accuracy when fusing multiple data sources, make more effective use of additional
reference samples, and show greater robustness against advanced attackers.

Overall Authentication Effectiveness. Table 1 provides a comprehensive overview
of the authentication effectiveness of PPMLAuth across both datasets when con-
sidering all available data sources, and compares the results with state-of-the-art
approaches. To assess generalization across different datasets, models are addi-
tionally trained on BrainRun and evaluated on BehavePassDB, and vice versa.
Moreover, to quantify performance degradation introduced by HE, we report
results obtained without HE, retaining the original ReLU activation functions
instead of polynomial approximations (see Section 3.3). For BehavePassDB, we
are limited to the metrics provided by the evaluation platform [39], which is
why we provide AUC values for the random attacker scenario (R-AUC), for the
skilled attacker scenario (S-AUC) and overall (O-AUC) (see Section 5.1).

Table 1: Comparison of the authentication effectiveness with existing work
Dataset: BehavePassDB

Method O-AUC% R-AUC% S-AUC%
B2CAR [4] 70.63 81.26 60.00
Reference [39] 72.92 80.74 65.11
OPPAoM [31] 68.44 77.38 59.50
PPMLAuthBR 70.12 82.32 57.92
PPMLAuth∗

BR 70.61 83.16 58.06
PPMLAuthBP 74.72 86.52 62.92
PPMLAuth∗

BP 75.22 87.31 63.13

Dataset: BrainRun
Method EER% AUC% ACC% FAR% FRR%
SPC [29] 15.69 – – – –
PPMLAuthBP 26.90 79.69 67.11 51.09 13.42
PPMLAuth∗

BP 26.03 80.62 68.30 50.37 12.92
PPMLAuthBR 16.69 91.53 82.89 13.09 21.94
PPMLAuth∗

BR 15.65 92.33 84.54 11.39 21.57

∗ Non-HE variant (no privacy protection)
PPMLAuthBP: trained on BehavePassDB PPMLAuthBR: trained on BrainRun

For the BehavePassDB dataset, our approach PPMLAuth in its HE-based
variant (PPMLAuthBP) yields an overall AUC of 74.72 %, thus outperforming
all existing approaches, including the only related approach that considers user
privacy (OPPAoM) [31] by 5.98 percentage points.

Regarding the BrainRun dataset, PPMLAuth achieves an EER of 16.69%
with privacy protection (PPMLAuthBR), which is on the same level as compara-
ble work [29] that reaches an EER of 15.69 % without considering user privacy.
This performance is also consistent with work that considers similar scenarios
on different datasets, where EER values between 15–18 % were observed [26].

Across both datasets, the performance drop attributed to the application
of HE ranges from 0.14 to 1.7 percentage points across all metrics, implying
that HE has a minor impact on overall effectiveness. Furthermore, the cross
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dataset evaluation shows only a moderate performance reduction when training
the models on a different dataset, which indicates robust generalization.

Taken together, the results confirm that PPMLAuth matches or exceeds the
effectiveness of existing approaches, even though our approach provides stronger
privacy guarantees. Moreover, through repeated authentication, PPMLAuth re-
duces the likelihood that an impostor remains undetected over time.

Data-Source-Specific Effectiveness. Next, we integrate one modality at a time
and compute the resulting AUC to be able to quantify the performance gain
achieved by data source fusion. Table 2 summarizes the findings, reporting the
AUC values for the individual data sources on both datasets.

Table 2: Authentication effectiveness (AUC) for individual data sources
Dataset A L Gy Gr M T
BehavePassDB 70.74% 71.70% 62.42% 60.33% 65.79% 68.12%
BrainRun 75.00% 74.85% 72.49% — 85.22% 62.94%

A: Accelerometer, L: Linear accelerometer, Gy: Gyroscope, Gr: Gravity sen-
sor, M: Magnetometer, T: Touchscreen interactions.

Comparing the unimodal results with the overall AUC values presented in
Table 1, it can be observed that PPMLAuth consistently improves authentica-
tion accuracy by fusing multiple behavioral data sources. For the BehavePassDB
dataset, the accelerometer achieves the best unimodal performance with an
AUC of 71.70%, which increases to 74.72% when combining all available data
sources. The effect is even more pronounced for the BrainRun dataset, where
the strongest individual modality (magnetometer) reaches an AUC of 85.22 %,
while the ML-based fusion achieves 91.53 %.

5.4 Authentication Efficiency

To ensure applicability, PPMLAuth must achieve acceptable authentication la-
tency and network overhead. We consider three different types of tasks that arise
throughout PPMLAuth’s lifecycle, which differ in frequency and in how strongly
they affect runtime efficiency. Below, we discuss each category in turn, followed
by a discussion about general scalability considerations.

Global Setup. Tasks that need to be carried out once for all users can be per-
formed offline and do not impact runtime efficiency (e.g., model training and
ZKP setup). For this reason, we do not consider them further here.

Initialization and Key Rollovers. The initial tasks performed by each client
largely overlap with those of a key rollover. Table 3 provides an overview of these
tasks along with their associated execution times and network traffic, including
additional encryptions that are only part of key rollovers.
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Table 3: Execution times (in seconds) and average network traffic for client-side
tasks during initial setup and key rollovers

Task min µ max σ øNet. Traffic
CKKS Key Generation 0.053 0.055 0.074 0.002 59.616MB

Transformation/TFHE Key Generation 9.162 10.112 11.368 0.671 153.791MB
Additional Encryption and Commitment 0.041 0.0439 0.049 0.002 2.505MB

Total 9.258 10.211 11.466 0.671 215.927MB

On average, the required operations take 10.21 seconds (s) and transfer
215.93 megabytes (MB) from the client to the server. The overhead of the addi-
tional encryptions depends on the number of iterations required for a successful
rollover. In particular, each additional encryption and key commitment jointly
add approximately 0.06 s of latency and 2.50MB of network traffic to each au-
thentication until the rollover is completed. Generating the transformation key
and the TFHE key material dominates the overall latency, with an average of
10.11 s, while the public key material constitutes the bulk of the network traffic
with 213.41MB. In practice, this overhead can be mitigated by generating key
material in advance or during idle periods. Additionally, distributing the transfer
of public key material over the entire key rollover duration enables deployment
even on mobile devices with limited bandwidth.

Based on the authentication effectiveness observed for BrainRun (see Ta-
ble 1), the behavior of a key rollover can be quantified more precisely. With
Rcount = 12 and a FRR of 21.94 % achieved by PPMLAuth, the expected rollover
length Nrl corresponds to E[Nrl] =

1−(1−FRR)10

(1−FRR)10∗FRR ≈ 84.5 authentication pro-
cesses. It follows that the probability of a rollover not being completed after
T = Rmax − Rstart = 500 authentications and thus requiring a re-enrollment is
extremely low (≈ 0.3%). This leads to an average amortized network traffic of
85∗2.50MB

4585 ≤ 0.046MB per authentication, which can be handled efficiently dur-
ing regular operation. For a conservative estimate of an adversary’s per-attempt
success probability, we set p to the 95th-percentile FAR observed across all users
(i.e., p = 0.33), thereby capturing advanced imposter cases, such as repeated or
adaptive attack strategies while avoiding extreme outliers. Using this estimate,
the probability that an adversary bypasses the authentication Rcount successive
times and thus manipulates the behavioral baseline during a rollover window is
at most T ∗ pRcount = 500 ∗ 0.3312 ≤ 0.00084 (see Definition 4). All in all, these
findings demonstrate that, with appropriate configuration, PPMLAuth enables
secure key rollovers while preserving seamless and efficient authentication.

Authentication Process. Per-authentication effort represents the core runtime
costs and is most critical for applicability. To quantify this effort, we measure
both latency and network traffic of all authentication steps, neglecting network-
induced latency as it highly depends on the actual connection. Table 4 summa-
rizes the results for a single authentication process on both datasets.
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Table 4: Execution times (in seconds) and average network traffic incurred for
each step of the authentication process

BehavePassDB (6 data sources)
Role Step min µ max øNetw.
C Preprocess 0.06 0.08 0.23 2.50 MB
S ML Analysis 3.20 3.29 3.59 –
S Thresholding 0.80 0.92 1.47 10.2KB
C ZK Proof 1.10 1.39 1.93 0.21KB
S ZK Verify <0.01 <0.01 0.01 –

Total 5.24 5.69 6.34 2.51MB

BrainRun (5 data sources)
Role Step min µ max øNetw.
C Preprocess 0.05 0.08 0.20 2.50MB
S ML Analysis 2.65 2.73 2.99 –
S Thresholding 0.77 0.92 1.50 10.2KB
C ZK Proof 1.10 1.22 1.60 0.21KB
S ZK Verify <0.01 <0.01 0.01 –

Total 4.69 4.95 5.62 2.51MB

C = client, S = server, øNetw. = average network traffic

The average cumulated latency amounts to 5.69 s for the BehavePassDB
dataset and 4.95 s for the BrainRun dataset. As authentication can be performed
in the background without requiring explicit user interaction, this latency does
not directly impact usability. The ML-based analysis dominates the latency with
an average duration between 2.73 s and 3.29 s due to the computational effort
of HE. The scheme conversion and the subsequent application of the threshold
requires 0.92 s on average. Finally, the ZKP generation and verification together
take 1.22 s–1.39 s on average. Notably, ZKP generation is the only computation-
ally intensive operation performed on the client. However, as authentication is
triggered only intermittently, the load remains manageable.

The network traffic can be broken down into three transmissions. First, the
transfer of the behavioral encoding to the server comprises 2.50 MB for both
datasets, as a single CKKS ciphertext is sufficient to hold all embeddings. The
second transmission consists of a TFHE ciphertext sent from the server to the
client, which encapsulates the authentication decision and has a size of 10.2KB.
The third transmission involves sending one binary value and the generated
ZKP from the client to the server. Together, the ZKP and the analysis result
are 0.21KB in size. Therefore, the average amount of data transferred per au-
thentication process totals 2.51 MB, which remains within reasonable bounds.

Scalability Discussion. We consider three dimensions of scalability.
First, with respect to the number of data sources, Table 4 shows that in-

creasing the number of sources from five (BrainRun) to six (BehavePassDB)
raises preprocessing latency from 30 ms to 40ms and ML-based analysis time
from 2.73 s to 3.29 s. This indicates appropriate scaling, as preprocessing is par-
allelizable across sources (see Section 3.2) and ML-based analysis exhibits only
a linear increase in latency. Moreover, our configuration supports bundling up
to Slot count

Embedding size = 64 data sources into a single CKKS ciphertext, so network
traffic remains largely independent of the number of sources.

Second, scalability with respect to the number of reference embeddings is
favorable, as the ML model architecture used for behavioral analysis can re-
main unchanged, assuming sufficient model capacity. Consequently, increasing
the number of reference embeddings causes only a minor increase in computa-
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tional effort. In contrast, existing approaches based on distance metrics require
explicit pairwise comparisons between each input and all stored references.

Third, scalability with respect to the number of users concerns the server’s
ability to process many authentication requests concurrently. Since authentica-
tion processes are independent of each other, HE-based neural network inference
can be parallelized across users, e.g., on separate cores or machines. As a re-
sult, per-authentication latency can be maintained even as the number of users
increases, provided that computational resources are scaled accordingly.

Taken together, the efficiency and scalability of PPMLAuth support its prac-
tical applicability. Existing strategies that combine HE with ML report per-
authentication latencies above 6 s [30]. An exception is OPPAoM [31], which
achieves lower latencies but operates on a substantially less complex behavioral
analysis, which is reflected in the degraded effectiveness (see Table 1).

6 Related Work

Prior work on privacy-preserving authentication, including biometric modalities
as well as behavioral approaches, can be grouped into three categories.

The first category comprises approaches based on additive HE schemes that
do not support ML on encrypted data. Baig et al. [5,6] propose privacy-preserving
protocols for continuous authentication using the Paillier cryptosystem in combi-
nation with oblivious transfer to disclose authentication outcomes. Govindarajan
et al. [18] introduce an authentication protocol for touchscreen interactions that
relies on the DGK HE scheme [14]. Shahandashti et al. [36] combine HE with
order-preserving encryption to enable privacy-preserving authentication in the
presence of malicious clients. Similar techniques based on the Paillier scheme
have also been applied to physiological biometrics such as face and fingerprint
recognition [17]. With the exception of Baig et al. [6], the approaches in this
category assume an honest client or server, which severely limits their applica-
bility in real-world scenarios. In addition, the use of HE schemes supporting only
additive operations limits expressiveness, robustness against attackers, and the
effective fusion of heterogeneous data sources (see Appendix B).

The second category consists of HE-based approaches that leverage modern
schemes, such as CKKS, to enable ML-based analysis on encrypted data. In our
prior work [30,31], we propose two strategies in which data is encrypted on the
client and transmitted to the server for analysis with neural networks operating
directly on ciphertexts. To reveal the analysis result to the server, a commutative
re-encryption protocol is employed [7]. However, this design reveals entire CKKS
ciphertexts, which endangers confidentiality by leaking excessive amounts of sen-
sitive information. Additionally, it does not protect result integrity against ma-
licious clients, enabling manipulation of the authentication outcome. Sumalatha
et al. [41] combine CKKS with deep learning for physiological biometrics such
as fingerprint recognition, but rely on client-side decryption, which introduces
additional trust assumptions about the client. In contrast to PPMLAuth, these
approaches further do not incorporate cross-source dependencies in their ML-
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based analysis, leading to reduced authentication performance (see Section 5.3),
and do not account for vulnerabilities of CKKS, allowing adversaries to poten-
tially infer clients’ secret keys.

The third category summarizes approaches that use techniques other than
HE. One line of work relies on cryptographic protocols such as secure multi-party
computation (MPC). For example, Domingo-Ferrer et al. [15] introduce a proto-
col based on private set intersection to compute similarities, while a more recent
approach [9] employs MPC designs with additional helper servers for finger-
print authentication. Related approaches also include strategies based on format-
preserving encryption, such as SmartCAMPP [22], which enable ML-based anal-
ysis. Another line of work leverages trusted execution environments (TEEs) to
perform authentication within hardware-protected enclaves [37]. Finally, several
approaches protect privacy by removing or transforming sensitive information
prior to processing. Vassallo et al. [43] and Sun et al. [42] propose obfuscation
techniques, while Hatin et al. [21] and Sitová et al. [38] design transformations
that preserve comparability. Overall, data transformation and format-preserving
techniques provide substantially weaker privacy and security guarantees [45],
while MPC- and TEE-based approaches either limit analysis expressiveness, rely
on strong trust assumptions, or provide limited transparency into the authenti-
cation logic, particularly for complex ML models.

7 Conclusion

We present PPMLAuth (Privacy-Preserving and ML-based Authentication), a
framework for privacy-preserving authentication in client–server settings based
on behavioral analysis with machine learning (ML). PPMLAuth preprocesses
behavioral data on the client device, encrypts it with the Cheon-Kim-Kim-Song
(CKKS) homomorphic encryption scheme and sends it to the server. The server
leverages the homomorphic properties to perform an ML-based analysis that
fuses behavioral data sources to improve authentication performance. It derives
an encrypted binary decision by scheme switching to Fast Fully Homomorphic
Encryption over the Torus (TFHE). The client decrypts the result and provides a
zero-knowledge proof to confirm correctness, while also preserving integrity and
confidentiality. PPMLAuth addresses complexity, security and privacy issues in
prior work and includes efficient key rollovers that update cryptographic material
during regular operation, mitigating vulnerabilities and avoiding disruptions.

We analyzed the security, privacy, effectiveness, and efficiency characteris-
tics of PPMLAuth based on a detailed threat model and two public datasets.
We showed that ML-based behavioral analysis outperforms distance-based ap-
proaches and generalizes well, with only moderate performance loss in cross-
dataset evaluations. Our framework benefits from multiple data sources, achiev-
ing effectiveness comparable to state-of-the-art approaches without privacy pro-
tection. In particular, performance loss from homomorphic encryption is mini-
mal. Finally, efficiency analysis shows reasonable latency and traffic, with key
rollovers incurring only infrequent and manageable additional costs.
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Future work focuses on adopting advances in homomorphic encryption [46,47],
zero-knowledge proofs [34], and ML-based behavioral analysis [1,24], which hold
strong potential for further improving PPMLAuth. We additionally plan to eval-
uate mobile-side energy consumption, explore alternative ML model architec-
tures, analyze numerical stability in CKKS under realistic operating conditions,
and assess security aspects of the employed ML models (e.g., data poisoning).
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A Formal Security Model

We first present an ideal functionality for authentication, then define the realized
security properties, and present the proofs under the assumptions of Section 4
and the standard cryptographic setting with security parameter λ.

A.1 Definition of the Ideal Authentication Functionality FAuth

Definition 6 (Ideal Authentication Functionality FAuth). For each client
C, the functionality maintains a reference profile RC = {P1, . . . , Pn}, a history
HC of previously accepted samples, and a counter c ∈ N.

Enrollment / Re-enrollment. Upon input (Enroll, C, {P1, . . . , Pn}) from
an authenticated client, set RC := {P1, . . . , Pn}, HC = ∅ and c := 0.

Authentication. Upon input (Auth, C,B):

1. Compute d := Verify(RC , B) with d ∈ {0, 1}, where d = 0 denotes acceptance.
2. Output d to the server and the client.
3. If d = 1 (reject), set c := 0, and HC := ∅.
4. If d = 0 (accept), set c := c+ 1 and append B to HC .
5. If c ≥ Rcount, update RC := UpdProfile(RC , HC), reset c := 0 and HC := ∅.

The ML-based analysis is modeled by Verify(·); thus, the decision bit output by
FAuth corresponds to the classifier output in the real protocol.

Leakage semantics. The server learns only the decision bit d, and no ad-
ditional information is revealed to the server and the client.

In PPMLAuth, the state (RC , B) is stored and processed with HE. The profile-
update step corresponds to the logical effect of a key rollover, which couples be-
havioral profile adaptation with cryptographic key renewal. The timing of key
rollover and re-enrollment is a protocol-level mechanism used to bound key ex-
posure and is analyzed separately in the realization proofs.

A.2 Formal Security Properties

Definition 7 (Classifier Decision Integrity). A protocol satisfies Classifier
Decision Integrity if, for every PPT malicious client adversary, the decision bit
accepted by the server equals d output by FAuth, except with negligible probability.
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Definition 8 (Key-Exposure Boundedness). Let K1,K2, . . . denote the
successive key epochs of the protocol, where each epoch Ki contains all crypto-
graphic key material active simultaneously. For an epoch Ki, let Npairs(Ki) be the
total number of ciphertext-plaintext pairs observable by the server under keys in
Ki before switching to Ki+1. The protocol satisfies Key-Exposure Boundedness
if there exists a bound Nmax such that Npairs(Ki) ≤ Nmax for all i.

Definition 9 (Profile Update Security). Let T denote the number of au-
thentication attempts within a rollover window. A protocol satisfies Profile Up-
date Security if, for every PPT malicious client adversary Acli, the probability it
causes a profile update based on adversary-submitted history is at most T ∗pRcount

in a rollover window, where p upper-bounds per-attempt acceptance probability.

Inherent Confidentiality Limitations and Proofs. In the considered authentica-
tion setting, a certain minimum amount of information leakage to the server is
unavoidable, regardless of the protocol used. This motivates a restricted confi-
dentiality notion and a correspondingly adjusted ideal functionality.

Lemma 1 (Server-Side Leakage Bound). Consider any client–server au-
thentication protocol in which the server provides a ciphertext that is decrypted
by the client to a single-bit value and returned to the server. Assume further
that the client cannot independently recompute d = Verify(RC , B) from its local
information (because RC , the classifier procedure, or their correct evaluation is
not verifiable from the client’s local information). Then a malicious server can
force disclosure of at least one bit of information per authentication attempt.

Proof. Because the client cannot recompute d from its local information, a ma-
licious server may replace the ciphertext with an encryption of a bit β ∈ {0, 1},
which the client cannot distinguish from an encryption of the true decision bit.

Restricted Ideal Functionality for Malicious Servers. Since Lemma 1 shows that
confidentiality against a malicious server cannot, in general, restrict leakage to
d, we define a restricted ideal functionality F res

Auth that reveals a single bit, which
is equal to d for an honest server and adversarially chosen otherwise.

Definition 10 (Restricted Authentication Functionality). The restricted
authentication functionality F res

Auth behaves identically to FAuth, except that on
each authentication attempt it outputs a bit b ∈ {0, 1} to the server, where b = d
for an honest server and b may be chosen arbitrarily by a malicious server.

Restricted Confidentiality Formal Definitions. We distinguish server-side and
client-side restricted confidentiality to reflect the asymmetric leakage.

Definition 11 (Client-Side Restricted Confidentiality). A protocol sat-
isfies client-side restricted confidentiality if, for every PPT malicious client ad-
versary Acli, there exists a PPT simulator Sim such that the client’s view in
the real execution is computationally indistinguishable from its view in the ideal
execution with FAuth (i.e., the client learns only the decision bit d).
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Definition 12 (Server-Side Restricted Confidentiality). A protocol sat-
isfies server-side restricted confidentiality if, for every PPT malicious server
adversary Asrv, there exists a PPT simulator Sim such that the server’s view in
the real execution is computationally indistinguishable from its view in the ideal
execution with F res

Auth.

A.3 Realization of the Security Properties

We demonstrate that PPMLAuth realizes the security properties by establishing
the corresponding lemmas for the real protocol. For correctness-style properties
(e.g., integrity), we show output equivalence to the ideal functionality, while
confidentiality properties are established via simulation-based arguments.

Lemma 2 (Classifier Decision Integrity from Secure Disclosure). As-
sume commitments comsk are computed using a collision-resistant hash function
and that the zk-SNARK circuit used in PPMLAuth is sound. Then, for every
PPT malicious client adversary, the probability that the server accepts a deci-
sion bit that differs from the classifier output computed by FAuth is negligible.
Hence, PPMLAuth realizes Classifier Decision Integrity (Definition 7).

Proof. The server sends a ciphertext ctb encrypting the classifier output d ∈ 0, 1.
The client returns a bit bc with a zk-SNARK proof that bc = Dec(ctb, sk), for a
secret key sk whose hash Poseidon(sk) equals the commitment comsk.

By collision resistance of Poseidon [19], for any fixed commitment value comsk

there exists a unique secret key sk⋆ with Poseidon(sk⋆) = comsk, except with
negligible probability. Since the zk-SNARK circuit enforces consistency with
this commitment and is sound, any accepted proof must involve sk⋆ and satisfy
bc = Dec(ctb, sk

⋆). As ctb encrypts the classifier output, the accepted bit equals
the decision computed by FAuth, except with negligible probability. Therefore,
PPMLAuth satisfies Classifier Decision Integrity (Definition 7).

Lemma 3 (Key-Exposure Boundedness from Rollover Strategy). The
key rollover strategy of PPMLAuth (see Section 3.5) bounds, by a constant Nmax,
the number of ciphertext-plaintext pairs observable by the server in any key epoch
Ki, thus satisfying Key-Exposure Boundedness (Definition 8).

Proof. In any key epoch Ki, the server observes one ciphertext-plaintext pair
per authentication attempt, namely the TFHE ciphertext encoding the classifier
output and its decryption. By design, the client enforces epoch termination after
at most Rmax authentication attempts independently of server behavior, and
rejects reuse of ciphertexts within the same epoch before destroying key material.

Therefore, the number of observable ciphertext–plaintext pairs per epoch is
bounded by Rmax. Setting Nmax := Rmax yields Npairs(Ki) ≤ Nmax for all i, and
PPMLAuth satisfies Key-Exposure Boundedness (Definition 8).

Lemma 4 (Profile Update Security from Rollover Design). Assume
that (re-)enrollment is secure against impersonation and that any PPT malicious
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client is accepted in a single authentication attempt with probability at most p. In
a rollover window of length T := Rmax−Rstart+1, the probability that a malicious
client causes a profile update based on an adversary-submitted history is at most
T ∗ pRcount . Hence, PPMLAuth satisfies Profile Update Security (Definition 9).

Proof. In PPMLAuth, the reference profile is updated either (a) after r = Rcount

consecutive successful authentications during a rollover, or (b) via authenticated
(re-)enrollment. By assumption, (b) cannot be completed by a malicious client.

The rollover window is bounded by T := Rmax − Rstart + 1 authentication
attempts, enforced by the server independently of client behavior. Further, a
rollover-based profile update using an adversary-submitted history can occur
only if the malicious client produces a consecutive block of r accepted authen-
tication attempts within the window, each contributing an adversarial sample
to the history HC . For a fixed i, let Ei,k be the event that the (i + k)-th at-
tempt is accepted, for k = 0, . . . , r − 1. By the per-attempt bound, for all k,
Pr[Ei,k | Ei,0 ∧ · · · ∧ Ei,k−1] ≤ p, =⇒ Pr

[∧r−1
k=0 Ei,k

]
≤ pr.

There are at most T−r+1 choices for i, so the probability that any such block
occurs is at most (T − r + 1)pr ≤ Tpr. Thus, the probability that a malicious
client causes a profile update with an adversary-submitted history is at most
T pr, and PPMLAuth satisfies Profile Update Security (Definition 9).

Lemma 5 (Client-Side Restricted Confidentiality from Design). For ev-
ery PPT malicious client adversary Acli, there exists a PPT simulator Sim such
that the client’s view in the real execution of PPMLAuth is computationally in-
distinguishable from its view in the ideal execution with FAuth.

Proof. The only server-generated value received by the client is a TFHE cipher-
text encrypting the decision bit, which is indistinguishable from an encryption of
any other bit prior to decryption by IND-CPA security of TFHE [13]. Therefore,
the client’s view in the real execution can be simulated given only the decision
bit d, which is exactly the information provided to the client by FAuth. Thus,
Client-Side Restricted Confidentiality (Definition 11) holds.

Lemma 6 (Server-Side Restricted Confidentiality from HE). Under the
IND-CPA security of the employed HE schemes, for every PPT malicious server
adversary Asrv, there exists a PPT simulator Sim such that the server’s view in
the real execution of PPMLAuth is computationally indistinguishable from its
view in the ideal execution with F res

Auth.

Proof. The server stores the reference profile RC and history HC encrypted
under CKKS without access to the secret key. By IND-CPA security [12], its
view is computationally indistinguishable for any two (RC , HC) of equal length.

During secure disclosure, the server receives a single bit returned by the
client. By the zero-knowledge property of the zk-SNARK, the accompanying
proof reveals no additional information beyond correctness of the claimed de-
cryption. Thus, in each authentication attempt, the server learns exactly one bit
and the real execution can be simulated using F res

Auth in light of Lemma 1. Hence,
Server-Side Restricted Confidentiality (Definition 12) holds.
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Theorem 2 (Security of PPMLAuth). Under the IND-CPA security of the
employed HE schemes, the soundness and zero-knowledge properties of the zk-
SNARK, and the enforced key rollover policy, PPMLAuth satisfies Classifier De-
cision Integrity, Key-Exposure Boundedness, Profile Update Security, and Client-
Side and Server-Side Restricted Confidentiality as defined in Appendix A.2.

Proof. Classifier Decision Integrity follows from Lemma 2, Key-Exposure Bound-
edness from Lemma 3, Profile Update Security from Lemma 4, and Restricted
Confidentiality from Lemma 6 (server-side) and Lemma 5 (client-side).

B Distance-Based vs. ML-Based Approaches

Current privacy-preserving authentication systems for behavioral authentication
largely rely on Euclidean, Manhattan, and Cosine distance to compare embed-
dings [1]. This is reasonable, as ML models used to derive embeddings are typi-
cally trained with loss functions that explicitly enforce small intra-user and large
inter-user distances [35]. In conclusion, an ML model for comparing two embed-
dings cannot leverage more complex patterns to achieve higher effectiveness.

Nevertheless, we observe three common real-world scenarios in which signifi-
cant differences between distance-based and ML-based behavioral analysis arise.
To this end, we compare our neural network-based approach to analyzing em-
beddings with linear combinations of distances. The linear combinations were
calculated as follows: a1 ∗ d1 + a2 ∗ d2 + · · · + an ∗ dn + b, where di represents
one of the pairwise distances between all available embeddings, and ai as well
as b are learnable parameters of the linear model. For the ML-based analysis,
we concatenate all embeddings and use them as a composite input. To ensure
comparability and to isolate the effect of the analysis method, both variants
are trained and evaluated on unencrypted data using the procedure described in
Section 5.2. For BehavePassDB, results are obtained on the validation set, as the
test set is not publicly accessible and the evaluation platform restricts available
metrics [39]. In this case, no hyperparameter tuning is performed to avoid bias.

B.1 Data Source Fusion

Mobile devices expose multiple sources (e.g., touch dynamics, motion sensors,
and physical location), each with distinct characteristics and availability. During
authentication, these signals are usually fused by applying a weighted sum to the
per-source distances [1,39]. While computationally efficient, this approach fails
to capture complex interdependencies between source embeddings. Accordingly,
Table 5 compares the authentication effectiveness of our ML-based fusion to
linear combinations of distance metrics used in existing approaches.

The ML-based classifier consistently outperforms all distance metrics on both
datasets, with gains of up to 8.56 percentage points in AUC and 7.17 percentage
points in EER. These improvements translate into substantially better accuracy,
FAR, and FRR at fixed thresholds, indicating reliable generalization to unseen
users. Overall, the results suggest that the ML-based classifier is superior due to
its ability to learn richer patterns and interdependencies across data sources.
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Table 5: Authentication effectiveness comparison of ML-based and distance-
based classifiers when considering fusion of multiple data sources

BehavePassDB (6 data sources)
Classifier EER% AUC% ACC% FAR% FRR%
ML-based 25.95 83.67 75.47 26.99 25.52
Euclidean 33.12 76.04 64.91 10.50 59.54
Manhattan 32.60 75.11 66.93 35.59 30.56

Cosine 28.04 80.52 66.54 51.33 15.54

BrainRun (5 data sources)
Classifier EER% AUC% ACC% FAR% FRR%
ML-based 15.65 92.33 84.54 11.39 21.57
Euclidean 17.82 90.08 80.57 12.69 26.14
Manhattan 17.68 90.14 80.62 12.87 25.87

Cosine 18.55 89.78 79.80 12.77 27.61

B.2 Authentication Horizon

Over time, the system can accumulate reference embeddings that can be used
to improve authentication effectiveness. However, this poses the challenge of
effectively leveraging the additional information. Again, we compared the ML-
based classifier to distance metrics using the accelerometer as a single data source
while varying the number of reference embeddings. Moreover, we restrict the
evaluation to BrainRun, as BehavePassDB provides insufficient sessions per user.

Table 5 shows the results, depending on the number of sessions used as a
reference. We omit the results for a single reference session, as we did not ob-
serve any significant performance difference. This is expected, as the ML-based

Table 6: Comparison of ML-based and distance-based classifiers when consider-
ing multiple reference sessions for accelerometer data of the BrainRun dataset

2 Reference Embeddings
Classifier EER% AUC% ACC% FAR% FRR%
ML-based 27.09 80.35 71.73 23.79 32.77
Euclidean 28.54 77.02 69.60 22.54 38.20
Manhattan 28.5 77.07 69.99 22.53 37.48

Cosine 28.96 76.49 69.61 22.31 38.44

3 Reference Embeddings
Classifier EER% AUC% ACC% FAR% FRR%
ML-based 25.05 83.67 75.20 23.92 29.7
Euclidean 28.09 78.10 71.04 23.98 33.97
Manhattan 27.80 78.41 70.91 23.70 34.45

Cosine 28.74 77.31 69.67 23.86 36.83

classifier cannot exploit information beyond the embeddings being compared.
With two or more reference sessions, ML-based analysis consistently outperforms
distance-based methods, with the gap increasing as more reference data becomes
available. In summary, ML-based analysis gains an advantage by exploiting tem-
poral structure that linear distance aggregation cannot capture. Importantly, we
observed the same trend across all other data sources.

B.3 Attack Robustness

In a client–server setting, behavioral authentication must remain robust against
malicious clients with knowledge of system internals (e.g., ML models used). To
assess the impact of the analysis method on robustness, we model attackers as
neural networks (adversarial models), as shown in Figure 2.

The adversarial models receive a configurable fraction of the enrollment ses-
sions as input, ranging from 0 % (no access) to 100 % (full access), representing
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Fig. 2: Experiment setup for testing the robustness of the behavioral analysis

the attacker’s knowledge of the legitimate user’s behavior. They generate one ad-
versarial embedding per data source, which is evaluated alongside the enrollment
embeddings by the behavioral analysis strategy used. During training, we freeze
the behavioral analysis while the adversarial models learn to generate embed-
dings that bypass the authentication. Furthermore, the adversarial models share
the same architecture as the preprocessing models (see Section 3.2). Finally, we
evaluate how often the adversarial models achieve successful authentication to
quantify the effectiveness in detecting advanced attackers.

Figure 3 shows the probability of successful attacks (y-axis) as a function of
the attacker’s access to enrollment data (x-axis).
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Fig. 3: Impact of enrollment data exposure on attack success probability

Across both datasets, the probability of an attacker bypassing authentication
is higher for distance-based methods. In particular, distance metrics can be by-
passed with non-negligible probability with no knowledge of the enrollment data.
As the attacker’s knowledge increases, the success probability instantly peaks at
100 % for distance-based methods, while growing significantly slower for the ML-
based classifier. The dataset also influences system vulnerability, suggesting that
larger datasets can enhance robustness. However, all strategies exhibit high suc-
cess rates once the adversary gains access to the legitimate user’s behavioral
data. Consequently, broader research efforts are needed to address adversaries
with behavioral knowledge and access to the underlying ML models.
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