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Abstract. Quantum circuit obfuscation is becoming increasingly impor-
tant to prevent theft and reverse engineering of quantum algorithms. As
quantum computing advances, the need to protect the intellectual prop-
erty contained in quantum circuits continues to grow. Existing methods
often provide limited defense against structural and statistical analysis
or introduce considerable overhead. In this paper, we propose a novel
quantum obfuscation method that uses randomized U3 transformations
to conceal circuit structure while preserving functionality. We implement
and assess our approach on QASM circuits using Qiskit AER, achiev-
ing over 93% semantic accuracy with minimal runtime overhead. The
method demonstrates strong resistance to reverse engineering and struc-
tural inference, making it a practical and effective approach for quantum
software protection.
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1 Introduction

Quantum computing leverages the principles of quantum mechanics, such as su-
perposition, entanglement, and quantum interference, to perform computations
that are infeasible for classical computers. It is poised to revolutionize fields like
cryptography, where it can break conventional encryption schemes, optimiza-
tion, where it tackles complex combinatorial problems, and quantum simulation,
where it models molecular and material properties for drug discovery and ma-
terials science [1]. Quantum computers are used in research labs, cloud-based
quantum platforms, and increasingly in industrial applications to solve special-
ized problems that require massive parallelism and probabilistic computation [2].
As quantum software development accelerates, protecting intellectual property
(IP) and securing quantum circuits against reverse engineering and structural
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analysis has become a critical concern. Quantum programs, typically expressed
in gate-level formats like QASM, reveal their underlying structure, making it
easier for adversaries to extract proprietary logic or algorithmic optimizations.
Developing robust obfuscation techniques that preserve functionality while con-
cealing the circuit’s logical structure is essential for ensuring the security and
commercial viability of quantum software in practical applications.

1.1 Proposed Idea

This work introduces a quantum circuit protection technique that resists critical
scrutiny and ensures operational functionality. The obfuscation of quantum cir-
cuit topology is accomplished by applying random U3 gate transformations. The
main idea is to perform a full circuit transformation by enclosing it with a ran-
dom basis transformation and its dual. Each internal gate is transformed as well
with this same transformation, thereby masking their identity while maintaining
functionality. All the gates in the circuit are transformed through single-qubit U3
matrices, which hide the circuit’s inner workings without affecting its primary
function.

This method makes sure the circuit’s output stays the same because the
changes cancel each other out. Traditional ways of doing obfuscation add more
gates or make the circuit hard to understand, but our method adds only neg-
ligible extra overhead. This keeps the circuit quick and efficient on quantum
hardware [2]. It fits right in with any quantum program, does not require modi-
fications to the original algorithm, and is simple to deploy across different quan-
tum setups. Due to these merits, our method is a flexible and practical approach
for safeguarding quantum software in real-world scenarios. The overall workflow
is illustrated in Fig. 1.

Input: Gate _
. . " . Circuit Obfuscated QASM
QASM Basis T 'mation P S| =
Circuit Reconstruction Circuit
(U3-Conjugation)

Fig. 1. Workflow of the proposed quantum circuit obfuscation using U3-conjugation.
The process begins with a QASM circuit, applies a randomized basis transformation,
transforms each gate, and restores the original basis to produce an obfuscated circuit
with preserved functionality.

Paper Organization

The rest of this paper is structured as follows. Section 2 provides background on
quantum computing, including qubits, quantum gates, compilation, and mea-
surement operations. It also reviews existing work on quantum circuit obfusca-
tion, highlighting current techniques and their limitations. Section 3 outlines the
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proposed methodology and presents our obfuscation technique. Section 4 illus-
trates the methodology through the obfuscation of a QAOA circuit. Section 5
presents evaluation metrics and results, demonstrating the effectiveness of the
proposed technique. Section 6 details the security guarantees provided by our
approach, formalizing the threat model and the protections achieved. Section
7 discusses the limitations of our approach and proposes directions for future
research. Section 8 concludes the paper by summarizing the key contributions
and their implications for secure quantum software development.

2 Background

2.1 Quantum Computing Fundamentals

Quantum computing diverges from classical computing by employing quantum
bits, or qubits, which leverage quantum mechanics to process information. Un-
like classical bits, restricted to a binary state of 0 or 1, qubits can exist in
a superposition, embodying multiple states simultaneously. This capability en-
ables quantum computers to perform parallel computations, vastly exceeding
classical systems for certain tasks. Additionally, qubits can be entangled, mean-
ing the state of one qubit is directly tied to another, allowing instant correlations
across distances. Such properties enable quantum algorithms to tackle complex
problems in cryptography, optimization, and beyond with remarkable efficiency
[1]. Quantum gates, the core of quantum computation, manipulate qubit states
through reversible operations, represented as unitary matrices. For instance, the
Hadamard gate creates superposition, while the controlled-NOT gate fosters en-
tanglement, enabling intricate quantum interactions [3].

Quantum circuits, composed of sequences of quantum gates, orchestrate com-
putations by evolving qubit states toward a desired outcome. A single measure-
ment yields one classical outcome, whereas repeated executions of the circuit
generate a probability distribution over possible results. Quantum Assembly
Language (QASM), particularly its evolution from OPENQASM 2.0 to OPENQASM
3.0, standardizes circuit descriptions, supporting classical control flow and dy-
namic operations [4]. This facilitates circuit portability across quantum plat-
forms but also raises concerns about protecting intellectual property embedded
in these circuits. Compilation, a vital step for executing circuits on physical hard-
ware, translates high-level designs into hardware-specific instructions. Tools like
Qiskit’s transpiler optimize gate sequences and map qubits to physical hardware,
minimizing circuit depth to enhance performance on Noisy Intermediate-Scale
Quantum (NISQ) devices. Yet, this process exposes circuits to potential reverse-
engineering, as adversaries could analyze gate structures to extract proprietary
algorithms [5].

2.2 Related Works

Several approaches have been proposed to secure quantum circuits through ob-
fuscation, each with distinct trade-offs. Suresh et al. introduced a method that
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inserts a dummy gate at a specific circuit location to obscure its functionality,
intentionally disrupting results during execution [6]. Post-compilation, this gate
is removed to restore the original computation. To prevent optimization, barriers
are placed around the dummy gate, and additional barriers are inserted around
other gates to mask its identity from adversaries. However, this reliance on bar-
riers compromises circuit optimization, increasing depth and degrading perfor-
mance on NISQ hardware [6]. Similarly, Rehman, Langford and Liu proposed an
obfuscation technique that modifies gate parameters using secret keys to con-
ceal circuit logic [7]. While effective in hiding structure, this method requires
significant classical processing for key management, complicating deployment
and scalability, particularly for resource-constrained quantum systems. Another
approach by Bartake et al. uses redundant gate insertion to obscure the intent of
the circuit. This improves security, but the added gates significantly increase the
depth of the circuit, making it more prone to errors on NISQ devices and limit-
ing practical applicability [5]. These methods highlight the challenge of balancing
security with performance, as increased complexity often undermines execution
fidelity on current quantum hardware [2,6].

3 Methodology

Our quantum circuit obfuscation technique leverages basis transformations via
U3 conjugation to obscure gate identities while preserving functional correct-
ness. For clarity, the formulation presented in this paper adopts the weakest
variant of the obfuscation framework, where a single random basis transforma-
tion is applied uniformly across the circuit. This setting intentionally models the
worst case for security analysis and served as the baseline design during develop-
ment. A strictly stronger variant assigns an independently sampled U3 basis to a
randomly selected subset of gates, which removes global structural correlations
and drives an adversary’s inference probability to negligible values. A detailed
discussion of the resulting security guarantees is presented in Section 6.

The technique proceeds in four phases: input parsing, basis generation, gate
transformation, and circuit reconstruction. Together, these stages preserve QASM
compatibility, maintain semantic equivalence, and enhance resistance to reverse
engineering.

3.1 QASM Input Parsing

The first step in our quantum circuit obfuscation process is to accurately inter-
pret the user-provided quantum circuit, which is specified in Quantum Assembly
Language (QASM). QASM serves as a standardized, platform-independent for-
mat for describing quantum circuits, including gate operations, qubit allocations,
and measurement instructions [4]. To ensure compatibility with a wide range of
quantum circuits, our system is designed to parse input strings written in either
OPENQASM 2.0 or the more advanced OPENQASM 3.0 specification, accommodat-
ing both legacy and modern quantum programming workflows.
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The input QASM string is first trimmed to remove any extra whitespace.
Based on its prefix, the QASM version is identified: Qiskit uses giskit.qasm2.loads()
for OPENQASM 2.0 and giskit.qasm3.loads() for OPENQASM 3.0, which sup-
ports advanced features like control flow and custom gate definitions [4,8]. If the
version is unrecognized, an error is raised. This process produces a Quantum-
Circuit object with the circuit’s gates, qubits, and measurements.

3.2 Basis Generation

The core of our obfuscation relies on a randomized basis transformation applied
across all qubits. We generate random parameters (6 € [0, 7], ¢ € [0,27], A €
[0,27]) for a U3 gate using a uniform random distribution. The U3 gate is a
universal single-qubit gate that can represent any unitary operation by tuning
its parameters, making it well-suited for implementing a wide range of basis
transformations. Randomization ensures that each circuit instantiation produces
a unique basis, enhancing obfuscation by preventing predictable patterns that
could be exploited in reverse engineering. As shown in Equation 1, the gate’s
matrix representation is defined by these parameters.

—eM sin (7

0
U3(0,6,7) = ) () cog f%) (1)

3.3 Gate Transformation

To obfuscate a quantum circuit, each gate G in the original circuit is trans-
formed using unitary conjugation, expressed as UT-G-U, where U is the unitary
matrix of a U3 gate with randomly chosen parameters (6, ¢, ). Measurements
and resets are left unchanged because the obfuscation method applies only to
unitary operations. Since measurement is non-unitary, conjugating it with UT
and U would rotate the measurement basis and alter the circuit’s behavior. For
circuits containing mid-circuit measurements, we simply treat the computation
as a sequence of unitary segments separated by measurement boundaries and
obfuscate each unitary segment independently.

Using Qiskit’s Operator class, the gate G is first converted into its matrix
representation to facilitate this transformation. For multi-qubit gates, the basis
matrix U is constructed by computing the Kronecker product of single-qubit U3
matrices for each qubit. The Kronecker product, a tensor operation that com-
bines matrices to form a larger matrix, ensures that the transformation scales
appropriately for systems with multiple qubits, preserving the gate’s function-
ality across the circuit’s qubit register [9]. The resulting matrix U - G - U is
then encapsulated as a UnitaryGate with a unique label, such as Obf_H_0 for a
Hadamard gate, effectively concealing the original gate’s identity. This process
is applied to all gates, as detailed in Algorithm 1.
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Algorithm 1 Gate Transformation via U3-Conjugation

Requlre Gate G, qubits, U3 parameters (6, ¢, \)

: Convert G to matrix usmg Operator @

Compute U = U3(0, ¢, \)®" for n qubits

Compute UT = U3(—6, =\, —¢)®™

Compute transformed matrix U - G - U

Encapsulate as UnitaryGate with label Obf_G_id

Replace original gate G with the transformed UnitaryGate in the circuit

Hadamard Gate
Conjugation

Us

=267, =725, =515

CNOT Gate
Conjugation

Us

—0.947, —0.301, —3.82

Us

0.947, 3.82, 0.301

Us

=2.11¢), =504, =5/

Fig. 2. Diagram of the conjugation process U-G-U for a single-qubit gate (Hadamard)
and a multi-qubit gate (CNOT). This figure illustrates the underlying matrix operations
and does not imply additional quantum gates or circuit depth. The result of this matrix
multiplication (Uf - G - U) is encapsulated as a single, opaque UnitaryGate object,
thereby incurring no space overhead in the quantum circuit.

3.4 Basis Transformation and Obfuscation

For a circuit with n qubits, a global basis transformation U = U3(0, ¢, \)®™ is ap-
plied to all qubits at the circuit’s start, with its inverse UT = U3(—0, =\, —¢)®"
applied at the end. The parameters 6, ¢, and A are randomly sampled from a uni-
form distribution to maximize obfuscation. For each gate GG, a local basis trans-
formation is applied, replacing G with its conjugated form G’ = U3(—6, —\, —¢)-
G-U3(0, ¢, \), which encapsulates the original gate in a new basis while preserv-
ing its functionality. This transformation is implemented using Qiskit’s circuit
manipulation tools, where each gate is directly replaced with its transformed
version UTGU. To ensure the circuit’s original functionality, the inverse basis
transformation U is applied across all qubits as a single instruction labeled
InvBasis after all gates are processed. Barriers from the original circuit are
retained to maintain structural hints for hardware compatibility. The recon-
structed circuit is then transpiled and executed using the Qiskit AER simulator,
producing results statistically equivalent to the original circuit. Fig. 2 illustrates
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this process with examples of Hadamard and CNOT gate transformations. The
implementation code is available in the GitHub repository in [10].

3.5 Preservation of Functionality: Hadamard and CNOT Gate
Examples

To illustrate how our obfuscation technique preserves the functionality of quan-
tum circuits, we examine the transformation of two fundamental quantum gates:
the single-qubit Hadamard (H) gate and the two-qubit controlled-NOT (CNOT)
gate. These gates are critical building blocks in quantum algorithms, with the H
gate creating superposition and the CNOT gate introducing entanglement [1].
By applying our basis conjugation approach to each gate individually, we demon-
strate that their computational behavior remains unchanged despite structural
obfuscation.

For the Hadamard gate, represented by the 2 x 2 unitary matrix H =

1
ﬁ E _11], we apply a basis transformation using a U3 gate with randomly
chosen parameters (6, ¢, A). The transformation is defined as U = U3(0, ¢, \),
and the obfuscated gate is computed as:

Hoy=U"-H-U (2)
To verify preservation of functionality, we apply the inverse transformation:
U-Hye-U=U-(U'-H.U) - U ' =WU"-H-(UU")=H (3)

This confirms that the obfuscated Hadamard gate, when wrapped by the
basis transformation and its inverse, behaves identically to the original H gate,
preserving its ability to create superposition. The matrix-level transformation of
the Hadamard gate is shown in Fig. 3.

Original Hadamard (H) Random U3 Gate (U/) Conjugate Transpose (UT)
0.7071 0.7071 0.9085 0.4183 0.9085 -0.4183
0.7071 -0.7071 -0.4183 0.9085 0.4183 0.9085

) U3 matrix with Conjugate transpose of
Hadamard matrix random parameters 0, ¢, A U3 matrix
H=U-U"-H.-U.-U"

Obfuscated Hadamard (H' = U'HU) Restored Hadamard (H)

0.9564 0.2920 0.7071 0.7071
Inverse
0.2920 -0.9564 0.7071 -0.7071
Transformed matrix Restored matrix,
as Obf.H functionality preserved

Fig. 3. Matrix-level transformation of a Hadamard gate using U3 conjugation. The
functionality remains unchanged due to the inverse transformation restoring the origi-
nal gate.



Pradyun et al.

For the two-qubit CNOT gate, represented by a 4 x 4 unitary matrix, we use
a basis transformation U = U3(0, ¢, \)®?, formed by the Kronecker product of
two single-qubit U3 matrices to scale the transformation across both qubits [9].
The obfuscated CNOT gate is:

CNOTop; = UT - CNOT - U (4)
Applying the inverse transformation yields:

U-CNOTg- U =U - (UT-CNOT - U) - Ut
= (UU")-CNOT - (UUY) (5)
= CNOT

This demonstrates that the CNOT gate’s entanglement-generating functionality
is fully preserved, as the basis transformations cancel out, leaving the original
gate’s behavior intact. This process, applied to individual gates, ensures that
the circuit’s overall semantics remain unchanged, as the global basis shift and
its inverse cancel out during execution. The corresponding matrix-level transfor-
mation for the CNOT gate is shown in Fig. 4.

Original CNOT (CX) Random U = U ® Uy Conjugate Transpose (')
1 0 0 0 [ 0.56 -0.3340.28i -0.3540.17i -0.4940.12i 0.56 0.35-0.07i  0.41-0.38i 0.3640.26i
|
0 1 0 0 035-0.07i  0.44+0.29 0.41+0.50i  0.36-0.26 0.33-0.281 0.44-029i -0.20+0.43i -0.15-0.64i
0 0 0 1 0.41+0.381 -0.20-0.43i 0.424+0.12i -0.31+0.47i 0350171 0.41-050i 0420120 -0.420.12i
0 0 1 0 l 0.36-0.261 -0.15+0.64i -0.42+0.12i -0.3140.47i -0.49-0.12i 0.36+0.261 -0.31-0.47i -0.31-0.47i
Standard CNOT matrix Kroneck ker-scal led U3 matrix Conjugate transpose of U
Obfuscated CNOT (CX' = U'CXU) Restored CNOT (CX)
0.27  -0.39+0.16i -0.08+0.06i -0.05+0.12i 1 0 0 0
05340160 -0.42  -0.1240.090 -0.13+0.1di 0 1 0 0
vex'L
-0.08-0.181 -0.124+0.09i  0.91 0.03-0.08i 0 0 0 1
-0.08-0.12i -0.14-0.02i -0.024+0.00i  0.97 0 0 1 0

Transformed matrix CX' = UTCXU Restored: CX = UCX'U

Fig. 4. Matrix-level transformation of a CNOT gate using U3 conjugation, with the
Kronecker product scaling the basis for two qubits.

4 Case Study: Quantum Approximate Optimization
Algorithm (QAOA)

4.1 Overview of QAOA

The Quantum Approximate Optimization Algorithm (QAOA) is a hybrid quantum-
classical algorithm designed for solving combinatorial optimization problems
such as MaxCut and Max3SAT [11]. It combines parameterized quantum circuits
with classical optimization to approximate the solution to a given cost function.
QAOA is particularly relevant due to its practical applicability on near-term
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quantum devices and its structured circuit layout, making it a suitable candi-
date for testing circuit obfuscation techniques.

In this case study, we focus on a QAOA circuit targeting the MaxCut problem
on a 5-node graph. The circuit involves alternating applications of the problem
(cost) unitary and a mixing unitary, parameterized by angles v and 3, respec-
tively. We implement this circuit in OPENQASM 2.0, simulate its behavior before
and after obfuscation, and evaluate functional correctness and performance over-
head.

4.2 Circuit Description

The QAOA circuit is constructed with five qubits representing the five graph
nodes in the MaxCut problem, where the edges are (0, 1), (1,2), (1,3), (2,4) and
(3,4), as shown in Fig. 5. The initial state is prepared using Hadamard gates to
create a uniform superposition over all possible bitstrings. The cost unitary is
implemented using two-qubit Rzz rotations (decomposed into CX-RZ-CX) cor-
responding to the edges in the graph. Each edge contributes a term in the cost
Hamiltonian, and the circuit applies these terms with an optimized parameter
~. This is followed by a layer of Rx gates applied to each qubit, representing
the mixer Hamiltonian and controlled by the parameter 3.

MaxCut Graph for QAOA (5 nodes)

w

2

L —

Fig. 5. MaxCut graph corresponding to the 5-node QAOA circuit.

In this implementation, the QAOA depth is p = 1, meaning one alternating
layer of cost and mixer unitaries is applied. The parameters were optimized via
classical simulation to v = 0.865 and [ ~ 0.457, producing a strong probability
concentration on the optimal MaxCut solutions. The corresponding QAOA cir-
cuit structure for this problem is illustrated in Fig. 6. The two optimal MaxCut
bitstrings for this graph are 01001 and 10110.
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Fig. 6. QAOA circuit diagram for MaxCut on a 5-node graph, depth p = 1 with
optimized parameters.

4.3 Circuit Obfuscation

To apply our obfuscation methodology (Section 3) to the QAOA circuit, we
generated a random single-qubit basis transformation using U3(6, ¢, A) with
parameters 8 = 2.86, ¢ = 2.33, and A = 0.762. This unitary was then ex-
tended to the five-qubit system as a global basis U = U3(2.86,2.33,0.762)%°
applied across all qubits at the beginning of the circuit, with its inverse Ut =
U3(—2.86, —0.762, —2.33)®5 appended at the end to preserve the circuit’s overall
functionality. Each gate G in the QAOA layers was obfuscated using the conju-
gation G’ = U'GU and encapsulated as an opaque UnitaryGate with a unique
label (e.g., 0bf_H_0). The transformed structure of the obfuscated QAOA circuit
is illustrated in Fig. 7.

The resulting obfuscated circuit is functionally equivalent to the original but
structurally unreadable, providing resistance against reverse engineering. Both
the original and obfuscated circuits were then tested under identical simulation
settings. The measurement outcomes for both the original and obfuscated QAOA
circuits are shown in Fig. 8.
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Obf_CNOT_0
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Obf_CNOT_0
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qz Obf_CNOT_0

0

Obf RZ_0 1

Obf_CNOT_0

Obf_CNOT_0

Obf_RX_0

N

|

Fig. 7. Obfuscated QAOA circuit diagram, showing the transformed gate structure.

Original vs Obfuscated Results

%

= Original
= Obfuscated

Fig. 8. Histogram of measurement outcomes for the original and obfuscated QAOA
circuits. Optimal solutions are highlighted.
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4.4 Testing Process

To evaluate the obfuscation technique, both the original and obfuscated QAOA
circuits were executed using Qiskit’s AerSimulator (version 0.36.0). Each con-
figuration was run with 1,024 shots to ensure sufficient sampling. The output
distributions were recorded and plotted using histograms. Execution times were
also measured to detect any latency introduced by obfuscation.

The comparison focused on:

i. Semantic accuracy — probability assigned to each bitstring in the obfus-
cated circuit compared to the original.
ii. Total Variation Distance (TVD) — quantifying statistical difference
between distributions.
iii. Functional equivalence — whether optimal solutions remain present with
comparable probability.
iv. Execution time — runtime overhead introduced by the obfuscation process

4.5 Results

Both circuits produce highly similar output distributions, with only minor statis-
tical variation due to sampling noise. The semantic accuracy of the obfuscated
circuit reached 93.30%, and the TVD was calculated to be 0.0840, indicat-
ing strong fidelity to the original behavior. The two optimal MaxCut bitstrings
(01001 and 10110) emerged as the two highest-probability peaks in both runs,
dominating the output distributions with comparable counts. Execution time
measurements showed negligible overhead introduced by the obfuscation pro-
cess.

These results confirm that the obfuscation strategy preserves the computa-
tional intent and functional output of the original circuit, with the chosen opti-
mized QAOA parameters successfully amplifying the probability of the optimal
solutions.

4.6 Implementation Setup

The simulations were conducted on a standard Macbook Air M1 with 16 GB
RAM and MacOS 18.6. To provide a comprehensive evaluation of our obfus-
cation technique, Quantum Approximate Optimization Algorithm (QAOA) for
combinatorial optimization was tested alongside nine other quantum circuits,
representing a diverse set of quantum algorithms: Shor’s algorithm for integer
factorization [12], the Bernstein-Vazirani (BV) algorithm for learning hidden
linear functions [13], Grover’s algorithm for unstructured search [14], the Varia-
tional Quantum Eigensolver (VQE) for quantum chemistry simulations [15], the
Phase Kickback Circuit [16], the Deutsch-Jozsa (DJ) algorithm for classifying
balanced or constant functions [17], the Quantum Fourier Transform (QFT) for
periodicity analysis [18], and Simon’s algorithm for finding periods in functions
[19]. These algorithms, spanning applications from cryptography to quantum



Protecting Quantum Circuits Through Compiler-Resistant Obfuscation

simulations, provide a robust testbed for assessing the obfuscation method’s
versatility.

Each circuit, including QAOA, was executed 100 times with 1,024 shots per
execution under noise-free conditions using Qiskit’s AerSimulator. The Toffoli
circuit used three qubits, while the other algorithms ranged from 4 to 12 qubits,
depending on their complexity.

5 Evaluation Metrics

These circuits were executed under noise-free conditions using Qiskit’s AerSim-
ulator to ensure consistent and reproducible results. The evaluation focuses on
three primary metrics: semantic accuracy, Total Variation Distance (TVD), and
execution time, which together assess functional fidelity, statistical similarity,
and computational overhead.

Semantic Accuracy

Semantic accuracy counts the overlapping probability mass between the two
distributions, expressed as a percentage of the total probability in the original
circuit’s output. It quantifies whether the obfuscated circuit preserves the func-
tional behavior of the original circuit under realistic, finite-shot quantum execu-
tion. This metric was used by Bartake et al. to quantify preservation of circuit
behavior after their circuit-level transformations [5]. Given two measurement
distributions original and obfuscated, the semantic accuracy is calculated as:

>~ min(original[z], obfuscated[z])
reX

Semantic Accuracy = x 100%  (6)

> original[x]
reX
where X is the union of all bitstrings observed in either distribution.

Since quantum measurements are inherently probabilistic, two runs of the
same circuit will exhibit slight differences in their empirical output distribu-
tions unless an infinite number of shots is used. Semantic accuracy captures this
agreement by computing the fraction of output bitstrings whose measured prob-
abilities in the obfuscated circuit fall within the statistical variation of those
from the original circuit.

Values slightly below 100% are therefore expected even for functionally iden-
tical circuits and do not indicate any semantic deviation introduced by the obfus-
cation. Instead, they reflect natural run-to-run statistical fluctuations. In the ide-
alized infinite-shot limit, the empirical distributions of equivalent circuits would
converge exactly, and semantic accuracy would approach 100%. High semantic
accuracy in our experiments (typically above 90%) demonstrates that the obfus-
cated circuits remain consistent with the intended computation within the limits
of finite-shot quantum sampling.
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Total Variation Distance (TVD)

Total Variation Distance (TVD) is a statistical measure of the difference between
two probability distributions [20]. In this work, TVD is used to quantify the
effect of gate additions introduced during obfuscation. TVD is also a standard
and widely used metric for comparing output distributions of quantum circuits,
and it has been adopted in several prior works on quantum obfuscation [21,22].
It is computed as the sum of the absolute differences between the measurement
counts of the original and obfuscated circuits, normalized by the total number
of shots, as given by:

Z |zi,0bfus - $z’,orig|

_ i (7)
TVD 2 x Number of shots

where ; orig and z; obfus denote the counts of the it measurement outcome for
the original and obfuscated circuits, respectively. A TVD of 0 means the two
output distributions are exactly the same, showing no statistical difference at
all, while a TVD of 1 means the distributions are completely distinct with no
overlap, representing the maximum possible statistical difference.

Execution Time

Execution time refers to the duration required by the simulator to execute the
circuit for a fixed number of shots (1024 in our case), excluding compilation
time. It serves as a practical measure of the computational overhead introduced
by circuit-level transformations, and its use is consistent with prior work in both
quantum and classical settings. Studies on quantum program performance explic-
itly analyze execution time as a key metric to evaluate runtime and performance
overhead in simulators and hardware [23], while recent work in binary obfus-
cation likewise evaluates execution time overhead to quantify the performance
cost of structural code transformations [24]. Our results show that the overhead
is minimal (typically < 1 ms), making the approach practical for real-world
quantum workloads.

5.1 Obfuscation’s Compiler Resistance: A Key Advantage

A core strength of our U3-conjugation technique lies in its ability to effec-
tively conceal the original gate identities from quantum compilers and reverse-
engineering tools. As demonstrated in our QAOA case study, when the obfus-
cated circuit is passed to a transpiler or compiler (such as Qiskit’s transpiler), the
individual original gates (e.g., Hadamard, CNOT) are no longer recognizable as
their standard forms. Instead, they appear as opaque UnitaryGate objects, each
representing the complex, randomized matrix resulting from the UT-G - U trans-
formation. Our method’s compiler resistance stems from this deliberate lack of
identifiable internal structure. Adversaries are forced to treat each transformed
gate as an unknown unitary operation, greatly hindering reverse engineering of
the proprietary quantum logic. Fig. 9 visually exemplifies this transformation
from a recognizable gate to an opaque block.
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Fig. 9. Illustration of compiler resistance: On the left, the original Bell state circuit and
its obfuscated counterpart. On the right, their respective compiled forms. While the
original circuit structure is preserved after compilation, the obfuscated circuit appears
as a single opaque UnitaryGate, concealing its functionality from quantum compilers
and analysis tools

5.2 Overhead Analysis

To make the overhead of the obfuscation explicit, we summarize both the empir-
ical execution-time overhead and the formal structural overhead introduced by
the transformation. The execution-time results in Table 1 and Fig. 12 show that
the runtime increase introduced by obfuscation is extremely small, typically well
under one millisecond.

Consider an original circuit with m gates acting on n qubits. For each gate,
we insert two single-qubit Us operations, resulting in an additional

Gy =2m

single-qubit gates surrounding the original operations.
We further apply n single-qubit Us gates at the beginning and n at the end
of the circuit, contributing;:
G, =2n

additional gates.
Before fusion, the total number of gates is therefore

Gtotal, pre-fuse — 11 +2m+2n=3m+ 2n

The 3m gates surrounding the original m positions are fused into m effective
gates by multiplying the three matrices acting at each position:

3m — m,
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yielding a final structural gate count of
Gfnal = m+2n
The two global boundary layers contribute a fixed depth increase:
AD =2

For example, in the QAOA case study, the computational overhead was neg-
ligible because each transformed operation is represented as a single opaque
unitary during simulation, contributing no additional internal cost. Because the
structural additions are constant and independent of circuit size, the empirical
overhead remains negligible even for large workloads.

5.3 Results Summary

Table 1 presents the evaluation metrics for all tested circuits, including QAOA.
The results show high semantic accuracy (> 93%) and low TVD (= 0) across
all circuits, confirming that the obfuscation preserves functionality. Execution
times remain comparable, with minimal overhead, highlighting the method’s ef-
ficiency. Visualizations in Fig. 10, 11, and 12 further illustrate the consistency
of TVD, accuracy, and execution times, reinforcing the robustness of the obfus-
cation technique across diverse quantum algorithms.

Table 1. Evaluation metrics across quantum circuits.

Original |Obfuscated| Semantic
Circuit Time (s)| Time (s) |Accuracy (%)|TVD
BV (1011) 0.00309 0.00390 100.00 0.0000
DJ 0.00141 0.00147 100.00 0.0000
Grover (101) 0.00148 0.00148 97.17 0.0302
Phase Kickback| 0.00165 0.00151 100.00 0.0000
QAOA 0.00156 0.00166 93.30 0.0840
QFT 0.00147 0.00178 94.73 0.0770
Shor 0.00179 0.00201 96.68 0.0146
Simon 0.00266 0.00183 94.24 0.0380
Toffoli 0.00167 0.00168 100.00 0.0000
VQE 0.00125 0.00132 99.51 0.0048




Protecting Quantum Circuits Through Compiler-Resistant Obfuscation

Distribution of Total Variation Distance (TVD) across circuits
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Fig. 10. Distribution of Total Variation Distance (TVD) across circuits, with low values
indicating strong statistical similarity between original and obfuscated outputs.

Semantic Accuracy for each tested circuit
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Fig. 11. Semantic accuracy for each tested circuit, with high values demonstrating
functional correctness of obfuscated versions.
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Execution Times: Original vs Obfuscated Circuits
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Fig.12. Comparison of execution times between original and obfuscated quantum
circuits, showing minimal overhead.

6 Security Guarantee

We quantify the difficulty of deobfuscation under two natural cases:

6.1 Black-box adversary (no circuit access)

In this model, the adversary does not see the obfuscated circuit description.
Instead, they have only black-box access to its input-output behavior (e.g., they
can prepare input states and observe measurement statistics). Our obfuscation
replaces each protected single-qubit gate G by a basis-conjugated form UT-G’-U,
where G = U-G-U" and the basis rotation U is sampled from the continuous U3
parameter domain (6, ¢, A) € [0, 7] x [0,27) x [0, 27). An adversary who does not
see the circuit would need to determine these continuous parameters solely from
observed input-output statistics. Because the parameter space is uncountable,
the probability of exactly guessing the correct triplet (6, ¢, ) approaches 0.
Under a practical finite-precision discretization of step size ¢ (that is, each
angle quantized in increments of §), the number of possible basis rotations is on

the order of
21 3
0

and therefore a random-guessing adversary succeeds with probability at most

(%)
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which is negligible for realistic values of §. Thus, in the black-box setting, both
full and partial obfuscation lead to a difficult continuous parameter-recovery
problem.

6.2 White-box adversary (circuit access)

In this stronger model, the adversary has access to the full obfuscated circuit
(e.g., QASM or a Qiskit circuit) and can directly observe the explicit gates U;r,
G}, and U; inserted around protected gates. If all n gates in the circuit are
obfuscated, the obfuscation pattern is trivial: the adversary may assume every
gate is protected and straightforwardly recover the original gate as

G =Ul-G,-U,;,

thus succeeding with probability 1.

The problem becomes non-trivial when only a selected subset of gates is
obfuscated. Let the original circuit contain n gates, and let the obfuscator ran-
domly choose a hidden subset S C {1,...,n} of size |S| = z. Only positions in S
are replaced by basis-conjugated blocks (UzT - G, - U;); the remaining gates stay
unchanged. A white-box adversary must therefore first determine which gate
positions belong to S before applying the algebraic simplification above.

If S is sampled uniformly from all ™) choices of size x, then any adversary
x

who attempts to guess the full obfuscation pattern in one shot succeeds with
probability

wdm@:mﬁ:m:ﬁ%
p ()

The corresponding min-entropy of the obfuscation pattern is

n
Ho(S) = —10gy psucc(n, x) = log, (l‘)

This value is 0 in the trivial cases = 0 (no obfuscation) and z = n (all
gates obfuscated), but strictly positive for 1 <z < n — 1, and maximised when
x ~ n/2, where Ho(S) = n bits. Thus:

1. When all gates are obfuscated (x = n), a white-box adversary can de-
obfuscate by simplifying every block.

2. When only a randomly selected subset of gates is obfuscated (1 < z < n—1),
the adversary must identify which gates are protected; this requires distin-

guishing among (n) possible obfuscation patterns. The success probability
x

is exponentially small when x ~ n/2.
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7 Limitations and Future Work

While the proposed U3-based basis conjugation technique effectively preserves
functional correctness and provides strong resistance to compiler-level reverse
engineering, it introduces structural overhead that impacts scalability on near-
term quantum hardware.

7.1 Limitations

The obfuscation process can be computationally intensive, especially when ap-
plying basis transformations to multi-qubit gates. Constructing these transfor-
mations using Kronecker products, as outlined in [9], involves manipulating high-
dimensional matrices (such as 8 x 8 for three-qubit gates), which is feasible for
small circuits (e.g., Toffoli). However, for deeper circuits, the large number of
gates leads to significant computational costs from repeated matrix operations,
limiting scalability [25]. Generating new random U3 parameters for each gate
further increases time and memory usage, posing challenges for algorithms with
high depth or width.

As analyzed in Section 5.2, the obfuscation process replaces each protected
gate with a conjugated form that introduces additional single-qubit basis rota-
tions, together with two global basis transformation layers applied at the circuit
boundaries. Under ideal, noise-free simulation, these additional operations are
algebraically fused into opaque unitary blocks, resulting in negligible execution-
time overhead and no loss of functional equivalence. Consequently, ideal simula-
tion masks the practical impact of this added structure.

When deployed on NISQ hardware, the additional basis operations intro-
duced by conjugation must be realized as physical gate executions with nonzero
error probabilities. Each single-qubit rotation corresponds to a calibrated con-
trol pulse whose imperfections accumulate as circuit depth increases, imposing a
practical scalability limit even when individual gate fidelities are relatively high.
For example, a two-qubit CNOT gate in a depth-D circuit is transformed under
basis conjugation into UT-CNOT U, introducing single-qubit basis rotations on
both qubits before and after the entangling operation. While these rotations are
algebraically fused into a single opaque unitary during simulation, on physical
hardware they must be executed as separate calibrated pulses. Consequently, a
circuit containing m such entangling gates incurs O(m) additional single-qubit
operations, causing errors to accumulate with depth and limiting scalability for
deep circuits such as the Quantum Fourier Transform (QFT) or Variational
Quantum Eigensolvers (VQE), despite preserved functional correctness in ideal
execution.

Finally, the current implementation does not exploit hardware-specific gate
sets or connectivity constraints, which could mitigate some of the depth over-
head through optimized decompositions. Incorporating hardware-aware synthe-
sis and calibration-informed transformations remains an important direction for
improving scalability on NISQ platforms.
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7.2 Future Work

To overcome these challenges, we plan to pursue several targeted improvements
to enhance the technique’s scalability, hardware compatibility, and security.
First, to reduce the computational burden of matrix calculations for deep cir-
cuits like QFT, or VQE, we will cache precomputed U3-transformed gates (e.g.,
U' -G - U for Hadamard or CNOT), minimizing repetitive Kronecker product
operations. Second, we will investigate methods to reduce the fidelity losses in-
troduced by the extra single-qubit rotations in the conjugated form U-G-UT, in-
cluding hardware-calibrated decompositions and approximation-aware synthesis
to limit error accumulation. In addition, to better support NISQ devices, we will
tailor U3 transformations to match the native gate sets and connectivity of spe-
cific quantum hardware, reducing circuit depth and errors. Finally, we also plan
to add special gates that trigger errors if tampered with, helping detect unau-
thorized analysis attempts. These enhancements will make the technique more
efficient and secure, supporting applications like protecting intellectual property
in cloud-based quantum computing to visualize secure quantum circuits.

8 Conclusion

Our quantum circuit obfuscation method, built on U3 gate conjugation, hides
the structure of quantum circuits while preserving functionality. By applying
randomized basis transformations, it ensures compatibility with OPENQASM 2.0
and OPENQASM 3.0. The evaluation presented in this work uses the conserva-
tive single-basis variant, while the per-gate randomized variant provides strictly
stronger security without altering the functional behavior of the circuit.

We tested the method on a diverse set of circuits—Shor’s algorithm, QAOA,
Bernstein-Vazirani, Grover’s algorithm, VQE, Phase Kickback, Deutsch-Jozsa,
QFT, Toffoli, and Simon’s algorithm—covering applications from cryptography
to quantum chemistry. The obfuscated circuits achieve an average semantic ac-
curacy of at least 93% and a Total Variation Distance (TVD) below 0.035, in-
dicating minimal changes in output distributions. Using Qiskit’s UnitaryGate
to implement transformed gates (UT - G - U) enables seamless integration into
quantum circuits, with runtime overhead typically under 1 ms.

These results demonstrate that the method is both practical and versatile,
spanning circuits from small Toffoli gates to complex algorithms like QFT and
Shor. Future enhancements will focus on improving scalability for larger al-
gorithms, optimizing transformations for NISQ hardware. These advances will
strengthen the method’s utility for protecting commercial quantum software,
enabling secure cloud execution in quantum computing.
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