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Abstract. We study “send this data to that device now” exchanges un-
der an active network adversary without PKI or pre-shared secrets. We
model a human-verifiable out-of-band channel for comparing short codes
as a first-class UC functionality Fog. Building on this, we give two
commitment-style protocols, msas (one-sided) and mg,g (mutual), that
are new variations of MANA IV and prove that they realize F3yiiy ()
and Fi5in () with explicit misbinding parameter € = 2. We then com-
pose SAS-based authentication with standard KEM/DEM encryption to
obtain a UC-secure message-transfer functionality ]-'ng\TTR (e), preserving
the explicit € under composition, and we detail practical instantiations
over signatures or MACs. Complementing the theory, we systematize
real-world tooling: popular file-transfer utilities either form unauthenti-
cated WebRTC/DTLS channels or use PAKE “one-code” designs that
couple rendezvous and a long shared secre, but none deploy a session-
bound SAS. Our approach decouples rendezvous from authentication
and reduces the out-of-band burden to comparing a short t-bit string.
We also sketch an RO-free variant (coin-flip plus non-malleable commit-
ments) with the same user interface.

1 Introduction

There is a small but active ecosystem of “send this to that device now” tools:
PAKE/one-code utilities such as Magic Wormhold*), WebWormhold’} and crO(ﬂ;
browser-based WebRTC/DTLS tools like PairDrop‘|and FilePizza®l Despite dif-
ferent plumbing, all must answer the same question: is this the intended peer
under an active network adversary?

4 https://github.com/magic-wormhole/magic-wormhole
® https://github.com/saljam/webwormhole

5 https://github.com/schollz/croc

" https://github.com/schlagmichdoch/PairDrop

8 https://github.com/kern/filepizza
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A first observation is that today’s file-transfer tools do not deploy a session-
bound, human comparison step. Instead we see two dominant patterns. (i) Unau-
thenticated DTLS over WebRTC: the browser checks a DTLS certificate against
a fingerprint delivered by signaling, but there is no user-verifiable bind, so a ma-
licious signaling service can splice two DTLS associations and sit in the middle;
(ii) PAKE “one-code” designs: a single human-readable code carries both a ren-
dezvous reference and a PAKE password. This yields smooth UX but requires
moving a comparatively long codes out of band and shifts security to the secrecy
and integrity of that code.

We revisit a different, well-studied bind: the short authentication string (SAS).
Here each endpoint derives a short t-bit value from the live run (e.g., via a
commitment-style transcript hash or a coin-flip bound to the transcript) and the
user compares the two values over an auxiliary authenticated channel. Vaudenay
showed that when users compare correctly, an active man-in-the-middle succeeds
with probability at most 27* [34]. This paper treats that human-verifiable step as
a first-class component, models it in UC, and shows how SAS-based authentica-
tion composes to secure message transfer while keeping the out-of-band burden
to comparing only a short ¢-bit string.

Threat Model and Scope Following the standard SAS and device-pairing liter-
ature, we work in a two-party setting with honest endpoints S and R, while
the adversary has full control over the network and the rendezvous/service in-
frastructure. We therefore focus on the case of a channel/service adversary with
honest endpoints, and make this explicit in our UC functionalities. Modeling
endpoint compromise (e.g., malicious devices or Uls) is orthogonal to our goals
here and is discussed as a limitation and direction for future work.

Contributions

1. Ideal OOB/SAS functionality. We introduce ]:CS)?)SB’ a UC ideal function-
ality for a hybrid, human-verifiable out-of-band channel that authenticates
short strings. The current version handles synchronous comparisons.

2. PISAS and PISAS* as UC secure variants of MANA IV. We give
protocols mgas (one-sided) and 7, (mutual) that follow the MANA IV
commit—challenge—open mechanics |28| 25] (both parties confirm the SAS)
while binding arbitrary messages (e.g., KEM public keys/encapsulations or
context) with two differences.

— First, we add session identifiers to the protocol description, which are
crucial for UC security.

— Second, we omit the initial plaintext message from the first network flow.
This change is not required for UC, nor does sending the message inside
the first flow compromise UC security. Our justification is that (A) the
message is already included in the commitment, and the final flow (which
also authenticates all flows) contains the opening information needed to
recover it, and (B) we find it more sensible to reveal the actual message at
the end, where it is immediately followed by authentication. In fact, some
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commitment implementations might be more efficient if the message is
not included.
We prove they UC-realize Fygig(e) and FRGE(e), respectively. We also
present a sketch of a variant of 7dyq without random oracles in the full
version.

3. Composable secure message transfer. We show how composing SAS-
based authentication with standard encryption primitives (KEM/DEM) yields
a UC realization of secure message transfer fgqﬁTR (€), preserving the explicit
misbinding parameter under composition. We detail two practical instanti-
ations: an SMT variant over signatures and an SMT variant over MACs in
the Appendix [B]

4. Systematization of practice. We systematize real-world tooling along
the axes “how peers meet,” “what the human binds,” and “what the service
learns” under a malicious-server assumption.

In Section [6.1| we analyze deployed one-shot file transfer tools and show that
many DTLS-/WebRTC-based designs provide no end-to-end authentication
at all, and can be straightforwardly upgraded to our UC-secure pattern by
adding a single SAS check.

In Section [6.2) we survey deployed SAS usage and make explicit a separation
between session-bound SAS (e.g., ZRTP, Matrix SAS, BLE Numeric Com-
parison) and identity-key fingerprints (e.g., Signal, WhatsApp, iMessage,
Wire, Threema, Telegram), and use this to classify which deployed protocols
are already subsumed by our analysis and which would require additional
mechanisms.

The code and the reference application of the protocols 7r§(AS are available on

Githut?l

2 Related Work

A well-known and widely adopted paradigm for establishing a session key, that
can be used for secure file transfer, is an Authenticated Key-Agreement (AKA).
These protocols, however, tend to be complex, both in terms of their design and
their target guarantees. They are typically built for environments with multiple
parties that may act interchangeably as sender or receiver, and with corruption
that can be static or adaptive. This complexity is not itself a showstopper. The
core challenge, however, lies in the authentication component of most AKA pro-
tocols, which usually relies on a public-key infrastructure (PKI), an assumption
that is not viable in our setting.

It is worth noting that there is a line of AKA protocols where authentication
is achieved via Short Authentication Strings (SAS), which can be seen—roughly
speaking—as fingerprints of the communication transcript. As shown by Vaude-
nay [34], such mechanisms can securely realize the authentication step of an AKA

9 https://github.com/collapsinghierarchy/noisytransfer-protocol
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under a weak, human-verifiable out-of-band (OOB) channel. We will return to
SAS-based approaches below.

Another nearby alternative is Password-Authenticated Key Exchange (PAKE),
which requires a password distribution phase. This phase is often avoided in
discussions, but it implicitly assumes the existence of some secure channel, of-
tentimes an OOB channel with confidentiality and authenticity, for the safe
transmission or registration of the password. This is precisely the kind of as-
sumption we wish to avoid. Instead, we assume only an authenticated OOB
channel for ”short strings”, which removes the need for confidentiality guaran-
tees that PAKE’s registration phase relies on.

A closely related device-onboarding scenario appears with low-power/IoT
devices, where unassociated devices share no state and PKI setup may be costly
or infeasible. To address this, works in the Message Recognition Protocol (MRP)
family introduce a weaker primitive that authenticates message origin without
providing full identity authentication or confidentiality. MRPs can bootstrap
secure links in such constrained settings |29} |19, 21, [11]. These are adjacent to
our goal but target a different abstraction and guarantee set.

SAS and out-of-band (OOB) channels. Authenticating a session by comparing
a short authenticated string (SAS) over an auxiliary, human-verifiable channel
originates with Vaudenay [34], who formalized SAS-based authentication and
gave commitment-style protocols that remain secure against attackers who may
delay, drop, or replay the OOB message but can only cause a misbinding with
probability at most 27¢ for ¢-bit SAS. Subsequent work optimized and gener-
alized SAS for pairing and key agreement: Laur—Nyberg’s MANA /MA-DH and
MANA-IV families [25], Pasini-Vaudenay’s non-interactive message authentica-
tion [31], and group extensions of SAS-based AKE [27]. In particular, Laur and
Pasini’s consolidated treatment [28] describes the MANA TV pattern, i.e., com-
mitment, challenge, and opening, followed by a bidirectional SAS comparison,
for mutual data authentication.

Formal security for SAS protocols. Most of the SAS literature proves security in
bespoke, game-based models tailored to pairing/AKE (typically commitment-
based, sometimes in the random-oracle model), including SAS-based message
authentication and AKE with key-reuse constraints |26}, |32} 31}, [22]. These works
bound an active attacker’s success by 27¢ for a t-bit display and provide concrete,
protocol-specific guarantees. However, to the best of our knowledge there is no
treatment that (i) defines a UC authenticated-channel ideal functionality with
an explicit misbinding parameter ¢, (ii) shows that an SAS-based protocol real-
izes such a functionality in a modern UC framework, and (iii) composes this into
higher-level secure message transfer while preserving the explicit € under compo-
sition. A related line (e.g., [28]) studies user-aided security outside the modern
UC framework and does not expose the OOB/SAS channel as a first-class ideal
functionality with parameter €. Closer to modern UC, Benin—Toledo—Tromer [11]
model message-recognition protocols in UC using an ideal comparison primitive
and focus on authentication bootstrapping (one human check, then continue)
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without confidentiality (termed ”privacy” there). They also do not parameterize
the residual MitM guess probability as an explicit ¢ carried through composition.
This is the gap our Fo%, Faoin/Faiiy, and Fo i treatment fills.

3 Preliminaries

3.1 Notation

We model H : {0,1}* — {0,1}" as a random oracle; for ¢ < n let Trunc; :
{0,1}™ — {0,1}* be fixed-bit truncation. We write sas;(z) = Trunc,(H(z)).
Ber(e) denotes a Bernoulli random variable with success probability €. For a
finite set S, we write x < $ S to denote that x is sampled uniformly at random
from S.

3.2 Cryptographic Primitives

— KEM = (KeyGen, Encaps, Decaps) is an IND-CPA—secure key-encapsulation
mechanism.

— DEM = (Enc, Dec) is an OT-CPA—secure data-encapsulation (symmetric)
cipher.

— SIG = (KeyGen, Sign, Ver) is an EUF-CMA—secure digital-signature scheme.

One-time IND-CPA security for a DEM. Let DEM = (ENC, DEC) be a symmet-
ric encryption scheme with keyspace L. We define the one-time indistinguisha-
bility experiment against an adversary A:

Definition 1 (OT-CPA for randomized DEM [23]). In experiment ExpOgic " (A):
1. The challenger samples K <—$ K and b +$ {0,1}.

2. A outputs two equal-length messages (mg, m1)

3. The challenger samples fresh internal randomness r for ENC and returns
¢+ ENCg (myp;r) to A.

4. A outputs a bit b'.

The advantage is
AL () = max | PrlExpdLic™ (A)=1] - 1]

where ExpSgu A (A)=1 iff b'=b. Security requires AdvSgm (k) = negl(k).

Commitments

Definition 2 (Commitment scheme). A commitment scheme is a tuple of
PPT algorithms (Commit, Verify) with message space M and randomness space
R, where

(C,d) «+ Commit(m;r)
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on input m € M and randomness r < $ R produces a commitment C and de-
commitment witness d. The deterministic Verify(C,m, d) outputs a bit in {0,1},
accepting valid openings.

Correctness. For allm € M,

N_P$rR [Verlfy(C’,m,d) =1\ (C,d) + Commlt(m;r)] > 1 —negl(A),

i.e., honestly generated commitments open successfully except with negligible
probability.
Computational binding. For every PPT adversary A,

(07m7m/1 da dl) — A(]-)\) m 7é m’
1{Verify(C,m,d) — LA Verify(Com! ) = 1| = e8!

That is, no efficient adversary can produce a single commitment along with two
different valid openings.

Computational hiding. For every PPT adversary A, the advantage in the
following experiment is negligible:

1. A outputs two messages mg, m; € M of equal length.

2. A random bit b +$ {0,1} and randomness r <$ R are chosen, and C +
Commit(mp; 1) is computed.

3. A is given C and outputs a guess b'.

The hiding advantage is
[Pr[t’ =b] — 3| < negl()).
Thus, commitments to mg and my are computationally indistinguishable.

In our main constructions we instantiate Commit as hash-then-open in the
random-oracle model (binding and computationally hiding under [10]).

3.3 Universal Composability Framework

The UC framework 14} 13] additionally introduces an interactive Turing machine
Z, called the environment, which has to distinguish the real world execution
from the ideal world simulation by actively communicating with the adversary
during the function computation. Additionally, we define the environment’s view
with an adversary and a function as the input, the exchanged messages between
the corrupted parties and adversary together with the outputs. This restricts
the simulation-based proof since rewinding of the adversary is not possible in
this case. For a formal statement, we recite the simulation paradigm of the UC
framework by Canetti.

Definition 3 ([14]). Let m be a protocol on inputs x = (1,...,z,) € X™ for
n parties and F a functionality. We say that m UC-securely realizes F if for
all polynomially bounded adversaries A a simulator S exists such that for every
polynomially bounded environment Z:
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IDEALF 5.2(A\X)xenxexn ~ REAL 4.2(AX)xenxexn,

where REAL, A z(A\,X)xenxexn 5 the environment’s view when interacting
with P1,...,P, and A and IDEALF s z(A\ X)xenxexn 15 Z’s view when in-
teracting with F and S.

Additionally, the Universal Composition framework has the property that any
UC-secure protocol can be securely (concurrently) composed with any other UC-
secure protocol. This is the universal composition theorem, which is rephrased
here without proof.

Theorem 1 (UC composition theorem, see [14]). Let F and G be two ideal
functionalities. Further let p be a protocol that securely UC-realizes G and let w
be a protocol that securely UC-realizes F. Then the composed protocol p™ securely
UC-realizes G.

We refer the proof to [14].

3.4 Ideal Functionalities

The following authenticated channel is included only as a warm-up: it motivates
the first step in proving a simplified variant of our SAS-based authentication
protocol. It is the standard Fif from Canetti [14], extended with a bounded
active-forgery hook to capture the residual success probability from random
guessing a short authentication string. Concretely, in F' ;EI?T% (e) we let the ad-
versary (i) schedule delivery and (ii) make a single online forgery attempt per
session that succeeds with probability € (e.g., e = 27¢ for a t-bit SAS). This ab-
straction serves as a stepping stone toward our cross-authentication functionality
and the full SAS-based secure channel.

Compromise of Endpoints We ignore party corruptions in our two-party setting.
Some works, such as [32], explicitly incorporate corruption of one endpoint in
their models of authentication protocols and prove security as long as at least
one endpoint remains honest and the corrupted endpoint continues to behave
honestly. In our main protocols mgag and 7T§(AS, which realize the authentica-
tion functionalities F¥5if; and FR&%,, an adversary who corrupts a party gains
at most its internal state. Since we do not store any long-term secrets in the
state, our results are compatible with those works even without an explicit cor-
ruption model. The situation is different for protocols realizing F/#, where
learning the internal state also reveals the secret keys corresponding to pub-
lic keys previously authenticated by 7T§(AS, which trivially breaks confidentiality.
We argue, however, that this honest-endpoint threat model is still in accordance
with SAS-related work such as [32], which use the classical Bellare-Rogaway
model [9], where security is defined for sessions between honest endpoints and
full endpoint compromise is not within the scope of the guarantees. Extending
our modeling to capture post-compromise security is an interesting direction for

future work [T0]

19 See, for example, recent analyses of post-compromise security for secure messaging
protocols [17]
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Ideal Functionality F3g'i ()

Parameters. Forgery bound ¢ € [0, 1].
Parties. A sender S, a receiver R, and the adversary A. We assume S and R
remain honest.
State per sid: m < L; R+ L; forged,y € {L,false,true} (init L).
e Delayed Send. Upon input (Send,sid, R, m) from S, record (m, R), set
forgedgy < L, and send back-door (Sent,sid, S, R,m) to A.

e Active Forgery (one online attempt). Upon back-door
(Forge,sid,m', R) from A (at most once per sid): sample b <+ Ber(e);
send (ForgeResult, sid, b) to A; set forgedgy < (true if b=1 else false); if b=1,
also record (m/, R) for this sid.

e Release. Upon back-door (ok,sid) from A:
— If forgedg, = true, output (Sent,sid, S, m’) to R.
— Else if forgedgy = L (no attempt), output (Sent,sid, S, m) to R.
— Else ( forged,y = false; attempted and failed), output nothing.

e Ignore all other inputs and back-door messages.

Cross-Authentication with a Bernoulli Forgery-Gate In the next step we lift
F ot (e) to a two-sided, user-aided cross-authentication functionality F3 45 (€)
in the sense of Laur—Pasini [28]: each party contributes a short context string
(e.g., ephemeral identifiers or public parameters), the adversary receives the
prescribed leakage and may schedule delivery, and is granted a single online
misbinding attempt that succeeds with probability € (capturing random SAS
guessing). On acceptance, both parties obtain the peer’s authenticated contri-
bution, which we later use as input to the SAS-based secure channel.

Ideal Functionality F3&5% ()

Parameters. Forgery bound ¢ € [0, 1].
Parties. Honest S and R, and the adversary A.
State per sid. mg <« L1, mp + L; forged € {L,true false} (init L);

fgf :
m&,mp < L; delivered « false.

e Propose (from S). On (Propose, sid, R, mg): record mg; send back-door
(Seen,sid, S, mg) to A.
e Respond (from R). On (Respond, sid, S, mg): record mg; send back-door
(Seen,sid, R,mp) to A.

e Active Forgery (one online attempt). At any time before delivery,
upon back-door (Forge, sid, ms, m;) (at most once per sid): sample b <+
Ber(e); send (ForgeResult,sid, b) to A. If b = 1, set (mfsg,m‘;%) — (mlg, mly)
and forged < true; else set forged <« false.

e Release. Upon back-door (ok, sid) from A, if delivered = false and mg # L
and mp # L then:
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— If forged = true, output (XAuth,sid, S, mfsg) to R and (XAuth,sid, R, mi%)
to S; set delivered < true.

— Else if forged = L (no attempt), output (XAuth,sid, S,mg) to R and
(XAuth, sid, R, mg) to S; set delivered «+ true.

— Else (forged = false; attempted and failed), output nothing and set
delivered < true.

e Ignore all other inputs/back-door messages.

Secure Message Transfer with a Bernoulli MitM-Gate The next functional-
ity refines secure message transmission to account for the non-negligible on-
line success of an active adversary under SAS/PAKE-style human authentica-
tion, in the same spirit as our authenticated-channel variants. We constrain
leakage to message length only, i.e., £(m) = |m|. Classical UC Fgpft delivers
the sender’s message intact once the adversary schedules delivery, which over-
idealizes SAS/PAKE-backed channels: an attacker may achieve a MitM mis-
binding with probability essentially e ~ 27t for a t-bit SAS (up to standard
concurrency factors), or roughly 1/|D| per online guess in the PAKE setting
(34} 132, [18]. Following Canetti-Halevi-Katz’s UC treatment of low-entropy se-
crets [18], we adopt the “explicit guessing power” modeling and build a single
Bernoulli(e) gate into the functionality. Concretely, the adversary gets exactly
one online misbinding attempt per session, reflecting a single SAS comparison; if
it succeeds, confidentiality and authenticity fail for that session (the original m is
learned) and the adversary may substitute the delivered message, with delivery
still gated by (ok, sid).

Functionality F5y L (¢)

Parameters. Misbinding success bound ¢ € [0, 1]; leakage ¢(m) = |m]|.
Parties. Honest S and R, and the adversary A.
State per sid: m < 1; R < 1; auth € {1, true, false} (init 1); m™it™ « |;
delivered < false.
e Send. On (Send,sid, R,m) from S: record m and R; set auth <— L and
m™itm ¢ | - send back-door (Sent,sid, S, R, £(m)) to A.

e Active MitM. Before delivery and at most once per sid, upon back-door
(MisbindTry, sid): sample b <— Ber(e); send (MisbindResult, sid, b) to A.

— If b =1, set auth < true and send back-door (Reveal,sid, m) to A.

— Else set auth + false.

e Set substituted payload. At any time before delivery, upon back-door
(SetMitmPayload, sid, m'): if auth # true then ignore; else require |m'| = |m|
(else ignore); if m™™ = | then set m™t™ « m’.

e Delivery (gated by ok). Upon back-door (ok,sid) from A, if delivered =
false then:
— If auth = true and m™" #£ | output (Sent,sid, S, m™") to R and set
delivered < true.
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— Else if auth = false (attempted and failed), output nothing and set
delivered <« true.

— Else (auth = L; no attempt), output (Sent,sid, S,m) to R and set
delivered < true.

e Ignore all other inputs and back-door messages.

4 Universally Composable Authentication from SAS

This section puts SAS-based authentication on a UC footing. We expose a hybrid
.7:8%% channel for short, human-verifiable comparison and give two compact
protocols, mgas and Wé(AS, that follow a commit-respond—open pattern with a
single SAS check. We prove they UC-realize F3iiy(e) and F3i5 () with e =

27t in the ROM.

4.1 Out-of-Band SAS Confirmation

One crucial component of our protocol is the authenticated out-of-band channel
(OOB), which we model as a hybrid functionality and follow the modelling from
[11]. Our abstraction captures the synchronous user interaction between the
Sender and Receiver required to verify the SAS.

SAS

Ideal Functionality F33g

Parties: R (receiver) and S (sender) and the adversary A.
e SAS Comparison: Upon input (SAS,sid, s) from S or R, store the SAS
and send (SAS,sid, s) to A. If the SAS from the other party was already
received, i.e. s, compute the flag b := (s == s’) then return to the sender
and receiver (SAS,sid, b) (immediate delivery).
e Ignore all other inputs and back-door messages.

This channel differs from the usual model of data transmission over untrusted
networks, where an adversary can arbitrarily drop messages. In our .7:8%% hybrid,
we assume the SAS is displayed to honest users on uncompromised hardware and
software, so message delivery cannot be suppressed. Addressing a compromised
display or denial-of-service attack on the OOB channel is an interesting direction
for future work, but we leave it outside the scope of this paper. In the full version,
we also discuss how human error and asynchronicity relate to our modeling

choices.

4.2 Universally Composable SAS and OOB based One-Sided
Authentication

We begin with a minimal, user-aided authentication primitive: a three-move SAS
protocol that binds a sender’s short context string to a receiver, using a single
human comparison. The hash H is modeled as a random oracle and the displayed
short authentication string (SAS) is the t-bit truncation of H on the session
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transcript. We will argue that the adversary’s best active success is ¢ = 2%, up
to standard concurrency factors [34, [32} 28]. The human check is abstracted by

the ideal functionality ]:(S)%%’ and we keep the network parties honest.

Real Protocol msas (hybrid F583

Parties. S, R, the adversary A, and hybrid fcs)%%.
Parameters. Output length ¢t € N. Let H be a random oracle and SAS(z) :=
Trunc (H (x)).

0. Session setup (SID).

Either receive a session identifier sid from the calling environment, or (if not
provided) have S sample a fresh sid «$ {0,1}" and notify R over the main
channel. All local state and every call to subroutines/functionalities in this
session is tagged with the same sid.

1. Commitment. S -+ R: (C,d) < Commit(sid | mg;rs), where rg are
the sender’s random coins (contained in d); send C.

2. Receiver’s Contribution. R — S : sample rg <$ {0,1}".

3. Reveal & SAS. S — R: send Open(C,d).
If R rejects the opening, abort. Otherwise both compute

g o= SAS(sid | ms | rs |l "R)

and each party sends (SAS,sid, s) to Foo%-

4. Confirmation. 7585 — {S, R} :  (SAS,sid, b).
R outputs mg iff b = 1; otherwise abort.

Theorem 2 (UC security of mgas toward F3ii(e)). Lett € N and define
g := 27t Assume: (i) Com = (Commit, Open) is computationally hiding and
binding; (ii) H is modeled as a random oracle and SAS(x) = Trunc(H (z)); (iii)
the hybrid functionality ]-"S%% (SAS comparison with leakage to the adversary)
is available. Then for every PPT adversary A there exists a PPT simulator S
such that for every PPT environment Z,

EXECTO%"  ~ IDEAL
Z,A, HSAS ~ Z’S"FEI?TI%—I(E).

Hence, in the Fg%%-hybm’d, IIsps UC-realizes the authenticated one-way channel
with a single online active-forgery attempt that succeeds with probability €.

Note that committing to the message, and thus hiding it in the first flow,
is not strictly required. If the commitment scheme is more efficient when the
committed values are small (and the message may be rather large), then it is
perfectly fine to instead commit to some small random string and send the
message bits in plaintext.

We nevertheless justify our choice by arguing that revealing the message in
the last step is a more sensible approach: we follow the reveal step directly with
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the out-of-band comparison and thus authenticate the message immediately. In
contrast, revealing the (still unauthenticated) message in the first flow may leave
some time before it is authenticated, since two network flows are still missing, and
it might tempt security laypersons to pre-process the unauthenticated message.

The full proof can be found in Appendix Unfortunately, F ASL?T}% is yet
not sufficient for our requirements of a user-friendly protocol (albeit theoreti-
cally we can now effectively compose multiple instances and provide "virtual"
bi-directional authentication), which is the same argument that [11] used in or-
der to define the functionality F3$% (k), which is a straight forward extension
of FYgit in order to allow bi-directional "back-and-forth" communication of k
authenticate messages between S and R.

4.3 Universally Composable Cross-Authentication from SAS

In this section we extend mgag to support bi-directional delivery of one applica-
tion message per party. The change is minimal: the receiver R now piggybacks
its message mp alongside its fresh nonce rg in Step 2. The SAS then commits
to the full transcript (sid,mg,mg,rs,rg), so any tampering that alters what
either party sees requires a collision on the truncated random-oracle output.
The session identifier sid is carried throughout to ensure subroutine-respecting
composition. In the following we show that this change does not contradict the
security.

Real Protocol 7d,s (hybrid F323)

Parties. S, R, the adversary A, and hybrid fcs)%%.
Parameters. Output length ¢t € N. Let H be a random oracle and SAS(z) :=
Trunc,(H(x)). Let sid be the session identifier of this instance.

1. Commitment. S — R: (C,d) < Commit(sid || mg;rg), where rg are
the commitment coins (contained in d); send C.

2. Receiver’s Contribution.

R — S: choose mgr and sample rg < $ {0,1}"%; send (mg,rg) .

3. Reveal & SAS. S — R: send Open(C,d).
If R rejects the opening, abort. Else both compute

s := SAS(sid | mg || mg | rs | rr)-

and send (SAS,sid, s) to Fodg.

4. Confirmation. F58% — {S, R} :  (SAS,sid, b).
R outputs mg and S outputs mpg iff b = 1; otherwise both abort.

Theorem 3 (UC security of 7&,q toward Fift()). Lett € N and set
g := 27t Assume: (i) Com = (Commit,Open) is computationally hiding and
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binding; (it) H is modeled as a random oracle and SAS(x) = Trunc(H (z)); (iii)
the hybrid functionality .7-"8%% is available. Then for every PPT adversary A
there exists a PPT simulator S such that for every PPT environment Z,
EXECZO%P .~ IDEAL g roon
2,8, Fiorn(e)

X
Z, A, g

Hence, in the Foa%-hybrid, ndyg UC-realizes cross-authentication FxGik(e)

with a single online active-forgery attempt of success probability .

Proof. For the sake of brevity we only provide the most important differences
to the previous proof.

— SAS inputs (pair-aware). At compare time use
zgi=(sid | ms [ me || rs | rr),  @s:=(sid || ms || mr || rs || Fr).

Tampering is the semantic event xp # xg (covers flips of mg and/or rg in
transit in addition to commitment tamper).

— Pre-hit hybrid. preHit;y := [zg € T V xg € T| remains negligible; proof
unchanged (requires guessing hidden rg).

— Tamper lemma. Conditioned on binding and xr # =g, the RO outputs are
independent uniform strings; hence Pr[Trunc;(H(zg)) = Trunc:(H(zg)) |
TR # 5] = 27 + negl(k).

— Coupling. If zp = 25 (no tamper), emulate Fooy with b=1 and, on (ok, sid),
let F Agl?T% output the honest pair. If xr # g (tamper), query the forgery
gate with (Forge,sid, m’y, m’s) in Figik(e), get b, and prefix-program the
RO so equality of the two t-bit SAS values holds iff b=1; return the same b
from the emulated FS3%.

F&OB

X
Z,AT5as

Final distinguishing bound. Let A(k) be the UC advantage between EXEC
and IDEALZ,S,.FE{;*T’;(E)- Then

A(r) < A (1) +ALom (K)+2 g (£) 27"+ | Prlaccept | xp # zs]—¢ | = negl(x),
rea.
since Pryea[accept | Tr # x5] = 27t +negl(x) by the tamper lemma, and e = 27,

Final Simulator (differences vs. prior). The full simulator is included in the full
version.

— Ordering fix. Matches the real-world message order C' — (mpg, rg) — reveal;
the receiver’s contribution is buffered until the commitment C' is observed (no
premature receiver start).

— Other mechanisms unchanged. Forge-gate invocation (single call on tam-
per, cached bit b), prefix-constrained lazy RO programming, and ok-coupled
delivery remain as in the previous simulator.

— Attempt-conditioned gate. The FXG L forge gate is invoked iff 2p # zs.

O
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5 Canonical Secure Message Transfer

We now move beyond mere authenticity to confidential and authenticated com-
munication. That is, we aim to realize a standard secure—message—transmission
functionality fgﬁTR with the addition of a forge-gate attack vector, thus we
will use Fipdt(e) from Fig. In the previous section we proved that 7dq
UC-realizes F3i%(¢) (Theorem . Our first construction leverages g to
authenticate public-key material (a KEM public key and a digital-signature ver-
ification key), after which payloads are sent via a KEM-DEM channel with
signed ciphertexts. Our second construction minimizes asymmetric cryptogra-
phy by replacing digital signatures with a MAC, whose key is contributed and
bound through 7g4 . The second construction is presented in Appendix Bl Our
target in this section is the canonical realization of fgﬁTR of Fig. Following

Canetti’s recipe [14T] we combine

— a KEM/DEM channel with a CPA-secure KEM and an OT-CPA-secure
DEM for semantic confidentiality,

— an EUF-CMA digital signature to authenticate ciphertexts (and bind sender
identity), and

— the cross-authentication functionality F¥§:%; (Section to distribute the
KEM public key and the signature verification key.

— a Session identifier sid to denote the SID of this protocol instance. We invoke
the subroutine 7,4 with the same sid (subroutine-respecting).

and obtain the following protocol.

Real Protocol Tsast+keMm+DEM4sig (hybrid F585%)

Primitives and model.

KEM (Gen, Encap, Decap) IND-CPA.

DEM (ENC, DEC) one-time IND-CPA (fresh key per session).
— Sig (KGen, Sign, Vfy) EUF-CMA.

Cross-authentication subroutine wéfAS in the .7-"8%% hybrid.

— Signed context

ctx = L‘WSASJ,-KEMJ,-DEMJ,-Sig” || sid H “S—R”.

Parties. Sender S and Receiver R.

Phase 1 — Cross-authentication via Wé(AS.

1: S: (vkg,skg) < Sig.KGen; set mg + vkg.

2: R: (pkg,skr) + KEM.Gen; set mp < pkpg.

3: Run 7d,g under the same sid on inputs (mg, mg).
4: Abort iff 7, outputs b = 0 (SAS mismatch).

Phase 2 — One-shot KEM-DEM (Enc-Then-Sign).

11 See pp. 79 ff. and Claim 27 in the journal version.
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(2a) Sender S with payload m:
1: (K, ckem) < Encap(pkg); cpem < DEM.ENC(K, m)
2: 0+ Sig.SignskS(CtX, CKEM, CDEM)
3: S—R: (Sid7 CKEM , CDEM U)

(2b) Receiver R:
4: Abort if Sig.nyka(O’; CctX, CKEM, CDEM) =0
K < Decap(skg, ckem); m < DEM.DEC(K, cpem)
6: Output (Sent,sid, S, m) to the environment.

&

Theorem 4 (UC realization of F5 2L (c) in the FiGE (e)-hybrid). As-
sume:

(i) KEM 4s IND-CPA;
(i) DEM is one-time OT-CPA;
(i) Sig is EUF-CMA;
(iv) 7dyg UC-realizes FRG L () (one online misbinding with success €).

Protocol mgas+kEM+DEM+Sig 1S Subroutine-respecting (same sid in 71'§(AS and
in ctx) and uses fresh (vks,pkg) per session. Then, in the Fx&iR(e)-hybrid,
TSAS+KEM+DEM+Sig UC-realizes fgqﬁTR(E) with length-only leakage. For any
PPT environment,

AYC < ¢ 4 AEiLgJ;F—CMA 4+ AIND-CPA | qOT-CPA | peci(k) .

The full proof is presented in the full version.

6 Systematization of the Real-World Tooling Landscape

This section surveys how popular tools handle rendezvous, authentication, and
transport when two endpoints want to “connect now” with minimal setup. Our
goal is to extract the architectural patterns that matter for security and not to
audit implementations. We read public docs and code as of 03 Sep 2025 and place
each tool along a few common axes: (i) how peers meet (discovery/rendezvous),
(ii) what—if anything—the human binds out of band (none / PAKE password
/ short SAS), (iii) which transport is used (and where encryption terminates),
and (iv) what the back-end service learns under an active, malicious-server as-
sumption.

We then look at two slices. First, section [6.1] systematizes one-shot file-
transfer tools and contrasts self-signed DTLS data channels with PAKE-based
"one code” designs, and with our SAS-based alternative. Second, section [6.2]
reviews SAS-style checks in deployed systems and separates true session-bound
SAS from longer, identity-fingerprint comparisons. Throughout, we connect these
mechanisms to our modeling (FS8%, Fagig/Fagiy) to clarify what each pat-
tern actually guarantees when the service operator is adversarial.
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6.1 File Transfer in the Real World

We now narrow the scope to one-shot device—to—device transfers between co-
located devices owned by the same person. We retain the adversarial-service
threat model stated above: signaling/rendezvous infrastructure may be mali-
cious, while on-the-wire transports provide confidentiality and integrity. Under
this model the residual question is what the service learns and whether any
human out-of-band bind (if any) defeats MitM. We begin with tools that form
WebRTC data channels without a user-verifiable bind, then cover PAKE-based
“one-code” designs, and finally contrast both with our SAS-based alternative.
An asynchronous variant, where comparison occurs later or across users, entails
different UX/trust trade-offs and is left for future work.

Unauthenticated DTLS. Pcn'rDm‘ziEI7 ShareDropE, F z'lePizzcEl7 and Snapdmﬂ
establish WebRTC data channels without exposing any user-verifiable binding
(no SAS, no Password, no fingerprint UT). Technically, browsers set up an SCTP
association over DTLS over UDP. Each peer’s self-signed DTLS certificate fin-
gerprint is conveyed inside SDP via the signaling channel (see WebRTC security
architecture RFC 8826/8827). If signaling is malicious, it can substitute SDPs
and fingerprints and terminate two DTLS associations, achieving a full MitM
despite DTLS on the wire. This is not a flaw in DTLS or SCTP but a miss-
ing identity bind: the browser or app verifies that the DTLS cert matches the
fingerprint it received, but there are no additional checks that this fingerprint
corresponds to the intended peer.

A clean mitigation is to add a user-verifiable bind. Our framework pro-
vides exactly that: a cross-authentication functionality F3i () realized from
a short-authentication-string (SAS) over an authenticated OOB channel. Con-
cretely, one can display a short fingerprint/SAS derived from the agreed tran-
script and ask both sides to compare it over an auxiliary authenticated channel
and if it matches, the session is user-bound and MitM is defeated under the
stated ¢ = 27% budget. The noisytransfer protocol implementationm and the
companion noisyauth npm packagdﬂ are available for this purpose. It is also
worthwhile mentioning that at PairDrop it is already being discussed about
adding similar protectionﬂ

PAKE-based. Tools like Magic Wormholﬂ WebWormholﬂ, and croclﬂ fol-
low the same architectural pattern. The sender locally creates a single human-

12 https://github.com/schlagmichdoch/PairDrop

13 https://github.com/ShareDropio/sharedrop

4 https://github.com/kern/filepizza

!5 https://github.com/SnapDrop/snapdrop

16 https://github.com/collapsinghierarchy/noisytransfer-protocol
17" https://www.npmjs.com/package/@noisytransfer/noisyauth

'8 https://github.com/schlagmichdoch/PairDrop/issues/180

19 https://github.com/magic-wormhole/magic-wormhole

20 https://github.com/saljam/webwormhole

2! https://github.com/schollz/croc
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readable code and shares it out of band with the receiver. Codes have usually
the form N-word-word. .. (e.g., 7T-crossover-clockwork). That code combines
two roles: a rendezvous reference (e.g., a mailbox nameplate or a server slot) and
a PAKE password. The receiver inputs the code, which lets both sides attach
to the same rendezvous and then run a PAKE to authenticate and derive keys.
Two integration styles are common: (i) PAKE directly yields application-layer
channel keys for encrypted streaming (e.g., SPAKE2 [24] in Magic Wormhole and
croc), or (ii) PAKE authenticate@ the signaling metadata before the data chan-
nel forms (e.g., CPace protects the SDP carrying DTLS certificate fingerprints
in WebWormbhole [20]). Under a malicious-server assumption, the service learns
the rendezvous identifier and sees the PAKE transcript but not the password.
Security then hinges on online-guess resistance and careful client-side handling.
This pattern delivers a strong user experience: one code, typed once. It also de-
fines a practical ceiling for PAKE-based UX because the out-of-band message
must carry a sufficiently long shared secret alongside rendezvous data.

Our SAS-based approach decouples these concerns: use a short, non-secret
rendezvous code purely for meeting, then display and compare a short SAS
for binding. No long secret needs to be carried out of band, and the residual
misbinding risk is explicit via the ¢ = 27¢ budget, assuming a synchronous
FORS is available as in our model. It is an interesting open question which of
the paradigms provide the best usability /security tradefoff.

6.2 SAS Handling in the Real World

Beyond file transfer, many deployed systems ask users to compare short strings or
longer fingerprints to detect MitM. The items below use identity-key fingerprints
(often with a QR fallback), not a short, session-bound SAS in the formal sense.
They are excellent for long-term identity verification in persistent conversations
or ecosystems, but they do not authenticate a fresh one-shot transcript and their
displayed values are much larger (e.g., 60 decimal digits) and change only when
long-term keys rotate. Longer fingerprints are not primarily about limiting online
guessing (as in SAS), but rather about making it infeasible to find alternative
keys that yield the same displayed value. The relevant bound is given by the
collision resistance (or, depending on the comparison model, second-preimage
resistance) of the fingerprinting function.

From our understanding, a similar .7:8%8]’3 could be used, for example, with a
simple exchange of public-key material of a KEM and a digital signature, where
the received public keys’ fingerprints are compared. In that setting, however,
there would be no human in the loop: the F58% would instead be a QR code that
performs the comparison automatically. A proper treatment of this approach
would require formal modeling of fingerprinting, which would greatly expand
the scope of this work. We therefore exclude such approaches from our SAS-
focused analysis, but we acknowledge that a formal analysis would be insightful
and would enable rigorous comparisons.

22 and unnecessarily encrypts
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Signal. Each 1:1 chat shows a safety number (numeric and QR) that fin-
gerprints the parties’ identity keys; when keys change, the app forces re-
verification [33]. This is an identity fingerprint, not a per-session SAS.
WhatsApp. Each chat exposes a security code (60 digits and QR) that users
compare/scan to verify the chat’s long-term keys [35]; again a fingerprint
rather than a live SAS.

Apple iMessage (Contact Key Verification). Users compare short veri-
fication codes (or rely on posted public verification codes) to detect key sub-
stitution on Apple’s servers; the check binds directory-backed identity keys,
not a transient handshake [1 |2, 4].

Wire. Conversations/devices expose key fingerprints (with QR) for out-of-
band comparison, targeting identity/device trust establishment rather than
per-run SAS binding (8} |3].

Threema. Contacts are verified by scanning a QR code or comparing the
public-key fingerprint to prevent MitM; this is a stable identity fingerprint,
not recomputed per session |7, |6].

Telegram Secret Chats. Clients display a key visualization derived from
the chat’s keys for users to compare; functionally this is a human-verifiable
fingerprint for the chat, not a short SAS of a fresh run [5].

The following real-world examples constitute SAS-based authentication pro-

tocols for exchanged key material in various forms. We summarize the following
analysis in Table

ZRTP SAS derivation. ZRTP derives a human-verifiable SAS during its DH key
agreement ([36], §4-§7).

Handshake setup. After Hello/HelloAck (|36], §4-§7), the initiator A fixes
its DH payload by sending Commit with a standard hash commitment hvi =
Hash(DHPart2 4 || Hellog).

DH exchange and check. Peers exchange DHPart1/DHPart2; verify hvi <
Hash(DHPart2 4 || Hellog). Compute the shared DH value and derive the mas-
ter secret sg.

Context for SAS. Set KDF_Context := ZID; || ZID,. || total__hash, where ZID.
are the 96-bit ZRTP identifiers and total__hash is the running hash of all ZRTP
messages in this run.

Derive SAS bits. Using the spec’s HMAC-based KDF (NIST SP 800-108
style; not necessarily HKDF'), compute

sashash := KDF(sg, "SAS”, KDF_Context, 256)

and take v := MSB3y(sashash).

Render to users. If B32 was negotiated, show the MSB 20 bits of v as
four Base32 characters; if B256, show the MSB 16 bits as two PGP-word-list
words ([36], §5.1.6). Users compare the display verbally/visually.
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This is a classical SAS-derivation protocol in the Vaudenay/MANA sense: the
commitment caps active attacker adaptivity, the SAS is bound to the live tran-
script via KDF__Context, and a successful MitM requires guessing the t-bit dis-
play. In our terminology, ZRTP aligns with 7T§(As when we view the protocol
messages as mg := DHPart24 and mpg := DHPartlp, and the verbal/visual
code comparison as the .7:8%% step. If the used KDF is modeled as a Random
Oracle the universal composability from 7, thus also translates to ZRTP SAS-

derivation.

Matrix/Element: Matrix implements a SAS verification (m.sas.v1) that follows
the same Vaudenay/MANA commit, reveal, compare pattern as ZRTP: the ac-
ceptor first commits to its ephemeral key (hash over key and other information),
both sides run ECDH, and the SAS is derived via HKDF-SHA256 from the
shared secret and an info string binding user IDs, device IDs, both ephemeral
keys, and a transaction id, then rendered as three 4-digit numbers or seven
emoji [30]. After users confirm a match, Matrix additionally MAC-authenticates
each device’s long-term keys under a key from the same ECDH output, tying
the human check to concrete device identities. At a high level this is the same
session-bound SAS approach as ZRTP/MANA-IV/MA-DH. The small differ-
ences are the commitment target and the identity-binding step that follows the
SAS.

Bluetooth LE Secure Connections (Numeric Comparison) SAS. In LE Secure
Connections, both sides exchange ECDH public keys (PK4,PKp), commit to
fresh nonces via Pairing Confirm, reveal the nonces via Pairing Random, and
then display a 6-digit value for human comparison (the “SAS”). This follows
the MANA-IV commit, reveal and compare pattern, with the difference that
both endpoints commit (each sends a confirm) rather than only the initiator.
Concretely, the commitment values and the final SAS are:

Ca = fA4(PKa,, PKpy, N4, 0)
Cp = fA(PKpy, PK 4y, N5, 0)
SAS = gz(PKAJIMPKBxa NA7 NB) mOd 106

Where f4 and g2 are defined as AES-CMAC keyed by the (pre-reveal and thus
still-secret) nonce N4, with g2 first reduced mod 232 before rendering as six dec-
imal digits. Security thus hinges on two CMAC-based components: (i) f4 as a
computational “commitment” to the nonce bound to both public keys, and (ii)
g2 as a PRF-derived short value over (PK a,,PKpgy, Na, Ng). Under standard
PRF/MAC assumptions for AES-CMAC and fresh, uniform nonces, f4 is hid-
ing (the tag leaks nothing about the nonce prior to reveal) and binding (after
sending C on a fixed input, opening to a different nonce would require finding
a new CMAC key that reproduces ('), and ¢2 yields a value computationally
indistinguishable from uniform on {0,1}32 (hence ~ 105 success after decimal
reduction).
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However, unlike our Wé(AS protocol, BLE’s ¢g2 is not modeled as a random
oracle. Our UC simulator for 7&, 4 relies on a programmable random oracle to (A)
guarantee exact uniformity under truncation and (B) program equal/different
t-bit prefixes at the forge-gate. A fixed PRF such as CMAC does not provide
that programmability. Thus, while BLE’s Numeric Comparison is sound in the
usual game-based sense, the UC simulation strategy we use for 7544 does not
carry over verbatim to BLE’s SAS derivation. In the full version we also sketch
an RO-free alternative (coin-flip ¢ and commit-then-bind) that attains the same
user interface while allowing a clean UC proof with standard UC commitments

and a UC coin-flip (|15} |16} [12]). It is, however, conceptually different from the
BLE handshake.

Protocol Subsumed by our Commitment primitive SAS derivation primitive
analysis?

T3as (this Yes (reference UC- Generic hiding and s := Trunc, (H (sid || ms |

work) realizing SAS proto- binding commitment ypp || rg || FR)), where H is
col). C = Commit(sid || ms;rs) modelled as a random oracle

with opening d (coins rs).  and rg is sampled by R.

ZRTP Yes (under RO-style Hash-based commitment KDF(so, ‘sas‘, context, 256);
modeling  of the to the DH-transcript SAS is the MSB ¢ bits, ren-
KDF). Hash(DHPart2,4 || Hellog).  dered as Base32 / PGP

words.

Matrix / Yes, up to HKDF Hash-based commitment to SAS from HKDF-SHA256

Element modeling and the the acceptor’s ephemeral over the ECDH output and

(m.sas.v1) additional identity- key. an info string; rendered as
MAC step. numbers or emoji.

BLE Secure Not directly: AES- AES-CMAC tags f4. 92(PK Az, PKpo, Na, Ng) mod

Connections CMAC-based SAS; 10%, where g2 is an AES-

(Numeric our UC proof relies CMAC; displayed as six

Comparison) on RO programma- decimal digits;

bility.
Table 1. Session-bound SAS mechanisms and their relation to our UC analysis.

7 Conclusion

We studied instant, one-shot device-to-device exchanges under an active net-
work adversary without PKI or pre-shared secrets. Our main result is that a
short, human-verifiable comparison can be treated as a first-class resource with
a precise, composable failure budget ¢ = 27¢. We modeled this via .7:8%%, gave
simple commitment-style protocols msag and 7i,g that are new variations of
MANA 1V, proved they realize Fx¥i(e) and FRgih(e), and showed how to
compose them with standard KEM/DEM into F5yf(e) while preserving the
explicit €. Practically, this decouples rendezvous from authentication: the out-
of-band step shrinks to comparing a short ¢-bit string instead of transporting a
long shared secret.
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Our systematization clarifies where today’s tools stand. Browser WebRTC
data channels commonly lack a user-verifiable bind and are thus vulnerable to
adversarial signaling. PAKE “one-code” designs deliver strong usability but cou-
ple rendezvous codes with out-of-band secrets. Session-bound SAS fixes the miss-
ing bind with an explicit risk budget (identical to PAKEs) and can be retrofitted
to existing stacks by hashing the negotiated transcript and showing a short code
to both sides. We released reference codeE| to make this easy to integrate.

Limitations and future work. Our mainline proofs use a random-oracle instanti-
ation for hashing and commitments. We sketched an RO-free variant based on a
UC coin-flip and non-malleable commitments, but the full proof is left for future
work and we need to rely upon a Common Reference String setup. We assumed
synchronous, co-present users and set the human-error parameter €pyman = 0
to isolate cryptographic guarantees. A calibrated treatment of human fallibility
and asynchronous comparisons is also left to future work. Additional directions
include group extensions, a stronger treatment of compromised Uls and denial-
of-service (DoS) against the OOB channel, and analyzing SAS-based protocols
within a deniability framework. Last but not least, extending our UC model
to capture endpoint compromise and to provide some form of post-compromise
security is outside the scope of this work and left for future research.
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leakage exactly, preserving the real execution’s scheduling. The only remain-
ing distinguishing avenue is an active forgery/misbinding. Via a short hybrid
sequence (commitment hiding/binding and RO unpredictability and program-
ming) we bound its success by ¢ = 27% and couple it to the Bernoulli(e) gate of

'FEL?TF%{@)'

hybrid argument. We work with the standard dummy-adversary reduction and
indistinguishability of hybrids in the UC sense (cf. Canetti [14]). We keep S, R
honest throughout; the adversary controls network scheduling and sees the ]:S%SB

leakage.

Notation. Fix a session identifier sid chosen by the environment. The sender’s
payload is mg; the receiver samples rp <$ {0,1}"; the sender’s commitment
coins are rg +$ {0,1}". We model H as a random oracle with output length
n = n(k) and write Trunc, : {0,1}" — {0, 1}!. Unless stated otherwise,

s = Trunc,(H(sid || ms | rs || rr)).

Random-oracle table. We implement H via lazy sampling using a global partial
map

T:{0,1}* — {0,1}",

initially empty and shared across all ITMs in the execution (parties, adversary,
and simulator). On a query x to H: if z € dom(T) return T'[x]; otherwise sample
y < $ {0,1}"™ uniformly, set T[z] + y, and return y. We say “program T at x”
to mean assigning T'[z] to some value (possibly under a ¢-bit prefix constraint
in the coupling step), always without overwriting existing entries. Throughout,
x € T abbreviates x € dom(T).

For the SAS comparison we will form

zR:=(sid || my | rs | rr) and xzg:=(sid| ms|rs| Fr),

taken from the values actually seen on R’s and S’s wires, respectively. We use
the event preHityy := [zg € T V zg € T'] to denote a pre-reveal RO hit in
session sid. The commitment’s decommitment is denoted d.

Game HO (Real). The real execution of ITsas in the fcs)%%—hybrid against A.

H1 (Code lifting). We introduce an intermediate wrapper that internally runs all
honest parties and the hybrid ]—'8%% and forwards wires to A and Z verbatim.
This is the usual “all-powerful simulator shell” that only reorganizes code, not

distributions.

Lemma 1. EXEC[HO] = EXEC[H1] (perfectly indistinguishable).
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H2 (Hiding-based replacement of the commitment). In H2, the wrapper replaces
the real C' < Commit(sid || mg;rg) by a uniform string C' «$ {0,1}™*), while
still opening it later to (sid || mg, d) as in the real protocol (i.e., it stores a table
to ensure a consistent decommitment). Collisions among sampled C' are ruled
out with overwhelming probability via the birthday bound.

Lemma 2 (Commitment hiding). If Com is computationally hiding, then
EXEC[H1] ~ EXEC[H2].

Sketch. A standard reduction: a distinguisher between H1 and H2 yields a PPT
adversary that breaks hiding by telling apart a commitment to mg from a ran-
dom string placed on the same wire. O

H3 (Abort on BAD double-opening). From H2, define H3 that aborts and out-
puts a special symbol Bad if the adversary ever induces a valid second opening
(m/,d") # (mg, d) for the same C.

Lemma 3 (Commitment binding). If Com is binding then Pr[Bad] is negli-
gible, hence EXEC[H2] ~ EXEC[H3].

H/P"¢ (Flag pre-reveal RO hits). H4P* is identical to H3 except it sets a boolean
flag preHitgy < true if, before the SAS comparison in session sid, the adversary
has queried the RO at either xg or zg (as defined later in H4), ie., if xg € T
or g € T holds at SAS time. Execution proceeds unchanged.

Lemma 4 (Pre-reveal RO hits are negligible). Letrg < $ {0,1}" be sam-
pled and hidden inside the sender’s commitment (so xg := (sid || mY || ¥y || rr)
and xg := (sid || mg || rs || Fr) contain rg). Then for any PPT adversary making
qu (k) RO queries,

PripreHit,y] < 2¢qu(k)-27" = negl(k).
Consequently, EXEC[H3] ~ EXEC[H4P"®].

Proof. Before reveal, (mg, rg) is hidden; in particular rg is uniform and unknown.
Hitting g (or xg) with an RO query requires guessing rg, which succeeds with
probability at most g - 27" per input. A union bound over {zg,zs} gives the
claim. O

H/ (Flag tamper and identical-until-bad). H4 is identical to H3 except it sets a
boolean flag tampered,;y « true if, in session sid, the adversary alters either (i)
the sender’s first message (a valid commitment C” is placed on S— R that differs
from the honest C'), or (ii) the receiver’s nonce in flight (fg # rg is placed on
R—S). At the SAS comparison, define

Trunc (H(sid || ms || rs || r&))

sg = Trunc, (H (sid || m || rs || rR)), Sg

where in the non-tampered case fr = rg, m’S = mg and r’S = rg. Let the bad
event be badgq := [tamperedgy A (sg = sg)]. Execution proceeds unchanged (no
abort); we only record badgyq.
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Lemma 5 (SAS equality under tampering). Model H as a random oracle.
Conditioned on tamperedgy and on the commitment being binding to mg, the
two inputs (sid | m || rs || rr) and (sid | mg || rg || Tr) are distinct with
overwhelming probability; hence sg and sg are independent uniform t-bit strings.
Therefore, Prlbadsid] < 27 + negl(x), and by the fundamental lemma of game-

playing,
Pr[EXEC[H3] € V] — Pr[EXEC[H4] € V]| < Prlbadsa] < 27° + negl(r)

for any PPT test V.

Proof. Binding fixes mg (and rg if included) from R’s perspective once C is
opened honestly. If the adversary injects a different commitment C’, it must also
provide a valid opening to make R proceed; except with negligible probability
this opening yields (mY,ry) # (mg,rg), thereby diverging from S’s view. The
only remaining effective tamper point is delivering ¥g # rr to S, which then
diverges from R’s view that uses rg.

In the random-oracle model, distinct inputs yield independent uniform out-
puts; after truncation, Pr[sg = ss| = 27*. Any residual probability mass is due
only to violating binding or forcing an RO collision on distinct inputs, both of
which are negligible in «. O

H5 (Coupling to the ideal Bernoulli gate and Prefiz-constrained lazy RO). We
define a simulator S that, on top of H4’s code lifting, replaces the real network
and F53% by a perfect emulation driven by the ideal functionality F3yik (¢),
while maintaining a lazy-sampled RO table T

— On (Sent,sid, S, mg) from F{giit(e): S starts a local simulation of the real
transcript: sample C' <$ {0,1}"%) rg <$ {0,1}* (and any sender coins
embedded in the commitment), relay C' on S—R, then (under adversarial
scheduling) relay rg on R—S, then the opening (mg,rg) on S—R. No accept
bit is returned yet; S only mirrors ]—'(S)%% ’s leakage interface later at SAS time.

— At the SAS comparison (semantic tamper test): Form
egi=(ms | rs [ rr),  zs:=(ms | rs | Fr),

where x i uses the actually received opening on R’s side and x g uses whatever
fr arrived at S.

o If xp = xg (no tamper): program T lazily at g (if needed), let both
parties’” SAS be s := Trunc,(H(xzR)), leak (SAS,sid,s) to A for each
party, and return b=1 from the emulated .7-'8%8}’3. Later, upon (ok, sid)
from A, forward it to F3gig(e) so that it delivers (Sent,sid, S, mg) to
R.

o Ifxr # xg (tamper): invoke the ideal gate by sending (Forge, sid, m’, R)
to Faoity(e) (where m’ is the message determined by the adversarial
flow) and receive (ForgeResult, sid, b). Now program the RO lazily with a
t-bit prefix constraint consistent with 7"
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* If neither xr nor zg is in 7" sample yg,ys < $ {0,1}" uniformly
subject to Trunc(yr) = Trunc(yg) iff b=1; set T[xg] <+ yr, T|xs]
Ys-
x If exactly one is in T": sample the other uniformly subject to the same
t-bit relation to the existing one and add it to T
* If both are already in T if the existing t-bit relation contradicts b,
this is precisely the negligible pre-reveal hit isolated in Lemma [}
otherwise proceed.
Let sg = Trunc:(T[zg]), ss = Trunc,(T[zs]); leak (SAS,sid, sg) and
(SAS, sid, s5) to A as F38% would, and return that same bit b from the
emulated Fob3 to both parties.
— When A later sends (ok, sid): If no successful forgery occurred (i.e., b # 1
in the tampered case), forward (ok, sid) to F35i (€) to deliver (Sent,sid, S, mg)

to R.

Crucially, in the real world, any successful misbinding with honest parties re-
quires that the two ¢-bit SAS values coincide on distinct RO inputs. By Lemmal 5]
this occurs with probability at most ¢ + negl(x), where ¢ = 27, The coupling
above replaces this event by the Bernoulli() gate of 3t (e) and mirrors the
same accept/reject outcome in the emulated Foog, while preserving scheduling

and leakage.
Lemma 6. EXEC[H5] ~ IDEAL[F{gi(e), S].

Conclusion. By transitivity of indistinguishability across HO-H5, we obtain the
claim of Theorem [Bl

Final distinguishing bound. Let A(k) denote the UC distinguishing advantage
Foon

of any PPT (A, Z) pair between EXECZO07,; - and IDEAL; s rson (o). Then

A(r) < Atgn(k) + A2gn (k) + PrpreHity]
—— —— —_——

H1-H2 H2-H3 < 2qm(k)2-"
+ | Prlaccept | zr # xs] — €]
real

< negl(x) by Lemma[g} e=2-t
and thus
A(k) < AB(x) + APB(k) + 245(k) 27 + negl(n) = negl(r).
The full simulator is given in the full version. O

Attempt-conditioned gate. We sample the Bernoulli gate with parameter ¢ = 27¢
iff the run reaches a genuine tamper point at SAS time, namely xp # xg. Let
I € {0,1} indicate this event. In the real world, conditioned on I=1 the two RO
inputs are distinct, so the accept probability is € &+ negl(x); hence

Prlaccept]icas = Pr[I=1]-e £ negl(k).
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In the ideal world, the simulator triggers the gate exactly when I=1, and the
functionality returns Ber(e), yielding

Prlaccept]iqgeal = Pr[I=1]-e.

Thus an adversary who “plays weak” (e.g., tampers rarely or avoids creating
xr # xg) merely decreases Pr[I=1] in both worlds; it cannot alter the per-
attempt success, which is fixed at . Consequently the overall success probabil-
ities match up to the negligible terms already isolated in the hybrids (pre-hit
and RO-collision events).

B MAC-based SMT

Our next goal is to reduce the asymmetric footprint of the SMT stack by replac-
ing the signature layer with symmetric authentication, while keeping the SAS-
based cross-authentication as the only out-of-band (OOB) trust anchor. The
main motivation is efficiency: asymmetric primitives are typically more costly
than symmetric ones, as argued in [11]. This follows a common design line in
SAS/PAKE-backed channels, where public-key signing can be traded for MACs
keyed by ephemeral session material, but at the price of losing public verifiability
and the “signature firewall” (i.e., verification before any decryption/long-term
use). We note that the loss of public verifiability may, in some settings, support
deniability goals, however a formal deniability analysis of our construction is out
of scope. We retain the UC modelling of SAS via F583 and cross-authentication
via 7,5, and we continue to target the same ideal functionality Fiyit(e) with
length-only leakage and a single online misbinding event of success probability
e=271%

Real Protocol msastkeM+DEM+Mac (hybrid f?)(%?%)

Primitives.

Equivocable commitment Com = (Commit, Open): hiding, binding, with
trapdoor for equivocation (used only by the UC simulator).

KEM KEM = (Gen, Encap, Decap): IND-CPA.

— DEM DEM = (ENC, DEC): one-time IND-CPA (fresh KEM key per session).
— MAC (e.g. HMAC) with UF-CMA security.

— Random oracle H for SAS; sas(z) = Trunc,(H(z)).

Parties. Sender S sends a single message m to receiver R.

Context string.

ctx = “TsAs+KEM+DEM+MAC” ||sid || “S—R”.

Phase 1 — Cross-authentication via 7,s (SID reuse)

1: S: sample Kyac «$ {0,1}" and commitment coins rg; set Cg <«
Commit(Kwmac; rs); define mg + Cg.




Phase 2 — One-shot transport with post-decrypt M AC check
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R: (pkp,skr) < KEM.Gen; sample rg < $ {0,1}"; define mp < pkp.
Run d,q under the same sid with inputs (mg, mpg).

Abort iff 7,4 outputs (SAS,sid, 0).

(On success b=1: S learns (pkg,rr) and R learns Cg; SAS leakage flows
via Fo3 as usual.)

: (K, ckem) < KEM.Encap(pkp)
2: P« (m, Kwmac, Ts) (carry MAC key & its opening inside the DEM

(2a) Sender S with payload m:

payload)

CDEM < DEMENC(K, P)

T < MACKMAC(CtX H CKEM || CDEM)

S—R: (Sid7 CKEM , CDEM, 7')

(2b) Receiver R:

K < KEM.Decap(skg, ckem) (abort on failure)
P + DEM.DEC(K, cpem); parse P as (m, Kmac,7s) (abort on failure)
Commitment check: accept only if Open(Cg;rs, Kmac) succeeds

Tag check: accept only if MACk,,,(ctx || ckem || coem) = 7

If both checks pass, output (Sent, sid, S, m) to the environment; else abort.
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