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Abstract. Signing anonymously under both hidden and public policies
with per-signature accountability has only been studied piecemeal, as
prior schemes address at most one dimension or restrict function classes.
Here, we introduce sovereign modal signatures, the first scheme uni-
fying both dimensions with support for hidden-circuit evaluation over
bounded-size arithmetic circuits without universal circuits. Each signer
holds a private attribute and a hidden policy F', certified by an authority
and concealed from signatures. Resting on a public combiner P, the sign-
ing process maps the joint outputs of F' and an ad hoc function G to a
derived message and an opening tag governing per-signature traceability.

Modifying the effective policy at signing time requires no key reissuance,
since G is chosen freshly against the fixed F'. Achieving zero-knowledge
evaluation of F' without exposing its structure is our core challenge, re-
solved by treating F’s PLONK description as witness rather than state-
ment. No universal circuits are required: our reduction yields a fixed
verification circuit of size linear in F’s gate count; the resulting scheme
is provably secure in the random oracle model.

Concretely, our generic construction needs only signatures, public-key
encryption, and non-interactive zero-knowledge arguments of knowledge
for arithmetic circuits. Hidden arithmetic circuits over any finite field are
fully supported, subsuming the restricted Boolean and linear function
classes of prior hidden-function schemes. Our post-quantum instantia-
tion combines ZKBoo (Usenix Security '16) under the MPC-in-the-Head
(MPCitH, STOC ’07) paradigm with lattice-based primitives over Zg,
achieving plausibly post-quantum security without pairings or the alge-
braic group model. With proof sizes quasilinear in F’s gate count and
linear in G and P’s multiplications, the scheme also readily admits richer
MPCitH instantiations.
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1 Introduction

Privacy-preserving signatures serve a fundamental purpose: a signer proves she
satisfies a governing policy and belongs to an authorized group, without dis-
closing her identity. The design space is determined by two independent axes of
control. The first axis is signability (signing eligibility control): what messages
a signer may sign, and whether the governing policy is public knowledge or a
hidden credential. The second axis is accountability: when, and how completely,
a designated authority may recover the signer’s identity from a signature. Three
decades of work have advanced each axis in isolation, leaving a fragmented land-
scape in which no single scheme addresses both.

Signability. Ring signatures (RS) [9I61] and group signatures (GS) [19/45] im-
pose no constraint: any enrolled member may sign any message freely. Attribute-
based signatures (ABS) [57] and multimodal private signatures (MPS) [58] al-
low signing only when the message and the signer’s attribute together satisfy
a function chosen publicly at signing time. Functional signatures (FS) [12] and
policy-based signatures (PBS) [8] go further: each signing key encodes a fixed
hidden function, and a signature is valid only when this function approves the
message. The hidden function cannot be updated without reissuing the key, and
no existing construction supports it beyond restricted circuit classes, namely,
linear systems over Zy [20068], quadratic Boolean functions [65], or functions left
abstract [I2/37]. This stands in sharp contrast to public-function schemes, which
already support all bounded-size arithmetic circuits [52I63].

Accountability. Group signatures [I9] expose the full signer identity to a trac-
ing authority upon misuse; ring signatures [61] hide the signer unconditionally
among n members. Bifurcated anonymous signatures (BiAS) [49] introduced
per-signature accountability control, letting the signer choose at each signing
between full traceability and unconditional anonymity. MPS [58] refines the
traceable branch into distinct modes, such as role-level or group-membership
linkability. A spectrum of intermediate mechanisms has been proposed along
this axis, from linkable and accountable ring signatures to certified limited open-
ing [23125126/48/677T]; we survey these in Section Throughout, accountabil-
ity predicates are publicly known and chosen from a fixed set at signing time.
Hidden policies and flexible accountability have not been jointly designed.

The intersection gap. Existing notions advance one line at a time; even
MPS [58], which touches both, fixes a finite set of disclosure modes and restricts
hidden policies to narrow function classes. No known scheme simultaneously
enforces a hidden arithmetic signing policy, admits an ad hoc public policy over-
laid at signing time, and grants per-signature control over how much identity the
authority recovers. This gap is a deployment barrier. Consider corporate com-
pliance. An auditor signs reports under a proprietary risk-scoring function F,
hidden to protect business logic, composed with a publicly auditable eligibil-
ity check G; routine reports require only role-level accountability, while reports
flagging systemic risk require full identity recovery. Specifying F', GG, and the
accountability rule as a single coherent system is beyond any existing primitive.
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Expressiveness. Unifying the two axes requires proving in zero knowledge the
correct evaluation of a hidden function F' over a bounded-size arithmetic circuit,
without exposing F’s structure or computation trace. Universal circuits [66]
offer a general approach: to evaluate a circuit C(x) with input x, one proves the
evaluation of a fixed universal program U input the code of C and x. Despite
recent improvements [47I5455/72], current universal circuits remain too large for
practical use in privacy-preserving signatures. The best known construction [55]
achieves quasilinear size using Boolean gates, still larger than a direct arithmetic-
circuit proof by a log ngate factor of the number of gates ngate.

Converting arithmetic operations to Boolean circuits is also unsatisfying. An
addition over the finite field F, requires 2log ¢ bit multiplications and a single
multiplication costs log? ¢ bit multiplications under schoolbook arithmetic, with
faster algorithms such as Karatsuba [41] and FFT reducing but not closing this
gap. Arguments for bounded-size Boolean circuits exist [59] but do not extend
to Z, arithmetic at acceptable cost.

Prior schemes thus restrict hidden functions to narrow classes, bounded pub-
lic families [58], or leave the function class open [I2]. A recent MPS construc-
tion [65] supports quadratic Boolean functions and could extend to all Boolean
circuits via techniques from [59], but arithmetic circuits over Z, remain out of
reach. This state of affairs motivates three research questions (RQs).

RQ 1. Can a privacy-preserving signature scheme prove the correct evaluation of
an arbitrary hidden bounded-size arithmetic circuit over F,, without universal
circuits and the algebraic group model?

RQ 2. Is there a single signature notion that unifies hidden and public policy
enforcement with flexible per-signature signability and accountability, sub-
suming FS, PBS, ABS, BiAS, and MPS as special cases?

RQ 3. Can the notion from RQ 2 be instantiated gemerically from standard
primitives and concretely from post-quantum lattice-based assumptions?

1.1 Owur Contributions

We answer RQ 1, RQ2, and RQ 3 affirmatively. We first establish that hidden
arithmetic-circuit evaluation is achievable (RQ1), then define the notion that
exploits this capability (RQ2), and finally construct and instantiate it (RQ 3).

Efficient hidden arithmetic-circuit evaluation (RQ1). The main tech-
nical challenge is proving in zero knowledge the evaluation of the function
P(F(M,attr,w), G(M, attr,w)), concealing both the function F' and its compu-
tation trace. Evaluating a hidden circuit requires concealing not only the inputs
but also the circuit structure and all intermediate computation traces, making
standard non-interactive zero-knowledge arguments of knowledge (NIZKAoK)
techniques for public circuits not directly applicable. We resolve this by adapt-
ing PLONK’s arithmetization [34]: PLONK encodes each arithmetic gate as a
quadratic constraint via selector values and enforces wire consistency across gates
via a permutation. Crucially, this encoding, which we call the PLONK descrip-
tion pd of C and which we refer to via PLONK’s arithmetization throughout, is
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a vector of length linear in the total gate count of C. Treating this description as
part of the witness rather than the statement reduces hidden-circuit satisfiability
to verifying a fixed public circuit 2Pk of the same linear size.

Concretely, to prove F’s evaluation without revealing its structure, we fix
F’s PLONK description as part of the witness, derive random challenges «, 3
from the random oracle, and view the resulting constraint system as a fixed
public verification circuit U2°™ whose size is linear in the gate count of F.
A NIZKAoK on Llf;lonk then certifies F’s evaluation in zero knowledge, as effi-
ciently as if F’s circuit structure were public. This is the first result of this kind
for bounded-size arithmetic circuits over F, without universal circuits [66] and
without the algebraic group model [32], and consequently yields the first effi-
cient privacy-preserving signature scheme supporting hidden arithmetic-circuit
evaluation without universal circuits. See Section Ml for a detailed discussion.

Prior attempts either require non-standard assumptions [IT22] or restrict to
narrow circuit classes [51I65]; our technical contribution here is this application
of a PLONKish-based reduction, not general uses of zero-knowledge proofs.

A new notion (RQ 2). We propose Sovereign Modal Signatures (SMS), a no-
tion in which both axes are governed by a single unified mechanism. “Sovereign”
names the per-signature autonomy of the signer, who governs the effective policy
and accountability mode at each signing, unconstrained by a predefined menu
of options. “Modal” names the mode-structured accountability output, general-
izing the finite multimodal disclosure of MPS [58] to an open-ended spectrum
governed by the signer’s choice of G and the certified structure of F. “Sovereign
modal” thus names a compound property: the signer exercises sovereign per-
signature control over a mode-structured policy and accountability system.

In SMS, each signer holds a private attribute attr and a hidden policy F
certified by a function-issuing authority FA. For each message M, the signer
additionally chooses an ad hoc function G € G, freely selected at each signing
without reissuing the certificate. G is public: any verifier can confirm that G
approved the message, providing the publicly auditable policy component ab-
sent from FS and PBS. Hiding G would forfeit this auditability and double the
proof cost; the flexibility of SMS lies in the per-signature choice of G, not its
concealment. In practice, G’s inputs or outputs may themselves carry private
information, e.g., as ciphertexts or commitments, even when G’s structure is
public. G does not override F’s accountability encoding; a public combiner P
composes their outputs so that both the signing policy and the accountability
mode are jointly determined:

(M,op) = P(F(M,attr,w), G(M, attr,w)). (1)

The output M determines what is signed, and op determines what the authority
recovers. A special value op ¢ OPggnn blocks signing entirely; any op € OPggnpi
permits a signature and encodes the accountability mode, ranging from uncondi-
tional anonymity through partial disclosure to full identity recovery. The signer
produces a signature on M in the manner of a functional signature [12], binding
the output to the certified hidden policy, with op then encrypted for the tracing



Sovereign Modal Signatures 5

Table 1. Comparison of SMS with prior privacy-preserving signature schemes

Public Policy Hidden Policy

Scheme Scoped Class Scoped Class Accountability
RS [9I61] — — — — —

GS [19/45] - — - — Identity (ID)
PBS [g] - — v Linear [20168] —

FS [12] - v NP —

ABS [57] v Arithmetic [63] — - —

BiAS [49) — — — — ID / None [49]
MPS [58] v Arithmetic [58/65] — — Finite Modal
SMS ‘ v Arithmetic ‘ v Arithmetic ‘ Sovereign Modal

Scoped: whether this policy class determines signing eligibility.

Arithmetic: instantiations exist for all bounded-size arithmetic circuits over Fj.
Linear: instantiations exist for linear functions over Zs.

Finite Modal: selection from a predefined, bounded set of disclosure modes.
Sovereign Modal: signer-governed control over an open-ended spectrum.

authority TA [68]. Tracing is triggered by TA running Open on any valid signa-
ture, recovering exactly the information encoded in op. Throughout, attr and F’
remain hidden from all signatures.

Crucially, even with F' hidden, any verifier can confirm that the signature
was produced under a policy certified by FA and a publicly known G, with
P yielding a signable output, a form of policy compliance auditability absent
from FS and PBS. The effective policy can be updated at each signing via G
without reissuing the key or the certified hidden F'. Existing primitives arise
as special cases: PBS and FS correspond to P acting as the identity on F’s
output; ABS and BiAS correspond to P acting as the identity on G’s output;
MPS corresponds to G selecting an index into a public function family fed to P.
SMS thus subsumes RS, GS, ABS, BiAS, MPS, FS, and PBS as special cases,
and realizes the single-signer, function-bound slice of the functional credentials
framework envisioned [24].

Table [1] situates SMS among prior privacy-preserving signatures; SMS is
the unique one with public arithmetic functions, hidden arithmetic functions,
sovereign per-signature policy control, and modal accountability simultaneously.

Generic construction and post-quantum instantiation (RQ 3). Based on
the paradigm of Nguyen et al. [58], we build SMS generically from four stan-
dard primitives: a secure signature scheme S, a chosen-plaintext-secure (CPA-
secure) public-key encryption scheme &, a strongly unforgeable one-time signa-
ture scheme OTS, and a NIZKAoK for arithmetic circuits satisfying simulation-
sound extractability [I8], where a valid proof always yields an extractable wit-
ness even in the presence of simulated proofs. The hidden-circuit evaluation of
NIZKAoK is handled by the PLONK-based reduction established in RQ 1: fixing
F’s PLONK description as part of the witness reduces the proof obligation to a
fixed public verification circuit, enabling the NIZKAoK to verify F’s evaluation
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as efficiently as that of a public circuit of the same size. The NIZKAoK proves in
zero knowledge that the signer holds a valid FA-issued certificate over (attr, F),
that P(F(-,-,-),G(-,-,")) evaluates correctly to a signable opening tag, and that
the tag is honestly encrypted for TA and bound to a one-time verification key
certified under the signer’s attribute key. This avoids universal circuits [66],
pairing-based assumptions, and idealized algebraic models.

Regarding our post-quantum instantiation, we employ ZKBoo [35] under
the MPC-in-the-Head (MPCitH) paradigm [39]. ZKBoo’s direct handling of
arithmetic-circuit satisfiability makes it a natural fit for the NIZKAoK slot in the
generic SMS construction, and this instantiation replaces the abstract NIZKAoK
with ZKBoo without redesigning the signing protocol. The lattice-based prim-
itives over Z, include Lindner—Peikert (LP) public-key encryption (PKE) [50]
(&p), Jeudy-Roux-Langlois—Sanders (JRS) signatures [40] (Sjs), and Kawachi-
Tanaka—Xagawa (KTX) commitments [43]. Since ZKBoo satisfies simulation-
sound extractability with quasi-unique response [29], i.e., any commitment and
challenge admit at most one valid response up to negligible probability, it sub-
sumes the anti-malleability role of O7S in the generic construction.

The PLONK’s arithmetization induces a two-phase witness structure. Wit-
nesses available before the random challenges «, 8 are committed first. Witnesses
determined by «, 8 are committed in a second phase. This requires a targeted
modification to ZKBoo’s decomposition, detailed in Section[5] The resulting sig-
nature size is quasilinear in the gate count of F' and linear in the number of
multiplications of G and P, with a log ¢ overhead arising from the binary de-
composition required to parse field elements into the binary representation com-
patible with the lattice-based primitives. This framework also supports richer
instantiations via advanced MPCitH techniques [BIAI7TOIT7I42I62/30] and vec-
tor oblivious linear evaluation in the head (VOLEitH) techniques [6IT3127160].

Benchmarking with concrete parameter selection is deferred to future work.
See Section [5| and the full version [69] for details of these building blocks.

1.2 Related Work

Signability in prior notions. Table[I]summarizes the landscape. Here, we dis-
cuss the work most closely related to SMS in design goals. We classify MPS [58]
as limited function composition: the signer evaluates a public function to ob-
tain an index j, then selects the j-th member of a public family {P;}¥_, as the
effective hidden policy. The hidden function is never directly composed with a
public one; the family size is bounded (k = 4 in [58)]); and the selection circuit
evades, rather than solves, the challenge of proving hidden-circuit satisfiability.
SMS replaces selection with genuine composition via the combiner P, supports
an unbounded family F of hidden arithmetic circuits, and directly confronts
hidden-circuit evaluation. Furthermore, MPS’s selection-based approach costs
O(k - (nmit + Nadd)) constraints; the PLONK-based reduction developed here re-
duces this to O(nmik + Nadd), removing the multiplicative factor k. The original
PBS construction [§], built on Groth—Sahai proofs [36] over structure-preserving
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signatures [2], is inherently restricted to functions expressible as bilinear maps.
Subsequent lattice-based constructions [20/68] extend the reach only to linear
systems over Zs. Bobolz et al. [10] introduced universal anonymous signatures
to balance utility and privacy, but omit hidden signing functions and provide
only a high-level framework without concrete instantiations. Nguyen et al. [59)
defined bicameral and auditably private signatures, pairing a private signing pol-
icy with a public disclosure mechanism in a fixed two-state model; that binary
structure is a special case of SMS, which supports arbitrary composition of hid-
den and public functions and a continuously variable accountability spectrum.

Accountability mechanisms in prior notions. The accountability axis has
a richer history than the binary GS model suggests. Linkable ring signatures,
proposed by Liu, Wei, and Wong [56], allow linking two signatures by the same
signer without revealing identity. Accountable ring signatures, introduced by Xu
and Yung [67] and first realized in the standard model by Lai, Zhang, Chow, and
Schroder [48], allow the signer to designate an opener who can later reveal the
signer’s identity, thereby combining the ad hoc group flexibility of ring signatures
with the accountability of group signatures. Chow, Susilo, and Yuen [25] pro-
posed escrowed linkability, where only a designated linking authority can decide
whether two ring signatures share a signer. Traceable ring signatures, proposed
by Fujisaki and Suzuki [33], publicly reveal any signer who signs two distinct
messages under the same tag, without any designated opener.

Kiayias, Tsiounis, and Yung [44] introduced traceable signatures, where a
tracing trapdoor tags a misbehaving user’s signatures without opening others;
Chow [23] improved this by enabling per-user tagging without first collecting
all signatures. Abe, Chow, Haralambiev, and Ohkubo [I] introduced double-
trapdoor anonymous tags for a modular construction of traceable signatures sup-
porting authorship claiming and denial: the signer herself can selectively prove or
disprove her authorship of a specific signature, a form of user-controlled account-
ability orthogonal to authority-initiated tracing. Kiayias and Zhou [46] proposed
hidden identity-based signatures, where the opening authority needs only its se-
cret key to reveal the signer’s identity; Chow, Zhang, and Zhang [26] gave the
first standard-model construction. Zhang, Wu, and Chow [71] introduced certi-
fied limited opening, delegating opening rights so that neither the master certifier
nor unauthorized parties can revoke anonymity. Each of these offers a distinct
tracing granularity; SMS’s opening tag op can encode any of these levels as a
special configuration of the combiner P; user-controlled accountability such as
authorship claiming and denial points to a natural extension of the framework.

Proofs for hidden function evaluations. Several recent works construct zero-
knowledge proofs for the satisfiability of hidden circuits, but each either targets
a different security model or a different problem class. Ling et al. [51] gave zero-
knowledge proofs for committed symmetric Boolean functions, covering only a
narrow subclass. Boneh, Nguyen, and Ozdemir [I1] commit to a hidden circuit’s
PLONK’s description via Marlin [21], yielding proofs of arithmetic-circuit satis-
fiability, but their construction relies on the algebraic group model (AGM) [32],
which carries documented soundness concerns [70]. Di et al. [28] propose MUX-
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Proofs, layering Marlin over a univariate sum-check to verify RAM steps encoded
as rank-1 constraint systems; Choudhuri et al. [22] introduced Sublonk, applying
PLONK’s arithmetization to arbitrary-degree polynomials for instruction-level
proofs. Both also rely on the AGM.

Our construction operates in the random oracle model (ROM) for both
the generic and the lattice-based instantiation, avoiding these concerns entirely.
Tang, Pham, and Ngo [64] apply PLONK’s arithmetization to prove correct ex-
ecution of RAM programs, a problem structurally different from that of hidden-
circuit evaluation for signatures; the treatment developed here, specifically treat-
ing the PLONK’s description as a witness component to reduce hidden-circuit
satisfiability to a fixed public verification circuit, is tailored to the NIZKAoK
requirements of privacy-preserving signatures and is not addressed in that prior
work. In short, no prior scheme achieves ROM-based proofs for arbitrary hidden
bounded-size arithmetic circuits in a privacy-preserving signature setting.

Relationship to anonymous credentials. Anonymous credentials [5JI4J15]
and SMS share structural ancestry: both involve a certifying authority, a hidden
user attribute, and a zero-knowledge proof of possession. The two paradigms are
nonetheless orthogonal. The former focuses on selective disclosure of attribute
values in a presentation token, where the predicate being proven is public to the
verifier. SMS focuses on signing messages under a hidden function structure F,
whose circuit topology is concealed from signatures, and adds per-signature ac-
countability control absent from anonymous credentials, which typically target
full unlinkability. Combining the two, producing an SMS signature while se-
lectively disclosing which attributes the signer holds, is a natural direction for
future work and is part of the broader functional credentials framework [24].

1.3 Notations, Conventions, and Paper Organization

Let () and e denote the empty set and empty string, respectively. We say a
quantity py (indexed by the security parameter \) satisfies py < negl(A) if there
is a negligible function €(\) and Ag such that py < e(A) for all A > A\g. z «+ D

means z is drawn from distribution D. z &~ S means z is drawn uniformly
from set S. Let Z, Z., and N denote the integers, positive integers, and natural
numbers {0,1,2,...}. For a,b € Z with a < b, let [a,b] = {a,...,b}. For b € Z,
let [b] = {1,...,b}. Bold lower/upper-case letters, e.g., x/A, denote column
vectors/matrices. (x||y) denotes the concatenation of the vectors, [x' |y ]".
Throughout, M denotes the input message space and M denotes the output
message space (the space of derived messages after applying the combiner P);
elements are written M € M and M € M. This distinction is maintained
consistently across all definitions, constructions, and security experiments.

Paper organization. The next section defines SMS: syntax, correctness, and
security. Section [3] presents the generic construction. Section [4] develops the
PLONK arithmetization framework for proving hidden function evaluations, sup-
porting the generic construction. Section |5| overviews the post-quantum lattice-
based instantiation via ZKBoo and the modified decomposition. Full details of
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the lattice-based instantiation, all primitives, proofs, parameter settings, and
preliminaries are in the full version.

2 Definition of SMS

This section formalizes SMS by defining its syntax (Section [2.1) and security
requirements (Section . The security experiments are collected in Figure
the supporting oracles are defined in Section[2.2]and referenced throughout. SMS
subsumes other notions via the combiner P, using F' and G to encode policies.

2.1 Syntax

We adopt the partial-dynamic model [45], where users may join at any time
but revocation is not supported; a fully dynamic model would additionally allow
membership expiry.

Parties. The function-issuing authority FA holds master function key mfk and
enrolls users by certifying each user’s attribute and hidden policy. The tracing
authority TA holds tracing key tsk and recovers signer identity or role from an
opening tag when authorized. Each user holds a certified attribute—policy pair
(attr, F) and chooses a public ad hoc function G at each signing. Verifiers check
signatures publicly using pp and the declared G.

Signing process. To sign a message M € M with auxiliary witness w € W
supporting the computations of F' and G, the signer computes

(M,op) = P(F(M,attr,w), G(M,attr,w)),

where P is the public combiner fixed in pp and M € M is the derived message
(equal to M when P returns the input message unchanged). If op € OPggnp the
signer issues a signature X on (M, @), which also serves as a zero-knowledge
proof of correct evaluation; if op ¢ OPsgnni signing is blocked. The attribute attr
and policy F' remain hidden in X'; only TA learns op via Open.

Definition 1 (SMS). An SMS scheme is defined by the algorithms below.

Setup(l’\ N): On input security parameter 1* and mazimum user count N, run
(vk,mfk) «+ S.KeyGen(1*) for FA and (ek,tsk) + &£.KeyGen(1*) for TA,
initialize State := (), and publish the public parameter

PP = (gpka Ma Mﬁ AS; W7 ]:7 g7 P7 OPa OPSgnbl)a

where gpk incorporates vk and ek, M and M are the input and derived
message spaces, AS and W are the attribute and witness spaces, F and G
are the hidden and ad hoc function families, P is the public combiner, OP
is the set of all opening values, and OPsgpr & OP is the signable subset.
Output (pp, State, mfk, tsk).
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The strict inclusion ensures that OP\ OPsgnpl is non-empty, so the combiner
P can block signing by outputting a value outside OPsgnbl, encoding a policy
rejection without producing a signature.
The unified Setup is retained here for notational convenience. In deployments
where FA and TA are distinct, Setup can be split into two independent key
generation algorithms: Setupga (1) outputting (vk, mfk) and Setupya(1*) out-
putting (ek, tsk), with pp assembled from their public components, such that
the two authority keys mfk and tsk are held by separate parties FA and TA.
Join (U(1*), FA(mfk)) (pp, State, attr, F): FA enrolls user U with attribute attr €
AS and assigns function F € F. Upon successful completion:

1. U obtains (seCattr, Celtartr), where seCay, is the user secret key and certay
is a certificate binding (attr, F);

2. FA updates State’ := (State||(attr, F, trans)), where trans is the transcript.
The updated state State’ replaces State in subsequent executions.

If Join fails, U receives L, and State is unchanged. By convention, certay, en-
codes (attr, F') in the clear so that any party may read (attr, F') from certap;
the pair (attr, F) need only be concealed from signatures, not from certificates.
We write seCattr =pp Celtarr to indicate that (SeCattr, Certayr) was produced by
an honest execution of Join under pp, seCatr %pp Certarer Otherwise.

Sign(pp, certattr, SeCattr, G, M, w): Given pp, a certificate certay, along with a se-
cret seCattr, @ function G € G, a message M € M, and a witness w € W,
output a derived message M € M and a signature Y. Return L if it fails.

Verify(pp, G, M, X): Output 1 if X is a valid SMS signature on M € M under
function G € G and parameters pp; output 0 otherwise.

Open(pp, tsk, G, M, X): Using tracing key tsk, extract and return the opening
value op € OP from a valid signature X on derived message M under func-
tion G. The information recoverable from op ranges from a role or partial
identity to the full identity, depending on the configuration encoded in P.

Ilustration. A central bank issues digital currency (CBDC) to verified citizens.
Each citizen’s signing key encodes a certified hidden policy F(M, attr,w) that
checks transaction validity against her know-your-customer compliance tier attr:
whether the transaction amount is within her spending limit, the merchant cat-
egory is permitted, and the note has not been spent before (via witness w). At
each payment, the citizen additionally chooses a public function G encoding the
transaction’s public validity conditions, e.g., that the amount is positive and the
merchant is registered. The combiner P outputs the transaction record M and
an opening tag op reflecting the transaction’s risk level: routine payments yield
op = pseudonym, exposing only a per-citizen unlinkable tag to the central bank;
transactions flagged by F' as anomalous yield op = id, exposing the citizen’s
full identity to the regulator. If F' rejects the transaction outright, P outputs
op ¢ OPegnbi, blocking the payment without producing a signature. The spend-
ing policy F' remains hidden from merchants and the public; verifiers confirm
only that G approved the transaction under some certified hidden policy.
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2.2 Correctness and Security

The system maintains a public state State recording each enrolled user’s at-
tribute, assigned function, and enrollment transcript. State is consistent if every
recorded transcript verifies under Join. A secure SMS scheme satisfies correct-
ness, privacy, and unforgeability.

Correctness. Correctness requires that honest signatures verify and open cor-
rectly, that the system state remains consistent throughout, and that only en-
rolled users can produce valid signatures.

Definition 2 (Correctness). For Setup(1*) returning (pp, State, mfk, tsk), an
SMS scheme SMS is correct if the following conditions hold.

1. OPsgnoi C OP and all attributes in State are pairwise distinct.

2. If Join <U(1>‘),FA(mfk)> (pp, State, attr, F') is executed honestly, with tran-
script trans: Certaryr “pp S€Cattr, trans is wvalid, with (attr, F,trans) inserted
into State.

3. For (attr, F,-) € State with certay =pp S€Cattr; G € G, M € M, w € W:

b=1 (M, %) < Sign(pp, certattr, S€Cattr, G, M, w),
pp | N OP€ OPesgabl | (M',0p) = P(F(M,attr,w), G(M, attr, w)), 1
A op = op’ b == Verify(pp, G, M, %), '
ANM =M op’ <+ Open(pp, tsk, G, M, XJ)

(2)

Adversary model. The adversary A interacts with the system via oracles that
model realistic attack capabilities, defined below, and the security properties are
parameterized by which oracles .4 may access. We write (-)°"ton to denote that
an oracle returns € when condition holds.

Oracles OMfk, OTsk. OMfk returns mfk to A and sets flag amfk to True. OTsk
returns tsk and sets flag atsk to True. Both flags are initialized to False.

Oracle OCU, set L.,. On query (attr, F') with (attr,-) ¢ L., OCU acts as an
honest FA, runs Join, sets L¢, = L, U {(attr, F)}, updates State, and returns
(SeCattr, Certatyr) to A.

Oracle OHU, set Lp,. On query attr with (attr,-) ¢ Lo, OHU acts as an honest
FA, samples F' € F, runs Join, and sets Ly, = Ly, U {(attr, F)} and updates
State. The secrets of users in L, are not given to A. Both OCU and OHU
guarantee that all attributes in State are distinct and Lo, N Ly, = ©® on the
attribute component.

Oracle OSign, set Lqg. On query (attr, G, M, w), if 3F such that (attr, F') € Ly,
GeG, MeM,weW, and op € OPggnp where op is determined by P, F', G,
M, attr, w, then OSign returns (M, X)) < Sign(pp, certatr, seCattr, G, M, w) and
inserts (attr, G, M, Y) into Lgg.

Oracle OOpen. On query (G, M, X)), return op < Open(pp, tsk, G, M, X).
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Privacy. Privacy guarantees that SMS signatures reveal no information about
the signer’s attribute attr or hidden policy F. A chooses G and two candidate
signers, each with a valid certificate, secret, message, and witness, and attempts
to identify which signer produced the challenge signature. Both candidate signers
must use the same G, since G is public and a verifier could trivially distinguish
signatures produced under different public functions.

A may access OCU, OHU, OMfk, and OSign, but not OTsk or OOpen: access
to tsk trivially breaks privacy, and allowing OOpen access requires public-key en-
cryption to be secure against chosen-ciphertext attacks, a conceptually straight-
forward extension (e.g., [58]). To prevent trivial wins, both candidate signers
must yield the same derived message M and a signable opening value.

Definition 3 (Privacy). Let E’;{iv’b()\) be defined as in Figure . SMS is pri-
vate if, for any probabilistic polynomial-time (PPT) A,

’Pr[EZ{i"'O()\) —1] - Pr[ERM(\) = 1]‘ < negl(\).

Unforgeability. Unforgeability prevents any PPT A from producing a valid
SMS signature without a legitimate certificate—secret pair. It encompasses three
nested properties, formalized jointly in Ei{‘forge()\) (Figure .

— Enrtractability. Every valid forgery (G, M, Y) must extract to a list of wit-
nesses (attr’, F’, M’ ,w’) such that op’ € OPsgnpi, op’ = op as opened by
Open, and M =M. No adversary can produce a signature whose extracted
witness is inconsistent with its opening value or its derived message.

— Type-1 unforgeability (traceability). Extractability holds, and A cannot forge
a signature whose extracted (attr’, F’) lies outside the corrupted set L.

— Type-2 unforgeability (non-frameability). Extractability holds, and no coali-
tion of users, FA, and TA can forge a signature whose extracted (attr’, F”)
belongs to Ly,.

The two unforgeability types are independent, as the table below shows.

Type-1 (Traceability)|Type-2 (Non-frameability)
Forgery target|(attr’, F') ¢ L, (attr', F') € Lhy
Covers Ly U(ASN\ (Law U L)) [Lew U (AS\ (Lew U L))
OMfk access |Restricted Restricted

Neither type implies the other: Type-2 covers L, but not Ly,; Type-1 covers
Ly, but not Le,. A forgery is non-trivial only if (G, M, Y) was not previously
obtained via OSign, enforced by the L, membership check in Eunforge

Extractability permits OMfk access in EU"fer&® because it only requires con-
sistency of extracted components with the system prescription, independent of
membership. Conversely, for Type-1 and Type-2 unforgeability, OMfk access is
restricted, because possessing mfk would allow A to certify attributes outside
both L., and Ly, trivially breaking the membership-based winning conditions;
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Experiment E%"’(\):

(pp, State, mfk, tsk) < Setup(1*).

amfk := False, Loy =0, Lhy =0, Lz = 0.

(aux, G, (certatr; , SeCatir; , My, Wwi)ic{0,1}) AOCU’OHU’OMfk’OSig"(
Obtain (attr;, F;) from certay, for i € {0, 1}.

IfG¢Gor (Jie{0,1}: M; ¢ MV attr; ¢ ASV F; ¢ F V seCartr; Fpp Celtattr; ),
return 0.

(Mi, Opi) = P(FZ(MZ, attr;, wi), G(MZ, attr;, wl)) for i € {0, 1}.

If Mo #* MV opg ¢ OPegnbl V 0p, ¢ OPegnbi, return 0.

Set (M, X) < Sign(pp, certattr, , S€Cattr, , Gy M, wp).

b+ AOCU:OHU.OMIkOSign (0 T 53 3uy).

Return b'.

PP)-

Experiment E'$'()\):
(pp, State, mfk, tsk) < Setup(1*).

amfk := False, atsk := False, Loy := 0, Ly =0, Leg == 0.
b(_AOCU,OHU,OMfk,OTsk,OSign,OOpen(pp).

Return b.

Experiment ES"()):

(pp, State, mfk, tsk, Text) — SimSetup(lA). //Change Setup(1?) in E:“‘(A) to SimSetup(1™)
amfk := False, atsk := False, Loy := 0, Ly =0, Leg == 0.
b« AOCU,OHU,OMfk,OTsk,OSlgn,OOpen(pp).

Return b.

Experiment Ei':fmge()\):

(pp, State, mfk, tsk, Text) < SimSetup(1?).

amfk := False, atsk := False, Lo, := 0, Ly =0, Lsg == 0.

(G,M, 2) — AOCU,OHU,OMfk,OTsk,OSign,OOpen(pp).

IfG¢GVvM¢ MV Verify(pp, G, M, X) = 0, return 0.

(attr’, F', M',w') + Extract(pp, Text, G, M, X).

Ifattry ¢ ASVF ¢ FVM ¢ MVw ¢ WV (attr',G, M', X) € Lgg, return 0.
op <+ Open(pp, tsk, G, M, X).

(M,op') == P(F'(M',attr', w'), G(M', attr’, w')).

Return 1 if holds; otherwise return 0.

(Op, ¢ OPsgan Vop # Op/ v M #* M) / /extractability
\Y (amfk = False A (attr', Fl) ¢ Lcu) //type-1 unforgeability (3)
V (amfk = False A (attr', Fl) € Ehu) //type-2 unforgeability

Fig. 1. Experiments for security of SMS
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in particular, A could certify the same attribute as an honest user under a dif-
ferent hidden function (e.g., (attr, F') € Ly, but (attr, F') ¢ Ly, where F' # F),
producing a valid signature outside the honest-user record.

Simulated setup for extraction. We devise algorithms SimSetup and Extract
to enable simulation-sound extractability [I8]: a simulated setup indistinguish-
able from the real one, with a trapdoor for extracting the underlying witness.

Definition 4 (Simulated setup and extraction).

SimSetup(1*): Identical to Setup but additionally outputs extraction trapdoor
Text- Output: (pp, State, mfk, tsk, Text).

Extract(pp, Text, G, M, X): Given pp, trapdoor Tew, G € G, M € M, and signa-
ture X, return (attr, F, M, w) € AS x F x M x W.

The correctness of SMS under SimSetup is defined identically to Definition
with Setup replaced by SimSetup; additionally, the extracted components must
match those used to create the signature. Setup indistinguishability implies this
correctness against PPT adversaries, while correctness of the simulated setup
holds unconditionally.

Definition 5 (Setup indistinguishability). SMS satisfies setup indistin-
guishability if, for any PPT A,

|Pr[Ef'(A) = 1] — Pr[ESM(A) = 1]| < negl()),
where E'@(X\) and ES™(N) are defined in Figure .
Definition 6 (Unforgeability). SMS is unforgeable if, for any PPT A,
Pr[EY 8 ()) = 1] < negl()),

where E%"®(\) is defined in Figure .

3 Generic Construction of SMS

With the SMS notion established, we build a generic scheme from standard
primitives, treating the hidden-circuit NIZKAoK as an abstract component in-
stantiated in Section {4 Following Nguyen et al. [58], each enrolled user holds an
FA-issued certificate certyy, = (attr, F, vkatr, ) binding their attribute, hidden
policy, and a per-user verification key, where o + S.Sign(mfk, (attr, F, vKatr))
and the global verification key vk is embedded in gpk.

At signing, the user encrypts the opening tag op under TA’s public key ek,
producing a ciphertext cto, that TA can later decrypt to recover op. A NIZKAoK
proof II;_sms certifies correct evaluation of P(F(-), G(-)), validity of the member-
ship certificate, and correct encryption of op, without revealing attr, F', or any
intermediate computation trace. How the NIZKAoK handles the hidden eval-
uation of F' via PLONK’s arithmetization is developed in Section [} here, we
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treat the NIZKAoK as an abstract component for arithmetic circuit satisfiabil-
ity. In the SMS instance for the CBDC example, F' checks the spending limit,
G validates the merchant, and P sets op to the pseudonym or identity tag.

Without further binding, an adversary could modify (ctop, I75-sms) to produce
a new valid SMS signature. The user generates a one-time key pair (ovk, osk) at
the time of signing, certifies ovk under ska,, and computes a one-time signature
Oone-time Over all signature components. The NIZKAoK then proves validity of
Oone-time Uunder vk, rather than proving the secret key skai, directly, binding all
components together against post hoc modification.

3.1 Construction

Suppose § = (S.KeyGen, S§.Sign, S.Verify) is a secure signature scheme, OT S =
(OT S .KeyGen, OT S.Sign, OT S.Verify) is a strongly unforgeable one-time signa-
ture scheme, & = (£.KeyGen, £.Enc, £.Dec) is a CPA-secure PKE scheme with
randomness space Rencrypt. We also use a NIZKAoK system NZZKAoK for
arithmetic circuit satisfiability. The message space M, derived message space
M = ansg7 attribute space AS, witness space W, function families F and G,
combiner P, opening set OP, and signable subset OPsgnp € OP are determined
as part of Setup.

All computations are over F (instantiated as Z, for a prime g). Each F' € F
and G € G share output length ngu, so the combiner has type P: F2mox —
M x OP. The witness decomposes as w = (W | w¢), where wp and w support
the computations of F' and G, respectively.

Setup(1*, N) — (pp, State, mfk, tsk): Sample (ek,dk) < &£.KeyGen(1*) for TA,
(vk,sk) < S.KeyGen(1*) for FA, and lastly pp,;, as the public parameter of
NIZKAoK. Set gpk := (ek, vk, pp,izk), mfk := sk, tsk := dk, and State := §.
Determine M, M, AS, W, F, G, P, OP, OPsgp. Return

pp = (gpk7 M, m, AS W, F, G, P,OP, Opsgnm), State, mfk, tsk.

Join (U(1*), FA(mfk)) (pp, State, attr, F') — (State’, (certagr, SeCarer)): For user en-
rollment, user U and function-issuing authority FA proceed as follows.
1. U computes oeny < S.Sign(skatir, (attr, F, vkater)), where (VKater, SKattr)
S.KeyGen(1*), and sends (VKattr, Genrt) to FA.
2. FA aborts if S.Verify(vKatr, (attr, F, VKattr ), 0enrt) = 0 or attr is already in
State. Otherwise, FA computes o « S.Sign(mfk, (attr, F, vkatr,) ), sends
o to U, and updates State’ := (State||(attr, F, trans := (VKattr, Tenrl, 7)))-
The updated state State’ replaces State in subsequent executions.
3. U proceeds if S.Verify(vk, (attr, F, vkattr), ) = 1. Otherwise, U aborts.
4. U sets certay, = (attr, F, vKatyr, 0) and seCarer = SKattr-
Sign(pp, certatr, S€Cattr, G, M, w) — (M, X): To sign a message M,
1. Parse gpk = (ek?Vk7 ppnizk)v certattr = (attr,Fv\/kattrv 0)7 SeCattr = SKattr-
2. Compute (M, op) == P(F(M,attr,w), G(M, attr, w)).
3. Abort if op ¢ OPegnpi. Set ctop = E.Enc(ek, op; rop) With 765 <— Rencrypt-
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4. Generate (ovk,osk) <+ OT S.KeyGen(1?) and ooy < S.Sign(skattr, ovk).

5. Execute the prover of NZZKAoK to generate IIgsms, for Rg.sms (as in
([4)) with the statement (pp, G, M, ctop,ovk) and witness (attr, vKatr, F)
0, M, w,0p, Top, Tovk)-

6. Compute Tonetime « OTS.Sign(osk, (G, M, Ctop, Hg-sms))-

7. Return (M, Zg—SMS) = (M, (ctop,Hg_SMS,ovk,aone_time)).

The relation Rgsms certified by Iz sus is:
(pp7 Ga Ma Ct0p7 OVk; attr, Vkatth Fa ag, M) w, op, Top» Uovk) S Rg—SMS (4)

S Verify(vk, (attr, F, vkatr), 0) = 1,
< ( (M,op) = P(F(M,attr,w), G(M, attr,w)) A op € OPsgnbi,
ctop = £.Enc(ek, 0p; 7op) A S.Verify(vkatir, ovk, oouk) = 1.

The relation captures three obligations simultaneously: the signer holds a
valid FA-issued certificate over (attr, F); the combiner evaluation is correct and
the resulting tag is signable; and op is honestly encrypted for TA under ek.

Verify(pp, G, M, Xy.sms) — {0,1}: To verify Yy oms:
1. Parse gpk = (ekaVk7 ppnizk) and Eg—SMS = (Ctm Hg—SMSaOVkvaone—time)~
2. Return 1 if and only if OT S.Verify(ovk, (G, M, ctop, IIg-sMS), Tone-time) =
1 and Iz sms is inlid for Rg.sms with public parameter pp,,;,  and state-
ment (ek, vk, G, M, ctop, ovk).
Open(pp, tsk, G, M, Eg—SMS) — OP: Parse Eg—SMS = (Ctop7 Hg—SM57 ovk, Uone—time)
and tsk = dk. Return op’ := £.Dec(dk, ctp).

3.2 Analysis

Theorem 1 (Security). SMSgeneric satisfies correctness, privacy, setup indis-
tinguishability, and unforgeability (Definitions @, @ @ and @, assuming that
NIZKAoK is a simulation-sound extractable argument of knowledge, S is exis-
tentially unforgeable, OT S 1is strongly unforgeable, and £ is CPA-secure.

Proof (Sketch). Correctness follows directly from the correctness of the under-
lying primitives. We order the properties by logical dependency.

Privacy. The only signature-dependent information visible to the adversary is
ctop and g sms. Since the two candidate signers produce the same M and the
same op (enforced by the privacy experiment), ctop is an encryption of the same
value in both cases; CPA security of £ ensures ctop is indistinguishable. The zero-
knowledge property of the NZZKAoK ensures I gus reveals no information
about the witness, including attr, F', and the computation trace. Together, the
two components are jointly indistinguishable across the two signers.

Setup indistinguishability. SimSetup is identical to Setup except that it ad-
ditionally generates an extraction trapdoor Te, (deferred to the full version). All
other components, namely, S, OT S, £, are executed identically in the real and
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simulated setups. Setup indistinguishability follows from the simulation indistin-
guishability of NZZKAoK: any adversary distinguishing the two setups yields
a distinguisher for NZZK.AoK’s simulation indistinguishability.

Extractability. Given a valid forgery (G, M, Xg.sms), Extract runs NZZKAoK’s
extractor on I1g gims using trapdoor Tey: to recover (attr’, I, M’ w', op’, rg, 0, )-
The simulation-sound extractability [I8] guarantees that the extracted witness

satisfies Rg-sms, s0 op’ € OPsgnbi, op’ = op, and M = M hold.

Type-1 unforgeability (traceability). Suppose A forges a signature with
extracted (attr’, F') ¢ L.,. By extractability, the extracted o’ verifies, meaning
S Verify(vk, (attr’, F',vkly,,),0’) = 1. Since (attr’, F’) was never enrolled by FA
(not in L,), no honest Join execution produced ¢’, and A did not receive mfk

(as OMfk is restricted). This yields a forgery against S under verification key vk.

Type-2 unforgeability (non-frameability). Suppose A forges a signature
with extracted (attr’, F’) € Lp,. By extractability, S.Verify(vk},,ovk’, o’ ) =1,
where vk, is the honest user’s verification key recorded in State. The one-time
signature oonetime o0 (G, M, Ctop, IIg-sms) verifies under ovk’, which was never
signed by the honest user’s skl (since the forgery is fresh relative to Lgg). This
yields a forgery against the existential unforgeability of S under vk.,,,, the honest
user’s per-user verification key.

The role of OTS is distinct: strong unforgeability of OTS prevents an ad-
versary from taking a legitimately obtained signature (ctop, IIg-sms, OVK, Tone-time)
and modifying any component to produce a new valid signature, since gone-time

binds all components under ovk, which is itself certified under vksyi,-

Details (e.g., SimSetup and Extract) are deferred to the full version. a

4 Proving Hidden Function Evaluations via PLONK

The key observation is that PLONKish arithmetization encodes any arithmetic
circuit C via a description vector pd of length linear in the gate count of C, and
crucially, this encoding has the same algebraic structure for any two circuits of
the same gate count, independent of circuit topology. Treating pd as part of the
witness rather than the statement therefore reduces hidden-circuit satisfiability
to verifying a single fixed public circuit of the same linear size, without universal
circuits and without non-standard assumptions.

Section introduces the PLONK constraint system and reduces it to a
purely quadratic form compatible with standard NIZKAoK proof systems. Sec-
tion [4.2| applies this framework to the SMS evaluation structure, merging the
hidden-circuit proof for F' with the public-circuit proofs for G and P into a sin-
gle merged circuit Cperge. Throughout this section, let C be an arithmetic circuit
over F with nj, inputs, ngate gates, and n, = nin + 3ngate-

In the CBDC example, Crerge coalesces Fs limit checks, G’s merchant vali-
dation, and P’s risk scoring into a single verifiable statement.
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4.1 Transforming PLONK'’s Constraints to Quadratic Constraints

PLONK’s constraint system. PLONK’s arithmetization [34] encodes C via
selectors {s!f, sT8, sMit scnstiee and a permutation ¢: [ny,] — [ny] encoding wire-
sharing. Let £pjonk = 4Mgate —|— nyw. Following the formulation of Tang, Pham, and
Ngo [64], these are collected into the PLONK description:

pd = ((s1)i=7 I (s Il (™) || (™= I (w(i))iy) € Ffere, (5)

This vector fully encodes the circuit’s gate structure and wiring.
. . . MNgate
For afllg}:telnput X € IE;Iate evaluating C yields gate;l\;ielue sequences a = (a;), 57,
b = ()%, ¢ = (¢;)%), and output Cou = (c;)}= Prgote— w1 for some ngue <
Ngate- 1he extended witness is:

w=(x[alblec)=(w)iz, €F™. (6)
Together with pd, w carries all information needed to verify C’s evaluation.
For random challenges «, 5 € TF, the output co is correct if and only if:

If . g )
S Why+4 + S wnin'i‘ngate"rl

+ s . (Wniyti * Wiy rigareti) Vi € [ngace],

+ S;,;nSt - wnin+2ngate+i = O (7>
Nw MNw $
[Tt +8-itw)=Tl@+8 ¢()+w). ap&F.
i=1 =1

The first equation encodes gate constraints; the second encodes wire consistency
via a grand product check. This system can be viewed as a circuit UP°"™ taking
(pd, W, a, 8) as inputs and verifying whether C(x) = cou- The soundness error
is at most n /|F|.

Reduction to quadratic constraints. The gate constraint in contains the
cubic term ™ - (Wy, 4i * Wy +ngueti)- T reduce to purely quadratic constraints,
introduce aux1l1ary variables: W = Wn;, 1 * Wy tngme+i fOT €ach i € [ngate]. For
the grand product, define running products:

Wy = a+ B+ w, wi=a+ - e(1) + wy,
~ ~ ’

wi::wi_1~(oz+ﬂ-i+wi) wi::w (O"i'ﬂ @()"’wl)

for all i € [2,n,]. The grand product holds if and only if w,, = wy, . System
is therefore equivalent to the following purely quadratic system:

Wi — Wryyti * Wiy 4nggee+i = 0 Vi € [Ngatel,

Sy - Wnyy i + CA Wi ngaet+i T s @ 4 sEnst — Wyt 2ngmeti = 0 Vi € [Ngate],

a+f+w —w =0,a+ - p(1)+w —w) =0,w,, =w,_,

Wiy - (o + Britw) —w; =0 Vi € [2, 1],

wi_y - (a+ B (i) +w;) —w; =0 Vi € [2,m4).
(8)

cnst
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System has the same structure for any arithmetic circuit of the same gate

count, independent of the specific circuit. This uniformity is what enables hidden-

circuit satisfiability proofs: the constraints do not expose the circuit’s topology.
All witnesses supporting verification of are collected in:

wit = (pd [ x | a |l b || e || (@)= (| (@) || (wi)iy). 9)

This vector is fully determined by «, 5, and (w;);;.

Two-phase witness structure. The vector wit splits into two parts: wit =
(Witpre || Witsyf), where

~~ \ Ngate

witpre = (pd || x || a || b || ¢ || (0;);%}) is determined without knowing a, 3;

witer = (@)1 || (w;)i,) is determined only after a, 8 are known.

This split is critical for the ZKBoo-based instantiation of Section [5f the prover
first commits to witye, derives a, 8 from a random oracle, then computes and
commits to witg,s.

In summary, any hidden arithmetic circuit F' can now be verified via a fixed
public system of quadratic constraints of size O(nin + Tadd + Nmit), With the
circuit’s structure encoded entirely in the witness wit.

Sizes. Since ny = O(Nin + Ngate) = O(Nin + Nadd + Nmit), the witness vector wit
has O(nin + nadd + nmit) field elements, and system has O(nin + nadd + Pmit)
multiplications and additions over F.

4.2 Proving SMS Function Evaluations

This subsection applies the PLONK framework of Section [£:1] to the SMS evalu-
ation structure, producing a single merged circuit Cperge Whose satisfiability the
NIZKAoK in Sign proves.

Proving the hidden evaluation of F. Let F' be the signer’s hidden policy
with nl(nF ) inputs, ngtl gates, and nst) = nl(nF ) + 3”;533 The signer evaluates F’

on x = (M ||attr|w) and retains the full computation trace. Let pdy denote F’s

PLONK description of the form . The signer then samples «, 8 & F from a
random oracle and assembles the witness vector:

() )

. _onlkd n
witp = (pdp [ x [[allb [l c || (@) 7 || (@) | (wi)izy ), (10)

where x = (M ||attr||w) and all remaining components follow the definitions of

Section Viewing system instantiated with pdy as a single verification

circuit U;c’"k, the signer must prove that wity satisfies L{f,'onk with public output

outp. Since L{}}'o"k has (9(77“(:17 ) 4 néil) multiplications, this proof is as efficient
as proving the satisfiability of a public circuit of the same size.
For the NIZKAoK to be sound, o and 8 must be derived from a random

oracle after the prover commits to witye; allowing the prover to choose «, 3
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in advance would permit a cheating prover to satisfy the grand product triv-
ially. This commitment-then-challenge structure is precisely the two-phase split
(Witpre, Witsys) of Section and it drives the modification to ZKBoo in Sec-
tion [l

Treating G and P as public circuits. Since G and P are public, PLONK’s
arithmetization is not needed for them. They are treated directly as arithmetic
circuits Cg and Cp, and their evaluations are proved as standard public-circuit
satisfiability.

Merging into a single circuit. Given «, 8, witg, M, attr, w, and intermediate
outputs outr and outg, we merge Z/{Eﬂlonk, Ce, and Cp into a single circuit Cmerge
capturing: «, 3, witr, and outp satisfy ngo"k; and G(M, attr,w) = outg and
P(outp,outg) = (M, op). A single NIZKAoK applied t0 Crnerge then certifies the
full evaluation P(F(M, attr,w), G(M,attr,w)) with public inputs «, 3, (M, op)
and private witnesses M, attr, w, witp, outp, outg, without leaking F’s circuit
structure or computation trace.

After the Fiat—Shamir transform, o and g are derived from the random oracle
and are publicly recomputable by the verifier; the remaining witnesses M, attr,
w, Witp, outg, outg are known only to the signer and hidden by the NIZKAoK.

Sizes. Let nggd) and nfnj;t) denote the addition and multiplication gate counts of

function T € {F, G, P}. Circuit Cmerge has:

additions: O(ni(f) + ngij) + n,(nlrt)) + nifd) + nidpd);
multiplications: O(ni(f) + ngfd) + n,(nlrt)) + ”r(ncit) + nr(n]IDt)'

For NIZKAoK systems whose proof size depends on the multiplication count,
the dominant cost is O(ni(nF) + ngii) + nr(jt)) + nr(ﬁt) + nr(jt), where nl(nF) =|M|+
|attr| + |w|, so the dominant multiplication count is O(|M| + |attr| + |w| + ngii) +
nr(ni)) + nr(ncl;t) + nr(nfl)t), which is quasilinear in the gate count of F' and linear in the
multiplications of G and P. This confirms the proof-size claim of Section
The ZKBoo-based instantiation exploits the two-phase split (witpre, Witsyf) from

Section [£.1] to handle the random challenges a, 3; details are in Section

5 Lattice-Based Instantiation of SMS

This section instantiates the generic SMS construction of Section [3]in the post-
quantum setting, combining lattice-based primitives over Z, with ZKBoo [35], a
zero-knowledge argument of knowledge following MPC-in-the-Head [39]. Two de-
sign choices drive the instantiation. First, ZKBoo’s simulation-sound extractabil-
ity with quasi-unique response [29] subsumes the anti-malleability role of the one-
time signature OT S in the generic construction, simplifying the lattice scheme.
Second, proving the hidden evaluation of F' via PLONK’s arithmetization (Sec-
tion 4 requires random challenges «, 5 derived after committing to wityre; ap-
plying ZKBoo directly would allow a cheating prover to choose «, 8 in advance
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and satisfy the grand product check trivially. We therefore modify ZKBoo to
interleave the pre-challenge and post-challenge commitment phases.

Section describes the instantiation and the relation Rjsms. Section [5.2
presents the modified ZKBoo protocol. Section [5.3| analyzes the signature size.
Full details of all primitives, proofs, and parameter settings are in the full version.

5.1 Instantiation Overview

Primitive choices. The generic construction is instantiated with LP PKE [50]
(&p) as &, whose simple structure based on the learning-with-errors assumption
is compatible with ZKBoo’s arithmetic circuit proofs; JRS signatures [40] (Sj:s)
as S, whose lattice-based signing keys support efficient zero-knowledge member-
ship proofs; and ZKBoo [35] as the NIZKAoK, with all computations over Z,
for a prime gq. KTX commitments [43] replace the per-user key pair.

OTS elimination. Because ZKBoo satisfies simulation-sound extractability
with quasi-unique response [29], it subsumes the anti-malleability role of the
one-time signature OTS required in the generic construction: any adversary
modifying a ZKBoo proof cannot produce a second valid proof for a different
statement without breaking the quasi-unique response property. Retaining OT S
in the lattice setting would require a fresh key pair and an additional signature
over all components per signing, increasing both signature size and signing cost;
ZKBoo’s quasi-unique response gives the same guarantee at no extra cost. Con-
sequently, (VKatir, Skattr) 10 longer serves as a one-time signing key pair for ovk,
but is still required for membership proofs.

Membership key via KTX. Following the KTX commitment paradigm [43],
we enforce the relationship vkaetr = bin(H - skatt,), where H € Z7*™ is public and
random, bin(-) denotes binary decomposition, and ska, is a uniformly random
binary vector chosen by the enrolling user. By the security of the KTX com-
mitment, vk, computationally hides skaitr; by the hardness of the short integer
solution problem, no adversary seeing vk, can recover a binary preimage.

Relation Risms. The NIZKAoK proves membership in a relation Ri.gyms con-
taining two classes of constraints.

1. Lattice-based constraints. These enforce binary-vector structure, small £.-
norm bounds, and linear relationships over Z,. Binary-vector structure is
captured by (v,1 — v) = 0. Small-norm bounds are handled via the following
binary decomposition lemma.

Lemma 1 (Binary decomposition, [53], [38, Appendix A.1]). Let

v €N and k = |logyv| + 1. Define the basis B, = {B;}}_, = {2'}' =} U {v —

(28=1 —1)}. Then x € [0,v] if and only if there exist bits by, ..., by satisfying
k

R S

Using Lemma [1} each bound |allcc < w is reduced to binary-vector and

linear constraints, compatible with ZKBoo’s arithmetic circuit satisfiability.
The proof of Lemma, [1]is deferred to the full version.
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2. Clircuit satisfiability constraints. These enforce P(F(-),G(-)) and any aux-
iliary public circuits are correctly evaluated, including the circuit checking
op € OPsgnbi. The P(-,-) part is handled by the PLONK reduction of Sec-
tion @

The full relation Ri.sums is also deferred to the full version.

ZKBoo as the NIZKAoK. ZKBoo proves arithmetic circuit satisfiability and
is plausibly ost—quantum. Proving Ry.sms requires the hidden-circuit strategy

of Section M| which introduces additional challenges «, & Zq that must be
generated from the random oracle after the prover commits to witye. The Fiat-
Shamir transform [3I] makes the protocol non-interactive; however, the standard
ZKBoo decomposition must be modified to accommodate the two-phase witness
structure (witpre, Witsyf). Section describes this modification. The result is a
plausibly post-quantum SMS scheme enforcing hidden arithmetic policies with
per-signature modal accountability.

5.2 Modifying the ZKBoo Protocol

In the original ZKBoo protocol [35], the computation trace of a circuit C, treated
as a witness W, is decomposed via a randomized function decompose(W), into
three views {view; }?:1, such that any two views reveal no information of W,
then committed by the prover as {cview; };’:1. The verifier challenges the prover
to open two of the three commitments; consistency of the two opened views
certifies correct evaluation. See the full version for more details.

Modified decomposition. For proving Ri.sms, the witness decomposes as Wye
and Wg,s (the pre- and post-challenge components of Section : Wore is deter-
mined before the challenges «, 5 are known, and Wy is determined only after.

Specifically, we run decompose(Wpye) to obtain pre-views {preview, }?:1 and
treat each preview, as the prefix of the full view: view; = (preview;||sufview;). The
suffix views {sufview;}?_, are obtained by running decompose(-) on the combined
process of (i) computing all components of Wsus using entries of {preview; }?:1
and (i) checking system (8)). The resulting full views {view; }?:1 are thus a valid
ZKBoo decomposition of the extended witness (Wpre||Waut)-

Modified protocol. The modified protocol proceeds in three phases.

1. The prover commits to {preview,}?_,,
to the verifier.

2. The verifier sends «, 8 & Zg (derived from the random oracle in the non-
interactive version). The prover computes {sufview;}?_, and sends commit-
ments {csufview;}?_,.

3. The commitment to view; is the pair (cpreviewj, csufview;). The prover and
verifier execute the original ZKBoo consistency check on the requested views.

. . . . 3
sending commitments {cpreview; }7_;

This structure ensures that «, 8 are unknown to the prover when it commits
to witpre, preventing the cheating-prover attack identified in Section See the
full version for the full protocol description and security analysis.



Sovereign Modal Signatures 23

5.3 Signature Size

The final SMS signature is Xi.sms = (Ctop, Hi.sms), where ctop encrypts op and
Il sms is the non-interactive version of the modified ZKBoo for Rigms. Thus
|Zisms| = |ctop| + |Iisms|. Since |[II.sms| dominates |ctop|, we focus on the
former. The full lattice parameter settings, including |ctop|, are deferred to the
full version.

Bounding |1 .sms|. The proof I gus consists of k repetitions of the modified
ZKBoo, with a soundness error 2/3 of each repetition, where k = [A - (log3 —
1)~17 achieves soundness error 2~*. Each repetition contributes commitments
cpreview; and csufview; (compressed via hashing) and a response rsp;. Thus
[T .sms| = O(k - (|cpreview| + |csufview| + |rsp|)). The dominant term is |rsp|.
Addition-gate outputs in the views can be recomputed for free [T7/42], so only
multiplication-gate outputs need to be transmitted.

Response size. The log ¢ factor in the response arises because all lattice-based
primitives operate over binary representations: every Z, field element must be
binary-decomposed before lattice arithmetic applies, multiplying each element’s
contribution to |rsp| by log ¢. With this decomposition, |rsp| is bounded by

O(logq' (|lparams| + [ M| + |attr| + |w] + nggd) + nfjt) + |op| - log q)

@ n(om)

mit mit

()]
mlt

+ |lparams’| +n

Zq-elements, where |lparams| and |lparams’| denote the parameter sizes of the

PKE and signature primitives, instantiated as LP and JRS respectively; their

(op)

mie. counts

exact values depend on choices deferred to the full version, while n
the multiplication for the circuit checking of op € OPsgnpi.

Asymptotic summary. From , |I1).sms| is quasilinear in the total gate
count of F' (due to the loggq factor from binary decomposition) and linear in
the multiplication counts of G and P. This matches the proof-size claim of Sec-
tion [1.1] and confirms that the log ¢ overhead is an unavoidable cost of working
with lattice-based primitives, not an artifact of the construction. This frame-
work admits richer instantiations via advanced MPCitH [T74217I6230/T6l314]
and VOLEitH techniques [6/27/60/T3].

6 Conclusion

Sovereign modal signatures (SMS) unify hidden and public policy enforcement
with per-signature modal accountability, addressing a decade-old open problem
in privacy-preserving signatures by treating a circuit’s PLONK description as a
witness rather than a statement, achieving the first efficient hidden arithmetic-
circuit evaluation without universal circuits or idealized algebraic models.
Multi-stakeholder deployments, e.g., audit systems, regulatory compliance,
and credential delegation, are the natural home for SMS: each participant op-
erates under a certifying authority’s hidden policy, overlays a publicly verifiable
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check at signing time, and exposes exactly as much identity as the configuration
prescribes, realizing the functional credentials vision of prior work [24].
Concrete directions for future work include threshold and distributed is-
suance, revocation within the partial-dynamic model, and measured efficiency
at the 128-bit post-quantum security level; more broadly, the PLONK-based
hidden-circuit reduction developed here is a general tool applicable to any pri-
vacy primitive using hidden arithmetic-circuit proofs in the random oracle model.
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