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Abstract. Threshold signatures are a fundamental primitive in applied
cryptography, primarily used to mitigate the custodial risk involved in
managing keys. However, existing constructions rely on synchronous com-
munication assumptions and fixed participant sets, limiting their appli-
cability to real-world networks. In addition, as the committees managing
those keys serve an ever-growing number of clients and assets, they be-
come lucrative targets for attacks. This issue is often called the Honeypot
Problem. A recent work proposed the 2PC-MPC paradigm, in which a
client and a decentralized network jointly generate signatures, aiming to
mitigate this issue.

In this work, we present the first asynchronous 2PC-MPC protocol for
ECDSA signatures, designed to operate over reliable broadcast chan-
nels as implemented in modern blockchains. Our protocol tolerates dy-
namic, post-determined quorums whose participants may change be-
tween rounds. This allows the protocol to align with asynchronous con-
sensus layers while providing identifiable abort, public verifiability, guar-
anteed output delivery (assuming completeness of the broadcast channel)
and censorship resistance for the client.

We introduce global presigns, which are generated autonomously by the
network and remain client-agnostic until signing. This enables effec-
tive background preprocessing, and results in sub-second online signing
network-side latency for dozens of concurrent clients.

From a technical perspective, our asynchronous design eliminates com-
mitment rounds, yielding one-round client interaction for both key gen-
eration and signing. We also remove the need for zero-knowledge proofs
toward the client. This results in a client complexity independent of net-
work size, without proof aggregation (which is particularly challenging
over asynchronous channels). Our constructions are proven UC-secure in
the asynchronous setting. To achieve concrete security over 256-bit el-
liptic curves, we introduce the Slightly-Enhanced ECDSA Unforgeability
assumption and provide a tight reduction in the EC-GGM model.
Beyond theoretical analysis, we implement our protocols and evaluate
them in both a local benchmark and a live permissionless deployment
with dozens of validators, demonstrating practical performance and ro-
bustness under heterogeneous execution speeds.
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1 Introduction

In recent years, there has been growing interest in thresholdizing digital signa-
tures [4, 11, 33|, distributing the signing process among multiple parties. This
is primarily because digital signatures serve as an authentication mechanism in
Bitcoin [60], Ethereum [14], and similar platforms where the digital signature on
a transaction constitutes a proof of ownership of the funds. Specifically, much
effort has been made for thresholdizing ECDSA [1,6,7,15-17,23,27,28, 30, 31,
41-43,54,56,73,75,76] due to its widespread use in cryptocurrency.

Threshold signature based solutions have been widely deployed in the cryp-
tocurrency industry and focus mainly on two use cases: decentralized bridges
(e.g. THORChain [69], Keep Network [57], Near Network [48] and Internet
Computer [68]) and distributed custody (e.g. Coinbase Wallet [55], Qredo [51],
Zengo [50], Fireblocks [36], Copper [24], Web3 Auth [52] and Lit Protocol [21]).

Ultimately, in both applications, the signing key may be shared between the
client and a distributed permissionless network in a way that requires the active
consent of both to produce a signature. Currently, for ECDSA-based protocols
only trusted (i.e. without client involvement) custodians are deployed.

Additionally, to the best of our knowledge, due to inherent limitations of
existing threshold ECDSA signing protocols, all real-world networks for both
use-cases are deployed with a rather small number of nodes (e.g. Internet Com-
puter uses up to 30 [68]). This undermines the vision of decentralization as a
smaller number of nodes can more easily collude. Nowadays, blockchains typ-
ically have hundreds to thousands of validators (e.g., Ethereum currently has
4,540 active nodes [34]). Recently, [39] has taken a pivotal step towards increas-
ing the number of nodes, and we follow their approach in this work. Their main
observation is that designing the protocol over a broadcast channel is more scal-
able with the number of parties. Indeed, prior to the work of [39], all practical
threshold ECDSA schemes were designed to work over unicast channels, assum-
ing secure point-to-point (P2P) channels between every pair of parties. While
secure point-to-point channels can be constructed in theory (under an appro-
priate PKI setup), in practice, they inherently incur a high network load and
a message complexity quadratic in the number of parties, as each party com-
putes and sends a message to every other party. Instead, [39] opts to rely on
a broadcast channel, and reduces the message complexity to linear. Moreover,
by working over a broadcast channel, their protocol achieves identifiable abort
(IA) and public verifiability (PV). When the broadcast channel is implemented
over a blockchain, one also gets immutability of messages, which enables easy
recovery from failures. It also provides incentive mechanisms for faithful partici-
pation. Blockchains also provide censorship resistance for the client, as opposed
to trusted custodians.

Nevertheless, some key aspects remain unaddressed. Primarily, their choice
of assuming a synchronous broadcast channel sidesteps many of the difficulties
that arise when implementing the protocol over existing broadcast channel im-
plementations. Existing networks typically work over an asynchronous or a par-
tially synchronous reliable broadcast communication channel. In particular, the
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parties do not have synchronized clocks, cannot agree on which parties are on-
line and which parties are unavailable. Therefore, parties who participate in one
communication round may not be available for the next one. Section 2 discusses
these gaps and places our approach in the context of prior work on threshold
signatures. Building on [39], we address these critical challenges and provide an
affirmative answer to the question below:

Can we design an asynchronous, permissionless, decentralized network,
concurrently servicing numerous clients requesting digital signatures?

Zero Trust. Our protocol demands participation of a client in addition to
the distributed network and thus maintains the Zero Trust principle [67], which
has been foundational in blockchain ecosystems. Under this principle, no one is
trusted, not even miners or validators, and every client calculates and verifies
the state itself.

Currently, isolated networks that offer interoperability are compromising on
Zero Trust principles in order to enable cross-network operations. Instead, they
take a Castle-and-Moat approach, aiming to create a strong, fortified perimeter
around their network. Unfortunately, Castle-and-Moat Protocols (CMPs) man-
age an ever-increasing amount of digital assets in cross-chain interactions, cre-
ating the Honeypot Problem: as a CMP gains higher Total Value Locked (TVL),
the protocol becomes a more lucrative target for malicious players. For many
years, we have witnessed attacks targeting CMPs. For instance, Wormhole [45]
was exploited for over 320 million USD [74].

In order to resolve those issues and comply with the Zero Trust architec-
ture, [39] proposed the 2PC-MPC framework, which we follow in this work and
briefly cover below. In this framework, both the client and a threshold of a decen-
tralized network must collaborate in order to produce a signature. This ensures
that even if the network is compromised, it cannot sign any transaction without
client consent. In particular, on top of hacking the network, the adversary has
to access the secret key share of each client individually, thereby addressing the
honeypot problem. The only threat of an adversary controlling the network is
Denial of Service (DoS), namely, preventing a client from using its wallet. Never-
theless, the requirement for the client to collaborate with the network to produce
a signature raises many practical difficulties. First, the access structure is inher-
ently hierarchical. Prior solutions that used a threshold access structure had to
compromise on the size of the network, as the user must have the same weight
as the whole network. Second, the client is typically lightweight, and does not
have comparable computational power to parties in the decentralized network.
Optimally, the computation complexity of the client should be independent of
the network size. Third, the client typically does not have direct access to inter-
nal entities in the decentralized network, and might not even be aware of their
identities. Exposing such communication channels may pose additional cyber-
security threat for parties in the network, and would also significantly increase
the communication overhead of the client.

With the above issues in mind, [39] added to the 2PC-MPC hierarchical
access structure an additional requirement that when met, allows for the system
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to scale with the number of parties in the decentralized network. Namely, the
client experiences a two-party computation (2PC) protocol, wherein the network
emulates the second party by participating in multi-party computation (MPC)
protocol.! Hence the name: 2PC-MPC.

Another important aspect of a decentralized system is the number of clients
it can concurrently service. Prior works on threshold signatures are typically
focused on a single key, and do not consider the system as a whole. Therefore,
each node in the decentralized network must hold a private share per each wallet
of each client in the system. Instead, in [39], the private storage of each party in
the decentralized network is independent of the number of clients as well as the
number of nodes. This is achieved by utilizing a threshold additively homomorphic
encryption scheme (TAHE) [25]. Essentially, the network share of each signing
key is stored in public, encrypted under the TAHE public key, and only the
underlying AHE secret decryption key is secretly shared.? In this work, we take
a different approach, enabling the network to utilize a single global key share
which will be used across all clients. This change also significantly simplifies
any resharing or reconfiguration of the secret. Specifically, one does not need
to reshare the secret key of the TAHE scheme but instead may only reshare
elements in Z, and generate a fresh TAHE key.

1.1 Owur Contribution

Our primary contribution is the design and implementation of a 2PC-MPC pro-
tocol for an asynchronous decentralized network, servicing numerous clients con-
currently to securely generate ECDSA signatures. The motivation behind this
design is to be on par with implementation requirements of existing blockchains
and their underlying communication channels, as we cover in Section 2. Addi-
tionally, Section 2 also provides extensive comparison with prior works, further
highlighting the challenges addressed in this work and the advantage of our
approach.

In addition, our protocol supports global presigns, which are generated au-
tonomously by the network and are not bound to any particular client or request
until the final signing step. This design allows the network to precompute pre-
signs in the background whenever spare capacity is available and then serve
signing requests with lower latency. Practically, global presigns (i) improve uti-
lization as each presign generated is more likely to be used, (ii) simplify load
management and rate limiting by maintaining a presign buffer, and (iii) reduce
client interactivity requirements, since the client is only involved at signing time
rather than throughout presign generation.

! The client can verify that it interacts with a decentralized network if the communi-
cation channel with the network is a blockchain. However, their design potentially
allows hiding the size of the network, in case a future application might demand
that.

2 The idea of using TAHE and storing only the secret-key shares to minimize private
storage was proposed in the YOSO line of work [44].
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Technical Contributions. On top of that, this work introduces several con-
tributions that might have independent interest. As a side-effect of complying
with asynchronous networks, we improve the round complexity, compared to the
2PC-MPC protocol in [39]. This is because we may not use commitment rounds,
as parties may not be available in the next round to open them. As a result, both
DKG and signing consist of a one-round trip between the blockchain and the
client. Our sign phase can be broken into a presign phase, and an online-signing
phase. The presign phase is executed without client involvement in an offiine
phase, potentially before the message to be signed is decided. This preprocessing
can reduce computation and latency during high-demand periods. When instan-
tiated in the standard threshold access structure, that is, by removing the client
and retaining only the committee of parties, DKG completes in a single round,
presigning requires two rounds; and the online signing step is a single round. In
this sense, our round complexity matches the best known constructions that al-
low the presigning and signing phases to involve different subsets of parties [23].
If, instead, one enforces that the same set of parties participates in both presign
and sign, then recent two-round protocols are also known [26, 58].

In addition, we alleviate the need for zero-knowledge (ZK) proofs towards
the client, that were used in [39] to prove honest behavior. In order to admit
the 2PC-MPC framework, [39] offered to aggregate the proofs from each party
in the network. However, their aggregation approach is inherently synchronous
and as such doesn’t work for our purpose.

In terms of security, our protocol circumvents the Enhanced-ECDSA unforge-
ability assumption (proposed in [15]), even when allowing presigns. Enhanced
ECDSA was proven secure in the EC-GGM model in [46], but the concrete pa-
rameters of the reduction are not sufficient when working over 256-bit elliptic
curves commonly used nowadays (e.g., secp256kl [5] used in both Bitcoin and
Ethereum). We propose the Slightly-Enhanced ECDSA unforgeability assump-
tion, and provide a reduction (also in EC-GGM) with a satisfying complexity.
We believe other threshold ECDSA protocols can be adjusted to rely on this
assumption instead.

Moreover, in this work we also consider proactive aborts, namely, the par-
ticipating subset in each session and each communication round is not only
post-determined, but is also adversarially chosen. This allows our protocol to
tolerate an adversary that not only corrupts part of the network participants,
but also has control over the network communication channel.

In Section 1.2 we delve deeper into the concrete design of our proposed sys-
tem. In Appendix A, a range of applications that can be built upon it is listed.

1.2 System Overview

In this work, we design a blockchain-based massively decentralized cryptosystem
for securely maintaining digital wallets on the bulk of deployed blockchains.
Below we briefly describe the system as a whole.

The blockchain. The blockchain is permissionless, and before the beginning
of every epoch, reconfiguration allows wvalidators to join or leave the network.
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The blockchain is based on Proof of Stake (PoS), and each wvalidator has a
voting power proportional to its stake [53]. In turn, during each reconfiguration,
validators may also withdraw part of their stake, or increase their stake, which
could change their voting power accordingly. The weighted access structure is
implemented by giving each validator a number of secret shares of the TAHE
secret key proportional to their voting power. This only affects performance
during the sign phase of the protocol.

Communication. Clients can communicate with the blockchain by sending
transactions and parsing blocks. The MPC party emulation sub-protocols can
be implemented over the consensus protocol [9,10,37] used for producing blocks.
The block proposer validator is responsible for aggregating the last MPC round,
computing the message to send to the client, and including it in its proposed
block. Oftentimes, such a communication channel is either asynchronous (as in
Narwhal-Tusk [29]) or partially synchronous (as in Narwhal [66]-Bullshark).

Policies. Upon creation, wallets will specify policies, either by using smart con-
tracts (see [59,71] and [47,70] for recent overviews and surveys) implemented
on-chain, or using light-clients [19] in order to validate policies posted on another
blockchain. Before validators participate in signing a transaction, they validate
that it matches the policy of the corresponding wallet. Policies can specify, for
instance, a whitelist or a blacklist of accounts, a transaction limit, a limit on
the number of transactions per epoch, or anything else that can be specified in
a smart contract. Compromising a client will not allow an adversary to bypass
the policy of its wallet. Compromising the blockchain can only be exploited to
bypass policies for wallets for which the client share was also compromised. This
ensures security can only be enhanced by sharing the key with the blockchain.
The only added risk for the client is DOS of the network.

With the above architecture, our cryptosystem supports a range of versatile
applications across multiple blockchains. In Section A, we illustrate several key
use-cases enabled by the flexibility, security, and scalability of the above design.

1.3 Paper Organization

Section 2 covers limitations of prior work, pinpointing the main technical chal-
lenges we address. Section 3 contains preliminaries and definitions. Our 2PC-
MPC ECDSA protocols are presented in Section 4. In Section 5 we analyze se-
curity, and Section 6 provides implementation details and evaluation. Additional
material appears in the appendices: applications (Appendix A), extended prelim-
inaries (Appendix B), formal languages (Appendix C), full security proofs (Ap-
pendix D), raw performance data (Appendix E), TAHE instantiation via Class
Groups (Appendix F), and adaptation to Schnorr signatures (Appendix G).

2 Related Work

This section discusses prior work, focusing on [39] whose 2PC-MPC framework
we follow.
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The work in [39] is described over an ideal broadcast functionality. In reality,
consensus protocols implement a broadcast channel over P2P channels, e.g. via
gossiping [2]. This distinction is crucial, since implementing an ideal broadcast
channel over asynchronous networks is theoretically impossible [37]. This ab-
straction complicates using off-the-shelf broadcast implementations; we address
these issues in this work.

In particular, they assume a synchronous communication channel, with a
known bound on clock drift and message transmission delays, allowing parties to
agree if a party does not broadcast a message. This also occurs in [63], an adapta-
tion of [31] that achieves identifiable abort via a synchronous broadcast channel.
Synchronous communication is a stringent requirement [72]; blockchains typi-
cally use partially-synchronous [32] or asynchronous channels. In this work, pro-
tocols are defined over an asynchronous channel, supporting existing broadcast
implementations (e.g., Narwhal-Tusk [29], Narwhal-Bullshark [66], Mysticeti [3])
with significantly lower latency. In asynchronous communication, parties com-
pute and broadcast messages for the next round as soon as a threshold from
the previous round broadcasts, without coordinating on which parties failed to
participate. While ROAST [63] adapts FROST1 [49] for asynchronous commu-
nication, it requires running multiple FROST sessions in parallel (up to the
number of honest parties), making it asymptotically more expensive and con-
suming significant storage for managing parallel sessions.

In addition, prior works such as [39] often require the same subset of parties
to participate in all rounds of a subprotocol (DKG, presign or sign). This is not
on par with existing broadcast channel implementations [3,29, 66], which only
ensure that an arbitrary threshold of parties is online during each round. Our
protocol allows participants to dynamically change between rounds, which aligns
with existing broadcast implementations. While [63] also addresses this indirectly
by ensuring one session where a fixed threshold participates in all rounds, our
approach allows different subsets in each round, yielding better performance.

Finally, beyond practical challenges, we address theoretical concerns in se-
curing ECDSA with presigns. Prior threshold ECDSA protocols enabling pre-
signs (e.g., [15, 17,27, 31, 39]) assumed the Enhanced ECDSA Unforgeability
assumption [15], stating that forging signatures is hard even if the adversary
queries nonce parts before deciding on messages. This was established in the EC-
GGM model [46], but with cubic reduction complexity, insufficient for 256-bit
curves. We propose Slightly-Enhanced (SE) ECDSA Unforgeability and achieve
quadratic complexity. Our presign consists of a pair of nonces; at signing, they
are combined based on the message, client input, presign, and public key, mak-
ing SE-ECDSA compatible with 256-bit curves. Notably, in Appendix G.3, we
prove security of an analogous SE-Schnorr oracle under the Algebraic One-More
Discrete Log (AOMDL) assumption, which may simplify simulation of threshold
Schnorr protocols with presigns such as FROST3 [22].
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3 Preliminaries

Notation. Group elements and sets are denoted by capital letters (G, H), while
field elements are typically denoted by small letters x, r. Algorithms are denoted
by calligraphic big letters (A, F). Message identifiers are denoted in a sans-serif
font (sid, ssid). Subscripts are usually reserved for descriptors and superscripts
are used for indexing. In cases where only a descriptor is needed, it will be
subscripted. For a finite set P the notation z < P implies that x is sampled
uniformly at random from P. We also write  + A(-) for the output of an
algorithm.

Entities. We consider two sets of parties, denoted by A and B. A is a collection
of “centralized” entities identified by pid 4, which play the role of the clients in
the system. The set B represents a single distributed entity identified by pidz,
which plays the role of the decentralized network, wherein each party B; € B is
a validator.

Communication Model. Parties in B do not communicate directly with the
parties in A. Instead, an authorized subset of B agrees on a common message
to send back to A. The receiving party in A is unaware of the identity of the
individual parties comprising B or its internal structure. Typically, blockchains
expose a distributed ledger that is publicly accessible to everyone, yet no in-
dividual is exposed to direct communication channels with the validators that
maintain it. This is formalized in Fyiobal-broadcast (Functionality 2).

The internal communication channel between parties in B is an asynchronous
reliable broadcast (ARB) channel, which is captured in Fyroadcast (Functional-
ity 1). This is an abstraction of the communication channel used in blockchains
to achieve agreement on transactions. Some of the potential instantiations can
be found in [3,29,66]. Following [65], we note that the functionality only ensures
consistency, and not completeness. Completeness suggests that if a single hon-
est party generates an output, then every honest party eventually generates an
output. Instead, this is viewed as a property of the broadcast protocol itself. In
our context, completeness ensures guaranteed output delivery, but for security
and correctness of our protocol, consistent broadcast suffices.

Typically, a consensus protocol is implemented on top of a reliable broadcast
channel, so as to agree on an order for the transactions. However, in our con-
text, a weaker notion may suffice. Recall that our system produces signatures
to be posted on other blockchains, who may be responsible for ordering these
transactions. Therefore, we only require a mechanism to agree upon a subset
of messages corresponding to an authorized subset of parties from the previous
MPC round of a given session sid. This is captured by Facs (Functionality 3). A
potential instantiation can be found in [65]. Another possibility, although relying
on consensus, is to take the first set of blocks that contain an authorized subset.

For brevity, when we refer to the Reliable Broadcast Model, we mean that we
are working in the (]:broadcash]:global—broadcasta fAcs)-h}’bTid model. The broadcast
functionalities are adapted from [65], while Facs is a rephrasing from [64].
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Adversarial Model. We work within the static adversarial model, meaning
that the adversary selects the set of parties to corrupt before any protocol be-
gins and cannot corrupt any parties afterward. The adversary is also a rushing
adversary, that first sees the broadcast messages of all honest parties before
sending any of its own. In addition, the adversary can proactively and adaptively
block or delay messages. This is modeled by letting it choose a valid subset of
parties to participate in each round. Indeed, while an attacker aims to corrupt
parties as early as possible and maintain control when feasible, the adaptive
blocking and delaying of messages can be viewed as a form of static corruption
over the network infrastructure itself. The adversary also has access to the head-
ers of any communication between honest parties and ideal functionalities, and
for ease of exposition, we assume this implicitly throughout without explicitly
stating it each time.

Due to our use of a reliable broadcast channel, we assume that the number of
(static + adaptive) corruptions in B is at most n/3 throughout, and otherwise B
is considered corrupt. Essentially, an adversary that corrupts more than a third
of the network may fork the network into two disjoint components and break
consistency. It may also stop participating, in which case guaranteed output
delivery fails, breaking liveness and censorship resistance.

Ideal Functionality. The security of the 2PC-MPC architecture is defined by
the ideal functionality .Fﬁi’;B (Functionality 1). This functionality incorporates
a signing oracle G. The functionality regulates access to the oracle in a straight-
forward manner: it permits any authorized subset to request key generation,
presigning, and signing operations from the oracle. Any other type of query is
controlled by the adversary.

Zero-Knowledge Proofs (ZKPs). We recall the formal definition of Zero-
Knowledge Proofs (ZKPs) and Zero-Knowledge Proofs of Knowledge (ZKPoK) in
Appendix B.2. For a given ternary relation R : {0,1}*x{0,1}*x{0,1}* — {0, 1},
and every fixed pp € {0, 1}*, we define the following NP language L[pp] = {z;w |
R(pp,z;w) = 1}. Namely, we require that for each pp € {0,1}*, R(pp,-;-) is
computable in polynomial time. In our context, pp consists of public parameters
(e.g., a public encryption key or a specification of an elliptic curve), z is a
statement, and w is a witness.

All of the ZKPs used are non-interactive, either by applying the Fiat-Shamir

transform [35], or by applying Fischlin’s transform [38] in case UC-extractable

proofs are needed. A ZK protocol for the language L will be denoted as Hi[pp}

for the former case, and as HULC[_T for the latter case. Formal definitions of the

languages used in our protocol are provided in Appendix C.

Statement Aggregation. As all messages from B to parties in A must be ag-
gregated, to this end we refer to a simple aggregation protocol. Given a language
L and a binary operator + : L? — L, the aggregation protocol Hang works as
follows. First, each party B; sends to Foroadcast & ZKP relative to L for (Y ;;w;)
and validates the proofs of the other parties. Then, using Facs, the parties agree
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Functionality 1: 2PC-MPC Signature Functionality 7. 7

tsig

The functionality interacts with two disjoint sets of parties A and B along with
an adversary A controlling a subset U. The functionality is parameterized by
a signing oracle G and an access structure ['g.

1. Key Generation: Upon receiving (keygen, sid, pid , ) from Apiq, along with
(keygen, sid, pid 4, pid ) from a subset S € I's, do as follows:
(a) Send (keygen,sid) to G.
(b) Act as a proxy between A and G until the oracle outputs
(keygen-output, sid, X) which it sends to all parties.
2. Presign: Upon receiving (pres, sid, ssid, pidg) from a subset S € I's, do as
follows:
(a) Send (pres,sid,ssid) to G.
(b) Act as a proxy between G and A until the oracle outputs
(pres-output, sid, ssid, K') which it sends to all parties.
3. Sign: Upon receiving (sign, X, msg, sid, ssid, pid 4) from Apq, € Ax for
which (X, Ax) is recorded, along with (sign, msg, sid, ssid, pid 4, pidz) from
a subset S € I'g, do as follows:
(a) Send (sign, msg, sid, ssid) to G.
(b) Act as a proxy between G and A until the oracle outputs
(sign-output, sid, ssid, o) which it sends to all parties.

on a subset of the statements, and using Fgiobal-broadcast, the statement > y Y, is
sent to the client.

Homomorphic Commitments. For a commitment scheme with public param-
eters pp we denote the message space of the commitment as M., and random-
ness space as Rpp. Unless specified otherwise Comp,, refers to Pedersen Commit-
ments [62] on the appropriate elliptic curve. Homomorphic Addition is denoted
by @ and scalar multiplication by ©.

Threshold Additively Homomorphic Encryption (TAHE). Additively
Homomorphic Encryption (AHE) is a public key encryption scheme that sup-
ports homomorphic addition of two ciphertexts. The scheme is parameterized
by four abelian groups: the plaintext space P, the ciphertext space Cpk, the
randomness space Rpi, and the key space K;. We denote plaintext as pt, cipher-
texts as ct, randomness as 7, and public-secret key pairs as (pk;sk). We use @
and ® for homomorphic addition and scalar multiplication respectively.

We utilize an AHE scheme with P, = Z4, where ¢ is the prime order of
the elliptic curve used for the digital signature scheme. This can be achieved
natively using class group-based AHE [18] or by interpreting the plaintext as a Z-
module using the Paillier scheme [61], as done in [39]. We require the AHE scheme
to satisfy circuit privacy with respect to linear transformations. Specifically,
the scheme admits Secure Linear Fvaluation of two ciphertexts, cty and cty,
with coefficients ag and a1, denoted as AHE.Eval(pk, (cto, ct1), (ag,a1);n). This
evaluation should not reveal any information to an adversary holding sk and the
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randomness used for encrypting cty and cty, other than the output of the linear
evaluation on the messages. We denote by Scale the operation that multiplies
a single ciphertext by a scalar while preserving the same guarantee. Note that
we only demand that ctg,ct; are elements of the ciphertext space and are not
necessarily valid encryptions, see Appendix F for discussion.

In our protocols, we utilize Threshold Additively Homomorphic Encryption
(TAHE), which allows any set of ¢ + 1 parties to decrypt while preventing any
smaller subset from doing so. This is captured by an ideal functionality Frane
(Functionality 5). We define an Additively Homomorphic Encryption (AHE)
scheme and extend it to the threshold security model. This functionality can be
emulated using class group-based TAHE [13] or Paillier-based TAHE with circuit
privacy ( [39], following [40]). Importantly, to obtain security against malicious
adversaries, TAHE schemes often use verification keys which should be thought
of as homomorphic commitments on the secret key shares. The verification keys
are produced in the Distributed Key Generation (DKG) phase, and are then
used during the threshold decryption phase in order to prove correctness of the
decryption shares.

4 Protocols

Next, we describe our protocol, consisting of four sub-protocols: global dis-
tributed key generation 1, client key generation 2, presign 3, and sign 4.

4.1 Global Key Generation

In an asynchronous network, a standard commit and reveal approach is unus-
able: openings may be delayed indefinitely, blocking progress. However, simply
removing commitments would let parties adapt their inputs and break secu-
rity. Our approach is to run two, “insecure” asynchronous sub-protocols without
commitments, resulting in two public key parts X g, X1 B, each of which may
be biased by the adversary. We observe that taking a pseudorandom combina-
tion of the two that is determined after all parties send their inputs is sufficient
for security. In our protocol, this randomization happens during the client key
generation phase.

Concretely, the protocol proceeds in a single round. Each party B; samples
two secret key shares zf,x! < Z,, computes the corresponding public shares
X = 2{G and X{ = 2¢G, and encrypts the secret shares under the TAHE
public key. Each party then proves, via a ZKP in the language LgnpL, that
the ciphertexts and public shares are consistent. Using the aggregation protocol
11,4, the parties aggregate their individual contributions into the global outputs
Xop =Y, X4, X1, =), X}, along with ciphertexts Ctyey,0, Ctkey,1 €nCrypting
the corresponding summed secret key shares zg = >, xf and 1 = ), 2%. These
global outputs are then used by all subsequent client key generation instances.
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Protocol 1: Global Key-Generation: e ey Een:

GlobalKeyGen(G, G, q, I', sid, pk)

1. Each B; does the following:
- Round 1 o
(a) Sample z¢, 21 < Zq and 19,11 < Rpk. o ‘
(b) Compute X§ = z0G, Xt = 271G and ctp = AHE.Enc(pk, zg; ), cti =
AHE.Enc(pk, z1; n}).
(c) Run H;;gv ILEncDL[Pk!(G!G!‘I)] on inputs (Xé, cth; xh, 778) and
(X1, cti;zi, ni) to obtain (Xo,5, X1,B, Ctkey,0, Ctkey,1)-
- Output: Xo B, X1,B, Ctkey,0, Ctkey,1-

\ J

4.2 Client Key Generation

On the client side of the DKG, all clients operate over the common global DKG
output Xo g, X1,5. Each client A samples its additive share of the secret key
x A < Zq and broadcasts X 4 = x4 -G, alongside a corresponding UC extractable
zk proof mpL. The coefficients u, ul, u$ € 7Z, are then derived by querying
the random oracle on the tuple (sid, G, G, q, X4, X0 5, X1,B, 7pL). Notably, the
random oracle input includes mp,, a UC-extractable ZKP of x4. This binds
the coefficients not only to the client’s public share X 4 but also to a proof of
knowledge of the underlying secret, which is essential for security (see the proof
sketch of Theorem 2). The network part is then computed as Xp = 2 - Xo p +
ui -Xi1,B +,uf -, and the public key is set as X = Xp+ X 4. The corresponding
secret key satisfies z = 0 - 2o+ pl - 21 + puG + 2.4, where g, z; are the network’s
secret shares from the global DKG.

Essentially, we view (Xo g, X1,5) as a commitment to the network part. As
such the client does not need to commit to X 4 as it only observes a commitment
of Xp. Then, the affine transformation defined by u?, ul, uS, can be viewed as
the opening of the network’s part X . Since the coefficients depend on the client
part X4, Xp is “opened” only after the client decides on its input. Notably, the
client cannot commit before because the network DKG is global and we may not
assume all clients could commit before it is performed.

4.3 Global Presign

Global presigns may be consumed by any client to generate a signature in the
online signing phase. As such, by the stage they are created the client nonce
contribution is yet to be committed. Therefore, similarly to the technique used
in the global DKG, the network will generate two public nonces Ko g, K1 5.
During online signing, the final network part will be a-posteriori derived, as a
pseudorandom linear combination of the two parts ul Ko g + utK1,5 + ugG.
The protocol proceeds in two rounds and uses a random mask g to blind the
secret key shares. In the first round, each party B; samples a random mask share
vy < Zg, encrypts it under pk, and homomorphically multiplies the global key
ciphertexts Ctiey.0, Ctiey,1 Dy 7% to obtain encryptions of v4 -z and 7% - x1. These
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Protocol 2: Centralized Party Key-Generation: Ilcentralized-keygen:

CentralizedKeyGen(G, G, g, sid, pk; global-keygen, Aiq)

1. Apia does the following:
- Round 1:
(a) Verify that Xo 5, X1,8 € G and Ctkey,0, Ctkey,1 € Cpi. If any check fails,
terminate and designate B as malicious; otherwise continue.

(b) Sample x4, < Zq and compute X4, = T Ay G.

) pid pid
(¢) Run Hi?sz[(G’G’Q)] (X a4 2a,,) to generate a proof mpy.
(d) Send (broadcast, sid, pid 4, X 4,4, pL) t0 Fhroadcast-
2. Output
— Each B;:
(a) Receive (sid, pid 4, X, 7DL)-
erify mpr. If it fails, designate id as malicious and abort; other-
b) Verify mp. If it fails, designate A, lici d ab h
wise continue.
(¢) Query the random oracle
H(sid, G, G, q, X a,4, Xo,8, X1,B,70L) to obtain T
(d) Output X4, and record
(keygenv pidA? global-keygen, XApid ’ Mgv ,U/;, Nf)
— Apia:
(a) Query the random oracle
H(sid, G, G, q, X a4, Xo,5, X1,5,TpL) to obtain T
(b) Output X4, and record

(keygen, pid ,, global-keygen, X a_,, 12, pus, 1)

\. J

are aggregated via Il,g; to produce ct, (encrypting the combined mask yp =
> v%) and Clyp key,0, Clyp-key,1 (€ncrypting vp - 29 and g - z1). In the second
round, each party samples nonce shares k§, ki < Z, and homomorphically scales
ct, by each nonce share, yielding encryptions of k{ - yg and ki - yp. It also
computes the public nonce parts R , = k4G and R} | = k{G. The parties again
aggregate via Il,g to obtain the final outputs. The mask yp will later cancel
during the sign phase when the ciphertext cty4 is divided by ct, g, ensuring that
the final signature is correctly formed.

4.4 Online Sign

In the 2PC-MPC framework, the client runtime and communication overhead
should be independent of network size. It turns out that the challenge lies in
the ZKPs, as the statements sent by the network are always summed in our
protocols. However, we find proof aggregation for the corresponding summed-up
statements to be quite challenging over an asynchronous network.

Instead, we remove the proofs toward the client altogether. Conceptually, we
want to view the client as a signing oracle. The unforgeability of the signing
oracle will ensure the network will not be able to forge a signature regardless of
what it sends to the client. While this concept somewhat works for EADSA, it
fails for ECDSA and allows non-trivial attacks, as explained below.
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Protocol 3: Global Presign: H;Sg?_’;\,resign:

GlobalPresign(G, G, g, sid, pk; global-keygen, ctiey,0, Ctkey,1)

The protocol outputs:

— cty — an encryption of a randomizer vg.

— Cltyp key,0, Ctyp-key,1 — encryptions of v - 2o and B - x1, respectively.
— Cty.ky, Cty.x; — encryptions of ko - yp and ki - vB, respectively.

— Rp,o, Rp,1 — curve points equal to koG and ki G, respectively.

1. Each B; does the following:
- Round 1:
(a) Sample vi < Z, and n,n4,m4 + Rpk, and compute:
i. ct! = AHE.Enc(pk,v5;n1),
ii. ct? AHE.Scale(pk, Ctrey,0, Y53 12),

7B-key,0 = E 2
ili. ct’, key,1 = AHE.Scale(pk, ctiey,1,VE;15)-

(b) Run Hal;ngEncDH [Pk, Ctiey,0sClikey, 1] on inputs
(Ct?yv Cti/3~key,07 Ct'zyB~key,1; 71B7 T]:Zl7 7737 7]5) to obtain
(Cty, Ctypkey,0, Ctyp key,1)-

- Round 2:
(a) Sample ki), ki < Z, and 77}'170,77}'1,1 < Rpk, and compute:
i. ct;,kO = AHE.Scale(pk, Ct'y,ké;ﬂi,o),
ii. ct}.;, = AHE.Scale(pk, cty, k1;m11),
ili. Ry = koG,
iv. fg,l =EiG.

(b) Run Hall;’g’Lsca'fDL[f’k’(G’G’q)’CtV] on inputs (ct’..,,Rp0;k,m40) and
(ctiy.k,, RB,1;k1,m4,1) to obtain (cty.xy, RB,0) and (cty.x,, RB,1).
(c) Output: Record

(sid, global-presign, ct+, Cty key,05 Ctyp-key,15 Cty-ko» Cty-k1, BB,0, RB,1)-

In our protocol, the client essentially gets the ingredients it needs to compute
R := k;l - Rp and an encryption of 04 := k4 - (m + rz) under B’s public key.
One can think of (R,04) as an ECDSA signature with respect to the group
(G, Rp), signing key z, and nonce k4. Party B can then translate it into an
ECDSA signature over (G,G) by decrypting o4 and dividing it by kg, where
Rp = kp - G. Therefore, intuitively, party A acts as an ECDSA signing oracle,
with the key distinction that the adversary can pick the generator of the group
Rp every time.

Nevertheless, the above protocol enables the following attack. Party B sends
X instead of Rp, which becomes possible now that a ZKP for R «+ X is
not required. It will get k3 - X and (the encryption of) o4 = ka(m + rx).
It then multiplies k;lX by o4 to get (m + rz) - X, which gives away 22 - G.
By repeating this, it can get 2¥ - G, for any k € poly(x). This is an instance
of the Strong Diffie-Hellman Problem which is known to be broken in certain
settings [20].
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In order to resolve this issue, we allow the client to apply an affine trans-
formation to the nonce of B. In particular, it sends Enc(akp + ). Notice that
we could not fix a or 8 as a single degree of freedom would allow the adver-
sary to extract them bringing us back to square one. This may seem to shift
too much power to the client. However, as long as the derivation of the network
nonce part Rp depends on «, 8 and k4, this extra power is still captured by
the slightly enhanced signing oracle. To this end, the client sends homomor-
phic commitments to «, 8 and k4, and the network nonce part is computed as
Rp =1l Rpo+pi - Rp1+ps - G, where the coefficients p, ul, u$ are derived
based on those commitments as well.

The sign protocol (Protocol 4) has the client first derive the combined en-
crypted key ct,.key from the presign outputs using the key-derivation coeflicients
12, pl uS and the public key X. The client then samples k4, a, 3 < Z, and pub-
lishes Pedersen commitments C, C,,Cg along with ZKPs of well-formedness.
The nonce-derivation coefficients ul, ut, ka are obtained from a random oracle
query on the public data together with these commitments and proofs. Using
ug, ,u}v, ,ukc, the client combines the two presign nonces into the network nonce
R’;, applies the affine transformation to get Rp = aRz + SG, and computes
R = k;l - Rp. The client also homomorphically evaluates the ciphertexts to
produce ct, g (encrypting vg - kp) and cty (encrypting vg - ka(m + rz)), ac-
companied by ZKPs proving consistency with the commitments. The network
verifies all proofs, decrypts ct4 and ct, g via Frane, and recovers s = ct;}/yct A=

k' ka(m+rx) = k' (m + ra), yielding the final ECDSA signature (r, s).

5 Security

In this section, we introduce the Slightly Enhanced signing oracle 2 and prove its
security in the EC-GGM model in Section 5.1. We then prove the security of our
protocols in Section 5.2. Because our protocol has no commitments, a rushing
adversary can introduce an additive bias into the public-key shares Xp o, Xp 1
and into the public nonce shares Rp o, Rp,1. We therefore model this explicitly by
allowing an additive bias in the signing oracle. Moreover, the adversarial model
permits adaptive message delays, which give the adversary additional control.

In the standalone setting, this can be handled by guessing a single honest
party that participates in the round and rewinding if the adversary delays that
party’s message. In the UC setting, we instead proceed as follows. The simulator
queries the signing oracle to obtain X, and then sends X +z; -G, where z; < Z,
is sampled uniformly at random (for each relevant party index ). Once the
set of honest participants S is determined, the resulting final value becomes
|Su|- X + > ics, i + B. Consequently, the signing oracle must allow not only
an additive bias 3, but also a multiplicative bias (of |Sy|). It remains to UC-
extract 5. We do so by extracting the secret key of the TAHE scheme and then
decrypting the appropriate ciphertexts.

In addition to the aforementioned biases, our signing oracle supports global
keys and global presigns. Namely, the adversary may derive polynomially many
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public keys from the same X, X; and presigns are connected to a specific key
only upon a sign request. We call this new oracle Slightly Enhanced and it is
presented in 2.

Functionality 2: Slightly Enhanced ECDSA Signing Oracle:
Use-EcDsA

1. Generation of global keys: Sample %o, Z1 < Z4 and send Xo = Zo- G and
X =% -G.

2. On input (biaskey,sid, a2, 8%, ok, Bs) set o < a2 - & + BY and x1 <+
ay - #1 + B2, together with Xo + z0 - G and X; « z1 - G. Then set
(12, pt, nS) = H(sid, Xo, X1). Finally, set & = u - 20 + pl - 21 + p& and
X =z - @G, and record (sid, X; ).

3. On input (pres, ssid), sample ko, k1 < Zq, compute Ro=ko-G and Ry =
ki - G, record (ssid,Ro,Rl;fco,l%l) and send (ssid,Ro,Rl).

4. On input (sign, sid, ssid, msg; 0z, Qpres,0, Bpres,0, Apres, 1, PBpres,1) do:

(a) Retrieve (sid, X;z) and (ssid, Ro, R1; ko, I~c1) If no such ssid or sid exists,
ignore. ~ ~

(b) ComPUte ko < Qlpres,0 * ko + ﬂpres,O and k1 < Qlpres,1 * ki1 + ﬂpres,1~

(C) Set Ro = ko-G and Ry = k1 - G.

(d) Set (u2, pt, ug) = H(sid, ssid, X, 8., Ro, R1, msg), and set k = puj - ko +

pr - ki+p$ and R=Fk-G.

(e) Set 7 = Ry—qzis and compute s = k™ - (H(msg) +r - (z + 62)).

(f) Erase (ssid, Ro, R1; ko, k1) from memory and return

(Sid7 55id> MSg; Qepres, 0, /Bpres,07 Olpres, 1, 6pres,1§ R7 S, 7")~

5.1 Analyzing Slightly Enhanced ECDSA

In this section, we provide a sketch of the security proof of the existential unforge-
ability game 1 with respect to the signing oracle 2 in the EC-GGM model [46].
In this model, a group oracle essentially samples a random mapping 7 between
Z4 and the curve G. The adversary interacts with the group oracle in order to
perform computations over G.

Theorem 1 (10) Let A be an adversary to the existential unforgeability game 1
with respect to the ECDSA oracle Gég gepsa (Functionality 2) in the EC-GGM
model (Lazy Simulation 6), that makes at most N presignature, signing, hash, or
group queries, where Hiey, Har and all Hy, are modeled as independent Random

Oracles. Then Adv(A, Expgf*f’“"s", lazy-sim) < O(NTz).

Proof (sketch). Our proof follows the steps taken in [46], and we refer to Ap-
pendix D.2 for a detailed proof.

As in [46], the proof consists of three steps. First, the signing oracle is sim-
ulated with a lazy simulation, wherein group mapping and the random oracle
outputs are sampled “on the fly”, only upon queries of new values. Second,
the lazy simulation is reduced to a symbolic simulation, where in particular,
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the private signing key and the random values of the signatures are replaced
with combinations of symbolic variables. The main impact of using a slightly
enhanced oracle is apparent in the symbolic simulation. In contrast to [46], we
show that by using two nonces in the presign, it is possible to keep one of the
two corresponding variables symbolic throughout the entire simulation. This is
the main difference which leads to a better security bound. Specifically, we prove
that any adversary to our protocol that can forge a signature in the EC-GGM
model with non-negligible probability must use £2(/q) overall oracle queries.

The security proof of the symbolic simulation is based on the symbolic verifi-
cation equation of the forged signature and the equality of symbolic polynomials.
Following [46], we then split the proof into several cases, depending on the cre-
ation of R* of the forged signature. We show that the probability of each case
is negligible.

5.2 Protocol Simulations.

Next, we describe the main security theorems satisfied by our protocols.

Signing Protocols. The ECDSA based protocols UC realize their correspond-
ing threshold signing functionality (Functionality 1) with Oracle 2 in the reliable
broadcast model and Frane (Functionality 5)-hybrid model.

. Gt ecpsar (L)
Theorem 2 The protocols I eygen, IT 555;,,“, and IT 55?5*‘ UC realize F g """ (i3)

in the reliable broadcast model and Frape-hybrid model.

Proof (sketch). We refer the reader to Appendix D.1 for the detailed proof. For
the simulator to succeed in the emulation of the ideal functionality, it must land
on the signing oracle’s public key and public nonce. The general approach is as
follows: each sub-protocol simulation forwards its query to G¢g gcpsa, receiving a
value. The simulator embeds the value sent by the signing oracle into the honest
parties’ messages additively, then extracts the adversary’s secrets. The actual
output of the protocol is then a known bias away from the real execution, and
the simulator inputs G¢g gcpsa With the correct biases. While the protocol allows
for different sources of biases on these values, they are all affine linear, and as
such even a composition of them is still affine linear and captured by the allowed
biases in G gcpsa- Thus the main difficulty becomes extracting the adversary’s
values without re-winding and in the correct timing in the protocol.

When A is honest, the simulator embeds the oracle’s public key and nonce
directly into X 4 and R, which works since the client speaks second. The adver-
sary’s secrets are extracted via the TAHE secret key which is itself extracted in
the Frape simulation; and the resulting signature is embedded into the Frane
decryption outputs. When A is malicious, during DKG it can adaptively query
the random oracle for p%, !, u& on various X 4 values after observing X% XL
before deciding which to send. The simulator must answer these queries before
knowing the final X 4. This is resolved by including 7p, a UC-extractable ZKP
of x 4, in the random oracle input: the simulator extracts x4 upon each query,
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interprets it as an additive bias, and forwards it to G¢g gcpsa Which determines
p, pul, uG. A similar challenge arises during sign: the random oracle input for
B, ik ,uf includes UC-extractable ZKPs of k4, o, and 3, allowing the simulator
to extract them and adjust the py, coefficients so that the resulting nonce aligns
with the oracle’s re-randomization.

Indistinguishability follows from circuit privacy and semantic security of the
AHE scheme, the zero-knowledge property, and random oracle programming.

6 Performance

We implemented our ECDSA protocol in Rust; the code will be made publicly
available upon publication. We instantiate our TAHE with Class Groups based

n [12]. We also build upon [8] and implement the first constant-time Class-
Group library. All times are reported for o = 64,k = 128,t = %n and the
secp256k1 curve. We report the raw data for our experiments in Appendix E.
Local Benchmarks. We conduct controlled local experiments on a MacBook
Pro Apple M2 Max with a 3.49 GHz CPU running single-threaded. Figure 1
shows the network performance scaling of our Presign and Sign protocols with
increasing party count. We omit DKG data as it is negligible except for the TAHE
key generation. The Sign protocol demonstrates log-linear scaling, growing from
0.38 s (12 parties) to 0.94 s (120 parties), while the Presign protocol exhibits
higher computational overhead, ranging from 2.1 s to 5.2 s.

The centralized party computation time remains effectively constant across

all party counts, averaging 1.93 s with a coefficient of variation below 1%.

Real-World Deployment. We report performance data from real-world us-
age of our protocol over the Narwhal consensus layer with n = 85 validators
in a permissionless setting where participants may dynamically enter and leave.
Validator nodes are required to have minimum hardware specifications of 16
physical CPU cores, 128 GB RAM, 4 TB NVMe storage, and 1 Gbps network
connectivity. That said, this requirement cannot be enforced or verified. Fig-
ure 2 shows the total protocol time distribution across validators (i.e. including
both computation and communication), with complete data provided in Tables 5
and 6. The Sign protocol achieves a mean time of 1.05 s with a standard devi-
ation of 0.47 s, while the Presign protocol requires 17.3 s on average with 9.2 s
standard deviation. The significant variance (CV = 45-53%) demonstrates that
asynchronous execution provides performance benefits beyond being merely a
consensus necessity; validators complete computations at heterogeneous speeds
without blocking protocol progress.

We do not have direct access to a global breakdown of communication versus
computation time across validators. That said an execution report was provided
to us by a single participating validator. Based on this report, communication
accounts for 88.3% of the Presign protocol execution time and 54.4% of the
Sign protocol execution time, where communication includes all consensus layer
overhead as well as data uploads and downloads. The full reported measurements
are summarized in Table 8.
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Protocol 4: Sign HSE;E,?SA

Sign(G, G, H, gq,sid, 'z, pk, X, ud, u>, uS , global-keygen, pres, msg)

1. ApidA does as follows:
(a) Calculate cty.key = [Lg O Cty g key,0 ® p.i O Cty g key,1 @ ,u,f Octy and X = X4 +
1o Xo B+ ph - X1,8+pf - G.
(b) Call the random oracle H on msg and receive m.
(c) Sample ka, o, B < Zq and po, p1, p2, p3 < Rpp, and computes:
i. Cy = Pedersen.Comg g (kaj;po)
ii. Cq = Pedersen.Comg, g (a; p1)
iii. Cg = Pedersen.Comg, i (8; p2)
iv. Cre = Pedersen.ComXA,H(kA; p3)

L
(d) Run the protocols UZchom[ck A (G; k;l, 7k5;1p0),
HiDcom[ca'H](G; (a_l, —a_1p1) and Hszziom[GYH](Cﬂ;ﬁ?pQ) generating

proofs 7 and 7q, 7g3.
(e) We denote pubdata = sid, msg,G, G, q, H, X, presy gq- Call the random oracle

on H(pubdata, Cy, Cre, Xa,Cq,Cg, Tk, Ta, 73), and receives pg, ,ui,,ug. It then
computes:
— ety = (1) Octyrg) ® (g O ctyry) © (BF O cty)
— Ry = (uRp,0) + (ui - Rp1) + 1 -G
(f) Sample 79, m1 < Rpr and computes:
i. cto,p = AHE.Eval(pk, (cty,cty.x), (0, 3, @); o)
// In honest protocol encrypts v - (- (kg0 + prke1 +uS)+8) =~ ks
ii. Rp=(a-R%)+(B-G)
iti. R=k,"-Rp and r = Ro_awis
iv. a1 =r-ka-xa+m-ka and az =17 -ka
v. cta = AHE.Eval(pk, (ct, cty.key), (0, a1, a2);n1)
// In honest protocol encrypts v - ka(m + rx)
(g) Generate the following proofs:

L G.H),(X 4, H
i Tpae < UszmmEq[( (XA )](Ck,ckz;kmpo,ps)

i 7R« UZLkDCOmDL[G,H,(G,R,q)](Ck’ Riika, po)
L mDLI(G,H),(G,(R3,G),
i, 7Ry, HZkVecDCo pLl( ),(G,(Rg )Q)](CQ,Cg),RB;(a,ﬁ),m,pz)

LpComEval (G H,pk; (cty scty. 1, (G, G, q))
= 11,

]
(cta,p, (Cp, Ca); (B, @), po, p1,M0)

L G, H,pk, B . ,(G,G,
HZkDCornEval[ Pk, (ctry scty ey ) s q)](CtA, (Cla 02); (al7 a2)’ psr +

. e, g

V. T,
PO, TPO, M1)
(h) Denote Ta = (R, Rp,Ck,Ca,Cg, Cka,Cta, Cta, g, Tky Ta, T, Tha, TR, TR s T
T, ) and send (broadcast, sid, Tp) to Fhroadcast-
2. Each B; does as follows:
- Round 1:
(a) Calculate cty.key = ;Lg © Ctypg key,0 D p‘; O Ctyp key,1 © ,uf ®Octy and X = X4 +
1o Xo B+ ph - X158 +puf - G.
(b) Call the random oracle H(msg) and receives m.
(c¢) Receive (broadcast, sid, (R, Rp, Ck, Ca, Cp, Cra, Cta, Cta, g, Tk, Ta, T3, Thay TR, TR »
Tty g9 ﬂ'ctA)) from Fproadcast -
(d) Call the random oracle #H(pubdata,Ck,Craz, Xa,Ca,Cs, Tk, Ta,m™g) and com-
pute:
Locty = (R O ctyrg) @ (uy, O ctyky) (1 ©cty)
ii. Ry = (ugRp,0)+ (ui - Rpa) +ug - G
iii. C1=(r® Crsz)® (MmO Ck)
iv. Co =7r0® Cy
(e) Verify the proofs. If fail abort and consider Ay, malicious.
(f) Send (decrypt, pk,ctq) and (decrypt, pk, cto,g) to Frane-
- Broadcast Round:
(a) Receive (decrypted, pk,cta,pt,) and (decrypted, pk, cto,s, pty) from Frane.
(b) Compute s’ = ptZ1 -pty, mod g and s = min{s’,q — s'}.
(c) Send (global-broadcast, sid, i, (7, s)) to Fgll;fa|_broadcast
3. Output:

(a) Apia, receives (global-broadcast, sid, (r, s)) from .Fgl;fal_bmdcast.
(b) Apia, verifies that (r,s) is a valid ECDSA signature, if the verification fails it
aborts and considers B malicious.

(c) Both Apid, and B outputs (r, s).

toz,B’
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Experiment 1:

EXPgJ (A, 1%, ns, nkg) following

G*-Existential

[6]

Unforgeability

25

Experiment

way:

3. A outputs (sid, msg, o).

to G*, otherwise output 0.

The experiment interacts with an adversary A and is parameterized with 17.

1. Call G* with (setup) and hand (G, G, q) to A.
2. The adversary A makes at most nyg = poly(k) adaptive keygen calls to G*
and at most ns = poly(x) adaptive pres or sign calls to G* in the following

— Call G* with (keygen,sid) and hand X to A.

— Call G* with (pres,ssid) and hand Ko and K; to A.
— Call G* with (sign, sid, ssid, msg) and hand (sid, ssid, msg, o) to A.

The experiment’s output is 1 iff Verify(sid, msg,o) = 1 and m was not queried
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Fig. 1: 2PC-MPC performance scaling with number of parties from local benchmarks.
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