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Abstract. A fuzzy extractor is a cryptographic primitive that enables
us to generate uniform randomness from fuzzy data w with high en-
tropy and reproduce the same randomness from fuzzy data w’ close
to w. Conventional fuzzy extractors support only a single input, mak-
ing them unsuitable for scenarios that require multi-factor authentica-
tion, distributed key management, or avoiding single points of failure.
In this paper, we (re)formalize and construct k-out-of-n threshold fuzzy
eztractors which enable us to generate randomness from multiple fuzzy
data (wi,...,w,) and recover the same string from k < n fuzzy data
(wiy,...,wj, ) such that each of ng is close to wi; (1 < j < k). We
formalize the syntax and security notions of threshold fuzzy extrac-
tors as a natural extension of ordinary fuzzy extractors. For security,
we consider information-theoretic security and computational reusabil-
ity and robustness as in ordinary fuzzy extractors. Then, we propose two
generic constructions of threshold fuzzy extractors. The first one satis-
fies information-theoretic security, and the second one satisfies reusability
and robustness.

Keywords: Fuzzy extractors, Threshold cryptography, Reusability, Ro-
bustness

1 Introduction

1.1 Background

Cryptographic primitives require uniformly random and reproducible keys to
ensure their functionality and security. Yet, many real-world random sources
(e.g., biometrics and physically unclonable functions (PUFs) on physical de-
vices) are noisy; that is, their measurements differ due to small errors. Thus,
they are only approximately reproducible. To reconcile this gap, fuzzy extractors
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(FEs) [21,22,25,26,43,44] have been widely studied: given fuzzy data w € M
drawn from a distribution W over a fuzzy data space M, the generation al-
gorithm Gen generates a string R and outputs a helper data P which allows
error correction; the reproducing algorithm Rep correctly reproduces the same
R from the helper data P and any w’ € M which is close to w. The minimal
security requirement for FE is that the generated randomness R is indistinguish-
able from a uniformly random value, even knowing P, if W has a sufficiently
large entropy and w is used only once for Gen. Beyond basic correctness and
security, two strengthened properties called reusability [3,6,10,46,49] and ro-
bustness [7,14,20,30] have emerged as central to deal with the real-world usage of
FE. Informally, reusability ensures that the same fuzzy data can be safely reused
multiple times. Robustness prevents tampering with the helper data P, and such
tampering can be detected in the reproduction phase. Recently, FE schemes that
achieve both properties simultaneously have been proposed [47,48]. To date, FE
has become foundational for key derivations from fuzzy data and as components
inside higher-level protocols [5,19, 23,24, 41].

While FE is already an attractive primitive for generating cryptographic keys
from fuzzy data, it supports only a single input. This is a significant drawback
when real-world usage of FEs is considered. In reality, systems supporting bio-
metrics usually allow us to register multiple fuzzy data to improve security. For
example, recent smartphones with fingerprint authentication support registering
multiple fingerprints. Such a threshold setting is particularly attractive in cryp-
tography for reducing the risk of a single point of failure and the risk of secret
key compromise [1,2,9,11,15-17,27,32,40,50]. For example, a threshold signa-
ture scheme is used in Zcash [13,15,32,51] to authenticate transactions. Since
signatures are generated by using a part of the distributed signing key shares,
even if some shares are compromised, the signature scheme remains unforge-
able. Furthermore, threshold signatures offer reliability: transactions can still be
signed even if part of the shares are lost, reducing the risk of losing assets. In
response to the growing demand for threshold cryptography in the real world,
NIST decided to standardize threshold cryptosystems [8].

To use FEs in threshold settings for multiple-fuzzy-data scenarios, Ma, Qi,
and Lv [36] proposed threshold fuzzy extractors (TFEs) that enable us to gener-
ate and reproduce randomness from multiple fuzzy data. By using TFEs, we can
upgrade systems that use single-input FEs into threshold systems that support
multiple fuzzy data. For example, (single-input) FEs can be used to generate
a signing key of signature schemes based on single biometric data. By replac-
ing FEs with TFEs, a signing key can be generated from multiple biometric
data, such as finger-veins and irises, in a threshold manner. More specifically,
to generate a signing key, a user generates randomness from finger-veins and
irises by using a TFE scheme, and then generates a signing key based on the
randomness; once the user wants to sign a message, he/she recovers the same
randomness from these biometrics and generates the signing key from it. This
realizes a kind of threshold signature scheme that offers the same security and
reliability properties as ordinary (2-out-of-2) threshold signature schemes. Other
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cryptographic schemes that generate keys using FEs, or authentication proto-
cols based on FEs, can also be thresholdized in the same manner as the above
signature scheme example.

While Ma et al. initiated research on TFEs, as we will discuss in Section 3,
their formalization and construction of TFEs have several issues. Especially,
the syntax of their TFE schemes is redundant compared with that of ordinary
single-input FE schemes. Because of this, a TFE scheme with their syntax can-
not be used as a direct replacement for an FE scheme used inside existing secure
systems. Besides, their security notions are problematic. Their definitions have
some informal treatments and ambiguities, allowing room for multiple possible
interpretations (which a formal definition of security must avoid). Notably, their
definition of reusability fails to accurately capture real-world attack scenarios.
Finally, their proposed TFE scheme is not provably secure because the under-
lying assumption is insufficient. (We will detail the issues in Section 3.) In this
paper, we reconsider TFEs and aim to provide an appropriate formalization and
provably secure constructions.

1.2 Owur Contributions

In this paper, we reformalize threshold fuzzy extractors (TFEs) and provide
generic constructions.

First, we redefine the syntax and security notions of TFE schemes. We con-
sider a k-out-of-n setting, where randomness is generated from n fuzzy data and
can be reproduced by using any k (out of n) “close” fuzzy data. As in ordinary
FE schemes, we define two algorithms Gen and Rep for TFE: Gen takes as input
n fuzzy data (wy,--- ,wy) € M™, which is sampled from some joint distribution
W = (Wy,...,W,), and outputs a string R and a helper data P. Rep takes k
fuzzy data (wj ,--- ,wj, ) and a helper data P as input, and outputs a string R'.

The correctness requires that, for any set of fuzzy data {u;;J }je[k]4’ if each
of w;; and ng is close enough, then R = R’ should hold. For security notions, we
define information-theoretic security and computational reusability and robust-
ness for TFE by naturally extending them for FEs [22,48]. Since we consider the
threshold setting, an adversary against TFE schemes should be allowed to know
k — 1 fractions of n fuzzy data of its choice. Furthermore, we assume that each
of w; sampled from the joint distribution W = (W1,...,W,,) has sufficiently
large average conditional min-entropy H..(W;| { W; }je[n]\ {i}) for all ¢ € [n].
In this setting, information-theoretic security guarantees that R is statistically
indistinguishable from a truly random value if the set of fuzzy data {w; }ie[n]
is used by Gen only once; Reusability ensures that, even when the same set of
fuzzy data {w; };c,, is used multiple times with different errors to generate
Ry, ..., R, these values are computationally indistinguishable from truly ran-
dom values Uy, ..., U,,; Robustness ensures that no computational adversary can
forge a valid helper data even if the adversary sees multiple honestly-generated
helper data.

* For an integer k, [k] denotes the set {1,...,k}.
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Then, we propose two generic constructions of TFE schemes. First, we pro-
vide an information-theoretically secure TFE scheme based on an average-case
secure sketch (SS.Gen, SS.Rec), a universal hash function H, a one-time pad en-
cryption scheme OTP, and a secret sharing scheme. The construction idea is to
split the random string R into k-out-of-n shares and encrypt each share with
each fuzzy data. More specifically, Gen(wy, ..., w,) samples randomness R := m
and generates its n secret shares {m; }ie[n] with a k-out-of-n secret sharing
scheme. Then, for each fuzzy data w;, its sketch s; := SS.Gen(w;) and secret

key sk; := H(w;) are computed, respectively. Then, m; is encrypted as ¢; =
OTP.Enc(sk;, m;). The final helper datais P = { (s;, ¢;) };cpy- Rep(Pwiy s - wiy,)
recomputes the secret key sk;; := H(wj ) from wj = SS.Gen(sij,wij) and de-

crypts the share m;, := OTP.Dec(sk;;,c;;) for j € [k]. Then, it reconstructs
R = m from k shares {m;, }j c’ We prove that it meets our information-
theoretic security notion due to the statistical security of the average-case secure
sketch scheme, the perfect security of the secret sharing scheme, and the one-
time pad encryption. More specifically, first, by using the (generalized) leftover
hash lemma, we can prove that uncorrupted n — k + 1 secret keys sk; are indis-
tinguishable from truly random keys due to the assumption of min-entropy on
the set of fuzzy data and the security of the average-case secure sketch scheme.
Then, the security of the one-time pad encryption guarantees the confidentiality
of n — k + 1 secret shares of the randomness R. As a result, no (computation-
ally unbounded) adversary can obtain more than k — 1 shares. Thus, due to the
security of the secret sharing scheme, it has no information about R.

Second, we construct a reusable and robust TFE scheme by modifying our
information-theoretically secure TFE scheme. To achieve reusability, we need to
tolerate adversarially-chosen errors in randomness generation. For this purpose,
we observe that a homomorphism for the secure sketch scheme and a univer-
sal hash function, together with a related-key-secure symmetric-key encryption
scheme, are needed. Roughly speaking, these properties guarantee the confi-
dentiality of the secret-shared R in the n — k + 1 ciphertexts of uncorrupted
keys, even if an adversary knows errors in the fuzzy data (and thus errors in
the corresponding secret keys for encryption). To demonstrate robustness, we
classify attacks against it and observe that an adversary must either modify an
honestly-generated helper data or forge a new helper data for unknown fuzzy
data (recall that Rep uses k fuzzy data, but the adversary is allowed to corrupt
only & — 1) to break robustness. To prevent the former attack, we employ a
one-time signature (OTS) scheme. We bind the set { (s;, ¢;) };¢(,) by generating
an OTS signature for it as o <— OTS.Sign(osk, { (s;,¢;) };¢(,)) and link the corre-
sponding verification key ovk with the ciphertexts ¢;. Since the adversary does
not know the signing key osk, it cannot create new signatures for an honestly-
generated helper data. To prevent the latter attack, we employ a related-key
secure auxiliary-input authenticated encryption (ATAE) scheme [28,48], and we
set the OTS’s verification key ovk as an auxiliary input of it. Roughly, ATAE’s
integrity property guarantees that any adversary who does not know the secret
key cannot forge a valid AIAE ciphertext. Since the adversary knows only k& — 1
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fuzzy data but Rep uses k data, the adversary must forge a valid ciphertext for
unknown fuzzy data, which should be infeasible due to the integrity of AIAE.?

Finally, we provide concrete instantiations of our TFE schemes. Based on the
known average-case secure sketch scheme and the universal hash family explained
in [21,22] and Shamir’s secret sharing scheme [39], we obtain an information-
theoretically secure TFE scheme with randomness space Z,. A reusable and
robust TFE scheme in the standard model can be obtained from the average-
case secure sketch scheme, the universal hash family, and the ATAE scheme based
on the decisional Diffie-Hellman (DDH) assumption explained in [48], Shamir’s
secret sharing scheme [39], and the discrete-logarithm-based one-time signature
scheme [4]. In the random oracle model, we can realize an ATAE scheme from
any block cipher such as AES. (We discuss this in the full version of this paper.)
We note that the size of P in our TFE schemes is linear in n; this is not a
problem in use cases where n is small.

1.3 Applications and Use Cases of TFE

There are several applications of TFE, which help with distributed key man-
agement and improve fault tolerance. One use case of TFE is in the cryptocur-
rency ecosystem. TFE can be used to decentralize the authority to approve fund
transfers on cryptocurrency exchanges. Some cryptocurrency exchanges employ
the so-called Multi-Sig [12], where cryptocurrency is transferred to a recipient
when both a sender and an exchange sign a transaction with a digital signa-
ture scheme. By using TFE at the exchange, the signing key can be delegated
to specific individuals, distributing authority to authorize fund transfers among
multiple administrators. Let us consider a scenario in which the signing key is
distributed among n people working at the exchange, and transactions are signed
when t of them gather. In this case, the n authorized individuals gather at the
exchange’s office, scan their biometric data using computer scanners, and exe-
cute TFE.Gen to generate the random string used for signature key generation.
Next, when approving a fund transfer transaction, ¢ people gather at the office
and use TFE.Rep to recover the randomness, thereby obtaining the signature
key. In this way, by utilizing TFE, the authority to approve transactions can be
tied to individuals while being managed in a decentralized manner. Furthermore,
reusable TFE enables us to securely generate multiple cryptographic keys from
the same set of n biometric data.

Another use case of TFE is verifying product authenticity using artifact-
metrics. Artifact-metrics [29,34,37] is unique physical characteristics of artifacts,
and they can be used for product identification, very much like biometrics is used
to identify persons. TFE enables us to create a product certificate based on a key
generated from multiple artifact-metrics (e.g., optical and electrical properties).
Using TFE in the n-out-of-n setting makes it more difficult to counterfeit the
product. When we use TFE in the k-out-of-n setting, even if some metrics cannot

5 In the formal proof for robustness, we also employ the linearity of the secure sketch
scheme.
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be obtained due to product damage, the product can still be authenticated using
the remaining metrics, thereby enhancing fault tolerance. In this use case, a
helper data is attached to the certificate to enable the recipient to recover the
secret key from the received product. Robustness of TFE prevents an adversary
from tampering with the helper data during product delivery to customers.

1.4 Paper Organization

In Section 2, we review the basic notation and the definitions for cryptographic
primitives treated in this paper. In Section 3, we discuss the issues in Ma et al.’s
formalization and construction of TFE. In Section 4, we provide our formaliza-
tion of TFE and security definitions: information-theoretic security, (computa-
tional) reusability, and robustness. In Section 5, we give our generic construction
of information-theoretically secure TFE. In Section 6, we give our generic con-
struction of reusable and robust TFE. Section 7 explains concrete instantiations
of TFE obtained from our generic constructions, and shows their efficiency.

2 Preliminaries

In this section, we review some basic notations and cryptographic primitives.

2.1 Basic Notation

For n,m € N, let [n] :={1,...,n} and [n\m] :={1,....m—1,m+1,...,n}
= [n]\ {m}. If X is a finite set, then 2 & X denotes that 2 € X is sam-
pled uniformly at random. If D is a distribution over some set, then z < D
denotes that z is sampled according to D. For two values z and 2/, [z = 2/]
denotes the operation that returns 1 if and only if z = 2’ holds. ([z # 2/]
is defined analogously.) A function f : N — [0,1] is negligible if f(A) < A~°¢
holds for all ¢ € N and all sufficiently large A € N. negl(\) denotes an unspec-
ified negligible function. “PPT” stands for probabilistic polynomial time. For
two random variables X and Y, Hy(X) = —log(max, Pr[X = z]) denotes
the min-entropy of X, Hoo(X|Y) == —log(Euﬁy[maxz PrX = 2|Y = y]]) =

—log(E,. y[2~H(XIY=0)]) denotes the average conditional min-entropy of X
given Y, and SD(X,Y) := 2 3 |Pr[X = z] — Pr[Y = ]| denotes the statistical
distance between X and Y.

We will use a one-time pad encryption scheme OTP = (OTP.Enc, OTP.Dec),
which is a perfectly secure deterministic symmetric-key encryption scheme. We
will provide its formal definition in the full version of this paper.

2.2 Universal Hash Function Family

In this section, we recall the definitions of a universal hash function family and
the generalized leftover hash lemma.
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Definition 1 (Universal Hash Function Family). Let X and ) be sets. A
family of functions H = {H : X — YV} is universal if for any x1,x9 € X such
that 1 # o, we have

1
Pr [H(z1) = H(zo)| < —.
Pr () = Hiw)) < gy

Definition 2 (Homomorphic Universal Hash Functions). We say that a

family of universal hash functions H is homomorphic, if for all H € H, it holds
that

H(z + 2') = H(z) + H(2").
We recall the generalized leftover hash lemma [21] in the form we use later.

Lemma 1 (Generalized Leftover Hash Lemma [21]). Let H={H: X —
Y} be a universal hash family. Let us consider the following game (which we call
the GLHL game) between the challenger and an adversary A:

1. A sends the description of a joint distribution (X,Z) such that X is a dis-
tribution over X and Z is a distribution over a set Z to the challenger.

2. The challenger chooses a bit b < {0,1} and samples H & H, (z,2) &
(X,Z), and y & Y. If b = 1, the challenger returns (H,H(z),z2) to A;
Otherwise, the challenger returns (H,y, z) to A.

3. A outputs b’ € {0,1}.

Then, for any computationally unbounded adversary A, it holds that

Advi'y(A) = [Pr[b) = 1]b = 1] — Pr[t) = 1|b = 0]| < =1/|Y| - 2-H=(X|2),

N | =

2.3 Secret Sharing
In this section, we review the definition of k-out-of-n secret sharing.

Definition 3 (Secret Sharing Scheme). A k-out-of-n secret sharing scheme
SecretShare over M consists of the following two algorithms:

Share(k,n, s): The share generation algorithm takes two integers k and n and a
secret s € M as input, and outputs a set of n shares (s;)ic[n]-

Reconst(J, (s;)ics): The (deterministic) reconstruction algorithm takes a set J C
[n] and shares (si)ics as input, and outputs a secret s € M.

We require that a k-out-of-n secret sharing scheme SecretShare satisfy the
following properties.

Correctness: We say that SecretShare satisfies correctness, if for any k,n €
N such that 0 < k < n, any s € M, any possible shares (s;)icin]
Share(k,n, s) and any subset J C [n] with k < |.J|, we have Reconst(J, (s;)ic.s)
=s.
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Security: Let us consider the following game between the challenger and an

adversary A:

1. A sends a set J C [n] such that |J| <k —1 and two secrets s°,s' € M
to the challenger.

2. The challenger chooses a bitb <~ {0,1} and generates (s;);e(n) < Share(k,
n,s%). Then, it returns (s;);cy to A.

3. A outputs b’ € {0,1}.

We say that SecretShare is secure, if for any computationally unbounded

adversary A, it holds that

Prlt) = 1|b = 1] = Pr[p/ = 1]b = 0].

2.4 One-Time Signature
In this section, we recall the definition of one-time signature (OTS) schemes.

Definition 4 (One-Time Signature). A one-time signature (OTS) scheme
OTS consists of the following three algorithms:

OTS.Gen(1*): The key generation algorithm takes a security parameter 1* as
input, and outputs a pair of verification and signing keys (ovk, osk).

OTS.Sign(osk,m): The signature generation algorithm takes a signing key osk
and a message m as input, and outputs a signature o.

OTS.Ver(ovk,m,o): The (deterministic) verification algorithm takes a verifica-

tion key ovk, a message m, and a signature o as input, and outputs 1 or
0.

We require that an OTS scheme OTS satisfy the following properties.

Correctness: We say that OTS satisfies correctness, if for any A € N, any key
(ovk,o0sk) < OTS.Gen(1), and any message m, it holds that OTS.Ver(ovk,
m, OTS.Sign(osk, m)) = 1.
Security: Consider the following game between the challenger and an adversary
A:
1. The challenger generates (ovk*,0sk*) +— OTS.Gen(1*) and sends ovk™ to
A.
2. A sends a message m to the challenger. Then, the challenger generates
o + OTS.Sign(osk*,m) and returns o to A.
3. A outputs (m*,c*). If (m,0) # (m,o*) A OTS.Ver(ovk™, m*,o*) = 1
holds, the challenger sets b := 1. Otherwise, the challenger sets b := 0.
We say that OTS is sSEUF-CMA secure, if for any PPT adversary A, it holds
that Advgfs 4(\) = Pr[b = 1] = negl()).
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2.5 Secure Sketch

In this section, we review the definition of an average-case secure sketch (SS)
scheme with linearity and the homomorphic property.

Definition 5 (Average-Case Secure Sketch [21, Definition 4]). A secure
sketch (8S) scheme SS is defined by the following (deterministic) algorithms:

SS.Gen(w): The sketch generation algorithm takes fuzzy data w as input, and
outputs a sketch s.

SS.Rec(w’, s): The reconstruction algorithm takes fuzzy data w' and a sketch s
as input, and outputs w.

Let M be a metric space with a distance function dis, to which fuzzy data belongs,
and S be a space of sketches s. We say that SS is an (M, ¢, l, d)-average-case
secure sketch scheme (or simply, an (M, ¢, l, d)-secure sketch scheme), if it sat-
isfies the following properties:

Correctness: For any w,w’ € M such that dis(w,w’) < d, it holds that
SS.Rec(w’, SS.Gen(w)) = w.

Privacy: For any random variable W over M and I over {0,1}* such that
H. (W|I) > ¢, it holds that Hu, (W|SS.Gen(W),I) > £.

Definition 6 (Linearity). Let SS = (SS.Gen,SS.Rec) be an (M, £, {, d)-secure
sketch scheme. We say that SS satisfies linearity if there exists an efficiently
computable (deterministic) function g with the following property: Let w € M,
5 € S, and § such that dis(0,0) < d. Furthermore, let s := SS.Gen(w) and
w := SS.Rec(w + 4, §). Then, it holds that g(d,s,5) = 0 — w.

Definition 7 (Homomorphism). LetSS = (SS.Gen, SS.Rec) be an (M, £, £, d)-
secure sketch scheme. We say that SS satisfies homomorphism, if it holds that
SS.Gen(w + w’) = SS.Gen(w) + SS.Gen(w') for all w,w’ € M.

2.6 Auxiliary-Input Authenticated Encryption

In this section, we recall the definition of auxiliary-input authenticated encryp-
tion (ATAE) introduced by Han et al. [28].

Definition 8 (Auxiliary-Input Authenticated Encryption). An auziliary-
input authenticated encryption (AIAE) scheme AIAE consists of the following
three algorithms:

AIAE.Setup(1*): The setup algorithm takes a security parameter 1* as input, and
outputs a public parameter pp. The public parameter pp implicitly defines the
key space K, the plaintext space M, and the auxiliary input space AUX .

AIAE.Enc(pp, k, m,aux): The encryption algorithm takes a public parameter pp,
a key k, a plaintext m, and an auxiliary input aux as input, and outputs a
ciphertext c.
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GameRiaEca (N GameRiagoa (M)
pp + AIAE.Setup(1?) pp < AIAE.Setup(1*)
EEK k&K
b (i {0’ 1} Lenc, Loy = (Z)
b Aocha\(pp) (aux™, 9" € D, c") AOE"°(pp)
return [b = b*] if (aux™, ¢",c") € Lenc then return 0
if J(aux, @) € Laus : aux™ = aux A ¢™ # ¢
Ochal (Mo, m1,aux, ¢ € D) then return 0
AIAE.D * * * 1
if |mo| # |m1| then return L return [ ec(¢7(k), ¢, aux”) # L]
¢ < AIAE.Enc(¢(k), me, aux) Oknc(m, aux, ¢ € &)
return c

¢ < AIAE.Enc(¢(k), m, aux)
Lene = Lene U {(aux, ¢,¢)}
Luuz = Luuz U {(aux, ¢)}

return c

Fig. 1: Security game for IND-@-RKA security (left) and that for weak INT-®-RKA
security (right) of an ATAE scheme AIAE.

AIAE.Dec(pp, k, ¢,aux): The (deterministic) decryption algorithm takes a public
parameter pp, a key k, a ciphertext ¢, and an auziliary input aux as input,
and outputs a plaintext m € M or an error symbol L ¢ M.

We say that AIAE satisfies correctness, if for any A € N, pp + AIAE.Setup(1*),
ke K, me M, and aux € AUX, it holds that AIAE.Dec(pp, k, AIAE.Enc(pp, k,
™M, aux), aux) = m.

Definition 9 (IND-$-RKA Security for ATAE). Let AIAE = (AIAE.Setup,
AIAE.Enc, AIAE.Dec) be an AIAE scheme, and let & = {¢ : K — K} be a class of
related-key deriving functions. We say that AIAE satisfies IND-@-RKA security,
if for any PPT adversary A, it holds that

ind-r ind-r 1
AdvAﬂ\Elfi\()\) =2 Pr[GameAfAElfil()\) =1]— 3| = negl(A),

where the game GameiA“fjA'Ef;()\) is defined as in Fig. 1 (left).

Definition 10 (Weak INT-#-RKA Security for ATAE).

Let AIAE = (AIAE.Setup, AIAE.Enc, AIAE.Dec) be an AIAE scheme, and let & =
{¢ : K = K} be a class of related-key deriving functions. We say that AIAE
satisfies weak INT-@-RKA security, if for any PPT adversary A, it holds that

AdviiiaE®4 () = Pr[Gamepiag®4 () = 1] = negl()),
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where the game GameiA”fA’%(?A()\) is defined as in Fig. 1 (right).

Related-key secure AIAE in the standard model can be constructed from
the DDH assumption [28]. Also, related-key secure ATAE exists in an idealized
model without any number-theoretic assumption [35]. (We discuss in detail in
the full version of this paper.)

3 Issues in Ma et al.’s Formalization and Construction

In this section, we discuss issues in the formalization and construction of TFE
by Ma et al. [36].

3.1 Issues in Formalization

We analyze their syntax and security notion, and observe the following issues.
(Please refer to [36, Section 4.1] for their actual syntax and security notions for
TFE.)

Incompatible syntax with ordinary FE: The syntax of TFE by Ma et al.
is different from what we expect from ordinary FEs. In contrast to ordinary
FEs that consist of three algorithms Setup, Gen, and Rep, a TFE scheme
with their syntax consists of the four algorithms Setup, Register, Gen, and
Rep with the following syntax:

— Setup(1*) — pp: It generates a public parameters pp.

— Register(pp, { w; }; () - k) — { iP5} It generates a set of individual
helper data {iP; },c(, from n fuzzy data {w; };c, so that k-out-of-n
users can generate/recover random strings.

— Gen(pp, { w; }icg,11P }icg) — (cP,cR): It generates a random string
cR and a related helper data cP from the (sub)set of fuzzy data { w; },. ¢
and their corresponding helper data {iP; }, 4 such that S C [n] and
kE<]|S|.

— Rep(pp, cP, {w; },cq,{1Pi };,cs) — cR: It reproduces a random string
cR from cP and the set of fuzzy data {w; },.4 and their corresponding
helper data iP; such that S C [n] and k < |S].

We think that this TFE syntax is designed with their intended applications
in mind. Thus, it is incompatible with ordinary FEs, and their TFE scheme
cannot be used directly as a drop-in replacement of ordinary FE schemes.

Ambiguous definitions: There are some informal treatments and ambigui-
ties in their security definitions. For example, the definition of inconsistency
detection is as follows:

Inconsistency detection. Inconsistent inputs will always be de-
tected, including:
— inconsistent fingerprint, a member might use w in the Register
phase, but input w' satisfying dis(w,w’) > t in Gen and/or Rep
phase.
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— inconsistent 1P and cP, a member might input wrong or modified
helper data in the Gen and/or Rep phase.

If the number of consistent messages is less than k, Gen and Rep

output L.
The above explanation lacks a clear definition of adversaries (e.g., capabilities
and goals), despite being a security notion. Reusability is formally defined by
a security game between an adversary and the challenger, but it also has some
ambiguity. To capture scenarios where fuzzy data is reused, an oracle query
has been formalized that allows an adversary to execute Register multiple
times with their chosen error values. However, it is not explicitly stated
whether these queries can be executed adaptively or not. The presence or
absence of adaptive queries affects security levels, and thus, the ambiguity
regarding it is obviously problematic.

Insufficiency of the reusability definition: To capture the pseudorandom-
ness of cR, they define reusability in a similar way to that for ordinary FEs.
We observe that their reusability definition does not properly capture actual
situations in the real world. Specifically, during the reusability game, an ad-
versary should be allowed to register the same set of fuzzy data with differ-
ent error values, capturing the case where the same data is reused /registered
multiple times. However, in their definition, it is assumed that the n fuzzy
data input to the Register algorithm have the same error value. This as-
sumption is unrealistic because each fuzzy data has a distinct error value
in general. Second, errors are not considered in the challenge phase. The
challenge randomness cR is generated from the set of fuzzy data, which is
identical to the set used to generate the individual helper data. This means
that at best, cR can appear random only when it is generated without er-
rors. However, in the real world, multiple random strings are generated under
various error values. Therefore, this definition does not properly capture the
real-world situation in which a TFE scheme is used, leading us to conclude
that their reusability definition is insufficient.

3.2 Issues in Construction

We discuss here the TFE scheme proposed by Ma et al. [36, Section 4.2]. Their
construction uses the following building blocks:

— A homomorphic average-case strong extractor Ext with seed space K.

— A homomorphic secure sketch (SS.Gen, SS.Rec).

— A group generation algorithm (p, g, G) < G(1*) that outputs a description
of a multiplicative cyclic group.

— The symmetric-key version of the ElGamal encryption scheme (ElGamal.Enc,
ElGamal.Dec).

— Shamir’s secret sharing scheme (Shamir.Share, Shamir.Reconst).

— A collision-resistant hash function H.

Using the above building blocks, Ma et al.’s TFE scheme is constructed as
in Fig. 2. We observe that their TFE scheme has the following issues.
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The scheme is not provably secure: Ma et al. claim that their TFE scheme
satisfies reusability under some assumptions on the building blocks and the
distribution of fuzzy data. Among them, the assumption on the hash func-
tion H is that it is collision-resistant. However, (aside from the ambiguity of
their definition of reusability,) we point out that their security claim cannot
be true. Specifically, reusability (at least its intuitive definition) necessarily
implies that the common randomness c¢R looks random against an adversary
who only knows the helper data ¢P; and ¢P. However, for their TFE scheme
to satisfy such a least security requirement, assuming H is a collision-resistant
hash function is insufficient. For example, the identity function is perfectly
collision-resistant, and thus it can be used as H. Then, the hash value is
h = H(esk, X) = (csk,X). Since the adversary knows ¢P = (X, h), it can
compute cR = X°** without knowing the secret fuzzy data. We note that if
the hash function H is a random oracle, this attack is prevented. However,
we need an unambiguous security definition before we can start discussing
and constructing provably secure schemes.

Misuse of the ElGamal encryption scheme: The message space of the El-
Gamal encryption scheme is G, while their TFE scheme encrypts csk € Z,
with it, which is clearly incompatible.

4 Reformalization of Threshold Fuzzy Extractor

In the previous section, we discussed the problems in Ma et al.’s treatment of
threshold fuzzy extractors (TFEs). To solve the problems regarding formaliza-
tion, in this work, we reformalize k-out-of-n TFEs as a natural extension of
ordinary FEs. First, we define TFE as being composed of the randomness gen-
eration algorithm Gen and the reproduction algorithm Rep (together with the
setup algorithm Setup), similarly to FE. These algorithms work in the same
manner as those in FE, except that Gen takes as input a set of n fuzzy data
{w; }ie[n] sampled from a joint distribution W = (W7, ..., W,,), and Rep takes
k fuzzy data { w;, }j et Correctness guarantees that if w;, and ng are close for

each index j € [k], then the same R can be reproduced with the corresponding
P. The formal syntax and correctness are as follows.

Definition 11 (Threshold Fuzzy Extractor). Let 0 < k < n, and let M
be a metric space with a distance function dis. A k-out-of-n TFE scheme TFE
consists of the following three algorithms:

TFE.Setup(1*): The setup algorithm takes a security parameter 1* as input, and
outputs a common public parameter pp. The public parameter pp implicitly
defines the randomness space R.

TFE.Gen(pp, k,n, (w1, ...,wy)): The generation algorithm takes pp, two integers
k and n, and a set of n fuzzy data (w1, ..., w,) € M™ as input, and outputs
a helper data P and a string R € R.
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Setup(1*) Register(pp, { wi };¢c () k)

Selects a hash function H csk & 7,

seed & IC (cski)icin) < Shamir.Share(k, n, csk)
(9,9, G) — G(1) foreach i € [n] do

s; == SS.Gen(wy;)
sk; = Ext(seed, w;)
Gen(pp, { wi };c5:{9P }icq) ct; < ElGamal.Enc(sk;, csk;)
h; = H(ski, s, cti)
return {iP; = (s, cti, hi) }

return pp = (seed, p, g, G, H)

if |S| < k then return L

foreach i € S do i€ln]

parse (Si7 cti,h;) = 1iP; Rep(pp, {’LUZ }iES , { iP; }ies ’ CP)
w; = SS.Rec(s;, w;)
sk == Ext(seed, w)) if |S| < k then return L
if h; # H(sk;, s;, ct;) then return L foreach i € S do
csk; = ElGamal.Dec(sk;, ct;) parse (si, cti, hi) = iP;
/ — . .
csk = Shamir.Reconst(S, (csk;)ics) w; = SS.Rec(si, wi)

sk; == Ext(seed, w;)
if h; # H(ské,si,cti) then return L
csk; = EIGamaI.Dec(sk;7 cti)

csk := Shamir.Reconst(S, (cski)ies)

if h # H(csk, X) then return L

k
return cR = X

2 & 7y X = g"
h = H(csk, X)
return (cP,cR) = ((X,h), X°")

Fig.2: Ma et al’s TFE scheme [36, Fig. 2]. We note that Ma et al. described
Shamir.Reconst explicitly in their paper.

TFE.Rep(pp, P, ((%1,wi, ), - - ., (ig,w;,))): The (deterministic) reproduction algo-
rithm takes pp, a helper data P, and k tuples of an index and fuzzy data
((i1,wiy), -+ (I, wsy, ) as input, and outputs a string R € R or an error
symbol 1.

We say that a TFE scheme TFE satisfies correctness if the following holds:
Let (w1, ..., wy), (Wi,...,w) € M™ be two sets of fuzzy data such that dis(w;, w})
< d holds for each i € [n]. Furthermore, let pp + TFE.Setup(1*) and (P, R) <+
TFE.Gen(pp, k,n, (w1, ..., wy)). Then, for any mutually distinct iy, ... i € [n]
such that k < k' < n, it holds that

TFE.Rep(pp, P, (i1, w;, ), - - - (g, w;k,))) = R.

Next, we give the definitions of the security notions for TFE: information-
theoretic security, (computational) reusability and (computational) robustness.
We define them by extending the existing security definitions for FEs [22,48] to
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the TFE setting. In all of our security notions, we consider an adversary who can
know k —1 fuzzy data among the n fuzzy data under attack. Furthermore, we as-
sume that each of W; has sufficiently large average conditional min-entropy, i.e.,
Ho, (Wi {W; }je[n\i]) > ¢; for some /;. In this setting, when the set of fuzzy data
is used only once, information-theoretic security guarantees that (R, P) is statis-
tically indistinguishable from (U, P), where U is a truly random value; reusability
guarantees that pairs (R;, P;) < Gen(wy + 01,4, ..., Wpn + 0n;) generated multi-
ple times with adversarially-chosen errors d1 ;, ..., d,,; are indistinguishable from
(U;, P;) where U; denotes a truly random value; Robustness guarantees that no
adversary can forge a valid helper data P.
The formal definitions of these security notions are as follows.

Definition 12 (Information-Theoretic Security). We say that a k-out-of-
n TFE scheme TFE = (TFE.Setup, TFE.Gen, TFE.Rep) satisfies (M, (¢1,...,4y),
R, d, €)-information-theoretic security, if for any joint distribution W = (W7,

., W) over M™ such that Hoo (W;|{ W; }je[n\z‘]) > ¢; holds for any i € [n],
and for any computationally unbounded adversary A, it holds that

AVEEE 4 (M)
i b <& {0,1},

pp + TFE.Setup(1?),
(wr, ..., wy) & W, 1
=2-\Pr [0\ =b: (j1,...,5k_1) < A(pp), --|<e
(P, Ry) < TFE.Gen(pp, k,n, (w1, ..., wy)),
R &R,

bl <—.A(P,wjl7...,wjk_71,Rb)

Definition 13 ((Computational) Reusability and Robustness). We say
that a k-out-of-n TFE scheme TFE = (TFE.Setup, TFE.Gen, TFE.Rep) satis-
fies (M, (L1,...,0,),R,d,€1,€2) Tobustness and reusability if for any (efficiently
samplable® ) joint distribution W = (Wh,..., W,,) over M™ such that

H,, (W;| {W;} ) > 4; holds for any i € [n], the following properties hold:

JE[n\d]
Reusability: For any PPT adversary A, it holds that

reu reu 1
AdvTre 4(A) =2 - |Pr[GameTeg 4(A) = 1] — 5| Sen

reu

where the game GameTee 4(A) is defined as in Fig. 3 (top).
Robustness: For any PPT adversary A, it holds that

Adv?EEA()\) = Pr[Game%‘-’,?EA()\) =1] < e,

where the game Game?,?E’A()\) is defined as in Fig. 3 (bottom,).

5 For robustness and reusability of a TFE scheme, we only treat efficiently samplable
fuzzy data distributions.
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Game'fte 4(\)

b & {0,1}

pp TFE.Setup(lA)

(wiy ..., wp) Ew
(J1s- -5 dr—1) + A(pp)

b A% (wyy, L wj, )

return [b' = b]

Ochai (61, ..., 0n)

if 3¢ € [n] : dis(0, ;) > d then return L

(P, Ro) < TFE.Gen(pp, k,n, (w1 + 01, ..., Wn + 6n))
R &R

return (P, Ry)

Game'ite 4 (M)

pp < TFE.Setup(1*)

(wiy ..., wn) Ew

Lgen =10

(J1,-- -5 Jk—1) < A(pp)

(P*,67,,...,65,) « A% (wj,, ..., wj,_,)

if 3i; € {i1,...,ix} : dis(0,4;;) > d then return 0

if P* € Lgen then return 0

if TFE.Rep(pp, P", (i1, ws, +65,), ..., (ix, wi, +6;,)) # L then
return 1

else return 0

Ogen(01,-..,0n)

if 3¢ € [n] : dis(0, ;) > d then return L

(P, R) < TFE.Gen(pp, k,n, (w1 + 1, .., wn + 0n))
Lgen = Lgen U{P}

return (P, R)

Fig. 3: Security game for reusability (top) and that for robustness (bottom) of a
k-out-of-n TFE scheme TFE.
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Remark 1 (How to Use TFE in Practice). Here, we give an example of how a
TFE scheme defined above is used, using the use case scenario of thresholdizing
the signing functionality described in Section 1. First of all, a public parameter
pp is generated with TFE.Setup. We assume pp is honestly generated. Next, to
generate a signing key, key generation randomness R is generated from n fuzzy
data with TFE.Gen. Here, TFE.Gen is a single algorithm that runs on a single
device. Therefore, we need to gather multiple fuzzy data onto a single device.
When generating the signing key based on the biometric data of n different users,
it is assumed that the n users will physically gather and have their biometrics
scanned using the scanner provided by the device. The helper data P, output
along with the string R, is stored, e.g., in the device or a cloud storage. We note
that the security of TFE, as defined above, holds even if an adversary knows the
helper data. To sign a message, the signing key is regenerated by reconstructing
the randomness R from the helper data P and k fuzzy data via the TFE.Rep
algorithm. If the helper data is stored on a cloud storage, the devices used to
execute TFE.Gen and TFE.Rep can be different.

Remark 2 (On the Entropy Requirement on Fuzzy Data). In order for TFEs (or
any other cryptographic primitives dealing with “fuzzy data” that needs to be
kept private) to be useful for use cases in which biometric data is used as fuzzy
data, in the first place, it is necessary that practical biometric data can ac-
tually have high enough entropy. This is highly dependent on what biometric
feature we use and how we extract data from it, and investigating/evaluating
particular biometric features/extraction methods effective for TFE is beyond
our scope. Still, several existing works, e.g., [18,31,33,42,45], have shown eval-
uations/estimations on min-entropy (or related statistics) of some particular
biometric features/extraction methods using real-world datasets of biometrics.
More specifically, Tong et al. [45], Shukla et al. [42], and Kuznetsov et al. [33]
used images of fingerprints, irises, and faces, respectively, as the source of fuzzy
data in FE; Katsumata et al. [31] used finger-vein images in a primitive called
fuzzy signature, and De Oliveira Nunes et al. [18] used fingerprint images in a
primitive called oblivious extractor. We expect that these biometrics can be used
for TFE as well.

Here we introduce one example from Katsumata et al. [31]. They experimen-
tally evaluated a method for converting real-world finger-vein images into fuzzy
data, using a dataset of finger-vein images from more than 500 people. Accord-
ing to [31, Table 2], in one setting of their method, extracting fuzzy data (rep-
resented as a real vector of 300 dimensions) from 4 finger-veins, they estimated
(FNMR,FMR) = (0.076,2712%) where FNMR stands for False Non-Matching Rate
and denotes the probability that two fuzzy data extracted from the same user
is identified as coming from different users, while FMR stands for False Matching
Rate and denotes the probability that two fuzzy data extracted from different
users is accidentally identified as coming from the same user. Here, note that
FNMR corresponds to the correctness error (which can be easily reduced by simply
repeating the extraction method multiple times), and — log, FMR lower-bounds
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the entropy of the fuzzy data. Thus, finger-veins (extracted using the method
of [31]) should also be usable in the context of TFE.

In each of our security definitions for TFE, we require each coordinate W;
of fuzzy data distribution W = (Wq, ..., W,,) to have high (average conditional)
min-entropy conditioned on the remaining coordinates {W;} c[n\q- We think
that this assumption is reasonable in use cases in which we think of biometric
features (extracted from the human body in some way) as the source of fuzzy
data, and each coordinate W; is taken from different users.

5 Our Information-Theoretic Secure TFE Scheme

In this section, we present a construction of an information-theoretically secure
k-out-of-n TFE scheme. Let R be an arbitrary group. Let SS = (SS.Gen, SS.Rec)
be an (M, ¥, ,d)-secure sketch scheme, SecretShare = (Share, Reconst) be a k-
out-of-n secret sharing scheme over R, OTP = (OTP.Enc, OTP.Dec) be a one-
time pad (OTP) encryption scheme over R, and let H = {H : M — R} be a
universal hash family. Using these building blocks, our information-theoretically
secure k-out-of-n TFE scheme InfTFE with a randomness space R is constructed
as in Fig. 4.

At a high level, InfTFE.Gen generates a random string R <& R and its n
share of the k-out-of-n secret sharing scheme SecretShare. Then, each share is
encrypted using the one-time pad encryption scheme with a secret key gener-
ated from the corresponding fuzzy data. Therefore, InfTFE.Rep can recover the
randomness R by using k fuzzy data w;J such that each of them is close to the
original data.

The correctness of InfTFE follows from the correctness of the underlying
building blocks. Specifically, suppose (P = (s;, ¢;)ic[n), R = m) is generated from
InfTFE.Gen using fuzzy data (wy, ..., w,) as input, and suppose InfTFE.Rep is ex-
ecuted with input P and ((i1,w;), ..., (ix, wx)). Suppose further that dis(w;, wj})
< d holds for each j € {i1,...,ix}. Then, by the correctness of the underlying
secure sketch scheme SS, for each j € {41,...,4; }, w; can be correctly recovered
in InfTFE.Rep, and thus the secret key sk; = H(w;) can be recovered. Then, due
to the correctness of the OTP scheme, the &k shares {m;, };cp (out of n shares
of m) are correctly recovered. Finally, due to the correctness of the underly-
ing secret sharing scheme SecretShare, the randomness R = m can be precisely
reproduced.

We now show that InfTFE satisfies information-theoretic security. An intu-
ition behind the security proof is as follows. By definition, an adversary can know
only k — 1 fractions of n fuzzy data used for randomness generation. Therefore,
to recover the string R, it needs to obtain additional shares encrypted with the
remaining n — k + 1 uncorrupted fuzzy data. However, since we assume the con-
ditional min-entropy Hoo (W;i| { W; }iem\y) is sufficiently large for each i € [n],
the security of the secure sketch scheme and the generalized leftover hash lemma
guarantee that the uncorrupted OTP secret keys look random even if the adver-
sary knows sketches { s; }ie[ and k — 1 fuzzy data. Thus, the OTP encryption

n]
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InfTFE.Setup(1*) InfTFE.Rep(pp, P, ((41, Wi, ), - - -, ik, ws,)))
HE&EH parse (i, Ci)ic[n) = P
return pp :=H J = {i1, ... ik}

foreach i € J do
InfTFE.Gen(pp, k, n, (w1, ..., wn)) w) = SS.Rec(si, wi)
sk := H(w})
m; := OTP.Dec(sk}, c;)

return R := Reconst(J, {m;}ics)

mER
(ma,...,mn) < Share(k,n,m)
foreach i € [n] do

s; := SS.Gen(w;)

sk; = H(w;)

ci := OTP.Enc(sk;, m;)
return (P, R) = ((si, ¢i)ic[n], M)

Fig. 4: Our information-theoretically secure k-out-of-n TFE scheme InfTFE.

scheme perfectly hides the information on the n — k + 1 uncorrupted shares.
Therefore, the adversary cannot obtain more than k — 1 shares of R, which in
turn implies that R is hidden from the adversary’s view by the security of the
secret sharing scheme.

We now give the formal statement for the security of InfTFE.

Theorem 1. Let ¢, l7, by, ..., 0, be positive real numbers such that €; > £ for
all i € [n]. Assume that SS is an (M, 0, {,d)-secure sketch scheme, and the k-
out-of-n secret sharing scheme SecretShare and the OTP encryption scheme OTP
are perfectly secure. Then, InNfTFE satisfies (M, (¢1,...,£4,), R,d, €)-information-

theoretic security with € = ny/|R| - 2. In particular, if { = log, |R|+w(logy \),
then € is negligible in .

Proof. Let W = (W1,...,W,,) be a joint distribution over M™ such that
ﬂw(Wi|{Wj}je[n\i]) > ¢; > ¢ holds for all i € [n]. Let A be an arbitrary
computationally unbounded adversary that attacks the information-theoretic
security of InfTFE. We will prove the security of InfTFE using the following
sequence of games Gamey, . .., Games. (In the following, we overload the notation
and let Game; for ¢ € {0,...,3} denote the event that A succeeds in guessing
the challenge bit in Game;.)

Gamey. This is the original game for the information-theoretic security of InfTFE.
By definition, we have AdvifﬁfFE’A(A) =2 |Pr[Game0] - % )

Game;. In this game, after A outputs (ji,...,Jk—1), sk; for each i € [n]\

{j1,---,Jk—1} is generated as sk; & R, instead of being computed as sk; :=
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We will show the following lemma.
Lemma 2. It holds that |Pr[Gameo] — Pr[Game;]| < §4/|R|- 2-¢,

Proof. (of Lemma 2) For 8 € {0,...,n}, let Gamey g be the game defined in
the same manner as Gamey, except that sk; for ¢ < 8 with ¢ ¢ {j1,...,7k—1}
is generated as sk; ¢~ R, instead of being computed as sk; := H(w;). Then, by
definition, Gameg o (resp. Gameyg ,,) is identical to Gamey (resp. Game;). Hence,
we have

|Pr[Game0] — Pr[Game1]| = |Pr[Game0‘0] — Pr[Gameo.n]\

Z (Pr[Gameg, (5_1)] — Pr[Gameg g])|. (1)
pE(n]

Furthermore, note that for all 5 € [n], if 8 € {j1,...,Jk—1}, then the distribution
of A’s view in Game (g_1) and that in Gameg s are identical. (This observation
will be used in the analysis of the reduction B below.)

We prove the lemma by using the generalized leftover hash lemma (Lemma 1).
As a preparation, consider the values x and z generated by the following proce-
dure parameterized by i € [n]:

(’LU1, 7wn) « W
X = Ww;
z = (SSAGen(wi),wl, ey Wi—1, Wid1,y .- - ,wn)

Let Z denote the distribution of z generated by the above procedure, and for
i € [n], let W,\; denote the distribution of (w1,...,w;—1,wit1,...,w,). Then,
(Wi, Z) forms a joint distribution such that Ho, (W;|Z) > £ holds, due to the
security of SS and the given condition that I:IOO(W1|Wn\l) > ¢ holds for all i € [n].
Using this joint distribution (W;, Z), we consider the following computationally
unbounded adversary B against the GLHL game, using A.

1. B chooses a € [n] uniformly at random, sends the description of the joint
distribution (W,, Z) defined above to the challenger.

2. Upon receiving (H,y,z = (s = SS.Gen(wg), { w; }je[n\a])) from the chal-
lenger, B randomly samples the challenge bit d € {0,1} for A, sets pp := H,
and sends pp to A.

3. When A sends (j1,...,Jk—1), B computes (P, Ry) as follows:

(a) B samples m & R and computes (my,...,my) < Share(k,n,m).

(b) If « € {ji,...,Jx—1}, then B samples w, according to the distribu-
tion W, conditioned on Z = z, namely, W; = w; for all j € [n\ o
and SS.Gen(w,) = s (= SS.Gen(w,)). (Note that the conditional re-
sampling considered here cannot be done efficiently in general. How-
ever, B can perform this since it is computationally unbounded. Note
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also that the distribution of (w1,...,Wa—1, Wa, Watls---,Wy) is identi-
cal to that of the original fuzzy data (wy,...,w,) sampled according to
W = (Wy,...,W,) by the challenger in the GLHL game.)
(c) For each i € [n], B proceeds as follows:
—Ifi e {j1,...,jk—1}, then B computes s; := SS.Gen(w;), sk; =
H(w;), and ¢; := OTP.Enc(sk;, m;), where if i = o and thus B needs
wq for computing sk, then B uses @, chosen above as wg.
— Ifien]\{j1,.-.,Jk-1}, then B proceeds as follows:
e If i < a, then B computes s; := SS.Gen(w;), samples sk; & R,
and computes ¢; := OTP.Enc(sk;, m;).
e If i = o, then B sets s, = s, sk, =y, and ¢, := OTP.Enc(sk,,
Ma)."
e If i > «, then B computes s; := SS.Gen(w;), sk; = H(w;), and
¢; = OTP.Enc(sk;, m;).
(d) Bsets P := (s4,¢i)icn) and Ro = m.
4. B samples R; < R, and sends (P,wj,,...,wj,_,,Rq) to A, where if a €
{j1,---,Jk—1} and thus B needs w,, then B uses W, as wg,.
5. When A outputs d’ and terminates, B sets b’ = [d' = d], and terminates
with output '

Let b be the challenge bit for B in the GLHL game. Note that A chooses the
indices {j1,...,Jk—1} after seeing only H, and thus for each 8 € [n], whether
B € {j1,...,Jk—1} occurs is independent of b. Furthermore, if « = 8 and 8 €
{j1,-+-Jk—11}, then B does not use the challenge instance y at all, and thus B’s
behavior (and consequently, A’s entire view) is totally independent of b. Note
also that in this case, B simulates Gameg g_1) perfectly for A (and its entire
view is distributed identically to that in Gameg s as well, as observed earlier).
This is due to the conditional resampling of w, performed by B, which ensures

that the distribution of (w1, ..., Wa—1,Wa, Wati,---,Wy) is identical to that of
the original fuzzy data (wi,...,w,) sampled according to W = (Wh,...,W,).
Using them, B computes (P, wj,,...,w;j,_,, Rq) in exactly the same way as done

in Gameg, (g_1) (and Gameg ).

We now argue that for each 5 € [n], if @« = 8 and b = 1, then B simulates
Game (g_1) perfectly for A, regardless of whether 3 € {j1,...,jx—1} or not.
Specifically, in this case, y is computed as y = H(wg). Now, note that if 5 ¢
{j1,--.,jk—1}, then y is used as skg. Thus, sk; for ¢ < f—1andi ¢ {ji,...,5k—1}
is a truly random value, and sk; for ¢« > 8 or i € {j1,...,jk—1} is computed
as sk; = H(w;), which is exactly how sk;’s in Gamey g_1) are generated. On
the other hand, if 8 € {j1,...,Jk—1}, then, as mentioned earlier, B simulates
Gamey (3—1) perfectly for A. Hence, B simulates Gameg g_1) perfectly for A,
regardless of whether 8 € {j1,...,jx—1} or not. Since B outputs 1 only when
d' = d occurs, for all 5 € [n], we have

Pr[t’ = 1lao = B A b= 1] = Pr[Gameg 5_1)].

" Note that this step is performed only if o ¢ {41, ..., 5k—1}-



22 Hara et al.

We next argue that if « = 3 and b = 0, then B simulates Gameg s perfectly for
A. Specifically, in this case, y is a truly random value, and if 8 ¢ {j1,...,jk—1},
then y is used as skg. Then, sk; fori < fand ¢ ¢ {j1,...,jrk—1} is a truly random
value, and sk; for i > S+ 1 or i € {j1,...,jk—1} is computed as sk; := H(w;),
which is exactly how sk;’s in Gameg g are generated. On the other hand, if 8 €
{j1,---,jk=1}, then B simulates Gameg g perfectly for A, as mentioned earlier.
Hence, with a similar argument to the above, for all 8 € [n], we have

Pr[t) = 1ja = B A b= 0] = Pr[Gameg g].

Since « is chosen uniformly at random from [n], independently of b, for all
B € [n], we have

Prla = b = 1] = Prla = BJb = 0] = %

We can now calculate Adv%ﬂ"g()\) as follows:

AdvIT (M) = |Prlb = 1]b = 1] — Pr[t/ = 1|b = 0]]

=Y Py =1na=pb=1- Y Pt/ =1Aa=}3b=0]
Beln] Ben]

=Y Prla=8b=1]-Prlt) =1ja=BAb=1]
BE(n]

— > Prla=pb=0]-Prlt) = lla=BAb=0]
BE(n]

<z |R| : 27@7

where the final inequality is due to Hoo(Wa|Z) > £ and the generalized leftover
hash lemma (Lemma 1). The combination of the final inequality here and Eq. (1)
imply Lemma 2. O

Gamey. In this game, for ¢ € [n] \ {j1,...,Jk-1}, ¢ is computed as ¢; =
OTP.Enc(sk;,0). Since sk; for i € [n] \ {j1,...,7dk—1} is chosen uniformly at
random, the perfect security of OTP guarantees that A’s views in the two games
are distributed identically. Thus, we have Pr[Game;] = Pr[Game].

Games. In this game, an independent randomness m’ ¢ M is sampled and
{mj}icn) < Share(k,n,m’) is generated. Then, ¢; for each i € {ji,...,jx—1} is
computed as ¢; := OTP.Enc(sk;, m).
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To prove the indistinguishability of Game; and Games, we consider the fol-
lowing adversary B’ against the security of SecretShare, using A.

1. B’ randomly samples the challenge bit b for A, samples H & H and (wy, . .., wy,)
W, and sends pp := H to A.
2. When A sends (j1,...,Jjk—1), B’ computes (P, Ry) as follows:
(a) B’ samples m,m’ & R, sends (J := {j1,...,jk_1},m’,m) to its chal-
lenger, and receives (m;)icJ-
(b) For each ¢ € [n], B’ proceeds as follows.
i. B’ computes s; := SS.Gen(w;) and sk; := H(w;).
ii. Ifi € {j1,...,Jk—1 } holds, then B’ computes ¢; := OTP.Enc(sk;, m;).
Otherwise, B’ computes ¢; := OTP.Enc(sk;, 0).
(c) B’ sets P := (si,Ci)icln and Ry == m.
3. B’ samples Ry & R and sends (P,wj,,...,wj,_,,Rp) to A.
4. When A outputs b’ and terminates, B’ outputs [b' = b] and terminates.

If B’ receives the secret shares of m from the challenger, then it perfectly sim-
ulates Game, for A, while if B receives the secret shares of m’, it perfectly
simulates Games for A. Since B outputs 1 only when & = b occurs, due to the
perfect security of SecretShare, we have Pr[Game;] = Pr[Games].

In Games, both Ry and R; are generated uniformly at random, and both of
them are independent of P. Therefore, A’s view in Gamejs is distributed identi-
cally, independently of the challenge bit. Thus, we have Pr[Games] = 1/2.

Combining everything together, we have

. 1

Adviifree 4(A) = 2 |Pr[Gameg] — 3
1 .
< 2- |Pr[Game;] — 3|t n |R|-2-¢
1 .
=2 |Pr[Gamey]| — 3|t n IR|-2-¢
1 "
=2 |Pr[Games] — 5|t IR|-2-¢

=n\/|R|-2-F.
This completes the proof of Theorem 1. O

6 Our Reusable and Robust TFE Scheme

In this section, we present our reusable and robust TFE scheme. The construc-
tion framework is identical to our information-theoretically secure scheme. To
achieve reusability and robustness, we modify it as follows.

— We require that the secure sketch scheme SS be homomorphic and linear,
and the universal hash function H be homomorphic. Roughly speaking, these
properties ensure reusability and robustness even if an adversary chooses
errors on fuzzy data.

&
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— We replace the OTP encryption scheme with an ATAE scheme. To prevent
tampering of ciphertexts, an integrity property is required. Furthermore,
we assume the ATAE scheme is related-key secure. This prevents leakage of
encrypted secret shares even when (nearly) identical secret keys are reused,
and an adversary knows errors in those keys.

— We authenticate the set of sketches and ciphertexts, namely (s;,c;)ie[n),
using an OTS scheme. More specifically, Gen generates a signature o <
OTS.Sign(osk, (s, ¢i)ic[n)) and the corresponding verification key ovk is linked
with each ciphertext ¢; as the auxiliary input of ATAE. Thanks to this, no ad-
versary can create a valid signature for honestly-generated ciphertexts, since
the adversary does not know the one-time signing key, thereby preventing
the reuse of helper data P to create a malformed one.

Formally, our proposed construction uses the following building blocks:

— An OTS scheme OTS = (OTS.Gen, OTS.Sign, OTS.Ver).

— An ATAE scheme AIAE = (AIAE.Setup, AIAE.Enc, AIAE.Dec) with a key space
KC, a plaintext space Majag, and an auxiliary input space {0, 1}*.

— A secure sketch scheme SS = (SS.Gen, SS.Rec).

— A secret sharing scheme SecretShare = (Share, Reconst) over Ma)a€.
— A universal hash family # = {H: M — K}.

Using them, our proposed reusable and robust TFE scheme rr TFE = (rr TFE.Setup,
rrTFE.Gen, rrTFE.Rep) is constructed as in Fig. 5.

We can see that rrTFE is correct if OTS, AIAE, SecretShare, and SS are
correct. More precisely, due to the correctness of OTS, the OTS signature o
is correctly verified. Then, since dis(w;, w}) < d holds for any ¢ € [n], by the
correctness of SS, w} can be correctly recovered for any j € {1,...,ix }. Thus,
the secret key satisfies sk; = H(w’). Then, by the correctness of AIAE, the k
shares {m;};eti,,....i, } are correctly recovered. Finally, due to the correctness of
SecretShare, the randomness R = m can be precisely reproduced.

We now give the formal statement for the security of rrTFE.

Theorem 2. Let /, g, by, ..., b, be positive real numbers such that €; > £ for
all i € [n]. Assume AIAE satisfies IND-@-RKA security and weak INT-$-RKA
security for key-shift function family @ = {¢pa: K = K| gpa(z) =2+ A} 5cpc,
OTS satisfies SEUF-CMA security, SecretShare is perfectly secure, H is homo-
morphic, and SS is an (M, £, ¢, d)-secure sketch scheme with linearity and ho-
momorphism. Assume further that £ = log, |K|+w(log, \). Then, wTFE satisfies
(M, (b1, ...,4,), Maiag, d, negl(A), negl(\)) reusability and robustness.

More specifically, for any PPT adversaries A and A’, there exist PPT ad-
versaries B, By, and BY such that

AV (V) < 200 — K+ DAVERES () + /1] 27,
ro un int-rka 1 /
AV () < arAdvSs sy () + (0 — -+ 1) (AERE, () + /KT 27 )

where qr denotes the mazimum number of queries to Ogen made by A'.
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rrTFE.Setup(1?) r*TFE.Rep(pp, P, (i1, wiy ), - - -, (i, wi,,)))
HEH parse ((si, Ci)ig[n],oVk,0) := P
PPane < AIAE.Setup(1*) if OTS.Ver(ovk, ((si;¢i)ie[n]; @) = 0 then
return pp := (H, ppajae) return |

J = {il,...,ik}

rrTFE.Gen(pp, k,n, (w1, ...,w,)) foreach i € J do

w; = SS.Rec(s;, w;)

ski := H(w})

m; < AIAE.Dec(skj, c;, ovk)
if Vie J:m; # 1 then

return R := Reconst(J, {m;}ics)

m & Maiae
(ma,...,my) < Share(k,n,m)
(ovk, osk) < OTS.Gen(1%)
foreach i € [n] do

s; := SS.Gen(wy;)

sk; := H(w;)

¢; « AIAE.Enc(sk;, m;, ovk)
o < OTS.Sign(osk, (si, ¢i)icn])
P = ((si,¢i)icn], ovk, o)
R:=m
return (P, R)

else return |

Fig. 5: Our reusable and robust k-out-of-n TFE scheme rr'TFE.

Due to the page limitation, the formal proof is given in the full version of
this paper. Here, we provide an intuitive explanation of the proof.

To prove reusability, we show that the answers from the Ocp, oracle leak no
information about the generated randomness R, thereby an adversary cannot
distinguish R from a random value. More precisely, we show that the ATAE ci-
phertexts corresponding to n — k+ 1 uncorrupted fuzzy data leak no information
about encrypted secret shares, and thus the adversary cannot recover secret-
shared randomness R. First, using an information-theoretic argument, we can
prove that uncorrupted n — k + 1 AIAE secret keys are indistinguishable from
random, provided the secure sketch scheme SS is secure, and the min-entropy
assumption about the joint distribution holds. Next, we employ the homomor-
phic properties of the secure sketch scheme SS and the hash function H, and the
confidentiality of AIAE against related-key attacks with respect to key-shift func-
tions. Roughly speaking, the homomorphic property ensures that the adversary,
who chooses errors ¢ on fuzzy data, must know the errors on the ATAE secret
key sk; the confidentiality against related-key attacks guarantees that ciphertexts
leak no information about their plaintexts even if the adversary knows errors on
the secret key. As a result, we can conclude that the helper data returned by
the Ocpal oracle computationally hides information about R. This leads to the
reusability of rrTFE.
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To prove robustness, we show that an adversary can neither reuse honestly-
generated helper data as a forgery P*, nor create a new valid ATAE ciphertext
c¢* without knowing the AIAE secret key. The former follows from the strong
unforgeability of OTS. Since the set (s;,¢;)ic[n) is authenticated with an OTS
signature, and the corresponding verification key is linked with each AIAE ci-
phertext ¢; as its auxiliary information, the adversary cannot create a new valid
OTS signature for an honestly-generated helper data. The latter follows from
the integrity of AIAE against related-key attacks. Since the adversary knows only
k — 1 fuzzy data while k fuzzy data is needed for reproduction, the adversary
needs to forge a valid (s}, ¢}) for an uncorrupted fuzzy data w;. However, it is
infeasible due to the linearity of SS and the integrity of AIAE: linearity ensures
that the adversary knows the error on the secret key sk;«, which corresponds
to s;» and ¢, and the integrity of AIAE guarantees that the adversary cannot
forge a valid ciphertext even if it knows errors on the secret key. This leads to
the robustness of rrTFE.

7 Instantiation of Our TFE Schemes
This section explains how to instantiate our generic constructions of TFE schemes.

Instantiations. For the information-theoretic secure scheme, we require a secure
sketch scheme, a universal hash family, and a secret sharing scheme. For them,
we can use the average-case secure sketch scheme and the universal hash func-
tion given in [21,22], and Shamir’s secret sharing scheme [39], respectively. As
a result, the randomness space of the TFE is an additive group Z,, and the
OTP encryption scheme works with addition over Z,. For a reusable and robust
scheme, we require a secure sketch scheme with homomorphism and linearity, a
universal hash family, an ATAE scheme, and an OTS scheme. For such a secure
sketch scheme and a homomorphic universal hash function family, we can use
the secure sketch scheme in [48] based on the linear error-correcting code, the
universal hash family provided in [48, Appendix B], respectively. Additionally,
we require an ATAE scheme and an OTS scheme. If we can assume the random
oracle model, both schemes can be obtained from any authenticated encryption
with associated data (AEAD) [38] (e.g., AES-GCM) and any hash function (e.g.,
SHA-256). (We discuss in detail in the full version of this paper.) In the stan-
dard model, we have the DDH-based ATAE scheme [28] and the DL-based OTS
scheme [4].

Efficiency. Table 1 shows the efficiency of the instantiations of our TFE schemes.
The bit-length of helper data P is proportional to the number of fuzzy data n;
this is not a problem in use cases where n is small.
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