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Abstract. Tosun and Savas (IEEE TIFS’23) proposed a non-profiling
power analysis attack on masked ML-KEM, or CRYSTALS-Kyber. Their
attack can recover a full secret key of Kyber with 7,000 power traces.
Later, Tosun et al. (IEEE Access’24) claimed an improvement over the
previous attack with only 550 traces, but the result is not convincing.
In particular, their attack does not seem to recover a full secret key of
masked Kyber; instead, it recovers only the absolute values for every
coefficient of a secret key. Unfortunately, Tosun et al. did not provide
convincing and efficient ways to recover the signs of every secret coeffi-
cient. In this paper, we show that 400 traces are sufficient to recover a full
secret key of masked Kyber. This improvement is arguably significant,
as the number of traces is only about 5% of a previous full key recovery
attack by Tosun and Savas. The key technique for improvement is the
use of a lattice embedding method. So far, there have been several known
attacks that use Kannan’s embedding method to reduce the number of
traces for recovering a full secret key of Kyber. Specifically, these attacks
recover only a partial secret key through power analysis attack and re-
cover the remaining part by applying the embedding method. In contrast,
we use not only recovered partial secret key but also recovered absolute
values to recover the remaining part. For this purpose, we utilize an un-
usual embedding method that is a combination of Kannan’s embedding
and Bai-Galbraith’s embedding. Our technique can also be applied to
other post-quantum cryptosystems that use NTT-based multiplication.
We demonstrate the applicability of our method to the first-order mask-
ing implementations of NTT-based variants of SABER and Dilithium,
achieving full key recovery with 150 and 1,000 traces, respectively.

Keywords: CRYSTALS-Kyber - Lattice - Side-channel attack - Em-
bedding technique

1 Introduction

1.1 Background

Kyber and (Module-)LWE. The advancement of quantum computing presents
a serious threat to classical cryptographic protocols, such as RSA [RSA78] and
elliptic curve cryptography [Mil86], as they can be efficiently broken using Shor’s
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algorithm [Sho94]. To address this looming quantum threat, the National Insti-
tute of Standards and Technology (NIST) has initiated the Post-Quantum Cryp-
tography (PQC) standardization process. In the Key Encapsulation Mechanism
(KEM) category, ML-KEM [NIS24|, which is derived from CRYSTALS-Kyber
[BDK™18], has been chosen as the primary algorithm by NIST. The security
of Kyber relies on the Module Learning with Errors (Module-LWE) problem,
which is a variant of the LWE problem. Given (A,t = As +e) € Z;"*" x Z",
where A is drawn from uniform random distribution and e € Z™ is a short error
vector, the task of the LWE problem is to find a secret vector s € Zg. The stan-
dard approach for solving the LWE problem is called a primal attack, such as
Kannan’s embedding [Kan87] and Bai-Galbraith’s embedding [BG14b]. Briefly
speaking, Kannan’s embedding (resp. Bai-Galbraith’s embedding) is faster than
the other embedding method if e is relatively larger (resp. shorter) than s. Let
R =Z[z]/(z"+1) and Ry = Zg[z]/(2" +1). Given (A, t = As+e) € Rng XT\’,f;,
where e € R is a small error polynomial, the task of the Module-LWE problem
is to find a secret polynomial s € R’;. In the case of Kyber, a secret polynomial
s is small.

To accelerate the multiplication of polynomials, Module-LWE-based cryp-
tosystems commonly employ the Number Theoretic Transform (NTT), serving
as a specialized variant of the Fast Fourier Transform (FFT) adapted to finite
fields. In an NTT-based polynomial multiplication, the coefficients of two polyno-
mial are transformed to the NTT domain, where efficient pairwise multiplication
is possible. In short, NTT and NTT ! is a linear transformation; thus, there is
a matrix M such that s = MS. Briefly speaking, given A € Rng, s € R’;, and

e € R! in the normal domain, we first compute A = NTT(A), § = NTT(s), and
é = NTT(e) in the NTT domain, where s is a secret key of Kyber. Then, we
compute t = Ao8+é in the NTT domain and obtain t = As+e = NTT *(t) in
the normal domain, where the overall computation is more efficient than the di-
rect computation of As+ e. Due to the efficiency and strong security guarantees
of Kyber, it is widely regarded as a robust choice for securing communication in

the post-quantum era.

CPA on Kyber. While Kyber’s cryptographic foundations are secure against
quantum adversaries, implementations of Kyber remain vulnerable to side-channel
attacks, particularly power analysis attacks [PPM17, PP19, MWK™*24, KT23,
TMS24]. Side-channel attacks exploit the physical behavior of a device, including
its power consumption patterns, to extract secret information. In the past, cor-
relation power analysis (CPA) [KJJ99] and other side-channel techniques have
demonstrated the potential to compromise the security of cryptographic imple-
mentations, even when protected by countermeasures. The focus on implementa-
tion security, especially against side-channel threats, has thus become a critical
area of research as PQC algorithms transition from theoretical constructs to
practical deployments.

A series of simple power analysis (SPA) [PPM17, PP19, HHP*21] targeting
the NTT of Kyber were proposed that lead to full static key recovery. How-
ever, these attacks are still limited in that they either require extensive profiling



efforts or they are only applicable in specific scenarios like the encryption of
ephemeral keys. On the other hand, Mujdei et al. [MWKT24] developed a CPA-
based approach that successfully exploited leakage to recover a full secret key
from incomplete NTT operations with 200 power traces. Afterwards, several
studies [KT23, TS24, WXT24] have improved the attacks. Among them, Kuo
and Takayasu [KT23] took an interesting approach, although the improvement
is not very substantial. Kuo and Takayasu’s attack consists of two steps. At first,
they recover not a full secret key 8 € R, but only a partial secret key which we
denote by a vector 8y, € Zj using CPA. In the second step, they recovered the re-
maining elements 87, € Z;~" by solving the standard LWE problem. To this end,
they utilized a simple fact, i.e., the relation s = MS suggest s = My, 85, +Mp, §1,,
where all columns of My, € Z?*" and M, € znx(nr)

M € Z2*". Since we know (My,, My 87, = My, 87, —s) € Zg "™ x Z due to
the step 1 and s € Z"™ is a short vector, we can use Kannan’s embedding [Kan87]
and recover 8y, if x is sufficiently large. In other words, Kuo and Takayasu’s ap-
proach suggests that the CPA step does not have to recover a full secret key. The
state-of-the-art attack proposed by Wang et al. [WXT24] follows the two-step
approach and requires only 15 traces.

CPA on Masked Kyber. Masking is an effective method to protect Kyber
from power analysis attacks, and there are also examples applied on Kyber
[BGR™21, OY23]. CPA on a masked version of cryptosystems typically requires
much more effort to compromise. Although Tosun and Savas [TS24] proposed
the first CPA attack on masked Kyber, it requires a minimum of 7,000 traces
and estimated 48.5 days of analysis to recover a full key from the first-order
protected Kyber using the standard second-order CPA.

Tosun et al. [TMS24] claimed that they found a method to recover a full
secret key of masked implementations of Kyber with both the Montgomery and
Plantard reduction methods. Their attack requires 850 and 550 traces to recover
a full secret key, respectively. Moreover, they further claimed that they could use
Kuo and Takayasu’s two-step method and reduce the number of traces to 250.
However, the result is not convincing in the sense that whether their attack can
recover a full secret key is unclear. Tosun et al. used the absolute value prediction
function in their CPA. Therefore, a hypothesis and its additive inverse get the
same correlation score. Indeed, their experiment® consider the attack successful
if not a full secret key 8 = (8o, ..., 8,_1) but all absolute values (]3|, - ., |8n_1])
are recovered. Although we can recover the signs easily if the implementation is
not masked [CKAT21], we do not know how to recover them efficiently if the
implementation is masked.

Other non-Profiled Attacks. On the other hand, PC-oracle attacks target
the Fujisaki-Okamoto (FO) transform [FO99]. Under normal circumstances, this
feature prevents attacks by decrypting a message and re-encrypting it to ensure
the result matches the original input. If they don’t match, the system rejects the

correspond to those of
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message. However, attackers can exploit unintended information leaks during
this double-check process. By monitoring leaks related to the decrypted mes-
sage, attackers can bypass these protections and launch key mismatch attacks
[RRCB20] on the core encryption method used by the system.

Fluhrer [Flul6] originally established the framework for these attacks against
lattice-based schemes. This was subsequently adapted to ML-KEM by [QCD19],
establishing a baseline of 1855 queries, which corresponds to the number of traces
required in a CPA. Optimization efforts continued with [QCZ"21] and [GM23],
which reduced the requirement to 1776 and 1588 queries, respectively.

To protect the FO-Transform, several proposals for masked comparisons
exist. Early attempts such as [OSPG18] and [BPO'20], were claimed inse-
cure by [BDHT21]. Subsequently, [DHP*22] demonstrated that even the im-
proved method in [BDH*21] was vulnerable to a practical higher-order hori-
zontal collision attack. While this didn’t technically violate security definitions,
[DHP*22] responded by proposing a more robust higher-order solution. Recently,
[DVV23] succeeded in optimizing the performance of these previous methods,
but [HNPS24] show that 7000 chosen-ciphertexts and corresponding traces for
realistic noise levels can compromise the security of [DVV23].

Other Cryptosystems. Power analysis targeting other cryptosystems that can
be accelerated by NTT-based multiplication has also been proposed. For exam-
ple, SABER [DKRV18] is another KEM whose security is based on the Mod-
ule Learning with Rounding problem. While SABER was originally designed
to leverage Toom-Cook and Karatsuba multiplications, there have been imple-
mentations that outperform the original design using NTT-based multiplication
[CHK*21]. Ngo et al. [NDGJ21] introduced a machine learning-based method
to break original SABER protected by first-order masking. Later, Ngo et al.
[NDJ23] demonstrated another deep neural network attack on SABER with
both masking and shuffling, which offers higher security. However, no known
CPA attack has been proposed on NTT-based SABER protected by masking.

Dilithium [DKL"18], who is also based on the module-LWE problem, is an-
other example that utilizes NTT-based polynomial multiplication. Chen et al.
[CKAT21] developed a conservative scheme that reduces the size of the key guess
space, claiming they can extract a secret key coefficient of unprotected Dilithium
using 157 power traces. Later, Liu et al. [LLZ"24] achieved a 365-fold speed-up
at the cost of increasing the number of power traces to 3,000. Similarly, no CPA
attack has been proposed for Dilithium implementation with masking protection
as far as we know.

1.2 Owur Contribution

In this paper, we present improved power analysis attacks on masked CRYSTALS-
Kyber, targeting its polynomial arithmetic operations, which are performed us-
ing the NTT. By leveraging new analysis techniques, we significantly reduce the
number of traces required for a successful key recovery compared to previous ap-
proaches, which can be seen in Table 1. Our methods exploit the data-dependent



leakage inherent in the NTT-based polynomial multiplication and utilize ad-
vanced statistical techniques to efficiently correlate observed power traces with
sensitive key material. We further demonstrate the applicability of our attacks
across different Kyber parameter sets and discuss their implications for real-
world implementations.

To achieve the low trace number requirement, we modify the two-step attack
proposed by [KT23]. In the first step, the attack proceeds by recovering part of
the NTT domain coefficients of the secret key. For the masked implementation
of Kyber, it is quite tempting to use the same power model as Tosun et al.
[TMS24] because of its simplicity and minimal trace requirements for recovering
the absolute values. Another difference in the first step lies in the classification
of the coefficients. In our attack, the coeflicients will be split into three groups:
confirmed ones, where we know the exact values; positive/negative ones, where
we know only the absolute values; and unknown ones, where we have no infor-
mation. Then, in the second step, we use a different embedding method to solve
the LWE instance generated using these coefficients. As a result, we successfully
decrease the number of traces required to perform a full-key recovery on masked
Kyber to around 400 traces. Notice in Table 1, the actual number of traces re-
quired to attack masked Kyber using the method of Tosun et al. [TMS24] is
550, contrary to their claimed 250. This discrepancy arises because their best
result combines a basic CPA attack with the lattice-based recovery technique
described by Kuo and Takayasu [KT23]. However, that approach assumes the
recovered coeflicients have no sign ambiguity. In contrast, our experiment in Fig-
ure 2, which performs a negative correlation on masked Kyber, indicates that
resolving this ambiguity requires significantly more than a few hundred traces.

Furthermore, our technique can also be applied to other cryptosystems that
utilize NTT-based polynomial multiplication. We successfully migrated our at-
tack to first-order masked SABER, implemented by NTT-based multiplication
and were able to recover the secret key using only 150 traces. As far as we know,
this is the first CPA attack targeting NTT-based SABER protected by first-order
masking. Another example is the Dilithium digital signature algorithm, which is
also based on the Module-LWE problem like Kyber. Due to the large size of its
hypothesis set, we adapted the Tunstall et al. attack [THMT07] and combined
it with our lattice analysis. Overall, 1,000 traces were sufficient to recover the
long-term secret key, which is only 20% of the traces required to recover all coef-
ficients. Table 1 formalizes the above discussion and positions our study among
the attacks existing in the literature.

A key advantage of our method lies in its ability to significantly reduce the
lattice dimension, similar to the strategy used by Kuo and Takayasu [KT23] in
their attack on unprotected Kyber. Unlike previous approaches that construct
the LWE instance using only public data—resulting in larger, high-dimensional
lattices—our technique exploits the shortness of the secret key in the normal
domain and the structural leakage from Kyber’s incomplete NTT. This enables
us to construct a compact lattice while retaining all the necessary information
for key recovery. Furthermore, our approach is not limited to first-order masking;



Table 1: Summary of state-of-the-art CPA attacks on Kyber, SABER and
Dilithium. Simulation is performed by using ELMO for Kyber, and using Ham-
ming weight model with o = 3 for SABER and Dilithium.

Algorithm  Work ‘ Target Masked Traces (un-/masked)

This work [[KRSS19, BGRT21] v X/400 (Use simulation)
[TMS24] |[KRSS19, BGR™21] ¢ X/550 (Cannot recover sign)
Kyber [TS24] [KRSS19] v/ 150/7,000
[WXT24] [KRSS19] X 15X
[MWEK+24] [KRSS19] X 200/X
[KT23] [KRSS19] X 200/X
SABER  This Work [[CHKT21, ACCT22] v X/150 (Use simulation)
This Work [ABCT23] v X/1,000 (Use simulation)
Dilithium [LLZ"24] [BDK*21] X 3,000/
[CKA™T21] [BDK™*21] X 157/X

once enough coefficients are recovered, the same lattice reduction technique can
be applied even under high-order masking protections.

Our another contribution is proposing a method to directly incorporate sign
information into the lattice embedding itself. That is, compared to previous
attacks, our method leverages additional information extracted from the absolute
values of the coefficients to construct the LWE instance, thereby improving the
ability to recover the secret key. This enhancement allows us to achieve full key
recovery with only 400 traces, marking a significant improvement over previous
full-key recovery attacks, which required approximately 7,000 traces.

We acknowledge that our evaluation uses simulated power traces rather than
physical measurements from hardware. However, our key contribution lies in
the lattice-based recovery strategy. The CPA phase closely follows established
techniques from prior work, and our improvements stem primarily from inno-
vations in the lattice construction. For this reason, we focused our evaluation
on demonstrating the effectiveness of our lattice attack rather than optimizing
trace acquisition from physical devices.

Organization. In Section 2, we introduce the CRYSTALS-Kyber cryptosystem
and review relevant side-channel techniques and masking in lattice-based cryp-
tography. In Section 3, we present our improved attack strategy, detailing its
application to masked Kyber implementations. Section 4 evaluates the attack
on different noise level, including experimental setups and performance metrics.
Finally, we discusses implications for other schemes like SABER and Dilithium
in Section A.

2 Preliminaries

We write vectors in lower-case bold, e.g. b, and matrices in upper-case bold,
e.g. A. We write I, for the m x m identity matrix over whichever base ring



is implied from context. We write 0,,x, for the m x n all zero matrix. If the
dimensions are clear from the context, we may omit the subscripts.

2.1 Lattices
Let B=[b],...,b]]"T € Z"™ be an integer matrix. We denote by
A(B) = {Oélbl + ...+ a,b, ‘ o; € Z}

the lattice generated by B. If the rows of B are linearly independent, B is a
basis matriz of A(B). The same lattice A(B) can be represented using different
bases, and one can be obtained from another by multiplying it by unimodular
matrix. The number of rows n in any basis matrix of some lattice A is called
the rank of A. The determinant of a lattice A with basis matrix B is defined

as det(A) := y/det(BBT). The determinant does not depend on the choice of
basis. We also denote by \;(A) the i-th successive minimum of A. A lattice vector
v € A such that ||v]] = A1(A) is called the shortest vector of A. A1(A) can be
estimated by the Gaussian heuristic,

Lattice Problems. Let v > 1, given a basis B of A, the ~-shortest vector
problem (SVP.,) asks us to find s € A(B) such that ||s|| < v Ai(A4). Given a
basis B of A with A\2(A(B)) > v - A\ (A(B)) guaranteed, the v-unique shortest
vector problem (USVP,) asks us to find the non-zero shortest vector s € A.
Given a basis B of A and a target vector t € R? such that the distance between
t and A(B) can be bounded by A;(A(B))/v, the v-bounded distance decoding
(BDD,) problem asks us to find vector b € A(B) closest to t. Lattice problems
are harder to solve for smaller ~.

There exist algorithms, such as the LLL algorithm [LLL82|, that can be
utilized to solve SVP~y and USVP~, providing relatively short vectors within
practical time. The BKZ algorithm, introduced by Schnorr and Euchner [CN11],
trades off computing time with output quality using exact algorithms and the
LLL algorithm as its subroutines.

2.2 LWE Problem

Learning with errors (LWE) problem [Reg05] and its extension over rings [LPR10]
or modules are the basis of multiple NIST PQC candidates.

Let n € Z denote the dimension, m € Z denote the sample number and q € Z
denote the modulus. Let y; and x. denote two independent probability distri-
butions on Z, and Z with standard deviations o5 € R and o, € R, respectively.
The search version of LWE problem is defined as follow:



Definition 1 (LWE problem). Let A € Z7"*" be a matriz whose entries are
inZq, s € ZLq be a secret vector whose entries are sampled from x, and e € Zg'
be an error vector whose entries are sampled from x.. The vector t € Zj' is
calculated by t == As + e mod q. The LWE problem is to the recover vector s
from (A, t) € Z7*" < 7.

The standard LWE problem proposed by Regev [Reg05] chooses secret vec-
tors s € Zg uniformly. In contrast, the binary LWE chooses the secret vector s
uniformly from {0,1}. We can solve the LWE problem by the embedding tech-
niques who reduces LWE to a USVP,, and then applying the BKZ algorithm. In

this section, we recall three known embedding techniques.

Embedding techniques. Kannan [Kan87] proposed an embedding technique
which reduces the LWE problem to the USVP problem. We first transform the
LWE problem into a BDD problem in which the target vector is t and the basis
of A(BBDD) is
I, A
Bgpp = [ 0 qun] )
where [I,, | A’] denotes the reduced row echelon matrix of AT, which can be eas-
ily calculated by Gaussian elimination. We can then solve the BDD of A(Bgpp)
with respect to the target point t which reveals s.

Alternatively, we can reduce this BDD to USVP by considering a basis ma-
trix Bkan, which is a special case of half-twisted embedding defined later in this
section. The equation t = As + e mod ¢ can be written as t = As + e + qr,
where r € Zg, so there exists a row vector [-sT|-r"|1]€ ZZ”H such that the
shortest vector in A(Bkan) is [=s | —r7 [ 1] - Bkan = [e' | 1] € Z2T.

Bai and Galbraith [BG14b] introduced an embedding better suited for binary-
LWE or instances where the secret and error have different magnitudes. They
incorporate a scaling factor v = o./0s to balance their norms. The embedded
shortest vector becomes [~vs' | e’ | A]. This method increases the lattice
volume to widen the gap between successive minima, which is favorable when
O0s < O¢.

Wang et al. [WWTT18] proposed a flexible hybrid method that combines
Kannan’s and Bai-Galbraith’s embeddings. Let a positive number nt € [0,n],
they divided A = [Apg | Akan], where into matrices Agg € Z™*"T and Akan €
Zm*(n=n7) and divided s = [sBG | Skan] into vectors sgg € ZjT and Skan €
Zy="T.

By applying Kannan’s embedding to Aka, and Bai-Galbraith’s embedding
to Agg, they reduced an LWE problem to a USVP, in a lattice A(Bnt) with a
basis matrix

vl Al 0
I, A
Byt = 0 n—nT Kan o],
0 quf(nfn—r)
0 tr A

where X is the embedding parameter and Aj., is in row-echelon form. The
embedding is equivalent to Kannan’s embedding for nt = 0, and it is the same



as Bai-Galbraith’s embedding for nT = n. The lattice A(BpT) contains a vector
[7VSBG | e ‘ )\]

2.3 CRYSTALS-Kyber

Table 2: Parameter sets for Kyber [SABT20].

name nk q mn
Kyber512 256 2 3329 3 2
Kyber768 256 3 3329 2 2
Kyber1024 256 4 3329 2 2

CRYSTALS-Kyber [NIS24] is a Key Encapsulation Mechanism (KEM) sub-
mitted to the NIST standardization process, and it is among the four confirmed
candidates to be standardized. The security of Kyber is based on the module-
LWE problem. For the three parameter sets in the proposal, Kyber512, Ky-
ber768, and Kyber1024, the parameters are all set to n = 256 and ¢ = 3329.
For most parameters n = 2 is used, except for Kyber512, where n = 3. The
parameter sets differ in their module dimension k = 2, 3, and 4 respectively. The
three parameter sets listed in Table 2.

Let R, = Z4[z]/(z™+1) be the polynomial ring of polynomials modulo ™ +1.
For any ring R, Rt** denotes the ring of £ x k-matrices over R. We also simplify
R to RY if there is no ambiguity.

Kyber consists of the CCA2-KEM Key Generation, PKE and CCA2-KEM-
Encryption, and CCA2-KEM-Decryption algorithms, which are summarized in
Algorithms 1, 2, 3 and 4, respectively.

Algorithm 1 Kyber-CCA2-KEM Key Generation (simplified)
QOutput: Public key pk, secret key sk

Choose uniform seeds p, o, z

REXE 5 A < Sampleg(p)

RY>s,e + Sampley (o)

$ < NTT(s)

t— Ao+ NTT(e)

return (pk = (f, p), sk = (8, pk, Hash(pk), z))

Here, Sampley; is sampling the coefficients from an uniform distribution and
Sampleg is sampling the coefficients from a binomial distribution ranged from
—n to n. Hash is a hash function of 32-byte output. Encode will encode a byte ar-
ray into an array of 1-bit integers and then multiply it by ¢/2. The key derivation
function is denoted by KDF.



Algorithm 2 Kyber-PKE Encryption PKE.Enc (simplified)

Input: Public key pk = (£, p), message m, seed 7
Output: Ciphertext ¢

REXE 5 A+ Sampley(p)

RFSr,ei, Ry De Sample; (r)

u <+ NTT (AT o NTT(r)) 4 e

: v NTT }(t" o NTT(r)) + e2 + Encode(m)

: return ¢ == (u,v)

U @

In these algorithms, and in the rest of this paper, the notation a o b means
“pairwise” multiplication of polynomials, or vectors of polynomials, in the NTT
domain. For example, if a = (ag,a1) and b = (bg,b1), a o b = (agbo, a1b1).

Kyber uses a variant of the Fujisaki-Okamoto transform [FO99] to build
an IND-CCA2 secure KEM scheme. This transform applies an additional re-
encryption of the decrypted message, using the same randomness as used for
the encryption of the received ciphertext. The decryption is only valid if the
re-computed ciphertext matches the received ciphertext.

Algorithm 3 Kyber-CCA2-KEM Encapsulation (simplified)

Input: Public key pk = (£, p)
Output: Ciphertext ¢, shared key K
Choose uniform m

(K,T) + Hash(m || Hash(pk))

¢ + PKE.Enc(pk, m, T)

K <+ KDF(K || Hash(c))

return (¢, K)

Algorithm 4 Kyber-CCA2-KEM Decapsulation (simplified)
Input: Secret key sk = (8§, pk, h, z), ciphertext ¢ = (u,v)
Output: Shared key K

: m < Decode(v — NTT (8" o NTT(u)))

: (K, T) < Hash(m || h)

¢ «+ PKE.Enc(pk,m,T)

if ¢ = ¢’ then

return K := KDF(K || Hash(c))
else

return K := KDF(z || Hash(c))
: end if

P TDT N




2.4 Number Theoretic Transform

For lattice-based schemes using polynomial rings, polynomial multiplications
in en-/decryption are the most computationally expensive step. The Number
Theoretic Transform (NTT) is a technique that can achieve efficient computation
for those multiplications.

The NTT is similar to the Discrete Fourier Transform (DFT), but instead of
over the field of complex numbers, it operates over a prime field Z,. It can be
seen as a mapping between the coefficient representation of a polynomial from
Rq, called the normal domain, to the evaluation of the polynomial at the n-th
roots of unity, called the NTT domain. This bijective mapping is typically re-
ferred to as forward transformation. The mapping from the NTT domain to the
normal domain is referred to as backward transformation or inverse NTT. In
the NTT domain, the multiplication of polynomials can be achieved by point-
wise multiplication, which is much cheaper than multiplication in the normal
domain. Typically, one would perform the forward transformation, multiply the
polynomials pointwisely in the NTT domain, and go back using the backward
transformation. For R, with a 2n-th primitive root of unity ¢, the NTT trans-
formation of an n-degree polynomial f = Z?;OI fix® is defined as:

n—1 n—1
F=NTT(f) =) fia', where fi=7 fi(®+D7.
i=0 §=0
Similarly,
n—1 .
f=NTT () = Z fix*,  where
i=0

n—1
fi — n*l Z fjcfi<(2j+1).

Jj=0

The NTT transform and its inverse can be applied efficiently by using a
chaining of log, n butterflies. It is a divide and conquer technique that splits
the input in half in each step and solves two problems of size n/2. We use the
Cooley-Tukey butterfly [CT65] with decimation in time to implement the NTT
transform, with the output being in bit-reversed order. Notice that both NTT
and inverse NTT are a linear transform, thus they can be expressed by matrix
multiplications, e.g.

P

[fi]T =M[fi]" (1)

for some n x n matrix M.

Incomplete NTT. Kyber uses an NTT-friendly ring. But in Kyber, only n-th
primitive roots of unity exist, therefore the modulus polynomial ™ 41 only fac-
tors into polynomials of degree 2. Hence, the last layer between nearest neighbors
of the NTT is skipped and in NTT domain multiplication is not purely point-
wise, but multiplications of polynomials of degree 1. That is, the Kyber ring is



effectively F2[y]/(y'*® + 1), where F > is the field Z4[z]/(z? — ¢). As a result,
the M in above equation 1 is actually an n/2 by n/2 matrix. Also note that in
Kyber, polynomials in the NTT domain are always considered in bit-reversed
order. Therefore, in the following bit-reversal is implicitly expected in the NTT
domain and indices for NTT-coefficients are noted in regular order.

2.5 Correlation Power Analysis

The objective of correlation power analysis (CPA) [KJJ99] is to uncover secret
keys from cryptographic devices by analyzing a large number of power traces
recorded during the decryption of various plaintexts. The success rate of CPA is
influenced by both the quality and quantity of the traces. CPA is the most widely
used power analysis attack because it does not require extensive knowledge of
the targeted devices. Additionally, it can successfully reveal the secret key even
when the recorded power traces are highly noisy.

The first step in CPA involves selecting an intermediate result of the cryp-
tographic algorithm executed by the target device. This intermediate value is
represented as a function ¢(d, k), where d is a known, non-constant data value,
typically the plaintext or ciphertext, and k is a small portion of the secret key.

Next, the attacker measures the power consumption of the device while it
processes different data blocks during encryption or decryption. The data values
associated with each block are known to the attacker and are denoted by the
vector d = (dy,...,dp) ", where D is the number of data blocks.

The power consumption during each encryption or decryption run is recorded
as a power trace, denoted by the vector t,] = (¢; 1, ...,t; 1), where T is the length
of the trace (the number of time points recorded). All the traces are organized
into a matrix T of size D x T, where each row corresponds to a trace for a
particular data block. The correct alignment of these traces is crucial, ensuring

that each column ¢; of T corresponds to the same operation across all data
blocks.

The next step involves calculating hypothetical intermediate values for all
possible key hypotheses. The attacker considers multiple possible values for the
key, denoted by the vector k = (kq,...,kx), where K is the total number of
key hypotheses. For each key hypothesis and each data block, the attacker
computes a hypothetical intermediate value, resulting in a matrix V of size
D x K. The hypothetical intermediate values V is then mapped to hypothetical
power consumption values using prediction function like the Hamming-weight
or Hamming-distance models. This mapping results in a matrix H of the same
size as V.

Finally, we compare the hypothetical power consumption values in H with
the actual power traces in T. The result of this comparison is a matrix R of size
K x T, where each element r; ; contains the result of the comparison between
the i-th column of H and j-th column of T. The comparison is done based on



the Pearson correlation coefficient (PCC),
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The goal is to identify the correct key hypothesis by finding the maximum
value in R. The highest value indicates the best match between the hypothetical
and actual power consumption, revealing both the correct key and the specific
time during execution when the intermediate value was processed.

Tij =

Second-Order CPA In Second-Order CPA, the attacker identifies two distinct
leakage points within a single power trace. These points typically correspond to
the manipulation of two different shares of a masked intermediate value. The
objective is to derive a combined leakage trace that is directly correlated with
the unmasked sensitive data. The choice of the appropriate leakage model is
crucial, as it dictates how hypothetical power consumption values are generated
for correlation.

For attacks utilizing Pearson’s correlation coefficient, the mean-free product
is widely regarded as the most effective method for combining leakage samples
from different shares [PRB09, SVO*10]. This combination function accounts for
the mean power consumption, thereby removing constant offsets and enhancing
the signal-to-noise ratio. The formula for the mean-free product of two samples
t;+, and t;4, from a single power trace is given by:

C(ti,t2) = (ti, — Eltit]) - (it — Eltieo])

where E denotes the mean of the power consumption at a specific time point
across the entire set of collected traces.

CPA on Kyber. Here we recall two of the previous attacks that are related to
our work. Kuo and Takayasu [KT23] presented a two-step attack on CRYSTALS-
Kyber. In the first step, they utilize CPA to recover a partial secret key from
the power consumption during polynomial multiplications in the decryption pro-
cess. Instead of recovering the full secret key §, they recover a vector denoted
as §j,, which represents a subset of the NTT domain coeflicients. The second
step involves recovering the remaining unknown elements of the secret key, de-
noted as Sr,, by solving an LWE problem. This is achieved by exploiting the
linear relationship between the normal domain secret key s and its NTT domain
representation §, expressed as s = MS, where M is the inverse NTT matrix.
This equation is then rearranged into an LWE instance. Kannan’s embedding
technique is then applied to solve this LWE problem and recover the remaining
coefficients. The authors concluded that at least 39 (for Kyber512) or 38 (for
Kyber768/1024) recovered coefficients from the CPA step are needed for full key
recovery using a BKZ algorithm with a block size of 50.

Tosun et al. [TMS24] proposed a non-profiling power analysis attack on
masked CRYSTALS-Kyber, primarily targeting its use of central reduction.



Their approach introduced a novel absolute value prediction function to ex-
ploit a vulnerability in the central reduction algorithm. This created a strong
dependency between power consumption and the absolute value of sensitive in-
termediate values. However, a key limitation of their method is that the absolute
value function meant that a secret coefficient and its additive inverse would yield
the same correlation score. Consequently, their attack could recover only the ab-
solute values for every coefficient of the secret key, not their signs. While they
claimed an improvement requiring 550 traces for full key recovery, this result
was not convincing as it didn’t efficiently address sign recovery in masked imple-
mentations. Their best result, claiming 250 traces, combined a basic CPA with
a lattice-based technique, but assumed no sign ambiguity, which is problematic
for masked Kyber. We will also detail these two attacks in the following sections.

3 Lattice Attack

In this section, we describe how to embed the sign information into the lattice
analysis of Kuo and Takayasu’s attack [KT23] by using the additional infor-
mation that some of the coefficients in the NTT form they got could be either
positive or negative.

3.1 The Kuo-Takayasu’s Attack

Kuo and Takayasu [KT23] proposed a two-step attack on Kyber. First, they
recovered some portions of secret keys using correlation power analysis. Next,
they showed that the remaining secrets can be recovered by solving the learning
with errors (LWE) problem. Precisely, let M € Z1***!?® be the inverse NTT
matrix as we mentioned in Equation (1). Suppose we have recovered 128 —
& coefficients in §;, one of the groups of the NTT domain secret key §, from
the polynomial multiplication § o i, i.e., we need to recover the remaining &
coefficients. Let Iy = {i0,0,%0,1,-..,%0,127—¢} be the indices that are successfully
recovered in the CPA step, and I = {i1,0,%1,1,....%41,¢—1} be the indices that are
still unknown, then the inverse NTT, NTT!(8;) = M8 = s mod ¢ can be split
into two halves as followed:

MI()éIg + Mfléh =s mod q,
where My, := [my,, | mg,, | ... [ mg,,, ] € Zfsx(m*g) is a matrix whose
columns are those of M with indices in Iy, and m; denotes the i-th column of
M. Similarly, 87, = [8i59, -+ Sig12r_¢) 18 @ vector whose entries are those of §
with indices in Iy. The definition for My, and §;, are analogous. From the CPA,
they recover a vector §;, = §7, and want to recover the unknown §y,.

Notice that s is a short vector since it is the secret key sampled from g,,.
By calling the known vector t = My, 5y,, the known basis A = —Mj,, and an
unknown vector s;, = §r,, we now have t = As;, +s mod ¢, which is exactly the
definition of an LWE problem. Compared to the original module-LWE problem



in Kyber, this problem becomes simpler since the rank of A is less than the
original one.

Then, they used the standard technique of Kannan’s embedding introduced
in Section 2.2 to solve the LWE problem and concluded that we need at least
39 or 38 recovered coefficients for Kyber512 or Kyber768,/1024 so that we can
have a fully recovered secret key when using the BKZ algorithm of block size 50
to solve the reduced USVP,, problem.

3.2 Proposed Lattice Attack

In the CPA attack proposed by Kuo and Takayasu, they mentioned that if the
correct coefficients (82;, §2,41) yield a high score, then it is likely that its additive
negative (¢ — 82;,q— §2;4+1) will also yield a high score. It is difficult to determine
which of these potentially positive or negative coefficient pairs is the correct one
using a pure CPA method. To enhance the lattice analysis, we aim to incorporate
these potentially positive or negative coefficients into the lattice.

Assuming that among the 128 coefficients in the NTT domain, there are ny,
coefficients that are recovered from the CPA attack, and nj, coefficients that we
only know its absolute value, which we call a positive/negative coefficient. We
rearrange and split the vector § into [87, | 81, | 81,], where §j, is a length ny,
vector whose entries are the coefficients that are recovered, §7, is a length ny,
vector whose entries are the coefficients that we only know the absolute value
of, and §j, is a length 128 — ny, — ny, vector whose entries are the coeflicients
that are still unknown.

Let M be the inverse NTT matrix of equation (1), we rearrange and split
it by the similar way into [Mp, | My, | Mp,]. The inverse NTT transform of §,
MS =s mod g, can be written as

s =My,8;, + M, 8, + M,8;, modgq. (2)

Suppose we have recovered a vector §;, = 81, from the CPA attack, and only
recover a vector Sy, = |8y, | for which we are uncertain about the sign. By letting
M, = [mo |my |- | mml_l], where m; represents the i-th column of My, ,
and §[1 = [§0,§1, N
-++y8n;, —1], we can express the vector My, 87, = My, d, where

M[l = [501’1’10 S1my ... 51,”1_111’17”1_1] s

and d = [do,dy,...,dn, —1] where d; € {1,—1} corresponds to the coefficient
being positive or negative. If we call the known vector My, 8y, by t, equation (2)
can be written as

_ d
t=— [MI1 |M12} {gl] +s mod gq.
2

. . . d
The equation becomes an LWE problem if we view the secret vector as [é }
Iz

and the noise vector as s.
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Fig. 1: Success rate on randomly generated USVP~ in the lattice Byt for (a) 10
confirmed coefficients and (b) 20 confirmed coefficients

3.3 Hardness Analysis

Because of the special secret distribution of the secret vector [d | §7,] ", both
Kannan’s and Bai-Galbraith’s embedding cannot provide satisfying solution to
the LWE problem. Instead we choose the half-twisted embedding to solve the
instance which can re-balance the shortest vector in the lattice.

Following the construction of [WWTT18], we construct the basis of lattice
by

VL, M], 0
Byt = 0 I"_”Io N /Iz 0],
0 qInlo +n11
0 t7 A

where (I, —n,, | M],] denotes the reduced row echelon matrix of —Mj,. The
lattice A(BpT) contains a vector [vd | s | A]. The distribution of s is the central
binomial distribution £, and d contains only {—1,1}. Thus, to re-balance the
vector, v should be set to o5/0q where o4 = 1 is the standard deviation of the
vector d. For Kyber512, oy = v/6/2 and for Kyber768 or Kyber1024, o, = 1.

To determine the least number of coefficients we must recover in the CPA
step, we perform an experiment on solving the USVP~ randomly generated by
script. The result is shown in Fig. 1, where the lines are the success rate of
finding [vd | s | A] by the BKZ algorithm 2 of block size 50 for 20 randomly
generated s. The blue lines follow the same distribution of Kyber 768/1024 and
the red lines follow that of Kyberb12.

From the result, with 20 coefficients recovered in the NTT domain, or ny, =
20, we need ny, > 35 positive/negative coefficients in order to recover the se-
cret key s of Kyber768/1024 and at n;, > 43 positive/negative coefficients for
Kyber512. This is because Kyber512 has bigger standard deviation of s in its

2 We ran the experiment using the BKZ implementation from f£pylll in Sagel0.3.
See https://github.com/fplll /fpylll
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specification, which results in a smaller gap between the shortest vector in By.
If we lower the recovered coefficients to ny, = 10, now we need at least n;, > 62
positive/negative coefficients for Kyber768/1024 and at least n;, > 71 posi-
tive/negative coefficients for Kyber512.

Notice that in order to do a full key recovery, the number of recovered coef-
ficients and recovered positive/negative coeflicients need to be multiplied by 2k,
where k is the module dimension for each version of Kyber.

4 Improved Power Analysis Attack on Masked Kyber

In this section, we present the result of applying our proposed approach to
perform successful attacks on a protected implementation of Kyber. We experi-
mented our attacks on simulated power traces of the ARM cortex-MO processor,
then estimate how many traces we need to conduct our attack.

4.1 Attack Target

We focus on the open-source and first-order masked implementation of Kyber
from [BGR'21]. The polynomial arithmetic in the implementation is primarily
written in assembly and has been adapted from the pqm4 project [KRSS19]. In
the implementation, the central reduction algorithm is an improved Plantard
reduction proposed in the paper [HZZ'22]. We generate our simulated traces
using ELMO [ELM], a tool that emulates the power consumption of an ARM
Cortex-MO processor. This tool accurately reproduces the MO processor’s 3-
stage pipeline, which means that the algorithmic noise is taken into account.
The reliability of ELMO has been validated by comparing leakage detection
results between simulated traces and real traces obtained from an STM32F0
Discovery Board [MOW17]. For reference, performing a successful key recovery
power analysis on the lattice-based signature scheme FALCON requires 2000
simulated power traces and 5000 real traces [GMRR22].

4.2 Attack Detalil

Our attack proceeds as follows: First, we perform a second-order CPA on Kyber
to recover a portion of the coefficients in the secret key. We follow steps similar
to Tosun et al. [TMS24], with the main difference being that we categorize the
coefficients into three groups, as mentioned in Section 3.2. Next, we use the
lattice attack described also in 3.2 to recover the remaining coefficients.

As given in [TMS24], the author proposed a range power model which is
very effective against arithmetic masking when central reduction is employed.
Consider any uniformly random variables X € Zfzt = [—q/2,q/2], the power
model is defined as,

RNq(X):{((ﬁ/Q)Q—Cl)/CO it X=0

| X1, otherwise
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where cg, ¢; are some constant and 5 is the number of bits in the registers.

Notice that (82;, 82;+1) is a degree-1 polynomial in Kyber, and two coeffi-
cients should be predicted together to mitigate the probability of false positives.
We tested ¢-q/2 hypotheses with RN, as the prediction function, so that either
the actual secret or its additive inverse is found. However, when RN, is used
as the prediction function, an hypothesis (82;, 82;11) and its additive inverse
(=824, —82;41) will get the same correlation score due to the nature of abso-
lute value function. Therefore, we cannot determine the sign of the recovered
coefficients.

Since not every bit of the intermediate values equally contributes to the power
consumption, the author of [TMS24] claims that the sign can be distinguished
by re-running the same CPA attack on two hypotheses, +3;, using the sign
function. Due to the absence of the trace in their online resource 2, we run our
own experiment to verify the result. We notice that this technique works well
only in the unmasked scenario. For masked Kyber, it achieves only about a 90%
success rate, even when the number of traces exceeds 1 million, as shown in
Figure 2. This is probably because the contribution of each bit is diluted when
the secret intermediate value is split into random shares.

4.3 Evaluation

Figure 3 shows the number of recovered coefficients with second-order CPA using
RN, as the prediction function. We record the highest threshold that an incor-
rect coefficient pair can have for different numbers of traces, which is shown
by the red line in the figure. Any coefficient pairs with a correlation coefficient
higher than this threshold are thus confirmed to be correct, with ambiguity of
the sign. From the analysis in Section 3.3, we need njy, + ny, to be more than

3 https://github.com/toluntosun21/ExploitingCentralReduction
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Fig. 3: Recovered coefficients and threshold for traces generated by ELMO

55, or 63 depending on the parameter set, to allow us to construct a solvable
LWE instance for 20 confirmed coefficients. The 20 confirmed coefficients can
be obtained by iterating through 2'° possibilities, and the reduction by one
half is because a negative key is also accepted. From Figure 3, it can be seen
that around 400 traces are enough to acquire enough coefficients to break the
masked version of Kyber. If more traces are gathered, the complexity can also
be reduced. For example, approximately 500 traces allow us collect enough co-
efficients to construct an LWE instance with n;, = 10, reducing the complexity
to 2 iterations.

recovered coefficients

trace number

Fig.4: Comparison between recovered coefficients of second-order CPA attacks
on traces generated by Hamming weight model and traces generated by ELMO.



Figure 4 illustrates the CPA results across varying noise levels under the
Hamming weight leakage model, with further discussion provided in the Ap-
pendix A.1. Note that the z-axis uses a logarithmic scale to display the number
of traces. The results clearly show that the noise parameter ¢ has a significant
influence on the attack’s effectiveness. For instance, when o = 4, approximately
800 traces are needed for successful key recovery, whereas only 110 traces are
required when o = 0. Additionally, we observed that traces generated by ELMO
closely resemble those produced by the Hamming weight model at ¢ = 3, a
finding that informs our experiments in the Appendix on other targets.

5 Conclusion

In this paper, we present a refined lattice analysis of the correlation power anal-
ysis attack on CRYSTALS-Kyber, resulting in a reduction of the required power
traces for successful key recovery. We achieve this by introducing a novel coef-
ficient classification algorithm based on adjustable thresholds. This algorithm
categorizes the coefficients into confirmed, positive/negative, and unknown cat-
egories. Subsequently, we employ this information using the half-twisted embed-
ding method to recover the secret key.

The experimental results validate the effectiveness of this refined approach.
Through careful adjustment of threshold values, we successfully recovered the
secret key using only 400 power traces. These advancements promise to enhance
the understanding of vulnerabilities in cryptographic implementations and facili-
tate the development of more robust encryption techniques against such attacks.
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A Appendix: Other Applications

In this appendix, we extend the applicability of our proposed power analysis
attack to other post-quantum cryptosystems that also utilize NTT-based poly-
nomial multiplication. We demonstrate how our technique can be successfully
migrated to first-order masked implementations of SABER and Dilithium, pro-
viding a detailed breakdown of the attack outline, leakage models, and experi-
mental results for each.

A.1 Application to masked SABER

SABER [DKRV18] is a finalist in the NIST Post-Quantum Cryptography stan-
dardization process. Its security is built on the Module Learning with Rounding
(Module-LWR) problem, which eliminates the need for error sampling by lever-
aging rounding for noise generation. The polynomial ring used within Saber is
Ry = Zg[z]/(x™ + 1) with ¢ = 2!3 and n = 256 across all parameter sets. Saber
also offers three security levels: Lightsaber with security level similar to AES-128,
Saber with one similar to AES-192 and Firesaber with one similar to AES-256.

SABER was not originally designed to take advantage of NTT-friendly poly-
nomial multiplication. Instead, it uses Toom-Cook-4 [Too63] and Karatsuba
[KO62] for efficient arithmetic. However, Chung et al. [CHK'21] showed that
NTTs could be adapted for SABER by choosing a large prime modulus ¢’ >
ng*/2 with n|(q¢’ — 1), performing multiplications in Zy [z], and reducing back
to Zg4[z]. This adaptation impacts side-channel analysis by requiring attacks to
target smaller portions of intermediate values, reducing the signal-to-noise ratio.
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Furthermore, Abdulrahman et al. [ACCT22] addresses applying the NTT
to SABER with masking for side-channel resistance. To secure SABER’s poly-
nomial arithmetic, they adapt multi-moduli NTT techniques that split compu-
tations across multiple moduli using Chinese remainder theorem. These allow
efficient handling of masked shares while minimizing memory overhead. The im-
plementation optimizes arithmetic operations to achieve side-channel security
on embedded platforms like Cortex-M3 and Cortex-M4. Their speed-optimized
masked M4 implementation is 16% faster than the fastest masked implementa-
tion using Toom—Cook.

As secret polynomials s and s’ are masked arithmetically modulo ¢, the
product can be larger than 32-bit. This implies switching to an NTT-friendly
25-bit modulus and performing 32-bit NTTs no longer produces correct results.
To manage this, they combined a 32-bit NT'T with a 16-bit NTT to compute the
48-bit value and then reduce each coefficient to Z,. The 32-bit NTT and 16-bit
NTT is done by choosing pg = 44683393 and p; = 769 as moduli. Their product
q' = pop1 = 44683393 - 769 = 34361529217 > 34359738368 = 2 - (%)2 - 256 -4
shows that after applying CRT, the result is correct in Z.

Leakage Model. We define the leakage function of the target device based on
the random variable X, constant scaling factor «, and noise sampled from a
Gaussian distribution with mean p and standard deviation o, which is indepen-
dent of X. The leakage £(X) is defined as

L(X)=a- HW(X)+N(, o).

and it is commonly used to simulate SCA leakage of processors in the presence
of noise when X is processed. For the following experiment, we use parameters
a=1, u=0, and o0 = 3, as these values best align with the observed results of
our Kyber experiment.

Attack Outline. We attack on the SABER variant where the security level is
the same as Kyber-768. Consider the base multiplication s x u where s € R, is
a secret polynomial, and v € R, is a public polynomial. The multiplication is
split into 2 NTT-based multiplication in the ring Z,,[z] and Z,, [z]. We focus
on the NTT in the ring Zy [z] since it will be enough to determine the correct
key. Since the implementation from above uses 6 layers of NTT, we divide the
coefficients into 256/2% = 4 groups and find the minimum number of coefficients
we needed to recover other ones. The rest of the attack is similar to the attack
on masked Kyber. First we compute the correlation coefficients of leakage with
the power model proposed by [TMS24]. Then choose the coefficients whose cor-
relation coefficient is higher than some threshold, which is determined by the
maximum correlation coefficient of incorrect ones. Finally, use these coefficients
to construct the LWE in section 3.2, while guessing the sign of first 10 coeffi-
cients.

Experimental Result. Figure 5 shows the result of our lattice attack and
power analysis on masked SABER. You can see that it needs 29 coefficients out
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Fig. 5: (a) Recovered coefficients and threshold and (b) success rate on randomly
generated USVP, when n;, = 10 for masked SABER

of 64 to guarantee a successful attack on masked Saber, which means a total
of 29 -4 -3 = 348 coefficients are needed. Combine with the power analysis
result, approximately 150 traces are needed to perform a full-key recovery on
this implementation. From the graph, it is also known that to attack the NTT in
ring Z,, [x], only 11 out of 64 coefficients are needed to perform full-key recovery.
However, the power analysis part of the attack is quite infeasible in ring 7, [],
since it requires an enumeration of py/2 coeflicients, which is significantly slower
than the p;/2 in the other ring. Therefore, we could reduce the number of traces
even more by attacking NTT in the ring Z,, [x] for the cost of computation time.

A.2 Application to masked Dilithium

Dilithium [DKL'18] is a lattice-based digital signature scheme designed for
post-quantum security, leveraging the hardness of the Module-LWE and Module
Short Integer Solution (Module-SIS) problems. Dilithium’s design emphasizes
efficiency, compactness, and scalability across various parameter sets, making
it suitable for diverse applications. Its cryptographic operations rely heavily on
polynomial arithmetic over the ring Z,[z]/(z" + 1), where ¢ is a prime modulus,
and n is a power of two.

The first instance of high-order masking applied to a lattice-based signa-
ture scheme was introduced in [BBET 18], targeting the GLP signature scheme
[GLP12]. Dilithium, an advanced version of GLP, incorporates compression meth-
ods from [BG14a] and various optimizations. In [MGTF19], high-order masking
for Dilithium was implemented, along with a simplified version that employs
a power-of-two modulus ¢ instead of a prime modulus. This adjustment sig-
nificantly enhanced the performance of their countermeasure, making it more
efficient for practical implementations.

In a signature generation algorithm, not all variables necessarily require
masking. For Dilithium, the authors of [ABC™23] revisited the sensitivity anal-
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Fig. 6: (a) Recovered coefficients and threshold and (b) success rate on randomly
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ysis presented in [MGTF19] and identified intermediate variables that were
incorrectly left unmasked in [MGTF19], potentially exposing the private key.
Conversely, they also demonstrated that some variables in [MGTF19] were un-
necessarily masked. Specifically, they argued that the vector w = Ay must be
masked. If left unmasked, since A is either a square matrix or has more rows than
columns, the variable y can be efficiently derived from w, which would enable
recovery of the secret key. On the other hand, the variable r = w—csy = Az—ct
can be treated as public after rejection sampling. Thus, the computation of the
hint vector h can be performed without masking. In the following attack, we
target the same masking strategy as [ABC™T23].

Attack Outline. We target the NIST security level II implementation and use
the same leakage model as the case of SABER. Since the computation of h is un-
masked, our attack focuses on the computation of z = y+cs1, particularly on the
multiplication ¢ - s;. Similar to Kyber, Dilithium employs point-wise operations
with private keys in the NTT domain. The reference implementation of ¢-§; in
Dilithium also uses a 7-layer NT'T, as discussed in Section 2.4. While perform-
ing SCAs on these operations using CPA is theoretically similar to the approach
for Kyber and SABER, the process becomes significantly more challenging in
the case of Dilithium. This is due to its modulus ¢ = 8380417, which makes
exhaustive enumeration over the entire key space computationally infeasible.
Tunstall et al. [THM"07] demonstrated the application of CPA to attack
cryptographic implementations using large word sizes, successfully extracting a
DES key on a 32-bit platform. Their approach involves dividing large interme-
diate byte values into smaller segments and performing CPA on each segment
independently. For an intermediate value f(x1,...,2p, k), where k is an [-bit
unknown fixed value and x; represents known changing inputs, k is divided into
consecutive blocks b, _1,...,by from the most significant to the least significant



bits, with each block containing [, bits. The Pearson correlation coefficient for
each block is then scaled with a factor of /Iy, /.

The practical attack procedure is as follows: First, calculate the PCCs for
all possible values of by, rank them in descending order, and select the top hg
candidates. Secondly, Combine the hy candidates for by with b; to generate a new
set of candidates. Compute the PCCs for this set, rank them in descending order,
and select the top h; candidates. Repeat step 2 recursively for the subsequent
blocks b; (2 <i < mn —2). And finally, merge the h,,_o candidates for b,,_ with
bn—1, compute the PCCs for all possible combinations, and select the candidate
with the highest PCC as the final result.

The rest of the attack is similar to the attack on masked Kyber. We use these
coeflicients to construct the LWE in section 3.2, while guessing the sign of first
10 coefficients.

Experimental Result. Figure 6 illustrates the outcome of our lattice attack
and power analysis on masked Dilithium. It shows that 11 coefficients out of
128 are required to ensure a successful attack on masked Dilithium, meaning a
total of 11 -2 -4 = 88 coeflicients are needed. Coupled with the power analysis
results, approximately 1000 traces are necessary to achieve full-key recovery on
this implementation, which is only 20% of the traces required to recover all
coefficients.
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