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Abstract. Private set intersection (PSI) protocols are an essential pri-
vacy-enhancing technology for many real-world use cases, ranging from
mobile contact discovery to fraud detection. However, PSI executed di-
rectly between input parties can result in unreasonable performance over-
head. This motivates the study of outsourced PSI, where clients delegate
the heavy PSI operations to an untrusted (cloud) server. In this SoK,
we introduce a framework of 12 distinct properties that characterize out-
sourced PSI protocols based on security, functionality, and efficiency. By
analyzing 20 protocols through this framework, we provide a valuable
resource and an interactive tool for researchers and practitioners to se-
lect the most suitable protocols for their specific requirements. Finally,
we discuss research gaps between trends in regular PSI and the current
state of outsourced PSI, identifying promising avenues for future work.
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1 Introduction

As modern life becomes increasingly digitized, the amount of data generated,
collected, and stored is growing exponentially. This motivates the need for effi-
cient and secure methods of processing and analyzing data to provide important
insights. Many organizations are now realizing the potential benefits of shar-
ing data with each other, for example, detecting financial fraud across multiple
banks (e.g. |2]). However, strict privacy regulations and concerns about losing
business advantage often prevent them from doing this. To address this challenge,
the field of secure multi-party computation (MPC) has gained momentum, with
the aim of allowing the joint computation on private data without revealing any
sensitive information.

In particular, private set intersection (PSI) is an important cryptographic
protocol that enables two (or more) parties, each with a private database, to
compute the intersection of their sets without revealing any information about
the non-matching items. PSI has many interesting real-world applications, such
as privacy-preserving matchmaking [63] and integration of medical data [40].
Without such cryptographic techniques, parties wishing to compute on their
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joint data often create a data-sharing agreement (DSA) governing data usage
to ensure privacy, security, and legal compliance. In practice, facilitating DSAs
can be highly complex and time consuming. Even with a DSA in place, there is
always the risk of malicious behaviour, collusion with another party, or a data
breach. However, the main barrier preventing the use of PSI is often the high
computation and communication costs involved, limiting its practical scalability.

As a general solution for scaling resource-intensive workloads in a cost-
effective way, cloud computing has become widespread for the delegation of
data storage and processing. Thus, organizations with limited resources can
potentially outsource also tasks such as PSI to third-party cloud service provi-
ders (CSPs). Although outsourcing provides clear benefits in terms of efficiency
and scalability, it raises significant concerns about the security and privacy of
sensitive data. So, one may ask, is it possible to have the best of both worlds?

Consequently, researchers have proposed novel protocols for a new kind of PSI,
known as outsourced PSI, in which clients outsource the heavy PSI computations
to a third-party server or CSP. Other terms frequently used include delegated,
server-aided, or cloud-assisted PSI, making this area of research particularly in-
comprehensible. Some outsourced PSI protocols completely outsource even the
storage of datasets securely to a server (removing the need for a local copy),
making them increasingly feasible even for memory-restricted clients.

Contributions. In this SoK, we present a comprehensive overview of the
existing literature on outsourced PSI, the first to focus solely on the detailed
exposition and discussion of such protocols. Papers were selected based on a
focused search using the criteria (“outsourced” OR “server-aided” OR “cloud-
assisted”) AND “private set intersection”, followed by a snowballing approach,
then screening out works beyond the scope of this paper (e.g., PSI cardinality).
Beginning with Kerschbaum in 2012 [304/31], numerous different outsourced PSI
protocols have been designed, based on a range of underlying cryptographic
building blocks, and with a variety of additional properties. With so many subtle
variations in design and diverse real-world applications, it is difficult to determine
what schemes are best suited to which use cases, hence the need for an in-depth
analysis of the key considerations developers/researchers should consider when
selecting an outsourced PSI protocol.

Motivated by this, we review 20 outsourced PSI protocols and develop a
framework to characterize them according to key properties that define their
functionality and security. We identify 12 distinct characteristics, such as whether
the server learns the cardinality of the intersection, the verifiability of the server’s
computation, and the security model. We provide this framework as an interac-
tive selection tool to researchers or practitioners wishing to implement a solution
based on outsourced PSI, by provoking reflection on the requirements for their
specific use case, and hence forming a criteria for which protocol they should
select. Furthermore, we analyze the asymptotic complexity for both communi-
cation and computation costs, thereby providing insights into how the protocols
scale, e.g., with increasing database size and number of participants. In addition,
we synthesize existing benchmarks where available, giving an understanding of
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which schemes are best suited to practical deployment. These findings also form
the basis for a performance estimator included in our interactive tool to further
narrow down the protocol selection.

Finally, we discuss the insights gathered from our findings and identify re-
search gaps to inspire future research directions in this area. With particular ref-
erence to current advances in traditional PSI such as unbalanced and fuzzy PSI,
we look ahead to how this progress could translate to outsourced settings and
the impact these new properties could have on real-world applications.

2 Related Work

2.1 Private Set Intersection

Private set intersection (PSI) enables two or more parties, each with a private
dataset, to jointly compute the intersection of their datasets without revealing
any information about non-matching elements. The first PSI protocols were in-
troduced by Meadows [39], based on Diffie-Hellman key exchange, and by Freed-
man et al. [19], based on homomorphic encryption and oblivious transfer (OT).
Significant breakthroughs for efficiency include the use of OT extension [7] and
batching for oblivious pseudo-random function (OPRF) techniques [32], as well
as improvements from oblivious key-value store (OKVS) and vector oblivious
linear evaluation (VOLE) approaches [46,47].

Of the two existing surveys on PSI, Vos et al. [55] focus on collusion-resistant
multi-party PSI in the semi-honest model and explicitly exclude server-assisted
protocols. Morales et al. |[42] do discuss outsourced PSI, but consider a smaller
subset of protocols within the much broader scope of their paper, leaving an
opportunity for a detailed, comparative analysis of the specific properties and
nuances of these protocols and the outsourced setting.

Outsourced PSI-CA. Instead of learning the elements in the intersection
of sets, sometimes it suffices to output only the size of the intersection, known
as PSI cardinality or PSI-CA. Whilst, as we discuss in unintentionally leak-
ing the intersection cardinality during standard PSI is not desirable, learning
just the intersection cardinality is preferable in many real-world applications.
For example, in secure mobile contact tracing for monitoring the spread of a dis-
ease [16] by comparing devices in close proximity, it is only necessary to output
the number of matches to positive records, not the records themselves. Similar to
regular PSI, there have been numerous works in the past decade on outsourced
or cloud-assisted PSI-CA, such as [14},26}[52,|54]. These protocols are consid-
ered out of scope for this work, as it is not meaningful to directly compare PSI
and PSI-CA protocols due to their inherent difference in functionality [14].

Third-Party PSI. Outsourced PSI is known by many names, such as cloud-
assisted, server-assisted, and delegated PSI. However, the third-party PSI pro-
posed by Yeo et al. [59] is in a markedly different setting. In these protocols, an
inputless third-party receives the intersection result, whilst the two sending par-
ties learn nothing about the other’s set, differently to outsourced PSI in which
the client(s) learn the result and the third party (server) learns nothing.
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Arbiter PSI. The requirement that either both (or all) parties that con-
tribute their sets for the PSI computation receive the result, or else none do,
is known as fairness. One popular method for achieving this is to use a third-
party called an arbiter, which may be trusted (e.g., Asokan et al. [8]) or semi-
trusted (e.g., Dong et al. [15]), but either way merely steps in to ensure fairness
to honest parties after a malicious abort, rather than aiding computation.

2.2 Outsourced Secure Computation

Whilst our work focuses solely on outsourcing PSI, we briefly discuss outsourcing
both more general computations and other specific private set operations.

Outsourced MPC. PSI sits within the broader category of secure multi-
party computation (MPC), in which arbitrary functions can be computed over
the parties’ private data, rather than specifically the intersection. In the out-
sourced MPC scenario [27,|37,38|, typically clients send secret shares of their
private inputs to outsourcing servers, which run a two- or multi-party proto-
col and return shares of the output. Parties then jointly reconstruct the result
from these secret shares. It is possible to compute the intersection with this out-
sourced MPC approach, however, not as efficiently as with a protocol optimized
for PSI. Yet the main advantage of general outsourced MPC protocols is their
flexibility, enabling the secure computation of arbitrary functions. Recent work
by Liu et al. [36] provides a server-aided two-party protocol with malicious se-
curity, for heterogeneous networks of smart devices with limited and/or unequal
computational resources.

Outsourced Private Database Operations. Beyond the intersection of
sets, there exists research into privacy-preserving variants of other set operations
in the outsourced setting. Two such operations are outsourced/delegated private
set union (PSU) [13][33,/51], and database join operations on, e.g., user IDs
without revealing additional data [12,|41]. More complex SQL-like queries or ag-
gregates — both summary functions (e.g., sum, count, average) and exemplary
functions (e.g., min/max, median) — may also be privately computed over out-
sourced datasets [33,/41]. Asharov et al. [6] design a secure statistical analysis
platform with several variants of join and group-by operations.

3 Preliminaries

3.1 Definitions and Notation

In the two-party case, we define two clients, A and B (Alice and Bob), and a cloud
server S. Alice and Bob have datasets D4 and Dpg, respectively. In the multi-
party case, we define n clients Ay, ..., A,_1, and B and a cloud server S. In both
cases w.l.o.g. client B is often the party requesting the intersection computation.
The computational security parameter A determines the level of security against
computationally bounded adversaries. A PPT (probabilistic polynomial time)
algorithm is defined as having a running time polynomial in A, and a function € :
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N — R is said to be negligible if for sufficiently large A, ¢(\) approaches zero
faster than the inverse of any polynomial in A.

Security Model The security of outsourced PSI protocols typically relies
on simulation-based security [24]. As discussed further in adversaries may
be either semi-honest (follows the protocol, but tries to learn extra information),
or malicious (can arbitrarily deviate from the protocol).

Whilst existing works on outsourced PSI are proven solely in the stand-alone
simulation framework (e.g., |3/18.|63]), this implies that they are secure under
sequential composition [34]. Future work is needed to design outsourced PSI
protocols with security under the universal composability (UC) framework |11].

3.2 Advanced Encryption and Sharing Primitives

Beyond standard symmetric and asymmetric encryption schemes, including dig-
ital signatures |14], there are several more advanced encryption primitives that
are involved in the existing outsourced PSI literature.

Homomorphic Encryption. One frequently used building block for PSI
is homomorphic encryption (HE). It enables the computation of certain op-
erations, such as addition and/or multiplication, on data encrypted under a
key K, producing an encrypted result where the computation carries through
to the original data once decrypted. Here the symbol x represents the opera-
tion on the ciphertexts, and the symbol * the operations with the plaintexts:
Deck (Encg () x Enck (y)) = x x y.

Additive HE. An additive HE (AHE) scheme on ciphertexts Enck (z),
Encg (y) must be homomorphic in addition and scalar multiplication, such that
multiplication (or more generally some operation %) performed on the ciphertexts
corresponds to the sum of the underlying plaintexts: Deck (Enck (z)-Enck (y)) =
x+vy, Deck(Enck(z)®) =z - a. The Paillier public key cryptosystem is a pop-
ular AHE scheme used in many outsourced PSI protocols [3H5[29]. Another
example is exponential ElGamal (exElGamal), as used by Miyaji et al. [40].

Multiplicative HE. A multiplicative HE (MHE) scheme must satisfy:
Decg (Encg (z) - Enck (y)) = z -y, Deck(Encg(x)*) = z®. For outsourced PSI,
both RSA [58] and ElGamal [14] schemes have been used in this way.

Fully HE. Fully HE (FHE) allows any number (subject to noise limitations)
of both addition and multiparty operations. The noise limitations can be allevi-
ated by a process called bootstrapping. Although bootstrapping is computation-
ally intensive, fast bootstrapping is possible for FHE over the torus (TFHE),
as used in CMPSI [18|. However, somewhat homomorphic encryption (SHE)
permits both but only a finite number, e.g., the BGN scheme used by Ker-
schbaum [31] can take arbitrary additions but only one multiplication.

Secret Sharing. Secret sharing (SS) is a cryptographic method in which a
party splits a secret into shares and distributes them among a group of partic-
ipants such that no participant can reconstruct the secret on their own. This
could be simple additive SS or Shamir’s SS as in PRISM |33].

Threshold Cryptography. In threshold cryptography not all shares are
necessarily required to reconstruct the secret, instead there is some minimum or
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threshold number of secret shares required to reconstruct the key and decrypt.
In particular, parties can agree on a shared key without a dealer [33},40].

3.3 Efficient Data Structures and Representations

There are different strategies that outsourced PSI protocols use to represent
their sets to improve their efficiency.

Polynomial Point-Value Set Representation. This technique was in-
troduced as a novel representation for datasets in PSI by Abadi et al. in their
initial outsourced PSI paper [3] and subsequently used in their later works |1}
41|5(129]. Suppose we define the universe of all possible elements of a set D4 as
a field Rp, = F,, then we can let all the elements a; of D4 be all the roots
of a polynomial pp,(z) in the polynomial ring Rp,[z]. Thus, we get the fol-
lowing representation of the set D4 as a polynomial: pp,(x) = H?:I(a: —a;) €
Rp,[x], d = |Da4|. Any polynomial p(z) of degree strictly less than n can be
defined by n point co-ordinate pairs (z;,y;) and recovered by polynomial in-
terpolation. This representation reduces multiplication complexity from O(d?)
to O(d) and is achieved by publishing fixed z; values, hence the point-value form
consists of simply a vector of the y; values.

Hash Tables. Computing over polynomials of high degree is costly. Hash ta-
bles in PSI provide a method for reducing computational complexity, by splitting
large sets into smaller subsets called hash bins. A hash table tells you the ad-
dress of an element, i.e., which bin it maps to [1}/5,[29]. If all clients use the same
hash function, then elements in the intersection will be mapped to the same bin,
allowing the PSI protocol to perform bin-wise operations, greatly reducing the
number of comparisons required.

Bloom Filter. To efficiently check whether an element is a member of a spe-
cific set, many outsourced PSI schemes [1114/31}/40l63| utilize Bloom filters (BFs),
a probabilistic data structure that allows false positives (at a controllable rate)
but never false negatives. A BF is created with an empty m-bit string, set to all
zeros, and k hash functions h;. The bit positions corresponding to the hashes
when applying the hash functions to every set element are set to 1. If all of the h;
value positions for a given element x are set to 1, then x is considered a member
of the set.

Cuckoo Filter. More recently developed and with proven better perfor-
mance |48], Cuckoo filters boast constant time lookups even in the worst case
and, unlike Bloom filters, support deletion.

Elastic BF. An Elastic BF (EBF) [57] adds a cooperative array of m buck-
ets at the index position of each standard m-bit Bloom filter. The output of
the k& independent hash functions is separated into two parts (the quotient and
remainder of division by m). The remainder becomes the BF index and the quo-
tient is called the elastic fingerprint and stored in the corresponding bucket.
Besides deletion, EBF supports expansion when buckets become too full.

Oblivious Key Value Store. As introduced by Garimella et al. [20], OKVS
is an abstraction of data structures that map key-value pairs (k;,v;) [42]. A key-
value store (KVS) consists of two algorithms: Encode outputs an object S from n
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key-value pairs and Decode outputs a value v from input object S and key k.
We say a KVS is oblivious if the encodings of random values under two different
key sets are computationally indistinguishable.

3.4 Permutations and Pseudorandomness

For many cryptographic primitives, permutations and pseudorandomness are key
concepts that provide the basis for constructing secure and efficient protocols.
Permutation Function. A permutation function (PF) on a set D4 = {a;}
is a bijective mapping from one permutation of D4 to another, rearranging the
elements into a new order [33]: m: Dy +— Da, w(Da) = {ax@) :a;i € Da}.
Pseudorandom Number Generator. A PRG (or PRNG) takes an ini-
tial value (a seed) and generates a deterministic sequence of numbers that is
indistinguishable in polynomial time from a uniform distribution [23}33].
Pseudorandom Function. A pseudorandom function (PRF) takes a spe-
cific bit-string input and outputs a value in the output space U that is determin-
istic given a key K of length A, yet indistinguishable from random to any party
that does not know the secret key K € {0,1}* [1]: Fx : K x {0,1}* — U.
Pseudorandom Permutation. A pseudorandom permutation (PRP) is
a PRF where the function is a permutation, hence bijective. It takes a key K of
length A and permutes the elements of a set D4 in a deterministic and pseudo-
random manner [1|: 7x : K X Dg = Da, Tr(Da) = {arg @) :ai € Da}.

3.5 Oblivious Protocols

Obliviousness in protocols prevents parties from revealing their inputs to each
other, whilst helping to enable secure computation and data sharing.

Oblivious Transfer. Oblivious transfer (OT) refers to a protocol where the
sender Alice wishes to send a message to the receiver Bob, without learning what
message he receives. In Rabin’s original OT protocol [45], Bob either receives
the message m or no message |, and Alice does not know which. In 1-out-
of-2 OT 17|, Alice has two messages, mg and m;, and Bob receives only one
message my, (b € {0,1}), with Alice remaining oblivious to his choice. In practice,
OT extension is required to reduce the computational overhead by leveraging a
few expensive base OTs to generate a large number of cheaper ones [48].

Oblivious Polynomial Evaluation. Oblivious polynomial evaluation
(OPE) is the evaluation of a polynomial p (known by the sender) on an in-
put value  (known by the receiver). The sender learns nothing, and the receiver
learns p(x) [42].

Oblivious Pseudorandom Functions. An oblivious pseudorandom func-
tion (OPRF) is a protocol where Bob receives the result OPRF gk (y1),- ..,
OPRF i (y,,) of his inputs under Alice’s key K, yet Bob learns nothing about K
and Alice learns nothing about Bob’s inputs [48]: Foprr : (K,y) — (L, Fx(y)).

Proxy Re-Encryption. Proxy re-encryption (PRE) allows comparing the
plaintexts of ciphertexts encrypted under different keys. The idea is that Al-
ice and Bob generate a “re-key”, which they send to a third-party or proxy.
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This re-key enables the proxy to transform Alice’s ciphertext into a ciphertext
under Bob’s key, allowing him to decrypt “on behalf” of her, with the proxy re-
maining oblivious. In the server setting, both parties may send intermediary re-
keyed ciphertexts to the server to test whether their plaintexts match [64]. PRE
can be based on asymmetric or symmetric encryption schemes. A symmetric-
key PRE (SKPRE) can be constructed using a key homomorphic PRF [61].

Zero-Knowledge Proofs. A zero-knowledge proof (ZKP) is a cryptographic
method by which one party (prover P) can prove to another (verifier V') that
some statement is true, without revealing any further information [23|. A ZKP
of knowledge (ZKPoK) can specifically prove knowledge of some value [14].

4 Properties

In this section, we define the key characteristics observed across existing out-
sourced PSI protocols. Particularly when selecting a PSI protocol for a specific
real-world application, there are nuances to carefully consider which properties
are most important. Through comprehensive analysis of a wide range of proto-
cols, summarized in we derived the following properties.

(Intersection) Cardinality Hiding. One of the main objectives of PST s to
ensure that the server remains unaware of any information regarding the clients’
datasets or their intersection. The size or cardinality of the intersection may
reveal sensitive information if learned by the server, for example, simply knowing
the cardinality is greater than zero discloses the existence of an intersection
between datasets. If a protocol does not reveal the size of the intersection to the
server or any unauthorized third party, we say it is cardinality hiding.

Input Cardinality Leakage. Similarly, in some applications it may be
unacceptable for the server to learn the exact size of parties’ private datasets,
known as input cardinality leakage. In most applications, it is unlikely that all
of the clients’ datasets will have exactly the same number of elements. There-
fore, an important design feature can be that clients’ datasets can have differ-
ent cardinalities, independent or even unknown from each other [40]. A trivial
technique would be padding all set lengths to equal some upper bound, simulta-
neously providing an effective means of hiding the true size of parties’ datasets
and avoiding input cardinality leakage. However, in the unbalanced PSI setting,
where one dataset is much smaller than the other, it may also be important
that the computation and communication complexities avoid the inefficiency of
trivially padding the smaller set to the larger set size.

Repeatability. When clients outsource the computation of PSI, they need
to transfer their encrypted dataset to the server. If the client cannot reuse the
outsourced data with a different client (or group of clients) without compro-
mising security, and has to re-encrypt the data locally for each intersection, it
is referred to as one-off delegation. This approach requires the client to either
constantly download or maintain a local copy of their data, limiting their ability
to fully benefit from outsourcing to reduce storage and communication costs.
As a result, achieving repeated delegation becomes desirable, as it allows clients
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to outsource their dataset once and then perform multiple PSI computations,
sometimes, but not always (e.g., Ruan and Zeng [48|), without a local copy.

Non-interactive Setup. In some settings, clients must communicate with
each other during the setup phase, e.g., to establish a shared secret key. However,
in the outsourced setting it is often the case that clients may only interact with
each other via the server, perhaps asynchronously. A non-interactive setup phase
is where clients are able to prepare and outsource their datasets to the server
without any knowledge or interaction with the other clients.

Authorization. In a non-interactive protocol, clients may wish to have some
control over who can perform intersections on their outsourced data, hence the
desire for authorization. A protocol requires authorization if the client requesting
the intersection must obtain permission from the other clients in order to receive
the result. However, this stands in contrast to the ability to compute intersections
with offline parties, which may be preferred in scenarios when a client perhaps
has some trust in the other clients of the server and is happy to provide their
outsourced data with no restrictions.

Multiple Clients. Another key property of PSI protocols is the number of
clients whose intersection may be computed. In two-party (2P-)PSI, there are
two clients, A and B. Client B initiates a request for the server to compute its
intersection with A, i.e., f(A, B) = ANB. In multi-party (MP-)PSI, there are n
clients, Ay, ..., A,_1 and B. Client B requests its intersection with the sets of all
the other clients Ay, ..., A,_1, i.e., f(A1,..., An_1,B) = ;n_l Ay, .., Ap_ 1N B.

Verifiability. The cloud server may not always be trusted not to tamper
with the datasets or computation results, and therefore the clients want a method
to verify the integrity of the data and the correctness of the result, with some
proof that the server has behaved honestly and not deviated from the protocol.

Updatability. Many PSI protocols are designed for handling static sets, with
a prohibitive cost of updating securely, despite many real-world environments
that require frequent updates, such as stock market analysis and dynamic data
systems. A protocol is considered efficiently updatable if it permits updates at
sub-linear cost, i.e. eliminating the need to download the entire set.

Constant Client-side Storage. By constant client-side storage, we refer
to the ability to fully outsource client datasets to storage in the cloud, to the
point where no local copy of the dataset is required (for the computation and
result), only some constant secret material.

Number of Servers. Although many of the existing outsourced PSI pro-
tocols consider the simple case of one cloud server, others are designed to share
the delegated computation of the intersection between multiple cloud servers.

Adversary Model. The security of outsourced PSI protocols typically relies
on simulation-based security [24]. We say a scheme has semi-honest security if
it is secure against an adversary that follows the protocol exactly, but keeps a
record of all messages they send and receive to try and learn extra information.
In contrast, in the malicious security model, the adversary may deviate from the
protocol, actively trying to compromise security.
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Table 1. Synthesis of 20 papers across our framework of characteristics. Properties:
CH = |(intersection) cardinality hiding} IC =[input cardinality leakage| (d=upper bound
(*implicit), D=size of attribute domain), R =[repeatability] NI =[non-interactive setup|
A= (—=interactive), 2P = [two-party] MP =|multi-party] V =|verifiability
U= CS = [constant client-side storage] #S = [number of cloud servers
AM = (O=any party semi-honest, ©=malicious client, semi-honest
(R:rational) server, @=semi-honest client, malicious server, @=any party malicious),
CR =|collusion resistance| (O=server and clients may not collude, @=server may collude
with some (but not all) client(s)).

Paper Properties

CH IC RNIA2PMPV UCS #S AMCR
Kerschbaum (SAC’12) v |A]B| — Vv v 1 O e
Kerschbaum (ASTACCS’12) v |Al,d v v 1 O O
Kamara et al. (FC’14) v |Ail,|B| — Vv v 1 @ O
Liu et al. (IC2E’14) ESIP A|B] v v v v V v 1 0 O
Abadi et al. (SEC’15) O-PST V A =IBlv VvV VYV v 1 0 o
Zheng and Xu (IC2E’15) VDSI [ABl v v v Vv v v v>10 O
Abadi et al. (FC’16) VD-PSI v d Vvvvv vy v 1 0 0
Zhang et al. (Inf. Sci.’17) |Ai|,|Bl v v v V v 2 of o
Miyaji et al. (J. Medical Syst.’17) v d* — Vv v 1 0 O
Yang et al. (CCPE’18) vV Al=Blvvvv v v v 1 OO
Zhao and Chow (WPES’18) v |A],|B]| — v v 1 0 O
Abadi et al. (TDSC’19) EO-PSI v d vvvv vy v 1 0o
Kavousi et al. (ICEE’20) v d VvV v v 1 0 O
Debnath et al. (DSC’21) OPSI v |ALIBl v v v v v 1 e O
Li et al. (SIGMOD’21) PRISM v D vV VvV V>20 O
Abadi et al. (FC’22) Feather % d VYV v vy v vv 1 0 O
Ruan and Zeng (ICCIR’22) v |Al=|B| v vV v v 1 O O
Fan et al. (Mathematics’23) CMPSI v JALBl vV v v 1 O e
Zhang et al. (WATM'24) v d Vvvvv v Vv 1 0 O
Wei and Hu (ePrint’25) D-PSI v d* —9 ¢ 1 0 O

Collusion-Resistance. It is very common in the existing outsourced PSI
literature to include a non-collusion assumption, that is an assumption that the
server does not collude with any of the clients. However, some protocols display
so-called collusion resistance between clients, e.g., an honest majority of clients
is required, or all but one client may collude without breaking security.

5 Protocols

Whilst all surveyed protocols have their differences in the way they execute
outsourced PSI, in general they follow this structure:

1. Outsourcing stage: Security parameters and keys are generated, then clients Al-
ice and Bob send an encrypted version of their sets to the server.

2. Request: Bob sends a request (either to the server or directly to Alice) to
securely compute the intersection with Alice.
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3. PSI computation: The server (obliviously) computes the intersection and
sends the encoded result to Bob (and sometimes also Alice).

4. Result retrieval: Recipient(s) use their secret information to decode the
result and reveal the intersection.

Much of this diversity between schemes stems from the choice of building
blocks, hence we introduce the protocols below as categorized according to their
underlying cryptographic primitives (e.g. homomorphic encryption, pseudoran-
dom functions, secret sharing). We further evaluate the protocols against our
framework of characteristics as defined above, and highlight key properties, in-
cluding security and efficiency.

5.1 Public Key Encryption (PKE)

The first works on outsourcing intersection computations to untrusted cloud
servers were two papers by Kerschbaum in 2012 [30,|31]. In the former, bit-
wise XOR operations are used to construct protocols under two scenarios: both
a public output setting (where the server learns the intersection and sends this
to the parties in plaintext) via keyed hash functions, and an oblivious service
provider setting (where the server learns neither the intersection nor its size)
via RSA encryption. Notably, this scheme offers some collusion resistance, in that
the server and one client may collude without compromising security. However,
the setup does not support more than two clients, and is not non-interactive,
since Alice and Bob must jointly choose the RSA modulus.

In 2014, Liu et al. introduced the Encrypted Set Intersection Protocol (ESIP)
for Outsourced Datasets [35], which has a non-interactive setup and authoriza-
tion functionality, but does not hide the cardinality of the intersection from
the server. Clients independently outsource their sets by hashing their elements,
adding randomness and encrypting under symmetric keys. After authorization
of a query, clients exchange re-randomization information encrypted under pub-
lic keys via the server, enabling the server to privately identify the underly-
ing matches, which it then sends to the requester for decryption. While the
non-interactive setup means no prior knowledge of other clients is required to
outsource data, clients must compute and send some new values to the server
whenever an intersection is requested, increasing communication costs. Never-
theless, the authorization within the request ensures that clients have control
over who can perform PSI with their outsourced data. However, the scheme is
not fully private because it is not cardinality hiding, so the server learns the size
of the intersection. Furthermore, there have been several issues discovered that
undermine the security of this scheme, such as one-time pad re-use [5|, and the
possibility of revealing information about other intersections through repeated
use of the same set, i.e., if AN B and ANC are computed with the same A, then
the server can learn information about B N C without their permission [3].



12 Sophie Hawkes and Christian Weinert

5.2 Homomorphic Encryption

Kerschbaum’s latter 2012 work [31] introduced the first outsourced PSI based
on HE, which has become the most popular building block from which to con-
struct outsourced PSI schemes. There are schemes based on all three types of HE
introduced in as discussed in the following.

AHE. Research led by Abadi et al. has explored multiple protocols for out-
sourced PSI using beginning in with O-PST [3|. This protocol uses Pail-
lier AHE and introduces a novel way of representing the clients’ datasets (of
maximum size d) as polynomials in [point-value form| During the setup phase,
the server publishes parameters including a[PRF|and a vector ¢ of 2d+1 random
points. Alice and Bob independently encode their datasets as polynomials and
evaluate these at each point in v, resulting in vectors they blind under a random
secret key for the PRF and send to the server. During the online phase, Bob
requests to perform PSI with Alice by sending her his random blinding values
encrypted with his public key. She authorizes the request by applying the in-
verses of her blinding values to Bob’s encrypted values, and sending this with
their IDs to the server, which uses HE to “switch” the blinding factors and com-
pute the intersection. The result is sent to Bob, who decrypts with his private
key and interpolates the resulting polynomial to learn the intersection values.
Despite offering additional dataset integrity validation via homomorphic tags,
the public key and HE operations of the overall approach have a “major impact
on performance” [5]. Moreover, Oliaee et al. [43] show that O-PSI is vulnerable
to man-in-the-middle (MITM) attacks.

The subsequent paper by Abadi et al. [4] follows on with Verifiable Dele-
gated PSI on outsourced private datasets (VD-PSI), efficiently adding verifia-
bility of correctness for the intersection result computation, with the extra cost
only linear to the intersection size. Like O-PSI |3], clients send to the server vec-
tors encoding their sets in point-value polynomial representation form, blinded
with keyed pseudo-random values, then publish their Paillier public keys. Now,
the requesting party Bob chooses a random value 8 € F,, which he and Al-
ice will both add to their sets in such a way that 8 will be in the intersection
only if it has been computed honestly. This allows for verification with such a
low overhead, as the only computation necessary is checking if 3 is included
in the intersection. VD-PSI can be reused for unlimited computations, offering
significant advantage over non-repeatable protocols that necessitate frequently
re-encrypting and uploading the data.

Zhao and Chow [63] took a different approach, proposing privacy-preserving
matchmaking using AHE-based [OPE] and in which most of the public-
key operations are outsourced to a semi-honest server. Interestingly, they de-
sign a novel encrypted PSI cardinality (ePSI-CA) scheme, inspired by exis-
tential PSI (X-PSI), that underlies and unifies both their above-threshold and
below-threshold PSI functionalities (called ¢+=-PSI and ¢=-PSI). If we set t = 0
in ¢Z-PSI, then we get a general PSI scheme |63], however the communication
costs are very large.
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MHE. The first scheme, and indeed the first HE scheme, was
proposed by Kerschbaum [31]. It provides an initial semi-honest PSI protocol
using Bloom filters, encrypted bit-wise using Goldwasser-Micali (GM) multi-
plicative homomorphic encryption [25] (based on quadratic residuosity), and
the Sander-Young-Yung (SYY) technique [50] to achieve unbounded fan-in logi-
cal-AND on multiple encrypted bits in XOR-homomorphic schemes like GM.
Thus, it is helpful for checking the presence of elements in a Bloom Filter.
The PSI protocol is then extended to the malicious setting via client set certifi-
cation. Finally there is a protocol for outsourced PSI in the semi-honest setting,
incorporating a novel combination of the SYY technique and a simplification of
the Boneh-Goh-Nissim (BGN) MHE scheme [10] modelled after the quadratic
residues of GM. However, a local copy of the set must be kept in order to produce
the result, hence this could be considered as not true outsourcing [3].

An improved variant of O-PSI [3] is given by Yang et al. [58] that contributes
a large improvement in efficiency due to the use of RSA (multiplicatively ho-
momorphic) instead of Paillier (additively homomorphic). Another advantage
of their scheme is that it avoids the requirement that Bob must communicate
with Alice directly to send his request, which is a barrier to true outsourcing in
which all interactions between clients are delegated to the cloud.

Debnath et al. [14] devised an OPSI scheme using ElGamal MHE, ElGa-
mal digital signatures, and Bloom filters. Their scheme achieves malicious secu-
rity via of discrete logarithms and they also extend their approach to a
cardinality-only scheme OPSI-CA, through random permutation. They satisfy
many attractive properties, like non-interactive setup, repeatability, and veri-
fiable security against a malicious adversary. On the other hand, it should be
noted that the design is only for two clients, a trusted third party is required to
initialize identities and parameters, and particularly that the cardinalities of the
private sets are made public, which might not be suitable for all use cases.

FHE. Fan et al. introduce CMPSI (Cloud-assisted Multi-party PSI) [18]
using over the torus (TFHE). They first give secure computation protocols
for AND, OR and XNOR gates between multi-key LWE samples, and a secure
comparison protocol (SCP) to test for equality between encrypted input data
vectors. Similar to other schemes [14}33,/64], public parameters are generated
and shared by a Parameter Generation Centre (PGC), from which the clients
generate a secret key and corresponding public key, bootstrapping key and key
switching key. Both sending and receiving clients send their datasets (containing
vectors of k Boolean values) encrypted under their secret key to the server,
along with their public key set. The server performs SCP and secure OR on the
ciphertexts, resulting in an encrypted Boolean vector of whether each element in
the receiver’s set was in the sender’s, which is sent to the receiver who decrypts
with the joint key. Unlike most schemes, CMPSI is secure even if the cloud
server colludes with some of the clients since all keys are needed for decryption.
Furthermore, it is secure against passive man-in-the-middle (MITM) attacks and
has lower communication cost than Kamara et al. [28].
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Similarly, Wei and Hu [56] use FHE, a privacy-preserving AND sub-protocol,
and joint decryption. However, in this case each client set is represented by
a Bloom filter where each encoded bit is encrypted under a jointly generated
public key (a multi-key variant of BFV) and sent to the cloud server. The inter-
section of all Bloom filters is computed via a bitwise AND using only homomor-
phic additions. However, it requires a privacy-preserving zero-test to guarantee
security against leakage of “differential” information about the intersection. The
protocol does not meet its claim of repeatable and fully delegated outsourcing,
since the jointly generated key material prevents repeated intersection compu-
tation with new clients, and at least the querier must maintain a local copy of
their dataset.

5.3 Pseudorandom Protocols (PRP and/or PRF)

Kamara et al. [28] present four different server-aided PSI protocols based on
to deliver varying security properties: semi-honest security, malicious (via
dummy sets) and covert (via careful parameter setting) security, fairness, and
cardinality hiding. These protocols all allow clients to jointly generate a key k
under which they permute their sets, hence the setup is interactive. The fairness
property is achieved by simply adding another layer of PRP, proving that the
intersection computed and committed to by the server matches the intersection
of clients’ one-layered PRP values (revealed by applying the second PRP key).
For the cardinality size-hiding variant, Alice and Bob share one keyed PRP,
and Alice and the server share another; Bob obtains his set under both PRPs
via the server and receives Alice’s too and computes the intersection himself.
Importantly, the computational costs scale linearly, enabling efficient PSI on sets
with billions of entries. Consequently, this scheme has been used as a point of
comparison for implementation performance in several later works |4}18}33}[44].

Abadi et al. improve upon their own O-PSI protocol [3] above by introducing
a more efficient version called EO-PSI in [5]. This scheme is 10-100 times faster
than O-PSI because it avoids any PKE or exponentiation by relying on
and it also utilizes thus breaking down the polynomial into multiple
polynomials of smaller degree. The protocol is extended to multiple clients, but
does not scale well, with the polynomial evaluations becoming the limiting factor
as the number of parties increases [1|. The need for secure channels between
parties goes unmentioned in this work, hence Kavousi et al. [29] discuss passive
attacks against EO-PSI and consequently amend the protocol in such a way
as to remove the requirement that messages sent between parties are secret,
furthermore reducing the computational complexity in the process.

Returning to another work by Abadi et al., they later proposed Feather [1],
significantly improving the efficiency amongst multiple clients. Crucially, Feather
was the first scheme allowing outsourced sets to be efficiently updatable, with 1000
times faster updates than EO-PSI [5] (for 22° elements). Set elements are stored
in bins within hash tables, hence clients need only to update, re-encode and
send bins, instead of the entire set, thus the update complexity depends solely
on the number of bins b, with O(b) communication and O(b?) computation
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overhead. However, there is only semi-honest security, secure communication
channels are assumed, and some leakage to the cloud (e.g., about query and
access patterns) is permitted for the sake of efficiency. Further efficiency gains
come from clients evaluating random polynomials locally instead of in the cloud,
Horner’s method for polynomial evaluation, and replacing the padding in EO-
PSI 5] with blinded Bloom filters. Feather is shown to support up to 100 clients
with 229 set elements, resulting in twice as fast delegated PSI and 26 times faster
cloud runtime than EO-PSI [5].

5.4 Proxy Re-Encryption (PRE)

Verifiable Delegated Set Intersection (VDSI) by Zheng and Xu [64] was the first
outsourced PSI protocol to be verifiable, in the sense that the server generates
a proof that it has executed the PSI operation correctly, which can be verified
by the receiving client(s) before decrypting the result. The scheme is based on
bilinear maps, where the server is able to compare ciphertexts encrypted under
different keys by using|[proxy re-encryption} clients Alice and Bob send re-keys to
the server as part of their authentication request. A novel aspect is the creation
of a cryptographic multi-accumulator, which allows to privately test the set
membership of DANDg C D4(C Dg) in one go. However, similarly to ESIP |35],
VDSI is not cardinality-hiding, and is vulnerable to the same leakage in repeated
use of outsourced data to compute intersection with different sets. In addition,
VDSI is subject to plaintext guess attacks from the server, requires a trusted
third party (TTP) to initialize public parameters, and requires an authenticated
private communication channel between each client and the cloud.

Zhang et al. [61] introduced a reputation-based two-server aided protocol,
which combines a symmetric key proxy re-encryption (SKPRE) scheme, based
on the learning with errors (LWE) problem, with a social game that assigns
clients a reputation score based on previous behavior and penalizes them for
defecting or colluding. If we assume that all parties are rational and choose the
strategy that optimizes their reputation score, then it is always better for them
to choose non-collusion, even if they do not receive the intersection, which avoids
the typical PSI fairness impossibility results, allowing for collusion-free compu-
tation with complete fairness. Along with non-interactive setup and support for
multiple clients, all clients have different keys, so not all information is compro-
mised if one party’s key is. Furthermore, there is no user-to-user interaction or
costly public key infrastructure (PKI) operations.

5.5 Secret Sharing

Miyaji et al. [40] design an outsourced multi-party PSI protocol for integrating
medical data using[secret sharing] Their two main criteria are that dataset cardi-
nalities can be independent, and that the client-side computational complexity
is independent of the number of clients. To start, the clients initialize expo-
nential ElGamal pairs and publish their public keys, and compute the (n,n)-
threshold public key, then send the Bloom filter of their set encrypted under
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this key to the server. The server randomizes and broadcasts the result back to
the clients, who jointly threshold decrypt the result and obtain the intersection
by a Bloom filter check. Hence, the protocol is not repeatable for computing
intersections with a new set of parties, and a local copy must be kept. They
demonstrate practical performance of a maximum 450 seconds for up to 16,384
elements and 16 parties, at different bit security levels; whilst clearly infeasible for
many real-world applications with millions or even billions of set elements [49],
it may indeed be well-suited to its intended use on patient data between hospi-
tals/clinics.

PRISM by Li et al. [33] extends secret sharing to not just PSI over multi-
ple public outsourcing servers, but also PSU and aggregation functions, includ-
ing PSI sum, average, maximum, median and cardinality, as well as PSI over
multiple attributes. PRISM utilizes both additive and Shamir’s SS, cyclic groups,
permutation functions and a PRG. There is security for both semi-honest and
malicious servers, including hiding access patterns from servers but they assume
that no servers communicate with each other to collude, and a trusted initia-
tor is required as in [14,/64]. PRISM scales even better than Kamara et al. [2§]
for two clients and a billion values, and also scales nicely for up to 50 clients
and 20 million values.

5.6 Oblivious Primitives

Ruan and Zeng [48] introduced an offline outsourced PSI based on
and to achieve computation and communication complexity linear
in the set size. However, the offline nature of the scheme means that there is no
authentication stage, and there is no concrete performance evaluation to compare
it to its contemporaries. Moreover, as with some of the earlier protocols, clients
must keep a local copy of their dataset to match the result of their Cuckoo filter
look-ups to intersection elements, hence the outsourcing is not complete.

More recently, Zhang et al. [62| proposed a new updatable outsourced multi-
party PSI scheme, joining Feather [1| as the only other efficiently updatable
protocol (similarly achieved vi:au7 but is has up to 30% faster runtimes
in comparison (for multiple parties). They achieve this speed-up by avoiding the
large number of polynomial computations that slow down Feather’s intersection
computation, instead using an[EBF|and [OKVS|structure. The protocol has semi-
honest security and a non-collusion assumption, but one of the main limitations
is the communication complexity since the cost goes from 0.2 MB for two clients
with 210 elements to over 280 MB for 22° elements.

6 Performance

Performance of outsourced PSI protocols must be considered from two perspec-
tives — asymptotic complexity and concrete benchmarks. Note that our analysis
of practical runtimes relies on self-reported benchmark data, from non-uniform
implementations with differing software, hardware and network environments.
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Table 2. Taxonomy of protocols categorized by underlying cryptographic primitive,
along with their asymptotic complexities; u=size of dataset A, v=size of dataset B,
d=—maximum size of datasets, A=security parameter, m=size of intersection, n=number

of clients, k=number of hashes, b=hash bin capacity, w=EBF bucket capacity.

Type Paper Computation Complexity Communication Complexity
Kerschbaum (SAC’12) |30] O(uv) =~ (dz) O(u + v) + O(ww) = O(d?)
Liu et al. (IC2E'14) ESIP [35] O(d?) O(d)
Abadi et al. (SEC’15) O-PSI |3] o(d*) O(d)
Abadi et al. (FC’16) VD-PSI [4] o(d) o(d)
Zhao and Chow (WPES’18) [63] O(log(X\)(u +v)) O(log(A)(u+v))
Kerschbaum (ASIACCS’12) |31] O(v(kX 4k +2X)) O(ku + Av)
Yang et al. (CCPE’18) [58| O(d) O(d)
Debnath et al. (DSC’21) OPSI |14] 0(d) 0(d)
FHE| Fan et al. (Mathematics’23) CMPST |18 O(d) O(d)
Wei and Hu (ePrint’25) D-PSI |56] O(ndlog(n)) O(nd)
PRE| Zheng and Xu (IC2E'15) VDSI [64] o(d) O(m)
Zhang et al. (Inf. Sci.’17) |61] O(2(u+v+m)) O(2(u+v) + 3m)
Miyaji et al. (J. Medical Syst.’17) [40] O(u;i + nu) O(u +n + nu)
Li et al. (SIGMOD’21) PRISM [33] O(nd) O(nd)
Abadi et al. (TDSC’19) EO-PSI |5| O(d) O(d)
Kavousi et al. (ICEE’20) |29] O(d) O(d)
PRP| Kamara et al. (FC’14) 28| O(d) O(d)
Abadi et al. (FC'22) Feather |1] O(nd) O((n—1)d)
Zhang et al. (WAIM’24) [62] O(nd) O(nd(bw))
(OPRF|Ruan and Zeng (ICCIR’22) |48| o(d) O(d)

Consequently, it is vital to bear in mind the limitations of this approach, as
discussed further in sections and

6.1 Asymptotic Complexity

We summarize the asymptotic communication and computation complexity of
all 20 outsourced PSI protocols in

Communication Complexity. The communication complexity is the to-
tal amount of data sent between parties in a protocol. Several outsourced PSI
protocols achieve linear communication complexity, proportional to the size of
the clients’ datasets. Where protocols experience quadratic communication com-
plexity, e.g., in Kerschbaum [30], this poses challenges when dealing with large
datasets or a vast amount of clients. On the other hand, VDSI |64] achieves even
smaller communication than linear to dataset size, instead being proportional
to the size of the intersection. For multi-party outsourced PSI, the number of
clients can also influence the communication complexity, for example, Feather [1]
is linear to both dataset cardinality and number of clients. However, other multi-
party protocols may even be independent of the number of participants.

Computation Complexity. Computation complexity refers to the total
computational resources required by the clients and server to execute a proto-
col. Similarly to communication, two of the main factors affecting the computa-
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tion complexity are the size of the input datasets, and the number of clients
in the multi-party case. This can be seen in where the dependence
on these variables is clear. Evidently, the type of primitive(s) used in an out-
sourced PSI protocol significantly influences the computation complexity. Earlier
protocols depending on public-key operations suffered from quadratic computa-
tional complexity, whereas using only symmetric key operations helped proto-
cols to achieve linear computation. For example, while O-PSI [3] introduced the
point-value polynomial representation, crucial for reducing computational cost,
its use of Paillier homomorphic encryption is expensive. This compared to the
subsequent EO-PSI [5] that was designed to avoid public-key operations, hence
requires only modular additions and multiplications, and gains further compu-
tational efficiency via utilizing hash tables. Beyond the adoption of hash ta-
bles, other improvements in set representation have reduced the computational
overheads, from the initial use of Bloom filters to advancements like Cuckoo
and EBFs. In general, homomorphic encryption (particularly FHE) brings sig-
nificant computational costs, whereas OPRF-based PSI protocols are known for
their efficiency.

Verification/Malicious Security Overhead. To gain additional proper-
ties such as verification or malicious security, it is usually necessary to introduce
some overhead. The first verifiable outsourced protocol VDSI [64] uses a novel
multi-accumulator scheme based on bilinear maps on cyclic group |G| of order p,
which contributes 5p output size and computational overhead linear to the size of
both clients’ dataset sizes and the size of the intersection. In VD-PSI |4], the com-
putation complexity of verification is linear to only the intersection size O(m),
compared to the malicious security in Kamara et al. |28|, which is linear to
the total number of inputs, i.e., the sum of dataset sizes. Notably, even in the
multi-party context, the verification overhead of VD-PSI does not depend on the
number of clients. The security against collusion in Zhang et al. [61] comes from
the reputation system, where parties rate each other then compute new trust
values. PRISM |[33| enables PSI result verification by each client secret sharing
the complement of each element with a second server, hence twice the compu-
tation and communication is needed server-side, in addition to the client-side
preparation of complement values and verification calculations, which are both
linear to the number of elements. Both ElGamal signatures and ZKPs are used
for verification and to obtain malicious security in Debnath et al. |[14], however,
they still achieve linear complexity.

Update Complexity. Efficient updatability is a major limitation for many
existing protocols, as most require clients to download their entire dataset, per-
form local updates, and then re-upload the entire dataset. This incurs high com-
munication and computation costs that scale linearly with the set size. Feather [1]
proposed the first efficiently updatable protocol via its use of hash tables, since
the client must only retrieve and reupload one bin. Thus, Feather has an update
complexity of O(b) for communication and O(b?) for computation, where b is
the bin size. Another efficiently updatable protocol is Zhang et al. [62], where
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like Feather its update complexity is independent of the set size, but rather
depends on the selection of two parameters — bin size and EBF bucket capacity.

6.2 Practical Performance

Implementations. Whilst 14 out of 20 papers indicated to have implemented
the proposed protocols, only 4 papers have open-source implementations avail-
able: Kamara et al. [28], O-PSI [3], EO-PSI [5], and Feather [1|; and 1 pend-
ing [56]. Despite reaching out to the remaining 9 authors, we were not able to
gain access to additional implementations. Therefore, for these works, we have to
rely on self-reported results. In terms of programming languages, C++ was by far
the most frequently chosen, with 8 out of the 14 protocols [1}(3}5}/18.[281/31}/40./63],
using libraries such as Crypto++, Paillier, PBC, NTL, GMP, and MKTFHE.
There were also 2 implementations in Java [30,/64], 1 Rust [56], and 3 did not
specify [33,58.(62].

Memory Usage. As discussed in Morales et al. [42], memory consumption
tends to be poorly addressed in the PSI literature. This is also the case with
outsourced PSI, perhaps as one of its main goals is to shift the burden to the
cloud, which is assumed to have highly capable resources. The RAM required
on the client side depends largely on the choice of data structure used to encode
the dataset, and for probabilistic options like Bloom filters, the chosen error rate
is also a factor.

Runtime. The lack of open-source implementations unfortunately prevented
us from conducting benchmarks in a unified environment for a fair comparison.
Therefore, in we synthesize the available self-reported runtimes across
varying client numbers and dataset sizes, for which we refer to Tab. 13 of |33],
Tab. 6 of |1], and Tabs. 2-4 of |62]. However, these tests were all run on different
client hardware and cloud server environments — obviously, the technology avail-
able in 2014 will have been very different in capacity to that available 10 years
later in 2024. The implementation of Feather for comparison in Zhang et al. [62]
is already over 7 times faster, only two years later. Moreover, some papers only
include graphical representations of their runtime data, making it impossible to
retrieve accurate numbers for comparison. Nevertheless, from we learn
that for two clients |35] appears faster than any other scheme for smaller dataset
sizes, as illustrated for 21° elements in Although quickest, ESIP [35] is
not cardinality hiding or repeatable, highlighting that we must still consider per-
formance in the context of the other properties defined in Their protocol is
followed by Zhang et al. [62] and Feather, which satisfy several useful properties
like efficient updates. Furthermore, by the time we get to 22° ~ 1 M elements,
shows that the fastest protocol is now Kamara et al. [28], almost three
times faster than Zhang et al. [62].

For more than two clients, the winner for large sets is PRISM 33|, which
can handle 20M elements from 10 clients in 18 s. For smaller client numbers and
set sizes, the slowest is consistently Miyaji et al. [40], taking 15 seconds for 21°
elements on 4 clients, compared to Zhang et al. [62] (0.22 s), which is always
just slightly faster than Feather [1] (0.26 s).
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Fig. 1. Total (self-reported) runtime comparison for two clients and different set sizes.
Results for Ker12a and O-PSI for 2?° elements extrapolated from original data.

6.3 Outsourced PSI Selection Tool

To provide a practical, data-driven resource to anyone choosing an outsourced PSI
protocol, we develop an interactive selection tool. It enables easy filtering of pro-
tocols based on any combination of the 12 characteristics from our framework.
Existing open-source implementations are linked. A key innovation is the trans-
formation of a static collection of benchmark data dispersed across papers into
one dynamic, predictive model for protocol analysis tailored to the target sce-
nario. Our tool is available at https://github.com/hawkesse/SoK-Outsourced-PSI
and a scaled screenshot is provided in

Methodology. All available benchmark data was collated from the literature
and evaluated, excluding any partial benchmarks, e.g., only encryption runtime.
The result was 9 protocols benchmarked in the two-party setting, and 4 protocols
benchmarked in the multi-party setting. The relationship between number of
parties and runtime may be non-trivial, hence we only investigate multi-party
runtimes for those protocols where multi-party benchmarks were provided.

The tool calculates an estimated runtime based on the dataset size input by
the user and the extrapolation of collated benchmark data of the form (x =dataset

Fig. 2. Scaled screenshot of our interactive selection tool. Users can filter the individ-
ual properties based on their needs and obtain performance estimates based on the
individually chosen input set sizes and number of parties.
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Table 3. Collation of self-reported runtimes across varying numbers of clients (#C),
for the minimum and maximum set size in each case. Runtimes given to two decimal
places where possible; -g- = graphical representation only, sT = encryption time only.

Type Protocol 4 Minimum Maximum
set size / runtime set size / runtime
Kerschbaum (SAC’12) [30| 2 100/ 5.15s 1000 /  507.29 s
Liu et al. (IC2E’14) ESIP |35] 219/ 0.03s 220/ 31,186.40 s
Abadi et al. (SEC’15) O-PSI [3] 2 219/ 2395 215/ 573575 s
Zhao and Chow (WPES’18) [63] 100 / 979.28 s —/ —
MHE|Kerschbaum (ASIACCS’12) [31] 21/ 336.72 s 27 / 20,667.76 s
Yang et al. (CCPE’18) [58] 100 / -g- 5000 / -g-
Fan et al. (Mathematics'23) CMPSI [18] 2%/ 0.01s" 220/ 47.99 "
Wei and Hu (ePrint’25) D-PST [56] 28 / 0.01s" 220/ 3253 "
PRE| Zheng and Xu (IC2E’15) VDSI [64] 2 210 -g- 215 -g-
Miyaji et al. (J. Medical Syst.’17) [40] 4 20/ 1.02s 21 297 s
8 2/ 155 214y 355 s
16 26/ 1.98s oty 450 s
Li et al. (SIGMOD’21) PRISM [33] 10 5M/ 42s  20M/ 18 s

20 5M,/ 86s 20M/~33s (-g)
50 5M/ 20s 20M/~Tls (-g)

PRF| Abadi et al. (TDSC’19) EO-PSI [5] 2 210/ 6.2s 229/ 6,864.20 s
PRP| Kamara et al. (FC’14) [28] 1000 /  0.86s 1M/ 61.54 s
Abadi et al. (FC’22) Feather |1 210/ 1.33s 220/ 1,801.6s

4 212/ 543 s 220/ 1,835.51 s

15 212/ 6.3s 220 /244361 s

16 K 210 /328.85 s 211/ 909.46 s

1(Feather results reported in [62]) 2 210 /018 s 220 239.12 s

4 219/ 0.26s —/ —

16 219/ 0.79 s —/ —

1000 210/ 41.72s —/ —

Zhang et al. (WAIM’24) [62] 2 219/ 0.09 s 220/ 173.55 s

4 210 /0225 —/ —

16 210/ 0.60s —/ —

1000 210/ 2816 s —/ —

size, y =runtime). All regression models are constrained to pass through the
origin (since a dataset of zero items should result in zero runtime), and are de-
termined by the scheme’s known asymptotic computation cost. For quadratic
time algorithms, we compute the quadratic regression equation through the ori-
gin, i.e., of the form y = ma?. For linear time algorithms, we use y = ma. The
slope m represents the per-item cost and is fixed for each protocol.

In the multi-party setting with more than two clients, the estimation is
dependent on both a given choice of dataset size and given number of par-
ties, i.e., (x =dataset size, y =number of parties, z =runtime). Two different
methods were used, depending on the format of reported benchmark data. For
protocols Miyaji et al. [40] and PRISM [33|, where measurements for multiple
dataset sizes were available for each number of parties, a two-stage 2D regression
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model (z = (gy + ¢)x) was chosen. Separate initial linear regression equations
were computed as in the 2P setting for each number of parties benchmarked,
with slopes m,, (n = 4,8,16 and n = 10,20, 50 resp.), then a second linear re-
gression was computed between the number of parties n and their slopes m,, to
create the gradient equation (gy + c¢). Here, ¢ is the baseline per-item cost and g
illustrates the rate at which, e.g., more parties make each item more expensive
to process. For Feather [1| and Zhang et al. [62], where only one dataset size per
party size was reported, a direct 3D regression through the origin (z = az + by)
was used instead, due to data sparsity. Thus, a and b express the per-item and
per-party costs, respectively.

Limitations. The benchmark data was gathered from a range of academic
papers published over more than a decade. While this approach ensures the most
extensive list of protocols, the challenges to comparability due to both lack of
uniform testing environments and increase in computing and networking speeds
over time must be acknowledged. Therefore, our tool is not intended to predict
exact runtimes but to capture the underlying trends, for example, the regression
coefficients, as a meaningful complement to the paper’s extensive qualitative
analysis. We propose that the tool itself and the methodology behind it, could
serve as a foundation for future, more standardized benchmarking efforts.

7 Discussion and Future Directions

One of the key properties that we identify is hiding the cardinality of the in-
tersection from the server, but what about the cardinality of the input sets? In
certain cases, the size of a dataset could reveal sensitive information, e.g., when
computing the intersection between flight passengers and a government no-fly
watch list [60]. It could be argued that a PSI protocol does not meet the goal of
learning nothing about the other party’s set if they can learn the set size.

In many scenarios, one party’s set may be much larger than the other, known
as unbalanced PSI. For example, in mobile contact discovery a client’s small set
of contacts is compared to a large database of registered users. Ideally, out-
sourced PSI protocols would allow for unbalanced set sizes with communication
and computation complexities that scale linearly in the size of the smaller set.
This has been achieved for the regular PSI (with pre-processing) [53|, yet has
not been explored in the outsourced setting — we leave this as future work.

Another area of PSI research currently receiving a lot of interest is fuzzy
PSI. This is a specific case of structurally-aware PSI [21,22], in which the re-
ceiver has N balls of radius § and dimension d, and the sender learns which
of their points lie within one of receiver’s balls [9]. There are many compelling
use cases for private matching between inexact values within a certain threshold
such as comparing biometric data or GPS locations. Whilst the algorithm by
van Baarsen and Pu [9] has comparably good efficiency, outsourcing the compu-
tations could still bring benefits, thus outsourced fuzzy PSI is another promising
direction of research.
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Fairness in PSI ensures that either all honest parties receive the intersection
result, or no one does (cf. . Only two of the outsourced PSI protocols
consider this property — Kamara et al. [28] via applying a second PRP layer, and
Zhang et al. |[61] via a reputation-based game under the assumption of rational
servers. Fairness will be essential to consider if considering future applications
of outsourced PSI to auctions and financial analysis, to ensure that no party is
able to act on information ahead of the others and gain an unfair advantage.

As recommendations for future work, we would urge researchers to contribute
open-source implementations of their protocols where possible, to encourage fu-
ture benchmarking and adoption for real-world use cases. In a similar manner,
we encourage sharing open access data on benchmark experiments, and to report
results on concrete communication costs, not just runtimes. Another beneficial
action is to provide asymptotic and concrete performance results for each in-
dividual party (e.g. client A;, client B, server) and/or phase (e.g. encryption,
computation, decryption) to more clearly convey the resource requirements.

8 Conclusion

In this SoK, we have carefully reviewed 20 existing outsourced PSI protocols. Our
work includes a comparison of primitives, performance, and security models, and
additionally provides a framework of 12 properties that characterize crucial yet
overlooked nuances between different protocols. Furthermore we provide an in-
teractive selection tool. Finally, we discuss the research gap between regular PSI
and outsourced PSI, and identify trends such as fuzzy PSI, unbalanced PSI, and
fairness for further study in the outsourced setting.
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