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Abstract. Several modern applications, such as Signal or WireGuard,
use efficient Noise-like implicit authentication key exchanges that require
only a small number of exponentiations and two interactions. These pro-
tocols have been proven to be secure under the ’strong Diffie-Hellman’
(SDH) assumption in the random oracle model (ROM). At ESORICS
2021, Ramacher, Slamanig and Weninger presented an extension to the
implicit authenticated key exchange security model, which enables strong
privacy properties to be captured in addition to key-secrecy, including
man-in-the-middle privacy (ensuring privacy even if a session is inter-
rupted) and forward privacy. They also proposed a protocol to instanti-
ate their model. In this paper, we present an efficient Noise-like protocol
that achieve privacy in this model. Our protocol is as efficient as Noise-
like protocols that do not guarantee privacy in terms of exponentiations.
Moreover, our protocol requires three interactions, which is optimal for
this privacy model. It is also more efficient than the ESORICS 2021
protocol in terms of both exponentiations and interactions. Finally, we
propose another round-optimal protocol, slightly less efficient in terms
of exponentiations, but secure under the CDH assumption in the ROM.
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1 Introduction

End-to-end encryption and key exchange protocols are among the most funda-
mental tools in cryptography and have been widely used in practice for sev-
eral decades. These protocols must be resistant to man-in-the-middle attacks,
whereby an active attacker can alter communications. A standard method in-
volves running a Diffie-Hellman key exchange, whereby Alice sends an ephemer-
al key X = ¢g* and Bob sends Y = ¢¥, and the shared secret key is K = g*¥.
Alice and Bob are also equipped with long-term signature keys generated a pri-
ori, which allows them to sign the transcript of the key exchange (i.e. the pair
(X,Y)). As Bob already knows X when he sends Y, he can send his signature
at the same time. However, Alice must send her signature after receiving Y.
This method therefore requires three interactions. If any of these interactions
are altered, Alice and Bob can detect this and abort the protocol, making active
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attacks ineffective. Under the impetus of the Noise framework!, more efficient
implicit authenticated key exchange protocols have been deployed in several
real-world applications (e.g. Signal [11] or WireGuard [7]). In these protocols,
authentication is implicit in the sense that users no longer sign the transcript,
saving the last interaction, but instead use their long-term secret keys, in ad-
dition to g*¥, to generate the shared key. Therefore, even if an adversary can
alter the interactions, they will not be able to share keys with Alice and Bob,
meaning the attack will be ineffective for decrypting subsequent messages.

In [6], Cohn-Gordon et al. propose an optimised version of this type of proto-
col (and provide proof of optimal security in terms of reduction loss): Alice and
Bob have long-term public keys U = g" and V = ¢, they exchange X = g and
Y = ¢¥, then compute the shared secret key K = H(U||V|| XY ||lg“Y|g"*|lg™¥),
where H is a hash function modeled as a random oracle. Knowledge of the long-
term keys is necessary to compute Y* for Alice and X" for Bob, and knowledge
of the ephemeral keys is necessary to compute, conversely, U* for Alice and Y
for Bob, which prevents the adversary from computing a key shared with Al-
ice by impersonating Bob, and vice versa. Forward secrecy is ensured by g*¥;
if the adversary finds the long-term keys a posteriori, the element g*¥ does not
depend on them, which prevents them from guessing K. Note that in this work,
the authors implicitly assume that the responder, Bob, knows a priori that his
interlocutor is Alice before receiving the first message containing X (otherwise
he would not be able to computes UY). In practice, Alice would have to send
her identity to Bob in clear text before the protocol (since Alice and Bob do not
have a shared key a priori). As a result, by its very nature, this protocol does
not protect user identity.

In [13], Ramacher et al. propose to extend the model given by Cohn-Gordon
et al. in order to capture two additional strong privacy properties: man-in-the-
middle (MITM) privacy and forward privacy. However, this time the initiator
must explicitly send their identity to the responder during the protocol, to pre-
vent an adversary from deducing it. In their setup, Alice (the initiator) knows
the long-term public key of the intended recipient (Bob). However, the responder
does not initially know the identity of the party contacting them and only learns
it during protocol execution. In MITM privacy, they consider an active adversary
whose goal is to guess the identity of one of the two parties whose long-term keys
are not corrupted during the execution of the protocol. Note that this model dif-
fers from other similar models in the literature in that it captures privacy even
for incomplete sessions. In forward privacy, they consider an adversary attempt-
ing to guess the identity of the parties after the protocol has been successfully
executed. The attacker is therefore not active during the interaction, but has
access to the transcript and can corrupt the long-term keys of any user after the
fact. The authors demonstrate that neither of these two privacy properties im-
plies the other, and provide a protocol that verifies key-secrecy, MITM privacy,
and forward privacy.

! See http://www.noiseprotocol.org/.
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In this article, we propose efficient protocols (in terms of the number of
exponentiations and interactions) that verify key-secrecy, MITM privacy, and
forward privacy in the models of [6, 13]. We propose a first protocol based on the
strong Diffie-Hellman assumption, which is similar to the computational Diffie-
Hellman assumption (guessing ¢*¥ from X = ¢* and Y = ¢¥ in a prime order
group is difficult), except that the adversary also has an oracle stDH, (A4, Z)
allowing them to test whether Z = A*. Note that this assumption is required for
the protocol proposed in [6]. Our protocol is more efficient than that of [13] and is
also optimal in terms of the number of interactions. In terms of exponentiations,
our protocol is similar to [6] (which does not have privacy). We also propose
a variant of our protocol using Schnorr’s signatures of knowledge that can be
proven secure and private under the CDH assumption, which is weaker than
SDH and is considered more standard. However, this protocol is slightly less
computationally efficient, as it requires a few additional exponentiations.

1.1 Technical Overview of our Contributions

Our SDH-based protocol IIspy is shown in Figure 1, where g is the generator
of a group of prime order p, H is a hash function modeled as a random oracle,
Enc/Dec are the encryption/decryption algorithms of an authenticated symmet-
ric encryption scheme, and ctxt denotes the transcript (X, Y, C) of the protocol.
This protocol is similar to Noise, except that Alice and Bob compute the key
K « H(g""||g¥"|| X||Y), then Alice uses it to encrypt her public key (associated
with her identity) and sends the ciphertext to Bob. Bob discovers Alice’s identity
by decrypting this public key (remember that before this, Bob does not know
who he is communicating with). After verifying that the public key corresponds
to a registered user (in practice, Bob verifies that the public key is certificated),
Bob generates the shared key in an implicit authentication manner.

Alice (initiator) Bob (responder)
ski = u; pki = U = ¢g“ ske = v;pky =V =g"
T Lp; X <+ g° #yezp; Y +¢¥
hi = (V7[[Y™) — 2 h e (X XY)

K+« H(h [ X|]Y) K« H(h || X|]Y)

C + Enck(U) — ¢ U+ Deck(C)

If U is not a registered public
key, Bob aborts the protocol.
hz ~— Y hz «— UY
K; < H(CtXt”hl”hz) K, < H(CtXtthuhz)

Fig. 1. Private authenticated key exchange protocol based on SDH (IIsph).
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Key-secrecy can be proved in a similar way to [6]. Remember that an ac-
tive adversary cannot re-compute the final keys K; and K., so they cannot use
them to determine Alice’s or Bob’s identity. To attack privacy, the ciphertext
containing Alice’s public key must therefore be exploited. As long as Bob re-
mains uncorrupted, an adversary who intercepts messages sent by Alice cannot
deduce ¢g*¥ = V¥ = X", and therefore cannot deduce any information about the
key K, which appears to be random. Thus, disguessing Alice’s identity amounts
to attacking the secure encryption, which ensures MITM privacy. On the other
hand, for forward privacy, if the adversary accesses the transcript after the key
exchange, they are unable to compute XY = Y* = ¢g*¥ even if they know the
long-term keys v and v. Once again, the key K seems random to them, and
guessing Alice’s identity is equivalent to attacking the encryption. In this pro-
tocol, each user performs four exponentiations, and the number of interactions
is optimal for forward privacy: Alice cannot send her identity during the first
interaction because she does not share any secrets with Bob. This would mean
that Bob could discover Alice’s identity solely using his long-term key, which
is impossible if the protocol is forward private. There are therefore at least 3
interactions.

Furthermore, by adding Schnorr’s Signature Of Knowledge (SOK) [16] of
discrete logarithm on ephemeral keys (signing the user role) and public keys
(signing the user identity), we construct a slightly less efficient protocol (three
additional exponentiations per user during a session, and two additional expo-
nentiations when verifying the public key certificate to also verify the SOK), but
that can be proven under the CDH assumption instead of SDH. SDH allows,
during a reduction, to artificially verify via an oracle whether, for a given CDH
share X = ¢g”, the triplet (X, A, Z) verifies Z = A® or not for a chosen (4, 7).
Our technique is to attach an extractable SOK to each element A = g%, allowing
a to be extracted to verify whether Z = X* instead.

In Figure 2 we compare the efficiency, assumptions, and security of our pro-
tocols with those of |6, 13]. For [13], we only consider the protocol achieving both
(strong) MITM and forward privacy, which we instantiate with Diffie-Hellman
key exchange, ElGamal encryption [9] and Shnorr signature [16]. We observe that
our IIspy is more efficient in terms of both interactions and exponentiations than
the only proven (strongly) private protocol in the literature [13].

1.2 Related work

As mentioned previously, our work is based on the privacy-preserving authen-
ticated key exchange (PPAKE) model proposed by [13], but it should be noted
that there are other competing PPAKE models. The earliest attempts to (infor-
mally) capture privacy in key agreement can be traced back to Aiello et al. [2],
who introduced the idea of keeping a participant’s identity hidden from unau-
thorised parties, including active attackers impersonating peers. Although they
proposed two specific protocols, one for protecting the initiator’s identity and the
other for protecting the responder’s, their notion of privacy was neither formally
defined nor analysed. Prior to this, Canetti and Krawczyk [4] briefly mentioned
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Protocol| Assump. |Privacy|Inter.|Exp. (Alice)|Exp. (Bob)
1T [6] | SDH (ROM) x 2 4 1
i [6] | CDH (ROM) | x 2 8 7
Icom [6] | DDH (ROM) | x 4 6 6
II3ke [13]|Generic (ROM)| v 4 5 5
IIson | SDH (ROM) | ¢ 3 4 4
Icow | CDH (ROM) | v 3 7" 7*

Fig. 2. Comparison of our work with [6] and [13]. * IIcpn also requires an additional
exponentiation when generating long-term keys, and two additional exponentiations
when verifying a certificate.

the concept of identity concealment through encryption, albeit without providing
a formal framework. Zhao [19] introduced the CAKE model, which formalises
forward identity privacy, and limited MITM privacy. However, in this model,
the MITM-privacy is only guaranteed if the key exchange is successful, which
seems insufficient in practice, because even if the adversary who disrupted the
exchange is unable to read the communication, they still learn the identities of
the users who wish to communicate. To the best of our knowledge, comparing
to prior models [15,19] only the one proposed by [13] considers MITM attacks
on incomplete sessions.

Another line of work involves studying how to add privacy to real-world
protocols. Schége et. al. [15] proposed a tailored PPAKE model and applied it
to real-world protocols such as IKEv2. However, their model also assumes prior
knowledge of participants’ identities and targets specific deployment contexts.
On the other hand, the latest versions of TLS have been adapted to ensure
certain (weak) privacy properties, which have been analysed in [3]. However,
as the general structure of TLS has not been modified, it does not guarantee
properties as strong as those of [15].

In a more recent article, Lyu et al. [10] propose another PPAKE model that
differs from [13], and provide a protocol proven in the standard model requiring
only 3 exchanges. The authors claim that their model is equivalent to the one in
[13], and claim an attack on the forward-privacy of the protocol in [13]. However,
as added in the ‘follow-up work’ section of the technical report [14] of [13], the
two models differ because [10] assumes that messages are sent on broadcasting
channels and that every potential receiver answers to every received message.
Furthermore, the attack does not hold in the forward-privacy model of [13], since
it considers an active attacker during the session, whereas [13] considers passive
attackers only who can corrupt the long-term keys a posteriori. Furthermore, we
remark that the protocol in [10] does not achieve the MITM-privacy definition
given in [13]. In the MITM-privacy of [13], a user only reveals their identity to
another user during a session if they are certain that they are communicating
with the right person (formally, the attacker must guess the identity of a user
in a session where they either do not yet know the identity of their interlocutor,
or they know it and it is an uncorrupted user). In the protocol in [10], the first
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flow consists of Alice sending a MAC key to Bob encrypted with Bob’s long-
term key, then Bob uses this key to generate a MAC on they response. Thus, an
adversary can verify whether a user is Bob or not by simply sending the first flow
of the protocol, because only Bob will be able to respond, and then interrupt
the session. In essence, once again, this paper does not consider MITM-privacy
for interrupted sessions.

2 Preliminaries

In this section, we recall some cryptographic tools.

Definition 1 (Computational Diffie-Hellman assumptions). Let A be a
security parameter, and let G be a cyclic group of prime order p > 2> with
generator g. Let x,y & Z,, be two scalars sampled uniformly at random.

— The Computational Diffie-Hellman (CDH) assumption in G states that
for any Probabilistic Polynomial-Time (PPT) in X algorithm A, the advan-
tage Adv%DH()\) =Pr[A(¢*, g¥) = g*Y] of A over CDH is negligible.

— The Strong Diffie-Hellman (SDH) assumption in G is defined as CDH
except that A can access a test oracle stDH;(A, Z) that returns 1 if Z =
A* 0 otherwise: it states that for any PPT algorithm A, the advantage
AdviPH(\) = Pr [AStPH= () (g7 V) = g*¥] of A over SDH is negligible. Note
that, equivalently, the test oracle can be stDH,, but the adversary cannot
have access to both stDH, and stDH,,.

Theorem 7 in [1] proves that SDH holds in Shoup’s generic group model.
SDH trivially implies CDH.

Definition 2. (Authenticated Encryption [12]) Let )\ be a security param-
eter. A Symmetric Encryption scheme SE is a triplet (K, Enc, Dec), where K is
a secret key set verifying |KC| > 2*, Ency(m) is a an encryption algorithm that
takes as input a secret key k € KC and a message m, and returns a ciphertext c,
and Decg/(c) is a decryption algorithm that takes as input a secret key k € K and
a ciphertext ¢, and returns a message m.

We also define the authenticated encryption (AE) experiment Expg\Eb’A()\)
for the two-stage adversary A = (A1, A2) against SE as follows, where Encg(-)
and Deck(+) are encryption/decryption oracles such that Decy(-) returns L on ¢,
and returns 1 on any query when b =1:

EXPSAEb,A()\) :
k(iIC; b & {0,1}
(mo,my) Afnck(‘)vDeCk(-)(/\)
¢ < Ency(my)
returns b’ <+ Agnck(')’Deck(')(c)
SE is said to be AE secure if for any any PPT two-stage adversary A, the advan-

tage Adv’sAEEA()\) = ‘Pr[ExpéEEp,A()\) = 1} - Pr{ExpéEE717A()\) = 1} is negligible.
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For any of these assumptions/properties denoted X, we define the advantage

over X as Adv(\) = p rgalxo\) Adv’{(\), where Poly()) refers to the set of all the
€Poly

probabilistic polynomial-time (possibly two-stage) algorithms in lambda.

For any positive integer x, we write [z] = {1,2,..., 2} for the set of the first
T positive integers.

3 Security Model

We rely on the authenticated key exchange (AKE) model of [6] for key-secrecy,
and the extension of [13] for MITM and forward privacy. Note that in [13], a weak
MITM-privacy is also proposed, which assumes that no user is ever corrupted.
Since we do not use this weak property, we do not mention it here.

Ezecution environment. We consider u parties. Each party P; is represented
by a set of oracles {7ri17 ...,wf}, where each oracle corresponds to a session (a
single execution of a protocol role), and where ¢ € N is the maximum number
of protocol sessions per party. Each oracle 7] has access to the long-term key
pair (sk;, pk;) of the party P; and the list Ly, containing the indices/public keys
(i, pk;) of all the parties. It also maintains a list of internal state variables that
are described in the following. For each oracle 7}, the corresponding variables
are initially set to the empty string L.

— Pid] ("peer id") stores the identity of the intended communication partner.
Note that in private key exchange protocols, a user may not know the identity
of their partner at the start of a session. In this case, this variable will remain
set to L until the partner is identified.

— Wfe {L, Accept, Reject} indicates if oracle 7§ has successfully completed the
protocol execution and "accepted" the resulting key, or aborted the protocol
and "rejected" the key exchange. Until the protocol is complete or aborted,
this value remains 1. As a prerequisite, we stress that Pid] must be instan-
tiated (i.e. Pid] # L) for &7 to be set to Accept.

— kj stores the session key computed by m7. Until the protocol is complete,
this value remains L. It is assigned only if the oracle 7] reaches the Accept
state. In other words: k] # L & ¥® = accept.

— esk; /epk;: stores P;’s ephemeral secret/public keys specified by the protocol.
These keys are generated specifically for each session by the parties involved
and are renewed for each new session.

— &f: stores the ephemeral public key of the P;’s partner. This key is specific
to the session and is received during an interaction specified in the protocol.
Note that this key can be received before the partner’s identity is learned by
the oracle.

— role] € {L,initiator, responder} indicates 7f’s role during the protocol.

Additionally, the environment keeps track of three initially empty lists: Leorr,
containing all corrupted parties, Lgend, storing all sent messages, and LgessKey
recording all established session keys.
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Oracles and attacker model. Our attacker A has a full control over the commu-
nication network. Furthermore, the attacker knows the list of parties and their
respective public keys. It interacts with the oracles through queries.

— Send(%, s,m): This allows A to send an arbitrary message m to oracle 7} if it
exists. The oracle will respond according to the protocol specification and its
current internal state. To start a new oracle, the message m takes a special
form (START : role, j). If 7f was already initialized before, Send returns L.
Otherwise, the oracle initializes 77 in the role role by setting role; = role. If
role = initiator, then it sets Pid; = j and outputs the first message of the
protocol. Else, if role = responder, the partner identity remains Pid] = L (In
this case, j is not used and can be set to the empty string L in the query).
Note that, in the case of the responder, the oracle does not receive the first
message of the protocol during initialisation (it will receive it in the second
query).

— RevLTK(%): For i < p, this returns the long-term private key sk; of party P;.
After this query, P; and all its oracles 77 (for any s) are said to be corrupted.

— RegisterLTK(¢, pk;): For ¢ > p, this allows the adversary to register a new
party P; with the public key pk;. The adversary is not required to know the
corresponding private key. After this query, the pair (4, pk;) is added to L.
Parties registered by RegisterLTK (7, pk;) (and their oracles) are corrupted by
definition.

— RevSessKeySec(i, s): This allows the adversary to learn the session key de-
rived by an oracle. If ¥ = accept, return k;. Otherwise, return L. After this
query, 7 is said to be revealed.

Furthermore, privacy properties require an alternative definition of the session
key revelation oracle, which uses the definition of matching conversations.

Definition 3 (Matching Conversation). Let IT be an N-message two-party
protocol in which all messages are sent sequentially. If a session oracle 7] sent
(resp. receive) the last message of the protocol, then & is said to have matching
conversations to w¢ if the first N — 1 (resp. all N) messages of w} transcript
agrees with the first N — 1 (resp. all) messages of 7r§ ’s transcript (excluding the
initialisation messages received by both oracles).

— RevSessKeyPriv(i, s): This is an alternative oracle to learn the session key. If
there already is an entry (77, %*) in Lgesskey, Or if there is an entry (71';, k*)
so that w7 and m} have matching conversation, this oracle returns &*. If
W? = accept, it sets k* < k7, adds (77, k") to Lgesskey, and returns k*, else
if ¥ = reject, it picks a random session key k*, adds (nf,k*) to Lgesskeys
and returns k*. Otherwise (i.e. If U7 = 1), it returns L. After this query, 7§
is said to be revealed.

Partnering. Here we recall the definitions used to formally determine whether a
session key is corrupted or not, and whether two session oracles correspond to
the execution of a protocol between the two corresponding parties.
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Definition 4 (Origin-oracle). An oracle 7t

; is an origin-oracle for an oracle
s if W; # 1, UF = Accept and the messages sent by 71';» equal the messages

received by m;, except for the initialisation message received by ;.

Definition 5 (Partner oracles). We say that two oracles ©§ and 7r§- are part-
ners if (i) each is an origin-oracle for the other; (ii) each one’s identity is the
other one’s peer identity, i.e., Pid; = j and Pid; = 4; and (%ii) they do not have
the same role, i.e., role] # role§, role} # 1, and rolez- # 1.

Security experiment. The security model is formally defined as a game between
an adversary, denoted by A, and a challenger, denoted by C. In this game, the
adversary may issue the standard set of queries described earlier. Additionally,
they are granted access to a special oracle Test(m) depending on a secret random
bit b that the adversary has to guess in order to win. In key-secrecy, the oracle
returns either the key for a given session or a random key. For privacy, this
oracle initializes a session for one of two parties chosen by the adversary. Since
our main focus is privacy, we defer the key-secrecy experiment in Appendix A.

Privacy. The oracle Test(m) is defined as follows: for m = (X4, ) such that
X € {MITM-privacy, Forward-privacy} and i,j < p, it creates a new party P,
with identifier ¢|j. This party has all the properties of P; (if b = 0) or P; (if
b = 1), but no active sessions. The public key of P;; is not announced to the
adversary and the query RevLTK(i|j) always returns L. Furthermore it creates
exactly one session 7TZ-1U, and returns the new identifier 4|j.

The experiment Exp,):(PAKE’ 4(A), with X the label sent to the oracle Test, is
defined as follows:

1. Let g be the number of parties in the game and ¢ the number of sessions per

user. C begins by drawing a random bit b & {0,1} and generating key pairs
{(ski, pk;) | 1 <14 < p} as well as oracles {7} | 1 <i<p,1<s< /(.

2. C now runs A, providing all the public keys as input. During its execution,
A may adaptively issue Send(i, s, m), RevLTK(7), RevSessKeyPriv(i, s) and
RegisterLTK(i, pk;) queries any number of times and the Test(m) query once.

3. Depending on what argument X the Test(m) oracle was called with, we

require the corresponding property below to hold through the entire game.
(a) MITM-privacy: P; and P; are never corrupted. Furthermore, we require
that Pid%lj =_lor Pid%‘j = k for some k < 1, while Py, is never corrupted.
(b) Forward-privacy: The returned oracle wil‘j has a partner oracle 7}, at the
end of the game. Furthermore, no oracle besides 7}, may be instructed

to start a protocol run with intended partner F;;.
4. The game ends when A terminates with the output b’ representing the guess

of the secret bit b. If ¥ = b, it outputs 1. Otherwise, it outputs 0.

Definition 6. Let PPAKE be a key exchange protocol. The advantage of an

adversary A in breaking the X € {MITM-privacy, Forward-privacy} security
of protocol PPAKE is defined as:

1

AdVI)D(PAKE,AO‘) = ‘Pf [Expli(PAKE,A()‘) = 1} - 2‘ :
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4 Protocol Ilspy

In this section, we prove that the protocol IIspy in Figure 1, already presented
informally in the introduction, has the three properties of our security model
under the SDH assumption in the ROM.

In our proofs, during a session simulated by the oracle w7 where P; is the ini-
tiator, (pk;,sk;) corresponds to (U, u), (pkpigs,Skpias) corresponds to (V,v) and
(epk;, esk?) corresponds to (X, z) in Figure 1. When P, is the responder, (pk;, sk;)
corresponds to (V,v), (epk;,esk;) corresponds to (Y,y), and (Pkpigs ; Skpias ) cor-
responds to (U, u) when defined. Recall that when the oracle 7{ is initialised for
the role responder, the value of Pid; is set to L. In accordance with the protocol
in Figure 1, Pid] is updated after the third query is received on the condition
that the message received is well-formed, i.e., its decryption gives the public key
of a registered user P;. In this case, Pid] will be set to j.

Theorem 1. Our protocol IlIspy instantiated with a secure AE scheme is MITM-
private under the SDH assumption in the ROM.

We prove MITM-privacy in two steps. First, we show that the adversary can
never guess and send the Diffie-Hellman values of V* and UY to the RO instead
of uncorrupted users (owners of V' and U) under the SDH assumption in the
random oracle. This result (Lemma 1) allows us to show that during the MITM-
privacy experiment, the key K used by P;|; is perfectly random, and therefore
that the identity encrypted in C' can only be recovered by attacking the secure
authenticated encryption scheme.

Lemma 1. Let E be the event: "at the end of the MITM-privacy experiment, for
some tuple (s, i, j, R), P; and P; are never corrupted, Pid; = j, and the R™" query
to the RO contains the value gKi%i, where esk; is the ephemeral key used in
i ". For any PPT adversary A playing the MITM-privacy ezperiment on Ilsp,
the probability that E occurs and A wins the experiment is negligible under the
SDH assumption in the ROM.

Proof. We show that Pr [Expw;yjﬁvacy(/\) =1 A E| is negligible using the fol-
lowing sequence of games.

Game Gy: This is the experiment Exp%gmjﬁvacy()\) except that if F does not

occur, the experiment returns 0. We have that:
Pr [Expl'\gg:ﬂ:f{'ivacy(/\) =1A E| =Pr[Gp returns 1].

Game G;: G is the same as G except that the challenger picks (s, iy, jx) &
[€] % [11)%, and returns 0 if E does not occur on the tuple (s., i, j., R.) for some
query index R.. We have that:

Pr[G returns 1] < £u?Pr[G; returns 1].



4. PROTOCOL IIspn 11

We will show that Pr |G returns 1] < Adv>P*(\).
Let A € Poly(\) be an adversary against G'1. We build the following algorithm
B € Poly()) against SDH. B(A,B) perfectly simulates G to A, except that:

— If at some stage Pid;* # L and Pidj # j., B aborts the game (G will
returns 0 anyway).

— B sets pk;, < B, and sets epk;* < A, where epk;’ is the ephemeral public
key used in 7;*, noted X in the protocol (resp. Y) for the initiator (resp.
responder). Note that B does not know the respective discrete logarithms
skj« and esk;* of pk;. and epk;*. It is therefore necessary to specify how B
simulates the oracles that would use these values, i.e. oracles 7} for all s
for sk;~ and the oracle 7}~ for esk;*. These two cases are detailed in the two
following items.

— For simulating the oracles 7 for all s, each time that B should com-

pute (@;*)Skﬂ'a it sets a tuple T + (@j—*,pkj‘*). If, afterward, B needs to
.. —5 ok .

compute the hash of an element containing (epk;, )+ using the random ora-

cle, it replaces (ﬂﬁj )*ki« with T, and labels the query as ‘incomplete’ when

storing it in the list of random oracle queries (but still returns a random

value corresponding to the query).

— For simulating the oracles 7;*, we distinguish two cases:

There exists (i,5) # (i, $x) such that epk] = &f* In this case, the ad-
versary B knows the secret key esk?. Each time that B should compute
(&Z)e*i: , it computes (epk;‘?:*)es"f instead. Each time that B should

ks *
compute pk;i ", it sets the tuple T' < (epk;-,pk; ). If, afterward, B
ke
needs to compute the hash of an element containing pk;i ** using the

random oracle, it replaces pkjiki: by T, and labels the query as ’incom-
plete” when storing it in the list of random oracle queries (but still
returns a random value corresponding to the query).

There is no (i,s) # (i, s») such that epk] = @fj In this case, B does
not know the discrete logarithm of @f We distinguish two cases:

Sk
eski*

e If rolej* = initiator, each time that B should compute (@Z)
it sets the result as L instead. Each time that B should compute

ke

pk , it sets the tuple T < (epk;-,pk;, ). If, afterward, B needs

to Compute the hash of an element containing both (@§ )eskil and
ke* —
pkji “* using the random oracle, it replaces (epké )ESk by L and
esk;*

pk by T, and labels the query as ’L-incomplete’ when storing
it in the list of random oracle queries (but still returns a random
value corresponding to the query). For the sake of consistency with
the random oracle, if at any time B generates an ephemeral key epk’
such that epk; = eTokf, then L is replaced by (epk;- )eski in the
L-incomplete query, and the label is replaced by “incomplete’.
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e Else if rolef* = responder, B proceeds as in the previous case, except
that it does not compute the key K and does not decrypt the ci-
phertext C' it receives. Instead, it assumes that the decryption of C
is pk;, . Recall that according to game G, the adversary must send
to ;" a ciphertext correctly formed of the key pk;, in order to keep a
non-negligible advantage of winning. The game is therefore correctly

simulated to A as long as the adversary keeps its advantage.
We note that in the two cases, T = (A4, B), and that there is at most one

unique |-incomplete query.

— Each time B must process a query to the random oracle that matches the
pattern of a previous query labelled ’incomplete’ (i.e. all elements that are
not tuples match in the queries), it checks whether each group element Z cor-
responding to a tuple T' = (epk, pk;, ) satisfies stDHy(epk, Z) = 1. If so, it re-
turns the value associated with the incomplete query; otherwise, it processes
the query as usual. For instance, if B simulates the first response of P;, to the
first message send by P; in the session 77, when generating K, it will replace
the query (X?||XY||X||Y) with the incomplete query ((X,V)||XY||X|Y) to
the random oracle H. If, subsequently, A sends a query (Z]|XY||X|Y), B
will check whether stDH, (X, Z) = 1, and if so, it will return K (otherwise
it will treat (Z]|XY||X||Y) as a standard query to a random oracle).

— Each time B must process a query to the random oracle that matches the
pattern of the query labeled ’L-incomplete’ (i.e. all elements that are not
tuples or L match in the queries), it checks whether the group element Z
of the query corresponding to the tuple T'= (A, B) in the incomplete query
satisfies stDHy(A, Z) = 1. If so, it aborts the experiment and returns Z;
otherwise, it processes the query as usual. As a result, it is never necessary
to know the value replaced by L.

— To maintain consistency in responses, when B stores a new incomplete query,
it must also check that no previous query matches this incomplete query in
the same way; if so, it must return the corresponding hash of that previous
query.

— In order to take into account all cases where the adversary sends a query
containing ¢oki- %+ (possibly by chance) to the random oracle, B tests, for
each element Z contained in each query, whether stDH, (A4, Z) = 1.

— If, at any other point, B tests stDH,(A, Z) = 1, it aborts the experiment and
returns Z.

— If B must process the query j. to RevLTK, B aborts the game (A can no
longer win G; because P;, must not be corrupted for event £ to occur on
).

In this way, G; is perfectly simulated for A except for abortions when A can
no longer win the game or when B is guaranteed to win their SDH experiment,
and therefore:

Pr[G returns 1] < AdeDH()\).

Finally, the following concludes the proof:

Pr [Exp%gm;g”“cyu) — 1A E| < 2AdvSPH ().
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Proof (Theorem 1). We use the following sequence of games.

Game Gy: This is the experiment Exp%gyjﬁvacy()\). We have that:

Pr [Exp%gmjﬁvacy()\) = 1} = Pr[Go returns 1].

Game (: Same as G except that at the end of the game, if A wins according
to the conditions of Gy, and if for some tuple (s, ix, j«, R), P;, and P;, are never
corrupted, Pid; = j,, and the R query to the RO contains the value geSkf* sk
(where esk] is the ephemeral key used in 7§ ), then G sets abort; = true, aborts

the game, and returns a random bit. According to Lemma 1, we have:
|Pr[Go returns 1] — Pr[Gy returns 1]| < Pr[abort;] < £u2AdvPH()).

Game Gy: G is the same as (G except that if in two distinct sessions, the
ephemeral public keys randomly chosen by the oracles are the same, then Gs
sets aborts = true, aborts and returns a random bit. At most, there is £y sessions
during the game, we deduce that:

|Pr[Gy returns 1] — Pr[Gy returns 1]| < Pr[aborty] < (uf)?/|G|.

Game (G3: G5 is the same as G4 except that if the RO returns the same random
element for two distinct queries, then G3 sets abortg = true, aborts and returns
a random bit. We set ¢ as the number of queries to the random oracle during
G2, we have:

|Pr[G returns 1] — Pr [G3 returns 1]| < Prlaborts] < ¢*/|K|.

From this step, the abort conditions in games 2 and 3 ensure that the key
K used in session 7rl.1‘ j if P;|; is the initiator is used only once for encryption
(it can be used for decryption in the other session that matches the first two
interactions and therefore uses the same ephemeral keys; this session is unique if
it exists according to Gs). Furthermore, according to the condition of G, if the
adversary submits the query to obtain K to the random oracle, then its winning
probability drops to 1/2. K is therefore perfectly random from their point of
view as long as they still have a non-zero advantage in winning the game.

Game G4: G4 is the same as G3 except that if the role of P;; in 7ril‘j is initiator,

then it computes C + Enck (L) instead of computing C <~ Enck(U) at the second

interaction. If during the simulation of an oracle the challenger has to decrypt C

with the key K, they do not decrypt C and act as if the decryption returned U.

Furthermore, if during the simulation of an oracle the challenger has to decrypt

a ciphertext C” # C with the key K, they act as if the decryption had failed.
We claim that:

|Pr [G3 returns 1] — Pr [Gy returns 1]| < Advag ()).

We prove this claim by reduction. Assume that there exists an adversary A
such that |Pr[G3 returns 1] — Pr[Gy4 returns 1]| is non-negligible, we build the
following AE adversary B. B simulates the game G3 to A, except that:
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— In 7Ti1|j7 if P;|; is the initiator, when B must determine K with the random

oracle for the query (VZ*||Y*||X||Y), it associates the query with the label
‘undefined’. Then, instead of computing C' < Encg (U), it sends (Mo, M) =
(U, L) (where U is the public key of P;; to its challenger and receives the
challenge ciphertext ctxt. It sets C' <« ctxt.

Each time that B should compute the hash of query labeled with undefined’
to determine the value of a key K, it uses its encryption/decryption oracles
Enck () and Decg(-) instead of directly using the hash K (If B must de-
crypt C, it cannot use the decryption oracle; instead, it considers that the
decryption of C is U).

If at any point the adversary A requests or has requested a query labeled with
‘undefined’ to the random oracle, B aborts the game and returns a random
bit. Note that this behaviour is consistent with the condition introduced in
game G.

— B returns 1 if and only if A wins the game.

In this way, if b = 0, G3 is perfectly simulated at A, else G4 is perfectly

simulated at A, except for abortions when 4 has no longer advantage, and
therefore, the following concludes the proof of the claim:

Pr[G5 returns 1] = Pr [ExpSAEE,QB(/\) = 1];

Pr[Gy4 returns 1] = Pr [EXPSAEE,LB(/\) = 1]~

Game G5: G5 is the same as G4 except that at the end of the game, if the

oracle RevSessKeyPriv generated a random session key k* equals to either another
session key randomly generated by the same oracle or an output of the random
oracle, then G5 sets aborts = true, aborts and returns a random bit. We set ¢

(resp. ¢,-) as the number of queries to the random oracle (resp. RevSessKeyPriv)
during G4, we have:

|Pr[G4 returns 1] — Pr[G5 returns 1]| < Pr[aborts] < ¢, (¢ + ¢»)/|K].

At this stage, we observe that:

— If 7T1'1| j is the initiator, the keys and the ciphertext produced by 7ri1| ; ho longer

contain any information about the real identity of P;; according (the keys
generated by the RO appear perfectly random to the adversary according to
G1, and the ciphertext contains L according to G4). If it is the responder,
no exchanged message depends on the identity of P;; anymore (according to
G1). It is therefore no longer possible to directly exploit messages exchanged
by 7ri1| ; to deduce its identity. Furthermore, if another oracle (for an uncor-
rupted party) is initialized with Pid = i|j (i.e., with the initiator role), Gy
guarantees that the encryption and session keys used by this oracle appear
to have been generated randomly from the adversary’s point of view.
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- If 7ri1|j has a matching conversation, then it is with a unique partner oracle
(because the ephemeral keys are all different according to Gs). In this case,
according to the definition of the RevSessKeyPriv oracle, the revealing of the
session key of the 7r1.1‘ ; and the oracle that has a matching conversation with it
will be the same (even if one of the parties reject the session). It will therefore
not be possible to use RevSessKeyPriv as a distinguisher to learn information
about 7ri1|j identity. This prevents trivial attacks where the adversary engages
an initiator oracle with partner P;, and forwards messages from that oracle
to 7rl.1| j (in this case, 7rl.1| j would accept the session if its identity is P;, and
fail if its identity is P;).

— In all other cases, regardless of P;; actual identity, if no oracle 7; has a
matching conversation with 7ri1|j, then no oracle has the same context as 7ri1|j
and therefore no oracle shares the same session key, because the context is
hashed to compute the session key, and all hash values are different according
to G3. It should also be noted that, by definition, even if a session oracle
refuses the session after receiving the last message C', RevSessKeyPriv returns
a random key that is different from those of the other oracles according to
G’5. Thus, the key returned by RevSessKeyPriv on W}‘j will be different from
the key returned on any other session oracle. It is therefore not possible to use
RevSessKeyPriv to distinguish the identity of P;; in this case. This prevents
attacks where the adversary would try to forge a end-of-session cipher C’
containing the key of P; in order to replace the real cipher C' containing the
key of P;;, in order to test whether the partner oracle of 7'&'1-1|j returns the

same session key as 7ri1| ; (which would mean that P;; = F;) or not.

Recall the winning conditions for the MITM-privacy experiment: P; and P;
are never corrupted, and Pid}| j=-Lor Pid}| ; = k while Py is never corrupted.
If Pidlﬂj = 1, then the session key revealed by RevSessKeyPriv is random by

definition. If Pidlﬂ ; = k while Py is never corrupted, then the session key of
7rz.1| ; appears perfectly random to A according to G;. As long as game G5 has

not been aborted, A has no further information that can be exploited to guess
the identity of P;;, neither by exploiting messages sent/received by 7TZ-1| ;» nor by
comparing session keys, so its advantage is zero, and it cannot guess better than
guessing at random:

Pr[Gs returns 1] = 1/2.
By considering that |G| > 2* and |K| > 2%, we can therefore conclude that:
)Pr [Exp%gm“““@) - 1} 1 /2‘ <0uPAdvSPH ()
+ ((10)? + ¢ + 4 (g + ¢:))/2* + AdvsE (V).

Theorem 2. Our protocol Ilspy, instantiated with a secure AE scheme, is for-
ward-private under the SDH assumption in the ROM.

The proof of forward-privacy follows the same idea. Without interfering in the
communications between two uncorrupted users, the adversary cannot deduce
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g*¥, and the key K therefore appears to be completely random, perfectly hiding
the identity U.

Proof (Theorem 2). We use the following sequence of games.

Game Gg: This is the experiment Expi;srxjprivacy()\). We have that:

Pr | Exp orardPivacy (\) — 1| = Pr[G returns 1] .

Hsph,A

Game G: G is the same as G except that the challenger picks (i, jx, ks, 7 ) &
[1)® x [0], and if i[j # i.|j. or if 7" is not the partner oracle of W}*IJ’*’ then G
aborts and returns a random bit (note that according to the winning condition
of the experiment, the returned oracle 7Ti1‘j must have a partner oracle at the end

of the game). We have that:
Pr[Gp returns 1] < £u®Pr[G; returns 1].

Game G5: This hop is identical to that from G5 to GGz in the previous proof.

Game G3: G3 is the same as G5 except that if the adversary sends a query

1 T
containing g®*i-15+*K1l (where eskg*| ;. and esk;* are the ephemeral keys  and

y used in the two sessions) to the random oracle, then G3 sets aborts = true,
aborts and returns a random bit. We claim that:

|Pr [G returns 1] — Pr[G5 returns 1] | < Prlaborts] < Adv®PH())

We prove the claim by reduction. Let A € Poly(A\) be an adversary such that
Pr[aborts] is non-negligible. We build the following algorithm B € Poly(\) against
SDH. B(A, B) simulates G5 to A, except that:

< A and epk;® < B, where epk}
1
|
Y') for the initiator (resp. responder).
— Recall that A must ensure that 71'1»1* i . =
k) in order to maintain a non-negligible advantage according to G;. As soon

as this condition can no longer be satisfied, B aborts the game by returning
1

a random bit. When it simulates m; |, , B computes (epk%*‘j*)skk* instead

— B sets epk}*“—*
ephemeral public keys used in 7

.15, and epk;* are the

and 7", noted in the protocol X (resp.

and 7" are partners (and so Pid]

Kl 1
of pkzs* 1= Moreover, when B should compute (epkj )eSki*\j*, it replaces it

with T'= (A, B). It then labels the queries to the random oracle containing
T as ’incomplete’ when storing it in the list of random oracle queries (but
still returns a random value corresponding to the query).

— In a similar way, when it simulates 7,*, B computes (epk;’ )skisli« instead of

)esk

kT‘* T
pk_ 1" . Moreover, when B should compute (epk’ kit replaces it with

(MM « g
T = (A, B). It then labels the queries to the random oracle containing 7" as
incomplete’ when storing it in the list of random oracle queries (but still

returns a random value corresponding to the query).
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— Each time B must process a query to the random oracle that matches the
pattern of a previous query labelled incomplete’, it checks whether the group
element Z of the query corresponding to the tuple 7' = (A, B) in the incom-
plete query satisfies stDH,(A, Z) = 1. If so, it aborts the experiment and
returns Z, otherwise, it processes the query as usual.

— To maintain consistency in responses, when B stores a new incomplete query,
it must also check that no previous query matches this incomplete query; if
S0, it must return the corresponding hash of that previous query.

To keep an advantage in the game, the adversary must not interfere with
communication between 7r1.1*‘j* and 7;° (they must be exclusive partner ora-
cles), and therefore cannot modify the ephemeral keys exchanged. In this way,
G- is perfectly simulated at A except for abortions when A can no longer win
the game or when B is guaranteed to win their SDH experiment, and therefore

Pr [aborts] < Adv®PH()), which concludes the proof of the claim.

From this step, the abort conditions in games 2 and 3 ensure that while the
adversary keeps an advantage, the keys generated by the session seem to their
fully random, and are never reused in another session (except the key shared with
W,:) As a result, the latest information that the adversary can exploit about
the identity of P;; is the message encrypted with the key K, which contains its
public key (if P;|; plays the role of initiator).

Game (G4 and G5: These hops are identical to those from G3 to G4 and from
G4 to G5 in the previous proof.

At this stage, we observe that:

1
.
longer contain any information about the real identity of P; |;, (the keys

generated by the RO appear perfectly random to the adversary according to
G3, and the ciphertext contains L according to G4). If it is the responder, no
exchanged message with its partner oracle depends on the identity of P |;,
anymore. It is therefore no longer possible to directly exploit messages ex-
changed by 7ri1* ;. to deduce its identity. Furthermore, the winning conditions

— If 7ri1* i is the initiator, the keys and the ciphertext produced by = no

of the forward-privacy ensure that no oracle besides 7T£* may be instructed

to start a protocol run with intended partner P; ;. .

— As in the previous proof, if 7r2.1*| i has a matching conversation, then the
revealing of the session key of 771.1* ;. and the oracle that has a matching
conversation with it will be the same. In all other cases, regardless of P |;,
actual identity, if no oracle 7} has a matching conversation with 7Ti1*‘ R then
no oracle shares the same session key. It is therefore not possible to use
RevSessKeyPriv to distinguish the identity of F;_|;, .

Recall the winning conditions for the forward-privacy experiment: the re-
turned oracle 7Ti1|j has a partner oracle 7}, at the end of the game, and no oracle
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besides 7 may be instructed to start a protocol run with intended partner P;;.
As long as game G5 has not been aborted, A has no further information that
can be exploited to guess the identity of F;;, neither by exploiting messages
exchanged by 771.1‘ ; and 7}, nor by comparing session keys, so its advantage is
zero, and it cannot guess better than guessing at random:

Pr[Gs returns 1] = 1/2.

By considering that |G| > 2* and |K| > 2%, we can therefore conclude that:

[Pr [Expmer? ™ () = 1] = 1/2) <t (A + (a4 ¢* + (g + 0,) /2
+Adv§EE()\)) :

Theorem 3. Our protocol Ilspy instantiated with a secure AE scheme is key
secret under the SDH assumption in the ROM.

Recall that a very similar protocol (II) has already been proven key secret
in [6], the only difference being the use of the key K = H(g*"||g™||X||Y) to
encrypt the public key U (U is not a sensitive value for key-secrecy). Since
the key K comes from the RO, it does not provide the adversary with any
information about the values ¢*¥ and ¢g*¥, and is therefore of no use in guessing
the session key. Since it essentially follows the same spirit as the proof of the
protocol IT in [6], we have deferred it to the Appendix B.

5 Protocol IIcpy

We are now building a variant of our protocol that can be proven under CDH,
which is weaker than SDH and is generally considered more standard. This
protocol uses signatures of knowledge of a discrete logarithm given a group
element and a base. We first recall the formal definition of signature of knowledge.

Definition 7 (Signature Of Knowledge (SOK) [5]). Let R be a binary
relation and let L be a language such that s € L < (3w, (s,w) € R). A signature
of knowledge for L is a couple of algorithms (SOK, Verify) such that the algorithm
SOK, {w : (s,w) € R} outputs a signature sok of a message m using w, and
the algorithm Verify(s, m,sok) outputs a bit b such that Verify(s, m,SOK,,{w :
(s,w) € R}) =1 for any w such that (s,w) € R. A SOK must guarantee the
following properties:

— Extractability. There exists a polynomial time knowledge extractor Ext and
a negligible function AdvEay (N) such that for any algorithm AS™)(X) hav-
ing access to a simulator that forges signatures for chosen statement and
that outputs a fresh tuple (s, m,sok) with Verify(s, m,sok) = 1, the extractor
Ext‘A()\) having access to A outputs w such that (s,w) € R with probability
at least 1 — AdvES,(N).
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— (Perfect) Zero-knowledge. A signature sok leaks no information, i.e.,
there exists a polynomial time algorithm Sim (called the simulator) such that
SOK, {w : (s,w) € R} and Sim(m, s) follow the same probability distribution
for any (m,s) and any w such that (s,w) € R.

Alice (initiator) Bob (responder)
ski = u; pki = U = g" sky = v;pky =V =g"
sok; = SOKp,{u: U = g"} sok; = SOKp {v:V =g"}

If sok; is not a valid SOK, Alice aborts the protocol.
T ZLp; X< 4¢g°

soky < SOKo{z : X = ¢"} —X 0« 7, Y « g

soky + SOKi{y: Y =g¢"}
If sokx is not a valid SOK,
Bob aborts the protocol.

hi (Y5 V) Y py e (XY]X)
K« H(X||Y||h1) K+ H(X||Y||h1)
If soky is not a valid SOK,

Alice aborts the protocol.

C + Enck(U) — ¢ U+ Deck (C)

If U is not a registered public
key, or if sok; is not a valid
SOK, Bob aborts the protocol.
hy < YU hy < UY
Ki « H(ctxt||h1]|h2) K: < H(ctxt||h1||h2)

Fig. 3. Private authenticated key exchange protocol based on CDH (I1cph).

The SOK of a discrete logarithm can be instantiated by the Schnorr protocol [17]
rendered interactive with the Fiat-Shamir heuristic [8], and where the message
is hashed with the rest of the elements. In this case, SOK,,{w : W = ¢g"}
consists of choosing an r and returning (R = ¢",a = r + xH (g, W, R,m)) (1
exponentiation), and Verify((g, W), m,sok) consists of verifying whether g® =
RyH(g.W.R;m) (2 exponentiations). Note that we implicitly consider in the SOK
definition that any hash function will be simulated by a random oracle (RO).
In particular, the Schnorr simulator Sim can program the random oracles (Sim
picks (o, h), computes R = y" /g%, and then programs the random oracle such
that h = H(g, W, R, m)). However, the algorithm A in extractability only has
black-box access to the random oracles, so it cannot program the random oracles
and therefore cannot simulate valid proofs on its own on arbitrary statements
to extract the witness.

Our Ilcpy protocol, shown in Figure 3, is the same as the Ilspy protocol,
except that each user uses their long-term key to sign their identity, and uses
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their ephemeral key to sign their role (with initiator = 0 and responder = 1)
at each session. Each user must therefore generate a SOK and verify a SOK
at each session, which adds 3 exponentiations per user. Note that it is also
necessary to verify the SOK of the long-term key, but this can be performed
only once (when verifying the certificate of this key) and does not need to be
repeated for other sessions with the same partner. The security of this protocol
is given in the following theorem.

Theorem 4. Our protocol Ilcpy instantiated with a secure AE scheme and the
Schnorr SOK is MITM-private, forward-private and key-secret under the CDH
assumption in the ROM.

The detailed proof of this theorem is provided in the extended version of this
work?. The proofs of the three properties follow essentially the same structure as
those of the previous protocol, except for the CDH reductions. In the previous
proofs, during these reductions, the SDH challenge (A, B) was used to instanti-
ate a long-term key and an ephemeral key or two ephemeral keys. Since, before
being hashed, these keys are used to compute Diffie-Hellman keys with several
different key shares, and since it is sometimes impossible to compute these keys
without knowing the discrete logarithm of A or B, we stored the key shares that
would have had to be merged in the random oracle queries, then used the stDH
oracle to check whether the attacker was sending the corresponding queries. For
example, if an adversary’s query corresponds to an incomplete query requiring
the Diffie-Hellman key of key shares (X, B), we checked whether stDH,(X, Z),
where Z is the element sent by the adversary. In Ilcpy, in similar reductions,
while (X, sokx ) is a fresh pair of ephemeral key and SOK (not already outputted
by the challenger), we can instead use the knowledge extractor on sokx to find
x and compute Z = B”. However, it should be noted that, since the discrete
logarithm of A and B is unknown, the corresponding signatures must be simu-
lated (these signatures are therefore non-extractable). Thus, the adversary could
reuse these elements and signatures without knowing the corresponding discrete
logarithms. However, since the signature signs the user’s role (for ephemeral key)
or the user’s identity (for long-term key), they can only be reused in the same
context. For example, if an oracle sends the ephemeral key A with a signature of
the role initiator, the adversary cannot send the same ephemeral key back to
the oracle, since they are supposed to play the role of the responder. For similar
reasons, the adversary cannot register a user using such an ephemeral key as a
public key. This prevents cases that cannot be simulated in the reductions.

6 Conclusion and Future Work

In this article, we have given two efficient round-optimal private key exchange
protocols and proved their security in the ROM under SDH and CDH. There are
many directions in which future research could go. Firstly, our privacy proofs are

2 See https://hal.science/hal-05593610
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not tight, and it would be interesting to improve them and prove the optimal loss
reduction that can be achieved for privacy. Secondly, it would be interesting to
investigate whether a similar approach could be taken with quantum-resistant
primitives, such as in key exchange based on key encapsulation mechanisms.
Finally, since our protocols are very similar to Noise, which is used in real-world
applications, it would be interesting to see what using our protocols would entail
in practice (e.g. for Signal [11], WhatsApp [18] or Wireguard|7]).
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A Key-Secrecy Experiment

Definition 8 (Freshness). An oracle w5 is fresh if (i) ¥ = Accept, (i%)
RevSessKey(i, s) has not been issued; (iii) no query RevSessKey(j,t) has been
issued, where 7r§- is a partner of w7 ; and (iv) Ppigs was not corrupted before w}
accepted if ¢ has an origin-oracle, and not corrupted at all if w7 has no origin-
oracle.

Key secrecy. The oracle Test(4, s) is defined as follows: if ¥ # Accept, return

L. Else, return k; where kg = k], and k; ﬁ K is a random key. After this

query, oracle 7f is said to be tested. The experiment Exp‘;epyilfgi()\) is defined
as follows:

1. Let g be the number of parties in the game and ¢ the number of sessions per

user. C begins by drawing a random bit b & {0,1} and generating key pairs
{(ski, pk;) | 1 <14 < p} as well as oracles {77 | 1 <i<p,1<s< /(.

2. C now runs A, providing all the public keys as input. During its execution,
A may adaptively issue Send(i,s,m), RevLTK(7), RevSessKeySec(i,s) and
RegisterLTK(z, pk;) queries any number of times and the Test(¢, s) query once.

3. The game ends when A terminates with the output &’ representing the guess
of the secret bit b. If the tested oracle is not fresh, it outputs a random bit.
Else, if the tested oracle remains fresh and b = b, it outputs 1. Otherwise,
it outputs 0.

We define the following three winning events in the game Exptéepy/;ségj()\):

1. Event breakSound: This event occurs if there exist two partner oracles 7
and 7§ such that their session keys differ, i.e., kf # k%. In other words, two
partner oracles compute different session keys.

2. Event breakUnique: This event occurs if there exists an oracle mj that has
two distinct partner oracles 7% and 7751 That is, one oracle has more than
one partner oracle.

3. Let guessKE be the output of the game Explgeg:;céj()\). We define breakKE
as the event where guessKE = 1.

Definition 9. Let PPAKE be a key exchange protocol. An adversary A breaks the
key-secrecy of PPAKE if at least one of the events breakSound, breakUnique, or
breakKE occurs during the game. The advantage of the adversary A in breaking
the AKE security of protocol PPAKE is defined as:

AdvéﬁEKE’A(A) = max {Pr[breakSouncﬂ7 Pr[breakUnique], |Pr[breakKE| — ;’} .
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B Proof of key-secrecy for Ilspy

Lemma 2. Let E be the event: "at the end of the key-secrecy experiment, for
some tuple (s,1,j, R), P; is never corrupted, Pid; = j, and the R query to the
RO contains the value g**i*ki | where esk{ is the ephemeral key used in 3" For
any PPT adversary A playing the key-secrecy experiment on Ilspn, the prob-
ability that E occurs and A wins the expermient is negligible under the SDH
assumption in the ROM.

Proof. This lemma can be proved in a manner similar to Lemma 1. The only no-
table difference is that in this lemma, we do not require that P; be uncorrupted,
which is never used in the proof of Lemma 1 (however, we do need P; to be
uncorrupted because in the reduction to SDH, the public key of P; is replaced
by one of the inptus of the SDH experiment and therefore the corresponding
secret key is unknown).

Proof. We show that IIspy is key secret using the following sequences of games.

Game Gy. In this game, the adversary interacts with honestly behaving or-
acles according to the key-secrecy security experiment. Oracles derive session
keys exactly as specified in the protocol. The adversary’s goal is to distinguish
a real session key from a random one. We define:

Pr[breakkg] = Pr[Gp returns 1].

Game G;. This game is identical to G except that the challenger aborts if at
the end of the game, for some tuple (s, i, j, R), P; is not corrupted, Pid; = j, and
the R*" query to the RO contains the value ¢®*i%i  where esk; is the ephemeral
key used in 7}.

By Lemma 2, we have that:

| Pr[Gy returns 1] — Pr[G; returns 1]| < £u2Adv>PH ()).

Game G5. This game is identical to G; except that the challenger aborts the ex-
periment if two oracles in the same role (either initiators or responders) generate
identical session contexts. This implies a collision in their ephemeral exponents,
which is highly unlikely. Given at most ¢ sessions per user and p users, this
collision occurs with probability at most:

(ul)?
IG| -

| Pr[G; returns 1] — Pr[G3 returns 1]| <

Game (3. This game is identical to G5 except that the challenger guesses a
tuple (i, S«,Js, t«) such that if the adversary A ever queries the Test oracle, it
will be on 7rf* and if that oracle has an origin oracle, it is 7r§* (Note that t, is
unique, according to G2). If the adversary A fails its guess, the game aborts. We
have:

Pr[G; returns | < p?¢? - Pr[G3 returns 1].
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Game G,. This game is identical to G'3 except that the game sets aborty = true,
aborts and returns a random bit if 7r§* is the origin oracle of 7", 77" is fresh
and the adversary has sent a query to the random oracle containing an element
ty

i« during the game. We claim that :

esk’* esk
i

equal to g
| Pr[Gs returns 1] — Pr[Gy returns 1]] < Prlabort,] < AdvSPH()).

We prove this claim by reduction. Let A € Poly()\) be an adversary such that
Prlaborty] is non-negligible. We build the following algorithm B € Poly()\) against
SDH. B(A,B) simulates G4 to A, except that:

— B sets epkzi < B, and sets epk;’ < A, where epk;’ and epkéi are the
ephemeral public keys, respectively, used in 7'(':* and wji If eT)IQS #* epk;’:,
then B aborts the game (in this case 7T§-: is not the origin oracle of 7). Note
that B does not know the respective discrete logarithms esk?’; and esk;* of
epkéi and epk;’. It is therefore necessary to specify how B simulates the

oracles that would use these values, i.e. oracle 7r§: for eské: and the oracle
i+ for esk;:.

sk,
— In 77", when B should compute (pkp;,:. kil it computes (epk;*) i in-
stead. In the case where B does not know the secret key skf;?dg* (i.e. pkf;?d{,»*

has been chosen by A), then B aborts the game. Recall that if 7~ is fresh
and has an origin oracle, then Ppid:* was not corrupted before 7T: accepts,
so B knows the secret key of Ppigs- N

— In 7j*, when B should compute (epkéi )eSkfi, it sets a tuple T + (A, B). If,
afterward, B needs to compute the hash of an element containing (epk;: )eSkfI
using the random oracle, it replaces it with T" and labels the query as “incom-
plete’ when storing it in the list of random oracle queries (but still returns
a random value corresponding to the query). Each time B must process a
query to the random oracle that matches the pattern of a previous query
labelled “incomplete’ containing T, it checks whether the group element Z
of the query corresponding to the tuple 7' = (A, B) in the incomplete query
satisfies stDH,(A4, Z) = 1. If so, it aborts the experiment and returns Z,
otherwise, it processes the query as usual.

— In 7rt:, when B should compute (A’ )ESk;i for some A’, it sets a tuple T” «
(A, B). If, afterward, B needs to compute the hash of an element contain-
ing (A’ )ESk;‘i using the random oracle, it replaces it with 77 and labels the
query as ’incomplete’ when storing it in the list of random oracle queries
(but still returns a random value corresponding to the query). Each time
B must process a query to the random oracle that matches the pattern of
a previous query labelled “incomplete’ containing T”, it checks whether the
group element Z’ of the query corresponding to the tuple 7/ = (A’, B) in
the incomplete query satisfies stDH,(A’, Z’') = 1. If so, it replaces T' by Z’
in the stored query (note that a query can contains several tuples T").
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— To maintain consistency in responses, when B stores a new incomplete query,
it must also check that no previous query matches this incomplete query in
the same way; if so, it must return the corresponding hash of that previous

query.
In this way, G4 is perfectly simulated at A except for abortions when A can no

longer win the game or when B is guaranteed to win their SDH experiment, and
therefore Pr[aborty] < AdvSPH (),

Game G5. This game is identical to G4 except that the challenger aborts the
game if the RO outputs two times the same value on two different queries, or
outputs k1. We set ¢ as the number of queries to the RO, we have:

| Pr[Gs returns 1] — Pr[Gy4 returns 1]| < Pr[aborts] < (¢ + 1)?/|K].

Remember that in order to have a significant probability of winning, the tested
oracle (77" according to G'3) must remain fresh, which means that the session
keys of the tested oracle’s partner oracles must not have been revealed. Note
that given the G5 game, since session keys are always different, the tested oracle
can only have one partner, and given the G5 game, two oracles that are not
partners have a different context and necessarily have different session keys. As
a result, A cannot deduce the tested session key by revealing the session keys
of other oracles. Finally, for the adversary to maintain a significant advantage,
they must be in one of these two situations required by freshness of the tested

session ;"

— Ppigs» was not corrupted before m;* accepted if 77* has an origin-oracle. In

this case, the game G4 ensures that the adversary must not have sent the
— 7 Sx Sx . .

key (epk;, y*kil in a query to the RO, which is necessary to generate the

oracle’s session key.

— Ppigs» was not corrupted at all if 7;* has no origin-oracle. In this case, the
game GG ensures that the adversary must not have sent the key (pkp;ys= )es"f:
in a query to the RO, which is necessary to generate the oracle’s session key.

In both cases, the session key of 77~ is therefore perfectly random from the point

of view of A. It therefore has no way of guessing whether the key returned by
the test oracle is the real session key or a randomly chosen key. We deduce that:

Pr[G5 returns 1] = 1/2.

Combining all bounds, we obtain:

2
Prlbreakye] < (¢p)? (Kl;’| +2- AP () + (q|+/C|1)> .

Furthermore, the probability of having two partner oracles at the same oracle is
bounded by the probability that two oracles generate the same ephemeral key,
and therefore:

(nt)?

Gl -

Pr[brea kUnique] <
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Finally, let us consider two partner oracles 7] and 71';“-, i.e., which share the same
context and transcript, and satisfy Pid] = j and Pid; = i. We will have:

K = H (et (pk;) ™7 (epkS )0 | (epk ) = H (ctxt| g7 e esk! [ gtk
Kj = H (ctxt]|(epk? ) | (epki) ™ || (pk;) ) = H (ctxt g™ o4 | e  gessks).

We deduce that kf = k7, then:
PrlbreakSound] < Pr[k] # k}] = 0.

To conclude, we obtain the following bound for the AKE advantage:

1 1)’
AdvéEEKE’A()\) < (gu)2 <G| + 2. AdVSDH()\) + (q—’—’q)) .



